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Ivar/lib/dockerzfEFE L £ FWX——— e

lusr/lib/systemd/system TWXT—Xr—X
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CMDARL—TFT 4 VT XFTLTIE DockerAVTFH ISV RERTIVELNHD X,
* Red Hat Enterprise Linux/\—>3 >7.865 K 1U7.9
* CentOS/N—2 3785 &TU7.9
* Ubuntu 22.04 (BlueXP74&/\—2 3 1. 23N U E)

CRDARL—F 4 VIV ZATFLTIE. PodmandAYTF IV VHEERTIAMNERHD X T, *
7= BlueXPH3E/N—2 3 V130U ENRNKRETT,

* Red Hat Enterprise Linux/\—<3 >8.8. 9.0. 9.1, 9.2, 9.3
RHEL 8.x5 &K URHEL 9.xZfEA L TWVW3I5E. ROBEIFREY R— I TLEEA,

CRTIYA NT/EYF
" OERAE Yy (RRAA—RAFXvF/—REJE—LRFvF/—REEFER)

* * Red Hat Subscription Management * : 78 X b (XRed Hat Subscription Management|CE &I N TUL\ S 44
ERHDET, BREINTVLARWEES. PXATLRA VYA M- IKICBRERY—FN—Tq®Y T I
TEEHTRIODURISMIICTIEATELEE Ao

*ZDMDY T U T I BlueXPREZA VA M—ILT BRI ROV I I TTF7ZRAMIAYRA =)L
TRIBENDHD XT,

cEALTULWBO0SIIEL T ROVWTNHADIAVTFIVIVEA VA M—ILTIRELBD FY,
* Docker Engine/N\—23 19314, "1 VX F—ILF|IEZREEL FT"

"CELDETAECEL LTV TlE. CentOSADDockerd 1 VX b— )LOBELRTEEZ B
72E0,

* Podman/\—3<0 3 V4L, Podmanz 1 X M—=ILTBICIF. AT LN T—CHBHLE
9o (sudo yum update -y) ZZUwZ L. PodmanzA XA —=)LLEXTJ, (sudo yum

install netavark —y) o

* Python/N\—2 3 >3.6L0%, "7V X b—ILF|EZRERLET"

° *NTPICRE S 2ZEEIE* | NetAppTld. Ry b T7—U X244 L7OK3JL (NTP) H—EXZFEHET 3
KD ICBIUEXPREEY R T LZRET D ZHREL TUVE T, BlueXPREES X7 L ¥ BlueXP
Connector> 2 7 LD TRZIABIHISN TULWAIHERH D £9,

c T FAT IA—ILDEEEIEFERA%EZHEL CULWEIHSE firewalld &, BluexPfEZ 1 VX M=)l
TRRNCEMC TR EEHELET, KOOV RERITLTHRELET firewalld BlueXPY
B hHd e xERBLET,

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload
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RDIL—=ILZEBIML TS,

firewall-cmd --permanent —--add-port=2377/tcp
firewall-cmd --permanent --add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent —--add-port=4789/udp

=+

rBAMEL L{E%ﬁ?é 7=TANC. DockerE7-lZPodmanz BiL&) g MBI H S Z CIFEL TLETL,

firewalld &X/E

C) BlueXPHEBEARZ R ZFLDIPT KL XIE. 1Y X F—ILEBIcEET 5 v 3 TS £ Ao

BlueXPORDENS T I MNTYRDA YR =2y TV ECRZBMLET

BlueXPDREICIFT I RNT Y RDAVRZ—2y b T IVEIDNBETT, RERY T =0 TIIMER Y
FOD—OTAVR—2y b7 IERITOFOH—NZFERALTVBRHEIF. ROIY FRAY MIERT S
TcODTIRNTYRDA YR =2y 8T I XADBlUeXPREA VXXV RCHB ez L TLEE
L\O

IYVRRAT EL:y
\ https://api.bluexp.netapp.com 2y NPy TTHOY M EFUBlUeXPHY—E X X DEE

¥ https://netapp-cloud-account.authO.com ¥ BlueXP Webt - kX D@EICL D I —HEREE% —TTito
https://authO.com

https://support.compliance.api.bluexp.netapp.c Y 7 h I T F7AAXA— IZT 1AM L —RADT

omA\ https:/hub.docker.com \ SR, BEVOTEA R v DREERELET,
https://auth.docker.io \ https://registry-

1.docker.io \ https://index.docker.io/\
https://dseasb33srnrn.cloudfront.net/\
https://production.cloudflare.docker.com/

\ Fy b7y IHBEELA—RIST—RZXN)—Z2JT
https://support.compliance.api.bluexp.netapp.c 23 LkSICLF T,

om/

https://github.com/docker Docker® - > X b —JLICRHERNY T —D BB LT T,

https://download.docker.com

http://mirror.centos.org CentOSDA Y A b —ILICKBHNY T —JZRELET,
http://mirrorlist.centos.org

http://mirror.centos.org/centos/7/extras/
x86_64/Packages/container-selinux-2.107-
3.el7.noarch.rpm

http://packages.ubuntu.com/ UbuntuD -1 > X b= JLICREBG Ny T —2ZiRMELET,
http://archive.ubuntu.com
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1. HEBlUeXPHEY 7 bz 7% 40 YO—RLET "Ry 7y THR—bHA L BRTZ 771D
£ 81l&* DATASENSE-installer -<version> .tar.gz *C 95

2. AT B Lnux FARMIAYRAM=5T70IILEIE—LET (cp £IFEFDMDHEEHER )
B ARRARIVVUTAVAN =S T 7AW EBELET, RICHAZERLET,

tar -xzf DATASENSE-INSTALLER-V1.25.0.tar.gz

4. BlueXPTlZ. * Governance > Classification *#&IRL £ 9,
S. [T—RE>VR%EENME (Activate Datasense) 1Z2 w2 L

(&) Data Sense

How does it work? (=

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects. i

Activate Data Sense

L ] ]
ENNEEEERER

6. VSIURTEGLIcAVRAEVREFA YT LI RATHEGLIEA VY REZVZADE L 5ICBlueXPREZ A VX
F—=ILE ML T %Y T B [Deploy]* R %2 1) w2 L TBlueXPOEDT VX —ILZHIRL £
ER
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7.

Install your Data Sense instance

Select your preferred deployment location:

Learn more abiout deplaying Data Sense @

Cloud Environment

@ | want BlueXP to deploy the instance and install Data Sense Deploy

<

#——[eploy on a machine
@ | deployed an instance and I'm ready to install Data Sense Peploy N you provisioned in
the cloud
» Use this option if you have already provisioned a new machine for Data Sense in the Cloud,
» Make sure your machine meets the necessary requirements,
On Premise

N s [)eploy 0N @ Machine
K—_v/.' | prepared a local machine and I'm ready to install Data Sense A~ you provisioned in
-

your premises
+ Chaoose this option if you waould like to deploy Data Sense in your on-premises environment,
+ This installation requires a pre-prepared machine to install Data Sense on,

» Make sure your machine meets the necessary requlrements

I'_Deploy Data Sense on Premises] 24 7OJNMRIRENE T, REShAITUFZIOE-LFT (

5] © sudo ./install.sh -a 12345 -c 27AG75 -t 2198qq) ZZUwo L. BTHEEATE3LS
ICTHFRNT7AILICBEDITE T, RIEALZ %22 ) v L THr7O %L £ 9,

RARTO VT, AE=LEEOT Y RZAALT—EO IOV T MIREWE T, £, BEBLRIARTO
INTAX—=BREAIVRSA UG |IBMELTEETDEHTEFEXT,

AVA=IZERBICTET TR A YA =FICL>TEHEFAF TV IDNRTIN, PXATLERY k
D= DEGNEENTVBCEDHERINE T, "CEODETAZELLETVW BRIFIVIDX
vE—JCEDHEZERT B
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TAYT RIS TNIA—RZANLFT, FTEBIANYFZANILET,

a. FE7TIAE—-LAIR Y RZMDITET, g, BERERIMNSA=2TFOF /N A
sudo ./install.sh -a <account id> —2ZEELT. IRV RFZEFICERT S C
-c <client id> -t <user token> CHTEFEY,

sudo ./install.sh -a <account id> -c
(AVTLIZUND) 59 R4V RAV A <client id> -t <user token> --host

ICA YR =ILTB5EIE. ZEBMLET <ds_host> --manager-host <cm_ host>
--manual-cloud-install --manual-cloud-install
<cloud provider>o <cloud provider> --proxy-host
B <proxy host> --proxy-port <proxy port>
b. AT B RFLNSTIEATES LS --proxy-scheme <proxy_scheme> --proxy
I, BlueXPRHERA MY VDIP7 KL X EF -user <proxy_user> --proxy-password
IFRANBZEASDTLET, <proxy password> --cacert-folder-path

< t dir>
C. BlueXPIRIHKRRA I YDIPT RLRER o~ o~

3R bBZ AT LT, BlueXPRiES X7 LD
577BATESLSICLET,

d Oy 7 hHRRRSINIES. 7OF DO E%Z
AJIBlueXPOAX A TI TIc7OF O &FERAL
TW3I5EI1E. BlueXPODFETIZEOXRY X THE
BEna7O0xHAENICERINS .
CCTHS—EBANTIREEHD £HAS

ZHE :

° _account_id _ =Ry b7y FT7AHIEID

° client_id=A% TR0 547> D (V547> MDA RWESIE. HBEEF lclientss Z3EMN)
° user_token=IWTA—H—F7 I —0U >

° DS_HOST= BlueXPHHLinux> 2 7 LDIPT R L R £7=1d7HK X ~ 4,

° cm_host=BlueXPAR I XL AT LDIP7 RL XAEXTIFHRR &,

° cloud_provider=7 5 I RA VY ARAVAICA VA M=ILT2HBEIE. 77 RTAONTHICIGEL
T TAWS]) . TAzure) . F7=I& TGCP1 ZANLZF T,

° proxy_host=7RX A TOFH—NOBERICHZFEIE. TOFH—N\D IPAFIFEHI M,
° proxy_port= 7OF S H—NIZER TSR —F (774J)L8E80) TY,
° proxy_scheme= $&&i/ATt  https £7zlE http (F 7 #J)L bk http ) &

° proxy_user= N—3y ZERSEDRERIGE. 7OF S H—NICERT3-00BESNc2—H, O
—ANIA—HFRAA D A—HFTHIUNELHD £, HR—FINTLEHA,

° proxy_password = 18§E L fc A —HBD/NRXT— K,
° ca_cert_dir= BAIIMDTLS CASERRE /\ > RILZ EUBlueXPHELinux> A 7 LD/IN R, FOFTH TLS
RITZEERITLTVBRBEICOABETT,
&R

BlueXPZR A Y X b= Ny T —2Z A2V —)LLTEEKL. BlueXPREZ 1A +—JILLET,
YA =ILIZIE 10~20 2HHD £,
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RARIDEAXRTRAA VAR ZORBICR— L8080 TIEFAEILINTULBIEEIE. BlueXPDBIlue
XPORERTTA VA M=ILOEWR R ZHEETITET,

IOV S

BRER—I T, AFX VY VTR T—XY—X%EFERTEET,

FIAIRETY "BlueXPHEAD Aty Rzty b7y 7" REFRTIE. 30EBOER S 7ILHRT T2
FT. B2IFDDD FEA

BEORRICAF v/ —FZBIMY 3

T—RY—ZADRAF v VNN ER AT v VIBRENIIBZ 1-HBRIE. AF¥F v T/ —RZEMTZCHTEX
To Y=V v/ —REAVAM=ILLIEBERICRF YT/ —RZEBMTSZcH. BTRXFvF+/—KR%B
MIBZCHTEET, FLERIE 1DDT—RY —ADT—REHLCHBARBIC2EBEII3IBICHR -T2 e
OO o561 T—FAF v NRIIDFLWAE v+ /—REZEBMTEXY,

AF¥ v/ —RZEMTBICIF. RD2DDHEEDBD £,

FIRTOF—RY—ZDRF v VIERTS ./ — REBMLET

CREDT—EYV—R FRIFBEDT—2Y—RTIN—TF (BEIIGHAICEDIL) OXF v I&RILID/
—RZEMT S

TI7AILETIE BMLEFLLWRE v F/—RIEITART. AF v VY —XO—RPBRT—ILIZBININE
o cZ [TTAINMRFVFITI—T) EHVET, ROETIE. 6DITARTOT—RY —IADS5ITANT
DT—RZRAXY¥>F3 77k JIL—TIC. 1DDManager/ —RE3DDAF v+ ./ —RHEHD F
ERS

Scanner Node 2
Manager Node Group: default

Scanner Node 1 Group: default
Group: default @ Scanner Node 3

Group: default

AFvF/—RDRT—2Y —RYPENISEVWT =2 —RATREvVTE3T—2Y—IADHBFEIF. X+
v/ —RFELRERFYF/—FDOIN—TZEXZLT. FEDT—FY—RFLFT—EY—ADITIN—TF
ZAF VY YTEEY, ROETIF 12DV AR—Pv—/—REIDDRAFvIH—/—RHBHDET,
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* Manager/ —RI& T77 4L b1 JIL—FIZHD 1DDT7—FY—R%=Z XX+ LTVET
* 2% ¥+ ./ —F1l& TUnited States] ZIL—FICEBL. 22DFT—2Y—XEZXAFX v LTVWET

* XX v F/—R2ELUBIE T3—Ow/X) FIL—FICEL. 320DT—4Y —ADRAF* v VRV EHE
LEX9

Manager Node
Group: default Scanner Node 2

Group: europe
‘/" @ Scanner Node 3

Group: europe

Scanner Node 1
Group: united states

BlueXPODREERF v F I —TFid. T—RHMEMENBZERIOHIFRIEIFE L TERTET T, BlueXP7EE
AF¥ v/ —RIEFHEHRPICEHEATE, /—RILICRF v FIIL—TZERTEET, CDLSICTH
& BRAFX v/ —RRERHEVT—RZIAFT v LET, AF v/ —RFPBT7—RITEVEE. T—RDX
FryURORY NT—OLATUINTEBRIMERING D, T—XOHAMDEEHEELFTT,

BlueXPORBLBICEBMT 2 AX v FIIL—TE FDEFIZREIRTET £9, BlueXPOHETIE. [Europes &L
SEZRDAF v FII—FICRvEYTEIN/ —RATA—Ov/NICEATNBZIDITTIEHD FH A

EMDOBIUeXPREERAF v F ./ —RZA VA M—ILTBICIE. ROFIEZHRTLE T,

1. 2% v+ /—RELTHERETBLINUXKRRA M AT LZE/LET

2. TNSDLINUXY AT LICT—R2ERAY T bz 747 O0—RLET
3. Manager/ —RTIOAYYRZEFTLT. RFvF/—RERELFT
4

CRDFIBICHKES T, AFvF/—RICVIbIzT72RBELEY (Ff. BEDRXFvyF+/—RIZWRLT
723> T I RF¥vFIINL—71 ZEHZLET) o

5. X v+ U I —TEEEHLI-HEIE. Manager/ — R TROFIEEZETLE I,

a. TWorking _environment To _ scanner _group_config.ymll 7 71 ILZHZE. FEXF v+ IL—T TR
FrUShB1ERREZERLET

b. XKDX V)T r%EEFFLT. TOXYEVITEREITRTORFvF ./ —RICERLET,

update we scanner group from config file.sh

BELHD
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* AFvF /= FOIANTOLNUXY AT LD Z@mEL TWA e ZRHEB L FT KX FDEMH,

* YRTLICHHREH B B2D0DY T U7 /INwr— (Docker Engine % 7zlZPodman. & & U'Python
3) AUV RM=ILEINTWVWR e zHERLET,

* Linux ¥ X7 LICXTT B root tERRN' % B C L ZREES L TS 7280
RIENEHZHELLTVWS I ez L £ &R & i,
*EBMIZRAFvF/—RRILDIP7RLAZHEREL TEHBELHD £,

* BlueXP Classification Manager/ — RDRA Y AT LDIP7 RL AHWMETTY

* ARGV RATLDIPT RLRAXTWERZA M. Xy b7y T7AT Y MD. ARTZT 547 > KD,
BLVA—FTIEIA NI VDB ETY, RFX v FIIN—TZ2EATEHBEE. THI Y LOET—X
V—ZDEEERRDZHE L THEUBDHD ET, COBREIST BICIE. UTOUBRERT Y
T EBRLTIIEE W,

*IRTORASTROAR— b TORINEZBMITIBEDNDD £,

R—k Zakal B

2377 TCP 75 AXEIEBRE

7946 tcp. udp T J— RREEfE

4789 UDP FT—N—LAXY NT—=DOZ T

50 ESP EEftaniz IPsec A—N—L A%y kT —% (ESP) +5
A

1M1 tco. udp TY RAMETTI 7N EZHETIHDNFS H—/\ (BXFv
T/ —RhEIR—T v/ — RIZBE)

2049 tcp. udp TY RAMETTI 7N ZHBETEZHDNFS H—/N\ (BEXFv

T/ —RHBIR=T v ) — RICHE)

* AT BKR— b firewalld BlueXPH$EVY S > Tld. BlueXPH$EZ A VA M—IL T RRIICBMICT S
CEWRLFT, KOOV RZERITLTERELET firewalld BlueXPE BN HZ e Z#EEL
ER

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent --add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —-add-port=443/tcp
firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent --add-port=7946/udp
firewall-cmd --permanent —--add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp
firewall-cmd --reload

EEMEIIEHRT 37U, Dockerx fzldPodmanz BiEEEN T AMENH B EIEFEL TLEE L,
firewalld RE :
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ERICRDEGFIE

ROFIRICHE>T. XAF v/ —ROEMICHKERRY Ty TTAHIY KD, ARITRI AT

2T —NG BLUVA—HFTIEI M= ZEBIRLE T,

1. BUeXPDXZa—/N\—=T\ *THIV>THIV LOER%Z Vv ILET,

~ID. 3

activelQ

Account Name

account-lk Zj =
Account |D

Manage Account: activel Q Overview Members Workspaces BlueXP Connector

X

2. F7AUYHKD Z#dE—LZEY,
3. BlueXPX =2 —/N\—T. [NLT[HHRE— R>[BlueXPORZ 2oy LET,

i@: Support Resources NSS Management BlueXP Connector

Conn 3.9.21 /5289 NetApp
= C

|dQLfDRP Khal 10f000a5- 199da [ vmwoecm02-lab.ntap [
{£= I

4. Connector ClientID_¢ H—N\%_#3aE—LZ79,

. AXx v F I I —T=EAT BHBEE. BlueXPRHEODERE]|Z 7 T, XX ¥ FHJIL—FITEBMT 3R1EXR

ROEFRREZEIDZ IE—LE T,

Waorking Environments
Filter by 53 AMF a5 2]t} AFPS
J Azure Netapp Flles | 22 Yolumes Scanner Group name: Default s
'\_ Azure Metdpp Files I Jorking Ervironimant | 'l"!"""'l o =
W0 Continwowsly
- seanming oil
selecred Voluwmes
® 12 mappad B 5 classifiad 2 Wot Scamnad

R—J IR T N3 Working Environment IDD X7 1) —>> 3w ko "

6. ([C7UERALEYT "APIRF 2 X ~EIFE/\J" [Learn how to authenticate(FREE A% RS 5)% 7

w7
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https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
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https://services.cloud.netapp.com/developer-hub
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https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub

APl Documentation

Learn how to authenticate

7. Td—%—4%) & TIRXRAT—K] NSX—=RZDT7HoY  EEBEODI—HF—RE/NAT—REFERAL T,
SRELFIEICRE > TL 2L

8. RIC. I5EN 5 _access token # AE—L £,

FIE

1. BlueXP Classification Manager./ — R C. X2 ') 7 Tadd_scanner_node.sh] #R{TL£9d, 7z X
3. ROOAYYRIGFRFvF/—RFZ2DEMLET,

sudo ./add scanner node.sh -a <account id> -c <client id> -m <cm host> -h
<ds_manager_ ip> -n <node private_ip 1,node_private_ip 2> -t <user_ token>

BB

° _account id _=xv c7YvTFT7 AT KID

° client id=d% IR0 547> D (FRZEGXTY I TCAE—LIIVSA 7> MIDICERE T
clients) Z3&10)

°cm_host=OR IR AT LDIPT RLRAFTIIRR MG
° DS_manager_IP= BlueXP Classification Manager/ — R X7 LD TFZARX—KMP7 KL X

° node_private IP=BlueXPREXF* v+ /—RIXATLDIP7RLR (BEOZX*+vF/—RIPIZAY
Y TXYIDL%T)

° user_token=IWT1—H—7 02X =0 >

2. add_scanner nodeX 7 ) 7 hHTT §BH1IC. AFvF/—RICKBEBERA VA M=)LOAIYVRERTH
A7A7PKRRENET, XY RZIE—LFT (Bl sudo ./node install.sh -m
10.11.12.13 -t ABCDEF1s535212 -u red954673) ZANL. TF X771 IILICREFELE T,

3.&*R¥vF/—RAXLT:

a. F—REV XA >R +—7T 71)L(DATASENSE-installer -<version> .tar.gz)z K X k<> >|ZOE
—LE I (scpREDHEEER)

b. 1A =T 7 AN ZBRLET,
C. FE2TIE—L7caAVN Y FZ2BEDIFTERITLE T,

d XF*vF/—FR%Z TRy FJIL—T)1 ITBMT BHFSIFE. /N5 X —R*r <scanner_group_name>*%
ATV RICEMLEYT, ENUANDEHZEIF. AFvF /=R 7726 JIL—FITEBMEINE
ER

IRTDRFvF/—RTAVA=IDARET L. EN6D/—RFHRIYR—T v/ —RIZBMLE
5. Tadd_scanner_node.shy X7 ) F7rHETLET, 12X F—ILIZIF10~209D'D D Z Eh'dH
Dx7d,

4 X v FIIN—FICRF v T/ —FZEMLIEHZRIE. IR— v/ —FIZRD. RD2DDARIER
TLEY,
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a. [l/opt/netapp/config/custom _configuration/working_environment_to_scanner_group_config.yml) 7 7
1IN ZREI. RF Vv FIIL—THREDEEREZAF v > T3V vEYITEZANILET. T—32Y
— X Z & IZ_Working Environment ID_HDWMEIZED 9, 7z XiE. RODI > MU T 2DDEER
Bz 13—0Ov/\1 AFvFJIL—FIC. 2D% lUnited States] ¥ v FJIL—FIZEBMLF T,

scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"
DZBMCEMENTOWRWMERRIRIZ. 7 74)Lb JIL—TICL>TRF v rEnEs, 77
A1 TIL=TICIE DBRLEBIDDRFZ =TI v XIcERF v+ / —RHRBETT,

b. DRV )T r%EEIFTLT. TOXYEVITERETRTORF v+ ./ —RICERLET,

/opt/netapp/Datasense/tools/update we scanner group from config file.sh

(TS
BlueXP®D4%3$8I&. Manager/ — R ¥ Scanner/ — R TREIN. INRTODT—RY—XBZAF v ENFT,
RDRATY S

BWER—I T, AFX v UTB3T—RY—RZERTEXT (FLBRLTLRWES) o AFvFHJIL—T%
B LTS EIE. BT —2Y —ZABRENTND I I —TDRXF v+ /—RIZE>TRF v ENET,

BERRIROXF v T IL—TlE. BRER—VICRREINE T,

Warking Environments
Flter e 53 AMF cvo DB AFPS
FTy Azure Netapp Eiles | 22 Yolumes Scanner Growp name: Defaull ] -
\ '_,I i i — E,n Confeguration
W A AEure MegApp Files I Uatkice Emarentmant |0 ABCD 23 I
Cantimnraesly
SCO I
selecred YVolam
® 12 magpad ¥ 5 classified 2 Mot Scanrad

R—JIZRT TN B Working Environment IDDOX 1) —>> 3w ko "

Flew IRTDRFVFIIN—TDIZ b, BLUVREIR—ZDOTFEICHBTIN—TADERXFvF/—F
DIPPRLRERT—RRAEZRTTBIEHTEEY,
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Scanner Groups Search Q

~  Scanner Group: Default (%) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- L us-west-2.compute 172- 23/09/2022 14:32 Active
ip-172- _.us-west-2.compute 172- 23/09/2022 14:32 Active
~ Scanner Group: United_States (¥) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- ».Us-west-2.compute 172- i 23/09/2022 14:32 Active
ip-172-] .us-west-2.compute 172 23/09/2022 14:32 Active
> Scanner Group: Europe (+) scanner nodes
BJRETY "BlueXPRIEAD S MY Rzt y b7y 7" HIFRTIE. S0EMOER S S 7ILHRT T3 %

T. BHEEHHD LA

ABREEBREITOILF RIS VR =)L

RENA MREDOT—R2%Z ¥ v > §2RRRBGEHTIE. EHORI M Z2ZHTUIEBEENZEBMTET XTI,
BHORI N AT LZERT 358, 7514127 ALlE _Managernode_name (X, EBINDAIE
BE % iR 9 28N> X 7 Lld _Scanner Node_ & FEENE T,

BEOATL I RERMMIBlUeXPREY 7 bz 7%#ERICA YA M—ILT35E81F. XOFIBICRWVE
To CORAETEBORIAMNEEATIHRE. RE¥¥yFJIL—7F) (IMERTETEHA,
NELREHD

* Manager / — R ¥ Scanner / —RDEARTD Linux X7 LD ZHELTWA I ZzBRBLET KX
kD&M,

* DRTLICHIREH 83200V 7 cox 7 /Ny — (Docker % 7zl&Podman Engine. & & UfPython
3) MAIYAr—ILENTWB L zmERLET,

* Linux > X7 LICK T 3 root RN %25 C & ZMEEEL TS EE L\
cRENBEHZELL TV ZHER L £ 1ER & i,

*FHTEZRF YT/ —RARIAMDIP7RLAZERL TEBELRHD £,
*IRTORRA M TROR— b ETORINEBNICTIHELHD T,

R—k JOkdlL Bz
2377 TCP IS AREEBE
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R—bk 7O k3l Bz

7946 tcp. udp TY /J— FRE&E

4789 ubP FT—N—LAXY NT—=DOZT1v T

50 ESP Z2bE iz IPsec A —N—L A%y +rD—%2 (ESP) 5
Tavy

11 tcp. udp T RANBTI 7N EREETZHHDNFS H—/\ (BXF+v
F/—RHBIR—T v — RICHE)

2049 tcp. udp TY RZAMETI 7N EHETZ/HODNFS H—/N (BER*v

F/—=RHEIXx—T v ) —RICHE)

FIE

1. OFIEA~T ZRTLET D VJIILERA A VA=l IR—=Dv—/— R,

2. FIg8 THRLIEEE SIS, A1VRA =0 5T7OYFERRREINE. —EOTOY T MIMEREZ A
NT2H BEBNIA—FZ IRV ESAUEIBELTA VA M—FICHEET S ENTETE T,

SVINKRARDA VA=)V TEATEZZRICIMZA T, FILWAF> 3> *-n<Node IP>* ZfEHL
TRF v+ /—ROIP7RLRAZIBELET, EHOIXFXT v+ /—FRDIPIZA VI TRY>TEELE
XS

e ZIE ROAR Y RIF3DDRF v/ —FZEMLET,

sudo ./install.sh -a <account id> -c <client id> -t <user token> --host
<ds_host> --manager-host <cm host> -n <node_ipl>,<node_ip2>,<node_ip3> --proxy
-host <proxy host> —--proxy-port <proxy port> --proxy-scheme <proxy scheme>
—-proxy-user <proxy user> —-—-proxy-password <proxy_password>

B IXRZ=v /—RDAVRAL=ILHRTTBHIC. AF ¥ T/ —RIBEBERA VA M=)LOT Y RHBE
TAOJICKRRENE T, ANV RZIE—LET (Bl sudo ./node install.sh -m
10.11.12.13 -t ABCDEF-1-3u69ml-1535212) ZAHNL. TFA T 7AILICREFELEF T,

4. &* ¥ v+ /—REIRT:

a F—REY XA >R M—7T 71 )L(DATASENSE-installer -<version> .tar.gz)z K X k<> >|ZOE
— L E I (scpREDAHEERER),

b. 1A =T 7AINZBRLET,
C FE3 TIE—LAORY FZWDMITTEITLET,

IRTDRFvF/—FTAVRA=IDTET L. ENSD/ —FDRIRX—D v/ —RIZEMLE
5, NRK—=Iv/—FRDAYAM=ILHTETLET,

FER

BlueXPR3EA VA F—SHWNY T —SDA VR =L EZRT L. AV =L EZZBHBLET, TV =)L
[21& 10~20 Hh'HD £ 9,

KDRATFw S
BER—I T, AFX vy VBT —2AY—RAEEIRTEZXT,

FIAIRETY "BlueXPHiEAD A Rzt y F 7y 7" HEGR T, 30BEAOER S 7ILHT TS
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T, B2IEDDD FHEA

AR =2y 70120 UVLinuxt X MMIBlueXPREZ 1A X M—)LT 3

A=Y T OEADB WA YT LI XY A~ (_private mode_ & HIFIENET)
DLinux7KR X MCBlueXPR$E% 1 VX =L 3ICIE. WK DD DFIEEERITLET,
CDRATDA VA M=)LIE, EFXFa7HBY1 MIERETTI,

"BlueXP Connector BlueXPDDFED T XX FHREBAET—RICDOVWTEHALE T, "

Floe ROZEDHABETT "I U4 —RX Y MITIEVRTEDZF > TFL I XA MIBlueXPOREZEAL £

BlueXPOREA VA R—=ILRAIZ VT FTIE, £, PXTLERENMUERAEHREEZ®IELTUVWEHE S
ORI NE T, FIRFEHDNIARTHEEZINTVBRIEEIE. 1A M—ILHBEIBINE T, BlueXPHED
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RERHD
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4 RAMIDVTAVRAM=UNT 7N ZBRLET, RIHlEZRLET,

tar -xzf cc onprem installer.tar.gz

S. BlueXPZ&E# L. THNFT>ZR) > T8 #ERLET,
6. [ FT—Rt VX% ;EENML (Activate Datasense) 1227 voL

(@) Data Sense

How does it work? (= RS — f—

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you SR
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects. - 2k

Activate Data Sense

ENNEEEERER

7. Deploy*Z22 VI LTAYTLIRADA VA b—ILZRIBL F T,

Install your Data Sense instance

Select your preferred deployment location:

Learn more abiout deploying Data Sense @.

Cloud Environment

| want BlueXP to deploy the instance and install Data Sense Deploy
| deployed an instance and I'm ready to install Data Sense Deploy

On Premise
% | prepared a local machine and I'm ready to install Data Sense Deplay

+ Choose this option if you would ke to deploy Data Sense in your on-premises environmant.
» This installation requires a pre-prepared machine to install Data Sense on,

> Make sure your machine meets the necessary requiraments
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
I
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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VRZNLTSIH—ERIEGTTALETY, FIEICOVWTIE. ZBRBRLTKIEIVWAWS D RF a2 X
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‘a Amazon 53
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INFORMATION
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SERVICES
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

] [ 3 P =]

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

S. [Enable] #7 ) w I L&Y,

Ffes FERBOIVTSA TV ARF v o Z2BMICT S HTE T Configuration R—
THRIUYILET | REAVESU WL, *BlueXPPEDOT 771 TP EEIRLE T,

"R

BlueXPid. ¥ >RV RICIAMO—ILZEIDYTET,

S3 N\T v FTOEEMR F v > OB EHL

Amazon S3TBIueXPDREEZBMC LS. RICRAF v > TBR3NTY L EHRELE T,

AFx vV FTBSINTY FESODAWST AT FTBIUeXPEEITLTWBRBE. TONT Y RHABEHS
1. Amazon SEERIE TR SN T,

BlueXPICHETE L HTEEIT AIXDAWS VAUV MIH2D S3NTY b 2ZAF v LET,

FIE
1. Amazon S3 EXEREZERL £,
2. Bfllo[Services]R- > T. *[Configure Buckets]*Z 2 ') w7 L £,
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@ Amazon S3 @
B On

INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1.1pi8 @)
= On Data Synced '

Classification
r On

| Configure Buckets |

S NTYFTRYEVIERARAF v, FRIBRYEVITRAF vy D EDEIF v Z2BMICLET,

Amazon S3 Configuration o
15/28 Buckets in Scan Scope.

Scan 2 Bucket Name |4 Status Required Action

BucketNamel ® Not Scanning Add Credentials
BucketMame2 #® Continuosly Scanning

BucketName3 & Mot Scanning
BT FIE :
NTY RTRYYEYTDHDAF v 2EBMITE "Ry T 120 Vv I LET
NTYRTINRAF v U EBMICLET [Ny TenEN 20 )y I LET
NTY MMIXNTERAF v Z2EWITD [*Off* 12T Uv I LET

FER

BlueXPDSEET. BMILESINT Y FDRXF v UHHBREINE T, T5—DRELLIZBER. T5—%1E
ETBDICBELRT I3 edIl. [AT—FXFNIRTEINET,

EMD AWS PAT Y bHBNTY b2 XFv 2T 3
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2.

90

CSINT Y R ERFXTYUTBRE—T Y NAWS THTY MIBEIL. *FIOAWS 7HI Yk * Z&IRL T

IAM O—JLE1ER L X T,

Create role ° 5) (8) (4
Select type of trusted entity
WA e || B Anctherawssccount | | (@) Conooran cpend

Allows entities in other accounts to perform actions in this account. Leamn more

Specify accounts that can use this role

Account ID* [i]

Options Require external |D (Best practice when a third party will assume this role)
Require MFAEQ

BT RDFIEZRITL TSV,

° BlueXPH$EA VA A YV ZADBEINTWE7HT Y rOIDEAAILE T,
° ;K CLI/API v 3 VHBRE * %= 1 BREH'S 12 BRICEE L. TEEZREFELTLIEEL,
° BlueXPHEIAMAR Y > —%#BRALET, RERERIHZ 2R LET,

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
1,

"Resource": "x"

by

BlueXPREA YRRV ADEBRBINTWVARY —IXAWSTHI Y MZBEIL. 1Y REZ Y XICEE TS
NTULBIAMO—JLEBEIRLE T,

a RAKCLI/API v a  HIR * # 1 BEHA S 12 BEICEEL. EEEFREFELTLLIETL,
b. *RUS—DBER 1 ZIUwo L. [RUS—DIER 122U w2 LEd,
C. I'STS : AssumeRole | 77> a> a8 R)—%{ERL. 2= v cT7hHO Y MTERKL-O



—JLDARN ZHEEL F 9,

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"
by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": |
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"

BlueXPR A Y XXV ZADTFAT 7AINT ATV D5 BIMDAWST AT Y MITIEATES L
DI E LT

3. Amazon S3 Configuration * R—J|[ZBEL. FILWAWS 7HT Y FHKRREINE T, BlueXPDHEEIC
FOoTHLWTATY FOEERENEBHIN. COBRIRIIND I TICHDDD D ehHD £
ER

@ AWS Account Mumber 2
Amaron 53

Activate Compliance & Select Buckets

4. [Activate BlueXP classification & Select Buckets]*Z 27 1) w2 L. ¥ ¥ >3\ v b Z#RL X9,

R
BlueXPDHEET. BRICLIZHLWSIN T W hD ¥ v UHBREINE T,
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BlueXPORETIE. MOT—EAR—ADNSXF—IEAF vV TEFXT,
* Amazon UL —>3FILT—EZAR—XH—E X (Amazon RDS )
* MongoDB
+ MySQL
* Oracle DEE
» PostgreSQL
* SAP HANA Ot R— bk

92



* SQL Server (MSSQL)
(D sttt 3. F— 2R TEMCTEUBABOET *,

T—EAR—ZRDEH

BlueXPZ4EA Y XXV AITEHSINT VBT —EIN—XF. FX TN TWVWBIFAICEARER. INTIF
YUTEET, T—IN—RITER T BICIF. ROBHBHIVETT,

*IP7RLREFRIFARME

s KR—bk

* H—E 2% (Oracle T—RZR—RIITIERTREEDH)

* AFX—TIADHRAMD 7O R%EFHFATZILToUvIL
A—HRHENRT—REZERTIHEIE. AF VYV ITEI3ITRTORF—IET—TILICNT 2EERHTH
BDIERZIZFODOI—FEBIRIT I EHNEETT, BlueXPHEIATLERADI—HZERL. RERT
RTOMEREZREITDICEMBELET,

* J¥ . MongoDB Tld. HiARDERADEEEO—ILHAKBETT,

BlueXPOEA VXAV AZEALET

BAINTWBRA VAR ZIBHRWVIESIE. BlueXPREZEALET,

AR =2y MEBETTV IV ERARABT —EAR—IAAF—IH XX v VT35 Z2TLET "BlueXPD

DIEEREE VDO RICEBALET" FHIF "1 02—y MITOEVITESZ A TL I XADFBFRICBlueXPD

DEEZEALEIT"

AR —2Y MITIERATEBWA =L MIA VA P=ILENTVWET—ER—IAZAF—IE X vV

T3E8IE. BREBETT "1 —Y TP ADEBEWVWA Y TL S X LR LUHBFRICBIUeXPD O EZEA L

" FTo. BlueXPOARIEADA Y TL I ADORILHBFAICEBINTVLWBRELH D 7,

AYREYZADA B =2y MEREIhTONIE. BlueXPHEY 7 b Uz T7ADT Y FJL— RIZEET
RITTNEI,

T—AR—IY—NZEMLET
AF—IDNGFET BT —EIN—X « F—=N\ZEMLFT,

1 [EEBBOBR | R—J T, [*T—2Y—RADEBM > T—ER—AH—N—0OEM*1 %I voLE

93



(2/20) Working Environments +

Filter by: II] ANF 53 DB APPS Clear filters

Working Environment Name 1 127 Volumes @
Cloud Volumes ONTAP

@ 8 7 @ 2 8 Continuously scanning all
v Continuosly Scanning R'E

Not Scanning selected Volumes
View Details View Details

Add Active Directory

Integrate AIP Labels Add Data Source | b

I @ Add Database Server I

Add OneDrive Account

T add aws 53 accounts [

2. F=AR=RYF—NZH T B1DICBERBREZATLEI,

e

a F—AR—REA1TZ2BRLE T,

b. F—ZR—EHRTEIR—FBLVRRAMGEFIPTRLIAZASAILET,

C. Oracle T—ZNX—2ADHEIF. T—EXRBZANILET,

d L 7> vI)LlZ ASIL T, BlueXPRELISH—NICT VA TESRLSICLET,
€. [Add DB Server* | #27 U wv I L%,

Add DB Server
To activate Compliance on Databases, first add a Database Server, After
this step, yvou'll be able to select which Database Schemas vou would like
to activate Compliance for.
Database
Database Type Host Name or |P Address
Port Service Name
Credentials
Username Password
Add DB Server | Cancel
R=VDRU)—>37
v ko "]

T—EN—ZXPMERRIED ) X MIBMENE T,

F—AR—ZZF—ITOIAVT 5TV ARF v > OEML L Bl
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1. _Configuration_page T. |REYT 3T —XX—XD Configuration "X >%= 7w I LET,

Configuration

Oracle DB 1 | 41 Schemas
E (o]
racle

7

Not Scanning
View Detalls

No Schemas selected for ?
Compliance )

2 254 3% A[ICBHL T, AX vV ITE3XAF—IERLET,

‘Working Environment Name' Configuration
28/28 Schemas selected for compliance scan
Scan & Schema Name 3| Status -
= ] DB1 - Schemahamei ® Not Scanning
= ] DB1 - SchemaName2 @ Continuosly Scanning
] DB1 - Schemahiame3 ® Continuosly Scanning
D DB1 - SchemaMamed ® Continuosly Scanning

¢ Edit Credentials

%+ | Required Action

Add Credentials @)

R=VDRIV=>3 v b "
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T
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BT,
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FIE
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Integrate AlP Labels ‘ Add Data Source | v

Filter by: |I] ANF 53 DB APPS Clear filzers BT Add File Shares Grouip

(2/20) Working Environments + Add Active Directory

- "
Working Environment Name 1 127 Volumes Add Database Server
Cloud Volumes ONTAP

I@ Add OneDrive Account I

@ 8 7 @ 2 8 Continwously scanning T Add AWS 3 accounts [
‘| Continuosly Scanning (%] Mot Scanning selected Valumes
View Dietails View Details

REDETIVYITED [ AV VBRI R—VDRI =223y ko ']

2. [OneDrive 7HhW Y FDEM ] X4 7O T. [*OneDrive ICHA 1> 1200 v I LET,

3. RiREN7z[Microsoft] R— T, OneDrive 7 7V Y a2 #EIRL THEARBEEI—HE/INAT—READ
L. [BART31'%Z21) v LTBIUeXPREEICKD DT HIY D EDT—RDFHRAHED Z5FAI L £

o

OneDrive 7 h U Y FHAMEEIRIBEO—EICEMNEINE T,

OneDrive 1—H%'—% >S54 7V AXAF ¥ VIEBMNT 3

& < DOneDrive 1 —H £ 7=lX T RTDOneDrive 1 —H%BA L T. BlueXPORFEICLE>TIT 7LD RF
YIOEINBESICTBRIENTETET,

FIE
1. [Configuration] R—T. OneDrive 7HU Y rD "B | KRE2>%2 7V v I LFET,

COHflguratlt}ﬂ Add Data Source | ool

E 41 Usa -
() reprve e 1 ®

2. Z® OneDrive 7HD Y MZHIHTA—H—%8BMT 3%H&1E. [* ZFID OneDrive 1 —H—%3BIMT 3
120U woLET,

‘Working Environment Name’ Configuration

No OneDrive users are being scanned

+ Add your first OneDrive users

OneDrive 7 hD Y bh 51— —%EBMNT 25%HElE. [ OneDrive I—H—DEBM* 120y LFE
ED
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Working Environment 4 Configuration

+ Add OneDrive users

24 users are being scanned for compliance

Scan = Usernama H Status

Off | Mag Map & Classify user2@example.com ® Continuously Scanning

Maj userd@example com
REVERTAIV—=223 v b "

3| Reguired Action

& Continuously Scanning

3 77 MINERF v I 3A—HF—DEFXA—ILTRLIZ1TIC1DEML (Ey>arHichmK 100
) . [A-—Y—DEM] %27 Vv ILET,

Add OneDrive users

Provide a list of OneDrive users for Cloud Data Sense to scan their data,
lime-separated. You can add up to 100 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts

—
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*HMEOARZLR) S —ZERTETET
*RUD—DRERZBE [ABIR—DZzEEFLEFT 72T )vIT

cBTFEOBELAR S —HEREIRT E FIC. BlueXPA—H—PZDMOEFX—ILT7 RLAICEFAXA—IL
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* AIP DEID HT (Azure 1BHRIRE) EBINLERBFIC—HTIIARTOT 71 ILICHEMICSANILZ T
F9RU—RK
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ERBARIS—CHARELR) D —PRIRTERRINET,

3 ) Data Sense Gaovernance Compliance Investigation Classification settings

Policies Configuration
Policies List
GDPR - Old 5ensitive Data - N . P
Auto delete: OFF Label: OFF Emai notification: OFF .\_: ,

Data with European IDs for GDPR received from XDR database, sharing with Legal area in charged of Jon Doe. Also, this lines can take up to 2 lines, we need to limit
character input so the description does not take more than 2 lines here in the compoenent.

HIPAA - Patients Personal Data : = s s e
L fiFiad: 1 7-10-21 Auto delete: QFF Label: OFF Email notification: Weekly L)
ast moditiea; 1./-10-20

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) Is a federal law that required the creation of national standards to pratect sensitive patient health
infarmation from being disclosed without the patient’s consent or knowledge.

RTDRAVI)—=>o3v ke "
TSI, [ABIR—PD[TAIILRIVRMIRIS—DBRREINET,
[Investigation] R— TODR o —fERDFRR

[AE | R—U TR —DRRERTTRICNE. 220w o LET | REVREVEIY Yo LTEE
DRSS —%FRL., *AERR* #BRLE T,

( <ad ] Data Sense Governance Compliance Investigation Classification settings Palicies Configuration
Policies List
s Auto deletes OFF  Label: OFF  Email notification: OFF
Last modified: 30-09-20

Data with European IDs for GOPR recewved from XDR database, shaning with Legal areain charged of Jon Doe, Also, this lines can take up to 2 lines, we
character input so the description does not take more than 2 lines here in the component.

=) Delete Policy

ARAE LR 2 —DIYERY

HEBEEORRERZIRME I I HBONIZ LRI —ZERTEF T, REZGIC—HITBZIINTDOT 7 A
WeTa LI ) (HBEETAILY) OBERMERENET,

F—AZHIBR L. RS —DFERICEDVWTAIPSRNIILZEIDYTEZ 7o avid. 7Z71IILICRLTOAE
MTT. REZHIC—HRTBITo Lo M. BFNICHIRRTZZ D, AIPSRNILZEDYTEZIHTE
FH Ao

FIE

L[F—2BEBEIX—UT. EATETANTOIALZEBRLTREEEELET. #BBL TV
F—RHE R—ITF—RETNRISTLET N ZBBLTES L,

2. WBRAETIAINAFEEIARTRELES. [COBRENSRIS—5ERTZ 1 %20)vILFE
XS
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jeie]

88 Data Investigation
= FILTERS Clear All
Q - X
Policies +
Working Environment n +
Storage Repository +
Category +
Private Data n +
File Type +
Create Policy from this search

3. R —ICBFZMIT. EDORIS—TRITTEZTOMDT I a>ZERLET,

a.

b.

—ROAFCFHAZEATILE T,

HEIZBL T, COFIYVIRYIRAZFAINCTBE RUS—DNFTA=FRII—HTZT71ILH
HENICHRINE T, OFMAZREL KLV R —Z2EALTY -7 71 I)LzHIFRLTWL
ESER

- WEIIEC T 7AT Y FOBlUeXPL—H—(BHX —ILZXET 3B COFTvIRYIR

ZAVICLT. X—ILOXEREREERLE T, OFHZREEL T TV R L —DFERICEDL
TEX=IT75—bZXET 3,

- MEBICHL T OA—HICBREX—IILZ2XEIT 358 T TV IRy IR ZAUICL. EX—=ILT

RLZZ20F TAHNL T, EX— LD ERREEERL T,

CABICIHL T, COF VIRV IREFANITDRE. RIS —NTA—=RII—HT BT 71ILIC

AIP SRIILAEEIICEID BTSN, INILHNERESNET, (AP SRNILDATTITHREINTWLS
AaDH. DEFMlZRESEL TSIV AIP SALY)

KU DR Y v LET,
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Create Policy

This will create a new Policy according to the current selected filters and search term.
You can view or delete this later from the “Policies” tab.

Mote it may take up to 15 mintues for results to be displayed for a new Policy.

Mame this Palicy

||Files with personal data created over 60 days ago I

Give it a detailed description that exlains what it searches for

|See if any old files with personal data should be moved or deleted |

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernail all the users in this account Every Day -

Send Email Every Day - o
Label;

Automatically label this Policy's matches with: MNew Personal -

Cancel Create Policy

R

[RUS—12TICFHFLVWRY S —DRRENET,

EHL TVWEWT—EIHWE OO S BSICEX—ILT7 T — M &EIXE

BlueXPDH$ETIE. BEDEELRR) O —CTHBNMRINSEZICTHT Y FOBlueXPL—HICEX—ILT
T—hZRXRETETZO. T2 RETZ-HOBMNEZITZ e TEET, EX—)L@EHMIZ. BE
I, BB, £IZBBEATRETDIENTITET, /. BlueXP7HT Y LTlEH <. BR20ED X —
W7 RLRICEFA—INTS—hEXKETEZIEDHTEET,

COHREIF. RUS—DEREEIIEZEDOR) O —DRERBICERETETE T,

BEOR) S—ICX—=ILOEFHZEEBINT BICIE. ROFIEEZETLE T,

FIE

LIRUVS=UIM|R=IT, BFA-IREZEM (FFEE) §3RIV—D[RENZIVvD
LET,
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[E\J Data Sense Governance Compliance Investigation Classification settings Policies Configuration

A

Policies List

Data with European IDs for GOPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, wee need to limit
character input so the description does not take more than 2 lines here in the component.

The Health Insurance Portability and Accountability Act of 1996 (HIPAS) s a federal law that required the creation of national standards te protect sensitive patient health
information from being disclosed without the patient's consent or knowledge.

GDPR - Old Sensitive Data el R e s E-mall notifications: Monthly m {’;\.-

HIPAA - Patients Personal Data " @ (D)
abel: OFF g )
Last moedified: 17-10-20 - m e

2. Edit PolicyX—> T, XDFIEZRITLE T,
a. BlueXP7A7 Y bDIA—H—IIBHIX—IILZXETRHEEE. [COTATY FDITRTOI—H—IC

3.

BFA—INEXRETR|FTVIRYIREZFVICL. EFA—IOXREBBEZERLEFIT (T X
I, Every Day).

b. 1D 1 —HFICBHA—ILZZEET BHEIF. [BFA—NDOEBIFTvIRYIRZFICL. BFA

—ILZxET BRREEERL T, BRR20EDEFA—ILTRFLRXZAALET,

Edit Policy

Saving this filtered view will create a new Policy, you can viewfedit it in the “Policy” tab
MName this Policy

HIPAA - Patient Persocnal Data

Give it a description to quickly identify it

Files containing patient heaith information that i= more than 30 days old

Automatically delete files that match this policy (Every Day)

Email updates about this Palicy:

Email all the users in this account  Every Day -

Send Emall Every Day * o emall@gmall.com +2 X

Label:

Automatically label this Policy’s matches with: New Personal -

[*RUS—DREFE*] 20Vvo 33, EFXA—LNOXEBRBEN [RUP—HE] ICRFINZE

ERS
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FER

RYIDEFA—IIE. RIS —HoDBRIBBZHEICEEEINT T, IcEl. RUS—DOFRBZE®LTT 7
TIUDHBHBEICRD £ BAX—ILICEAABRISEEEINEE A E X—ILICIE. RS —DRGI—HK
TBT771IUDHBD. RIS —DERAND) Y IDNEHINTULET,

RUS—ZFERALIEY —X7 71 ILOESHIFR

HAZLRYS—ZER LT, RUS—IC—KTBR3 T 7ML ZHIRTEET, f-rzid. BE30H[M
ICBIUeXPD R EEIC K > THRE INTMEBBRZSTC 7 77 IILZHIBRTE XY,

771V eBBNICHIRT 2R —ZENTE3DIET7 AV Y NEBELITTY,

() AU ——BIBZIRTOT 7L 1BIC 1 BRSICHBINET.

FIE

L[ T—2ABI|R=IT. FHITZITARTOITAINEEZBRL TREEEEZELEF T, Z8BLTLLETV
T=ARPE R=ITTF—RET4IIR) T LEFT"NZBRBL TSIV,

2. MBBAETTAINAFEEIRNTRELLS. [COBRNSRID—%ZEHTD 120w LF
ERS

3RV —IC&HIZMITF. FDR)S—TERITTITZEOMOT7 I avEERLET,
a —RO%EICHAZANLET,
b. CORN—I—HTZ2 771N EEBFNICHRTD | FzvIRvIREFICL. T
permanently delete * | CANNLT. CORUS—ICE2TIT 7AMIDRLICHIRINDS C & 2R
9,

C[KUS—DHEM &I v LET,
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Create Policy

This will create a new Policy according to the current sefected fitters and search term.

You can view or delete this later from the "Poficies” tab.
Mote it may ke upto 15 minutes for results to be dispiayed for a new Policy

Mame this Policy

Delete files with sensitive data |

Give it a8 detailed description that explains what it searches for

Delete files that contain sensitve information and that were discovered in the

past 30 days

puromatically delete files that match this policy (Every Day)

Type "permanently delete” to continue with the deletion.

permangntly delete

Create Policy Cancel

FER

[RUS—=12TICFHLVWRI S —HBRIFENE T, RIP—IC—HTET 7AILIE. RS —DRITHIC 1
BiC 1 EHERETNE T,

THIRRSNIT 7AILOV X 2R TETET " 7032 A7—42 2 (Actions Status ) /SRIL",

RS —=ERALIZAIPSANILOBEE|ID YT

AIP SNJLIE. RUS—DRGZF/LETINTDT 7AILICEIDE TR ENTETET, RS —DIEREIC
AP SNILZIEET B LD, RIS —DIRERICINILZEMTZEHTEEXT,

BlueXPTHEEEINI T 7ML ZAF v ENB E. IRNIDT 7AILISEMELIFEFRFINEITE T,

SNIDITICT 7AIILSBEREINTUVEHE DD BEUIRILDOBELANILICE>T. INILZEET S
EZIIRDT O avhERITENET,

77 1IILORE (S
IKIFSNILDHBD FEA SNILBEMENET
TMILANILODEDBRFDSNILDHD T FRLANILDSRILHDEMENE T
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T771ILORA E%

EOFVWLANILOREDOEIFEDINILLEHD XY LRLARNILDSRILAMFRRSINE T
FHERIS—DOEATINILAEDHETONET FRLARNILDSRILDEMENE T

2DDRIVY—ICE2T2DDEBBZINILHEIDHTONET LULANILDOINILAEMENTT
AIP SRIIVEBFFEDR) S —IEMT 3 FIBIG. RODEEDTT,

FIg
1L [RIVS—=DRAR]R=I T, AIP SRILEZEM (F/IEEFE) §5RU—DEdit=o7U v o LET,

T
( '-_’g)) Data Sense Governance Compliance Investigation Classification settings Policies Configuration
o
Policies List
GDPR - Old Sensitive Data o i R
Labal General E-miall notifications: Monthly m i)

Data with European IDs for GDPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, we need to limit
character input so the description does not take more than 2 lines here in the component.

HIPAA - Patients Personal Data e
E-mail notifications: OFF Le)
Last modified: 17-10-20 £ : m LS

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that required the creation of national standards to protect sensitive patient health
infarmation from being disclosed without the patient’s consent or knawledge.

2 [RIVD—DIRE I R=I T, [RUS—=INFA=RI—HTDZT71ILOBEFSNILEBMICTSF
WwORY I REANICZLT. SN (General 2 Y) #EIRLET,

Edit Policy

Saving this filtered view will create a new Policy, you can viewfedit it in the “Policy” tab
MName this Policy

HIPAA - Patient Persocnal Data

Give it a description to quickly identify it

Files containing patient heaith information that i= more than 30 days old

Send email updates about this Polioy to Cloud Manager users on

this account every  Week -

ut::rm-al.n:ally label matches of this Policy with; sefect IabelE

[ | General
]
' -
Finance Cancal
:
B confidential |
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B[RV —DREFENZIVYITRL. [RUS—BE]IIIRILDRREINE T,
C) RUS—ICTRUDRESNTUTD. IRILDAIP A SHIBRENTVBIBE. IRILEAIFST
ZICBD IR HTEoNBRBD ET,
RS —DifRE

AIDOFIETER LIBIFEOR) S —DREFZEBETEE I, CNE BEDNSX—ZZEBMEIFHIRT S
eHICITY) (Do R2%=z2EALTERLIIER) Z2ZET358ICRICENTY,

ERABEHR) =TI, BEFA—IIBHIDXREINZDESH. BLVAPIRILAEMEINEHDE S DT
TEETEEI, TOMDEIREETETIEA.

FIE
1L IRUS—=URMR=DT, BEETZRIS—D*Editz o) v LET,

Pt
@ ) Data Sense Governance Compliance Investigation Classification settings Policies Configuration
Policies List
Personal from SMB share (DB) Auto delete: OFF  Label: OFF  Email notification: OFF Edit Policy (%)

Last modified: 2021-12-09

Find any files containing personal data on our SMB share

2. COR—JOEE (BEl. BE . EFA-IIBHNXRETNTVSEHESH. BLTAIPTRILAEMS
NTWVWBHESH) Z2EET 35T BEZT>TRIS—DREZIVYILET,

RESNICITVDTAIILRZEETBI5EIF. [VTVDRE 27Uy I LET,
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Edit Policy

Name this Policy

ersonsl from SMB share (DB) ‘

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernall all the usars in this account  Every Day -

Send Email Every Day -~ [m

Label:

Automatically labei this Policy’s matches with: -

REAVZEFEIRTZRI)—223v b "]

R—=—I D[ LT') DIRE]

3. ZDU I —ZERIBMAEINRN—IT. TaIILE%ZEMN. Blffk. FLIFHARXEIAIALTII) —%HR
&L, [EEOREFNZI )Y ILET,

28 Data |nvestigati0n £ Unstructured (16 Files) [ Direcrories (D Folders) uctured (0 Tables) Q Search by Fle, Table or foca i,
= FILTERS: Clear Al 16 items | 250.2 mB
-
Policies n 2 =] : | Personal + | Sensitive Personal  + | Data Subjects = |
a
O afs2json SHARES 1 0 o 150N v
Open Permissions +
O afs12json SHARES 1 0 0 ISON v
User / Group Permissions + [0 TableTexServica¥ite SHARES 1 i} 1] T
Eile Owner e O testpass.json SHARES 1 o 4] JSON b4
0O uipaxt sHARES 1 0 0 ™ v
Label +
[0 Lcensesharpen.oa SHARES 1 1] 1 TXT ~
Working Environment Type + [0 TableTextServiceYite SHARES 1 o 0 TXT -
Warking Environment + O Noteeza S 1 0 0 T v
-
[:| urlp.txt SHARES 1 i} 0 T .
Save Changes
Cancel Edit Quary O Notice.xt SHARES 1 0 V] T b
luery
-
1-16 0f 16
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https://docs.netapp.com/us-en/ontap/volumes/flexclone-efficient-copies-concept.html
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255 items 1.2 GB | 2 Selected IMB & Tags (Z) Assign to [] Label Copy 2 fh Move il Delete
[Tl File Name : | Personal : | Sensitive Personal ;| DataSubjects :  FileType 3
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Regular Copy FlexClone Sync
Copy a list of maximum 100k fems
Copy to
Destination ipider () Hostname SHAREFPATH
Warnirg: the action will sopy XXX fems 1o the chemen destination folder
Do you want to procesd?

BFRLIEIARTOD 7 7ML EOE—T 3 NFS HED%A|% [ <host name> : /<share_path> | DR
TASIL. T*Copy*1 ZOUwILET,

JE—EBORT—FRZ2RIRAT7ATHRREINET,

JE—NBOEBIKRII TR TEET [ 73 AT7—4H A (Actions Status ) /X"

T7AIINDAET—ZDFMERTIDEEIC. BXOT 7ML Z2IE—FB3HTEERT, [771ILD
JE—-1%Z220voLET,

[ unstructured (32K Files) B3l Structured (323 DB Tables)

Flle Mamg

Data Subjects 3

Flle Type =

|:| Expense Report EXP-TRPO-106038BE 765435 fvo 16 FOF

[] Expense Report EXP-TPO-10603885765435  owm 16 (= POF | Lt

i 1l
) Working Environment: WorkingEmvironmant] | ALipn @ Lobel to thig e |+ |

Repository; Volume Name | (3 Move File |
B File Path: (Prod/abs-base/Expense Report EXP-TPO- 1060386 palf | () Copy Fite | i
. == E R=2DT7
TINDART—=RFADS [ 7 7AINOOAE— | REZVEZERLIEIEERTRI) =223y b "]

FLWRY 2a—LADR) a—LF7F—2OyO—=_>%

BlueXP TR F v > L TWBEEEDONTAP K1) 2 — L. netapp_FlexClone_functionality® R L T/ O0—=
VOTEFT, CNUCED. BIRLET7 7ML DAEEDT. A a—LZTIFPERTETET, CDHEEE
& T—RZRBITITBRICTDOR) a— LD SHED 7 7 ILERATZBEN. TAMBIZARY 2a—L0D3
E—%{Em T 25 SICEMTY,

FLWARY 2—AF V=RV a—LRILT7IVT—bRIZERINE T, CORIAVZFIRT S81IC.
FOVTF—rRICZOFHLWAR) a—LAD+RBAR—IADH B 2R L TLIEETV, BEICIGL T,
AL —=UBBEICEMUVEHLE LTV,

* ¥ . *FlexGroup R1) 2 — L3 FlexClone THR—FINTULWARWD., JO0—2ZERTETEHA.

2

186



c TN EIAE—FBICIE. THOY NEBEFEITT—IIR—IAEBEORINNETT,
e DK EB20BED T A ILEERTDIHUELNHD X7,
CBIRLI=T7 74 ILIEITARTEILAR) a—LICHD. R a—LHAVSA > THIHELHD £,

* /R a—LlF. Cloud Volumes ONTAP F7-134 > 7L S XD ONTAP > XA T LW 5BIRT ZHENRH D
9, T —2Y —XIWEYR— TN TULEH A

* U5 XARICFlexClone AV ADNA VA R=ILTNTUVBIRELRHDEFT, COF1tE>XIE
Volumes ONTAP X T LICT 7 A ESTA VA M=ILENE T,

Cloud

FIE

L[TF—EAEIRIUT. 120 *FERE* 1 DD * ANL—JURI R *ZBIRLTT A IILE%EE
L. IRTOT7AILHEIL ONTAP R a—LICHB e =R LF T,

28 Data Investigation

= FILTERS: Clear Al
Working Environment Type + ©
Working Environment n +

Storage Repository n -

datasence
[] cifs_labs

(130K)

{1.5K)

FLWRU2A-LALICOZO0—Z2J 937 7AIUEITHRRENBEESIC. DT s IILZZBRALE T,

2. [AERR] RA>T BRHIZ T 7 z&ERL. [*aE—*] 20Uy ILFET,

255 items 1.2 GB | 2 Selected 3MB & Tags (Z) Assignto i Delete

[] Label 2&um

Sensitive Personal =

[C] File Name

Parsonal - Data Subjects 2 | File Type =

Expense Report EXP-TPO-1060388876854 Vo & 3 16 POF o
Expense Report EXP-TPO-106038387654 oo ] 3 B PDF o
[[] Expense Report EXP-TPO-106038887654  ow 6 3 6 PDF w
Ij Expense Report EXP-TPO-106038887654 oo 6 3 5] PDF L

R—SHNBAP—TF3 T 7 AN EBIRT BHEL. [dP— | REVERT AT U—>>aw b, |
CBLDTFAILERIRTBICIE. BT 710 (M volume 1) o
TREOR—SOIRTOT 7 AIUEBRT 3101k, 2 FLT (GRS

S IRTOR—VDTATOT 7 VEBERT 3ol & +Ls7 D 250 v L.
Ry TPy T XyE—IIC8 ASIL £ 9 Al 20 Items on this page selected  Select all ltems in list (63K Items) Z 27

187



Vw2 L URE (xxxIHB) OIRNTOEEZER* 27Uy I LET,

3. _Tr7AIDIAE— A4 F7OJT*FlexClone* R 7EZFIRLET, COR—=JICIE. R a—LhBY
A—=>73N3 7700 BIRLET70)L) OB, 70—2AR) a—LICEENTVWS /HIBRS
NTVWEWT 70 (BIRLAD ST 71IL) OEHARRINET,

Regular Copy FlexClone Sync

MNarmi

Copy <volume_names

FlexClone volume is always craaled n the sama Rogregate an is parent

1. & point of time volume will e crasted via FlexClone

2. All lams that wera not included in your guery will ba deleted rom the cloned valums
The original volume will not be affected.

3, Once the procass s done, you will kave a cleanad-up copy volumea raady 1o migrate

Laarm more

Fides
| 234K Files

Cloned B Osisted

| Cancel

4 F:LWARY 2a—LDEFHIZASIL. *FlexClone* =2 1) v L%,
IJO0—YUBORAT—RRAZRTHAA T7TAOTNRRIINET,
"R
FLwoOo—>mha—LAld. V=RV a—LEBLT7I V75— MRICEREINE T,
JO—ZVJNBOEBR RIS THERTEIET [ 73 RAT7—4 2 (Actions Status ) /X% JL"]o
V=R a—LDEREINTUVWBREEIRIE CBlueXPORDEZEMIC LI FICERAICIARTOARY 2a—LA
Z#IwvEVI LTHEZZFRLIEGSIE. FiLLWoO—2R ) a—LDEFMICAF vy > ENE T, mAIC

CNS5OVWITNHAZEER LA >TBEIF. COMLWRY 2 —LZXAF vV I2IHERHDET "R a—
LDRAF v 2 ZFHTHEMICLEI

V=7 74N 2=y b XTLICIAE—LTEEAT S

BlueXPROETAF ¥ LTWBY —XT7 70 I)L%,. Y R—hINTLBIFEELT XY —IADSHBEDH
— YR TFRTA 2= aVDBFRICHZ T LI M)ICOE—TE XY ("BlueXPO O —[EHFTH R —
FENBEE—T Y FDFR") o RIODIAE—E. 77MILATEESNT—RIE. RELIERTYa—)
ICEDWTREEITNE T,

Chid. HB3YV—RLRXTLDSRDY AT LICT—22B1TI3HBRICENTY, COT7I>a>TIdERE
FAL F9 "NetApp BlueXPO O —E[FH" T—42% Y — AW 5X—7 v MIOAE—E L UEHAY 3 HEE.

F—HRR—2, OneDrive 7HU > k. SharePoint 7HT >V MIHZ T 7AILIZOAE—ELY
BHATE XH Ao

188


https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/reference-supported-relationships.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html
https://docs.netapp.com/us-en/bluexp-copy-sync/concept-cloud-sync.html

2
* 77— LTEMBIBICIE. 7HU Y MEBEXRLIZT I AR-IAEBEORENUETT,
* DR ED20EDT 7 AN EERT BHREDDHD I,

CEBIRLIET7AIILIETTART. ALY —XUARI Y (ONTAP R 2—LA. S3/\7w k. NFS #A.
CIFSHBEARY) ICHBIMRENHD FT,

*BlueXPOIAE—BLUVEEAY—EXET7 T TbL. V=X RATLEZ—=S Y N RTLETI 74
I EREET RO T—2TO—H—%2DEL EH1DOBRETINELAHD T, H5. BlueXPOIIE—
CEHIOEEH#EE L £ 9 "Quick Start ##12E DER",

BlueXPOIE—H L UEHAY —EXTIE. RAEBERICICT—EIXRENFIRRELFT T, T—F2T70—
H—Z0 TV RICEALIIBEIE)Y —ABENEELE T,

FIE

L[T—2OFE|RAVT. 1 DO EEBBE* 120 * ARL—SURS R * 2BIRLTT 1 ILEE
BB L. IRTOT7AIDEICLURIS MNIICHD =B LET,

88 Data Investigation

= FILTERS: Clear Al

F Y

Working Environment Type +

Working Environment n +

Storage Repository n -

datasence (130K}

[] cifs_labs (1.5K)

tMOT 1 IILZZBRALT. AE—SXTLICEARITZ 77 LEIINRTEINBLSICLET,

2. [RERBR]I VAV RIURT, RAMUTORYIRZA VLT IRTDOR=JDIRTDIT 71 )L

@Ry QIR #0Uv oL, Ry TT7yTAvE—JICAALET
All 20 ltemns on this page selected Select all tems in list (63K ltems) [ )X FADTARTDIEE%ZER ( * XXX IE\E) ]
z7)v oL, [*OAE=*1ZT7UYILET,

189


https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html

238.1 iems | 244.2 cs © Tags ® Assignto

File Name | Personal : | Sensitive Personal # | DataSubjects # | FileType $

All 20 [tems on this page selected | 24 MB |Select all items in list (238k items | 244GB)| 2

CRM_Customers.txt cvo 652 0 1 T v
truepositive.txt cvo 0 61 11 TXT ~
test_file.txt cvo 6 611 111 TXT v
test_positive.txt cvo 0 65 51 TXT v

R=UH5AE—FB3T7MIN2ERTZAEE. [AE—1REVERTRAIV =23 v bo '

3. _TJ7AI0aE—_SAA4T7OJ T R 2T Z&ERLET,

Regular Copy FlexClone Sync

An easy to use replication service for transferring data between any file or object store,
on prem or in the cloud.

Learn More

32K items will be synced using Cloud Sync.
- — & -
aC T P— aCO
Source Target

. Data Hense F
‘—

Data Broker

[ o

7)—>2aybT, [ AT aVEBRTETET, "

AAT7AT %R X

4 BIRLI7 710V ERELRICABLTHLVESIE. T*OK*] 200w oL Fd,
BlueXP® O — £ FHIDOUINBlueXPTREZE £9,

FHEBMRZEER T BLORODONET, V=P XTLICIE. BlueXPORBETERLIEURDS I ET 7
TIUDBESHLHRESNTULET,

5. A=W NI RTFTLEFERL. FHT23T—27O0—H—5&R (F7/-I13ER) TIREBRHDFT, H
5. BlueXPDIE—RHADEHZHESE L £ "Quick Start #1E DBEE",

TR

T7ANEE—=7y b2 AT LICAE—CN, ERLIERAT D2 —ILICEDSWTEBASNE I, 1 ERD DE
HzRRLIBE. 77 7LE1EIRZIFIE—Ch, FAEENE T, ERNLZRAZERLIBEIE. X7

190


https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-copy-sync/task-quick-start.html

Ja—JLUCETVWT I 7D EEICNE T, 702 EEBLTERLIEITVIC—RTIHLLW I 71
DY =X ZATFLICE>TEMENZ . TN5D _new files A IAE—%ICOAE—Ch. BTREINSC
CISFRLTL 2L

BIueXP@ﬁ*@J‘bi@J@'%r‘:\ BE DBlueXP®D 1 E—IE ¥ FHAED—ERH M ERNICH 5 C ISFRE L TKS
eT

* W=REDT7AINZRIR Fld 27Ty b EDT 71 IILZHIR] REVIFERBTEEEA.

* LIR—FORTHENICE>TVE T,

V=T 71 IILZNFSEFICRENIT S

BIUeXPRETRAF v TRV —R T 7M1 I EEEDNFSHEEICBREI TE T, NFSEEZBlueXPODLE L
BI3REIEHD FH A

MEBIZIGL T, BEILIET7 7MILDBAAICTILY RISLT7AILERTENTEXS, JLYRISLT
71ILE. 771D TTDBAAD SBESNIIBRZ I - —HDIBR T ADICRIIBE XY, BEICNILE T 7
’()MC’DL\'C\ > 2T L T<filename>-J L w RIS L-<date>.txt] EWSERIDOY —AUBICT LY RIS
LI77AINEERLES, 44700 RYIRAT, TLYRISLT7AILICEBMENETF X MEEML
T7AIUDBHENIBRRE 7 7ML EZBH LA ERIENTEET,

V=RIT7ANDTTT1 LI MIEER. 771 OBHEFICRETOEBICBIERN NS cH. 771
OBBTHAODDPITLLBEDET, ALERDOT 7D IE—KICHFEET3HE. €T 71ILIIREICTN
FtH Ao

F— RN RIS 57 7 1 IBHTE $ Ao

2
FAINEBRETBICIF. THUY NEEBEXEIT I AR-AEEEZEDRINVETT,

*V—=RT7AIIE. A TFLZZXDONTAP . Cloud Volumes ONTAP . Azure NetApp Files . 7 71 )L+
A. SharePoint Online®F—4%Y —XICEEBTET £,

c —EBICBETE3 77 MILDBRAEIF1. 5005 T3,

* 50 MBUTD 7 71 ILOHADBEIETNE T,

* FRFT 4% —> 3 UNFSEHET. BlueXPHEA VARV ADIPT RLADSD T IVt A #HA T I3HEN
HOET,

FIE
L[ T—2RAERBRIRTUT. BHTBT7 7 1IILZERLE T,

191



255 items 1.2 GB | 2 Selected 3MB & Tags (@) Assign to [] Label Copy Tl Delets

2.

192

|:| File Name B Personal = Sensitive Personal 2 | DataSubjects 2 File Type &
Expense Report EXP-TPO-106038887654 oV ] 3 16 PDF L g
Expense Report EXP-TPO-106038887654 o 6 3 6 PDF W

[[] Expense Report EXP-TPO-106038887654 oo 6 3 6 PDF w

[] Expense Report EXP-TPO-106038887654 oo & 3 & PDF W

R—SH5 BB REVEIU v LET. ]
cBLDTFAINERIRTZICIE. 7710 (M volume 1) o
CBEOR—JDOIRNTOT 7L LEBRT BI0id. 2+ +LT (L) .

T IRTOR—TDIRNTDT 7AIEBRT BI01E. 21 FLT (L) %2 w2 L.

Ry TPy T AXyE—IIC8 ASIL E 9 Al 20 Items on this page selected  Select all ltems in list (63K Items) Z 27
Jw L. URE (xxxTBB) OIRTOEEZER* ZIVvILET,

REVN=T. *BE#H* 27y ILET,




3 Move Files (63)

The files will be moved to the destination folder you provide and will no
longer be available at their current location.

Maoving files is supported only to destination folders in MFS Shares. Any NFS Share
is supported, no matter where it is hosted, as long as the share's export policy
allows access from the data connector instance IP address.,

Enter the NFS destination folder path to continue

Hostname:[SHAREPATH

Leave breadcrumb

A breadcrumb file helps your users understand why a file was moved from its
original location, For each moved file, the system creates a breadcrumb file in
the source location named <filenamea=>-breaderumb-<datas_ txt .

Enter the content of your breadcrumb

(D) Max length should be maximum 400 characters
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3. HIRMIREIXKBMN TH 378 ' 85D Delete File_Dialog IC I * permanently delete * | ¥ AL '* 77
TINDEIR*Z o)y I T2RENRHDEXT
HIRRAMIBDES IR RIS TR TSI X [ 7023 v A7 —2 X (Actions Status ) /¥RIL",

T7AINDRAET—DFMERTIBEEIC. BARXDOT7AIILZHRTZIEHTEET, [ 7717 ILDHI
R1Z22)voLET,

] unstructured {324 Files) &5 Structured {323 DB Tables) L= T

Sensitive Perzanal = Data suh’ur_u = Flle Type =

|:| Eqpense Report EXP-TPO-106038BETH5435 cvo 6 3 16 POF b=
|:| Expenss Report EXP-TPO-10603888765435 ow 6 (» : B 16 (= PDF | - <
2} ‘Working Emvirenmint: WarkingEmviranment] | Askgn & Label tothis e |-+ ]

L El] -Ropository: Volumie Name

| B Detete this file |

'_:":":_' Fite Path: /Prodiabs-hase/Expense Repart EXP-TPO-10EI38E.paf

R—=IDT7
TINDART—RFADS [ T7AIILOBBR I ARV ZERLICCEZRT AU —>23y b '

AV TSAT 2V ALKR—h2RTT S

BlueXPDHEETIE. BT — 2 FSANY—TO0SLDRAT—2 2% LIBES
B1-DICERTEILR— DR EHINE T,

BlueXPDZR R v aR—RICIE. T4 ET. IRTOERRK. 7—FXR—X T—2Y—DY
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TI2ATVREANTFT Y ADT—INRTEINE T, —BDOEERRREOT —FDHZECLR— b Z2RTT S
BRI, ENSDERREZERLE T,

*CDEITIVTHATEILR—MI. T2V - L TREBDEIF vV ERT
TREEZBRLIBRICOAMEATEE Y, YYEVITERAF v 2R ITLET—%
@ V=TI T—EIVEYTLR—bDABPEREINE T,

© 2y b7y 7 BlueXPOSEIC & » THESNBEAT — 2P REMOEMEAT— &
DR % 100%FEET 5 LR TE E A, BFT—2ERRLTERERIL T LS
LYo

TSAND—) X TFHELR— b

TZAND—=VRITEIRXY LAR—MICIE. GDPRYCCPALBE DTS4 N —AEICHER. fBilD~
FANS—DVRIZT—RAOBENZBHINTVET, COLKR— MIIFRODBRIZENE T,

BT —H
AEZEZI7 #EE. BAA. BBEEOREWVMEADOWITNTH>TH., T—XDE(EIFFIETT,

I DR E
RESNIBEAT —ROBEE T —2DH 7T I DAR,

CDFHED T — X EE
ID R DD > T IZARRI DA D

TSANS—=VRITEIAXY FLR— DK
AVT AT VR TICBE L TLR— b 2L LET,

FlE
1. BlueXPX— a2 —T. * Governance > Classification *# 2 'Jw 2o L%,

2. [Compliance] %7 ') w2 L. [*Reports] D FI_# 3 [*Privacy Risk Assessment] DIEICH 340 >0
—Rk7aA>E VY ILET,

O
|

. Al
(5| Reports fj%@Da&15uMec$

Privacy Risk Assessment ﬂ
PCI DSS Report

BTDRI U= a3y ke [LK—F
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RAVNNTFANG =D RITEAA Y MNZ I )y I TEBZIEHREINTVERT, "

R
BlueXPD74EICK o TPDFLR— b HERENE T, COLR—bZzHEL T BEICHLTHOTIL—T
ICXETEE T,

EEEXQ7

BlueXPORDEETIE. T5ANY—URIFELR— FOEREIXIATH. KDO3DODEHICESIWVWTEHESTN
x93,

C IRTOTF—HADEAT—ZDEE,

CIARTDT—ADERMEDHWVMEAAT —ZDEIE,

*T—REGREZCT7AIILDEEG, EID. HRREES. KB IDBESLBEDEID ICK>TRESNE
ERS

ZAT7DREICFEATINZIAD v 7RO EHED T,

EEEXI7 awy

0 3DODEHKIETART0% TY
ZEHD 120 0% 2B TVWET
ZHD12OH 3% EBRATVWET
2 DDEHN 3% ZBATWVWEXT
3DDEHN 3% ZBITVWET
ZHD12OH 6% EBATVWET
2 DDEHN 6% ZBATWVWEXT
3DODEHN 6% 2B TWVWET
ZHD1OH15% 2B TVWET
2 DDEHMN 15% ZHBZTVWET
3DDEHH 15% #BATWET

—_—

© © N o g bk w D

—_—
©

PCIDSS L /R— bk

Payment Card Industry Data Security Standard ( PCIDSS) Report i, 2L v b h—RIBEHRD T 71 )L
ANDEEFERNTIDICH/RIIBET, COLR—MIIPROBERHEFENE T,

BE
Ly b A—RBHRESTC 7 717V . EERE,
551t

B b SNTEERBE X IR LTSN TOVRWMEERIRICH D IL Py M A—RBHREZSTC T 717ILD
28, ZDIEIF Cloud Volumes ONTAP [CEEDHD T,
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SYH LI T THSEDRE
SUY LTI THhSDRENENCHR>TVS. FIFEMCHE> TOWERWMEEREBETODILY Yy M H—
RIERZSTC T 71 IILDEIEG, ZDIE#HRIF Cloud Volumes ONTAP ICEBDHD T,

REF
771D RBICEESINEHE. Chld. L2y b A—RIEHRZENIEBTI LD HRFRFITIHNED
BWEHII’RIIB XY,

7Ly b h— RIBHROESR

LIy b A—FRBERIRDOD S IERRIR. EFIUBESILES Y LAV I TICLBRENBMICE ST
WaHnE>h%

PCIDSSL/R— kDR
AVTSATURZTICBBL TLR— 2L LI,

Fli&
1. BlueXPXZ a2 —T. * Governance > Classification *Z 2 1) w2 L %7,

2 AVTSATYR* B Uy L, [FLE—F]OTFD[PCIDSS LAE—k *|DMIcH 2345 >0
—Rk 74> ) v IO LET,

0

(5| Reports Kﬁ_‘l{\ﬁDaia Subjects

Privacy Risk Assessment

PC| DSS Report

RTDRU)—=>23v b, [LR—
RIRAVIC, [TIANS—VRITEIAXY MNZI VY I TEBZZEDNREINTVET, "]

&R

BlueXPDHD4AICK > TPDFLAR— b HERENE T, COLR—FZHEEL T BEICKCTHOTIIL—T
ICEETEE Y,

HIPAA L 7R— k

Health Insurance Portability and Accountability Act ( HIPAA : EEREROETHE C SFEICET 3EE) LAR—
ME. BRICEITZBEHREST I 7ML ERBEITZDICRILBEE T, HPAAT—2TS5A NS —E%8FT 3
EVWSHBOBESHZEZEITEILDICKIINTUVET, BlueXPODETIE. RDL S BBEBRINMERINE
ER
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* ANLZRBRENZ—

* ICD-10-CM EEI—F

* ICD-9-CM EFHEI—F
*HR-Z2AH7dY

CANNRT IV =3y TF—2hA73Y

CDOLR=MIFROBEHRERNZENT T,

=
NILZABRHBPFENTWVBE T 71IILOB L. 1FERER,

E51t
ES b SN EEREBE X ISBSILTN TUAWMEERBICHANIILABRESTC 7 71 IILOEIE, 0D
15%R (3 Cloud Volumes ONTAP ICEBEDHD T,

ST LT TH S5 DRE
SO LTI THESDRENBEMCHR > TWVWS, FFERMICHE > TOWEWMEERETONILRIBERES
771 ILDEEG, CDIEHRIZL Cloud Volumes ONTAP ICEIBEDH DT,

REF
771D RBICEESNIHARE, @EMOERIE. LIEBTZXTICKHEANDDZ BV, T
FEDMER TS,

EREROER
BEMEOERNROD S IERRIR. BLUBESILES Y LAV I T7ICLBFREDNBNICHE>TLE LY
Sh%

HIPAAL R— ~ D4ERL
AT AT VAR TICBHLTLAR— b EERLET,

FliE
1. BlueXPX—Z a2 —T. * Governance > Classification *Z 2 'Jw 2o L% J,

2. [Compliance] %7 ') w2 L. [*Reports] D FIZ4 3 [HIPAA Report] DIEICHZH U >O— K71V
zO)v IO LEY,
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o .
@ Reports ‘\f_;% Data Subjects

Privacy Risk Assessment

| HIPAA Report @

"R

BlueXPO7RB$BICK D TPDFLAR—MHEREINE T, COLR—MERESRELT. BEICGLTHOIIL—F
ICXETEETS

TFT—RAFEETIOERAERLIZ

Bl GDPR BRED T SA N —BEINCED . T—2EE (BEFRCPREERY) BBEAT—RICTIERT
BHERDMTESNE T, T—REERDNCOBEREZERTD ' Thld dsar (T —REEXRT IV AER ) &L
NETHEEIE. ChsDEKRIC THAHAIC) « EER 1 BURICHIG T 2HRELHD £,
dsarll6B T BICIE. HFRD T I R—LEIFEBHMOBMAF(EFA—IT RLABRE)2&EL. LA—t%

A>O—RLET, COLR—KIE. DEN GDPR REBRDT—E FSA NS —E2BFTINELRDH S
BEICRIDEDICER TN TWE T,

BlueXPD 73 4EIZDSARANDXIZICE D KD ICRILBETH ?

T—REERDERZEITITDE. BlueXPOLDEEICL > T, O O&EIEIIENFHRASENTWVWD T
7). N7 k. OneDrive. SharePoint7 10> bMNIRTIHEBEINE T, BlueXPODEETIE. 1>T v
I ADFERNICRESNTEEFOT — X THABVCHEAFAF v IINET, FILLW A v VISEHBINEE
Ao

BRERENFTT L75. Data Subject Access Request LIR— D7 7L R EZRTVO—RTEEXT, D
LR—bFTlE. T—2h 513 7EHRZENL T FABABISRT A TEZENRHFICLET,

() BBATE F—EA—IATOF—ZOHBREGTE— FETNTOEL Ao

T—REEOBRRELR—bDAE Y O—F

T—REERDTIA—LFLIFERMOFMNFZREL. 771ILURLAR— k&l dsar LIR—hZ2XD
YO—FLET, TRERTEXY EANBHROEE"

(D %_QI'{ZSO)%E-G%@%?%l@“:‘;\ %EE\ F\’r\yEE\ EZKEE\ X/\°4\/§§73Hj'7ﬁ—l‘3h't
W7, SBOYR—ME. HETEMEINET,
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FE
1. BlueXP X = a2 —T. * Governance > Classification *Z# 2 'Jw 2o L %7,

2. [*FT—=REEVEIIVVILET,
3. F—RERD I INF—LEIZBEHNOBBFERELET

KDFTIE. name John doe: ZHBELTWVWET,

E (f-“ :
F ‘ Reports J&Data Subjects

< Back

john doe Results X
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Files Found

Download DSAR Report

Investigate Results (7)

4. ROWTNHDOA S arEERLET,

° Download dsar Report: 7 7 Z XERICH TR ERBRDET. T—RXEEFIEETTET, COLR
— RIZIE. HRT—RICDWTBIUeXP THESNAT—RICESVWTEINICER I NS BHRIEF
N 7o7TL—he LTERTERLSICEATNTVET, T—2EEISKETBHIIC. T+—L
ICHEEIBEZEEAL TRETHERRL T IZEL,

CHABRERY CHEDOTFAILDERER. V— b FHOER. LU T 7MLV MDATO—RIC
SO TCT—2%EFAETETZIR—-,

@ 10. 000 ZzBX2ERNHZHEIE. T 7ML X MIEA10. 000 FDAHHE
TENET,

L R— b OERRIGZ &R

BlueXPMD 4 $8[Compliance] ¥ v ¥ 2 R— RORBE T ILZ) 2T LT, IRTOEERBE T —2~—
A, FLIIBEDEERBEO IV ISAT7 VAT —2ERLRCEET,
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Ry aR—RET 4 )LATDE. BlueXPODFEICK > T BERLIEERBOAICENT—R LR—F
DHHEIBRESNE T,

FIE
L. 7408280y TR0 )y L. T—R2RRIBEERBEZBRLT "R 2oUvoLZE
ERS

| ¢ ] Data Sense
S

All Working Environments (12)

Select all

ANF - Azure NetApp Files

Warking Environment Name 1

Working Environment Name 2

20% 5%
Working Environment Name 3 Personal Sensitive Personal
L ]

Working Environment Name 4

/7,000
View Al o ) View A
Sensitive Personal Files

Personal Files

Email Address 2,700 Files Health 2,700 Files
T
Credit Card 2,700 Files Ethnicity 2,700 Files
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BlueXPOREZEELEXT

BlueXPDHEEX * v VICEANT— 2B F =B

BIUeXPDHEETIE. SEDAF v > TBlueXPOREICE > THEINS MEAT—
Al ODHRARZAL)ZMEEBINT3-OOTFIERAENBEINTUVET, CIcK
D, ZEEDFEVWT—42H al BEDOT7 71RO ZICHZIH ELEMICIBETE £
ER

* RF V2T BT —EAR—AADKEDINICEIVWT—ROHAFZEMTET I,
*TEFRAMITFANADSAREZLF—T—RZEMTEEY, CNSDEEFIT—RXATHININE T,

* IFRKRI (regex) ZFERAL TNV FINEZ—2ZEBMTETFT, BIFOEREH/NF—VICERKR
MEMENET,

*HWRZLATIVZEMLT. T—FRAOKEDHT I DEREZHETETE I,

ARARLRAF v U EHZEBMTZNSDAAZILIFIRT, IRNTOEEFETHR—FETNATVET,

COEUS 3 THAT AR, F—2Y —RUCHL TR BRSERAF vV ERITTH L
() =BRLEBBCOBBRTEIET, YTYELIDBDRF vV ERITLET—FY—ZT
iE T7AILLANILOFRIFRTINEE Ao

T—RIR—ZINSNAZLOEAT -2 F2EBMLET

Data Fusion Y WS HREZFERT 3 . HHBOT—2E2 XX vV LT, T—ER—=IH5D—EDHHIFH
HMOWVWTNHDT—RY —RFETEIDNESHZEHERTEE T, T—EAIR—XT—TILTHEHEDY|ZEIRT
% _C T, BlueXPDRF vV TREINZEBMOBANFZEIRTETET, I zxIF. XORIE. 7—&
Fusion B L THR) a—L. N7V b, BLUOT—ER—XEXF ¥ > L. Oracle T—ER—ZIH5FTA
TOEE IDHPHIRT B3R EZRLTULWETD,
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Databases -- Structured Data Files -- Unstructured Data

Database: Oracle File in Volume 1
Schema: Accounts Scan your volumes and T
Table: Customers buckets for occurrences x%213536XXX
Column: Customer ID of the Customer IDs in KHOXXXCHKXHXK
your Oracle database XXAT2637xxx
_____ XXXXXHOONNK
I[ 1, File in Volume 2 XXX
Account| Name | Customer ID || Address
| I XXXCOKXKXXX
1234 ABC Co | 135876 I{125 Main st XXXXXXRXXKXK
1235 XYZCo |1 213536  ![35A Brick R XXOOOMKKXXXX
1236 CatCo |!359264  |[55Wwind Av — XXOOOMKKXXXX
1237 Dog Co ; 472637 |{ 11025 Cor XXXXXXRXXKXK
1238 Zebra Co || 582455 || 36 Sahara XXXA72637Xx File in Bucket 1
|
: B | JOOOXKOONXXX
. XXOXKHXXNKXX
Xx213536xxx
XXXXHOOOKKK
XXXXHOOOKKK
XXXXHOOOKKK

CDEDIC 2D2DRYa2a—LE1DDSINTY MIENZEN—EDEE IDHEDOND X LT, T—2N
— 27 —7IRO—HBHEA TN I,

MBEDT —ER—RZEXAF v TBcOH. T—EHPMRESNTVBEEICHARGR . SERDOBlueXPHEIF
YOTT—R%Z2#HA T B1cDIERATNS CEITERLTLIESE LY,

FIE

PUREBETY "T—AR—2F—NEDadrH 1 DEMLELRE T—4Fusion VYV —X%ZEMT BHEIIC.
ZBlueXPD D 3EISEM T 2HEAH D £7,

1L [BR]R—J T V—RT—EHEETET—ER—XD[T—2X Fusion DEE I JvILET,

Configuration

—,

ey QracleDBE1 41 Schemas :
Manage Data Fusion & Configuration

"\_x'J Oracle | . ko I,=’|'-~|: E:e Igu

No Schemas sefected for ? .?
DB <=
x

Compliance Mot Sconning

Wiew Details

REAVEFEIRTZRI =223 v b "

2. )RD~R—< T [Add Data Fusion source*] 227 J v L £ J,
3. [Add Data Fusion Source | R—< T, XOFIEZETLE T,
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a FOYFHIUARZ2—HDET—ER—XAXAF—IZERLEXT,
b. 2DRAF—RICT—TINBEANLET,
C. EAT S —ROHNFEITHZEANLET,

BHONZEMT 358 BIBTLET—TILE 2 —RZHLDITICAHLET,

Add Data Fusion Source

To add a Data Fusion source reference, specify one or more columns which contain
your organizations unigue identifiers, such as a column used to store customer |Ds.

Maote that adding @ Data Fusion Source will initiate an additional scan of your data

S10Mes.
Database Schema Table
Cracled Accounts Customers

Columns Containing Identifiers

Customer D

Add Data Fusion Source Cancel

4. [Add Data Fusion Source*] #2 Jw 2o L9,

+ Add Data Fusion source

Oracle DB 1 Data Fusion

With Data Fusion, Data Sense can identify occurrences of your organization's unique identifiers found in your unstructured data stores, using structured
data indexes containing those unique identifiers as a source reference. Learn More

Database Schema 3 Table C Data Fusion Source Columns
Schermal Table 1 Column 12, Column &, Column 18
Schema? Table 2 Column 2, Column 14, Column 8

R
RDRAF v D% COFLWVERIZ. BEAOKER] vto/oa> o [AVTSA4T70REy>ahR—R] &
HBAAT—2] 742D AE] R—JICKRTINET, DEFICERLELIID 70 IR X MIKRRTE

Nx9d, fl: Customers.CustomerIDo
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Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © 6.7K Items ©
nternal Product ID 6 ltems e zf‘,}g Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French SPI 5 ltems e

Data Fusion ¥V — X ZHIFRL ¢

YFED Data Fusion V—XEZFARAL T7 71l XAF ¥ > LAWESEIE. Data Fusion 1 RV K UR=TH
5Y—217%FERL. [*T—H Fusion V—XDHIR*] #2)wvwoILET,

=) Delete Data Fusion Source

BEODIAMDOAREZLF—T—RFZEMLET

BlueXPORBEBICARARLF—T—REEMT B L. EDBEBHRAT—RFROEICH I DD DODBELS5ICHD
£9, F—T7—REBMTBICIE. BlueXPOOFETREALICVWEEZ1DTDODANLET, CNH5OF—T—
RiZ. BlueXPOREETI TICERAINTULBRERRADEEDOF—T7—RIZEMEN. BRISBEAD/NZ—
o aVICRREINE T,

e ZIE IRTOIT 7ML TRFRBENER SN TVBIERZEEEL T. CNSDERIDRETHE VIS
TT7I7EATEBVLSICTBIENTEET,

DRARALF—TD—REFEFITBE. BUeXPREICK>TIRTODT—E2Y —XDXF* v UHhBEINE T,
AFX v UDTT TR L. BlueXPREIAV T4 7V AA S 27— RD[Personal Results][Z 7 3 >
¥ [Investigation] R — < D[Personal Data] 7 « L ZICFH LVERDRRINE T,

FIE

1. [_Classification settings]% 7 C*[Add New Classifier]*z 2 ') w2 L. _Add Custom Classifier_wizard% #Z&}
LET,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files ,—~ .

2. [BA4 TDEIRIR—J T, DEFOLFEASIL. BULEIE % AL T, [Personal identifier] &R L. [
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RNy I LET,

AN L TR, BlueXPRREUICHBEFOERIC—RITE3 AT v VEA T 7AIILORKLE LTRRSE

1. [Investigation]| R—JIZ 7 1 LA DEEIE LTRREINE T,

Flo. [DRFLTHRESNIEREZIRT] OF T VIRV IR%EAVICL T UICREHERIRT
TNEBEVWKSICTRICHTEZEY, 7ezxid. L2y FA—RESPELUODBEAT —22TRICIER

RCTBHEDDBD TT(NATZIFRD K S ICUNIRIR I N E G "omrrent 3434 ),

o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

Internal Product Mames

Description

|dentify internal product names found in all files

(@) |Personal identifier
The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.
Mask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page, See the list of categories that

Data Sense identifies by default,

3. [T—RDIY—ILDBRIR—I T, DEFOERICFERATZHAELLTERERL. [RN\'ZIUv oL

9,
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(0 custom regular expression (i)

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found

in-any of your other data sources.

ZEIRLT

A7) —=r23avhbe "

4. [Create Logic]R— T, 3T dF—7—F (BEFEZH <% DITICAS) ZAHL. *[Validate]*= 2 1)
w2 LET,

TRV —=>2 3w bE. REOERB(SEIEFLABEOZ77O00)2RLTVWEY, CNH5DIERIC
X9 BBlueXPDRFERETIE. ANF /NN ZFIFXA SN EFE Ao
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Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification
dazhboard,

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.
« Duplicate words are only added once.

barred
barn
horned

SNOWY
screech

Keywords list is

S [ETI'ZV VYU TBE. BueXPODRERICE > TT—RDBEIF v UHHBREINE T,

ER

AFvIPNETIBE. AVTIATUAR Y aR—ROMEANERIEI > 3V AT =27 1 ILZ D]
AEIR=DIC. COFLWERIBERICEENE T,

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items © " 6.7K Items ©
Internal Product Names 26 ltems e a&s Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French SPI  ltems e

RAVNCARZLF—T—ROBROAIZTRIRIU—22 3w b ]

CEOLSIC. PEFOBAEMINBRNARILOZEE LTERSINE T, COLSICLT. TETELEF—
T—RIN—T270 717l BIIN—TORERERTTEEXT,

EFRRPZEAL THRAZLDEAT—2HAFZEMT S
HRZLIERFKIT (regex) ZFEEL T, T—XRNOFEDBREZHAT D7TcDD/IN—Y FTILINZ— > 7z 81
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TEEJ. CNUSED FILWARRZLERRBZIEHRL T, PXATLICEEFEELRVHLWVMEAABRESR
ERETEE T, ERKEIL. BlueXPODETE TICHERATN TV IBEFEOEREZA/NE— VBTN,
fERIE[Personal Patterns]z 27 > 3 VICRRENE T,

TceZlE. IRTOT 71 IL TR RIDAEH N TUVWIIEFAZHERCITE T, HRIDICEHERIBENS E
NTVBIEE. T zIE. 201 THRFZ1200BETHNIE. DR Z LERKRFEEEFEALTI71ILAT
BRETEEd, COBIDERKIEIZb201\d {9} \b* T,

FRRIVEEBMT S L. BlueXPOREICE 2> TIRTDT—ERY —AD XX v UHBEINE T, AF*v>
WETITBE. BlueXPR3EIY FS54 7> XX v 28— RD[Personal Results]tZ 7 & 3 > & [Investigation]
R—JD[Personal Data] 7 4 LR ICHI L VERDRREINE T,

ERRIRVOERICOVWTHR— EHABELRFEIF. ZBRL T2V, "EHRFIF101" TL—/N—IC ¥
Python *| Z:#IRT D &. BlueXPORENERRKINE —HTIERDI A THRRENEF T, o "Python
Regex TesterX—I" NR—>2% T T4 AIICRRTBEHTEXT,

@ RfE. ERRBFZERTDESIING -2V T ST ZERTBILIFFAITNTLEEA. TN
i "M"EERLABVWCEZREKRLED,

FIE

1. [_Classification settings]% 7 T*[Add New Classifier]*= 2 ') w2 L. _Add Custom Classifier_wizard% &}
LE7,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files  —~

2. [RA4 TDEIRIR—I T, DEFOLFIEASIL. BUWEE % AL T. [Personal identifier] &R L. [
KANEo )y LET,

ABL7=8HIIE. BlueXPHREUNCDBFOBHIC—HITEZIRF vy VBEA 7 71ILOBHE LYY LTRRT
.. [Investigation|R—JIC T 4 ILRZDEABIE LTRRINE T, Flow [P ATLTEREINERZY
A1 DFTYvIRYIRZFVICL T UICREBERIARTINBVELDIICTEZIEDHTEFRT, &
ERIE. ILDy b A—RBES2EFIZELUDEAT -2 ZIERRICTIHERRE T,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.

3. [F—ESHY —LOBRIR— T, SBFOEBICEAT S XY v KL LTHRL LERERTEER

L RANNZ2)w I LET,
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression (1

Create a custom personal pattern based on a regular expression that you define,

() DB fusion

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

1
Previous MNext

TWARZEZRIRZI)—=>223 v ke "

4. Create Logic_pageT. [EMRKRIVCIABENXFEZASIL. *Done*z 0w L%,

a. FRRBIERICANTEE Y, [RERE2>Z0 1) v LT, BlueXPTIERKRFELIBIHE S H\
FRERKRFEHLTETBVDHESD (RENBERNZIERVHESD) HRIESNET T,

b. REIZIGSL T EEF—T—RZANL TREROBEZEDZ N TET XY, RENRO/NZ—>
DI00XFUA (RHEININEZ— Y DHEIXTIFR) ITRREND DD —ARIBEETY, EEIE
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using
@ custom regular expression.

20 Nd{9%b

(&)

Regular expression is valid.

Proximity words - To improve the detection accuracy, insert phrases that
must appear near by the regular expression's match.

product id
identifier

&R

PEFHNEMSN. BlueXPOREICE>TINTDT =2V —XDBR* v UHEIBEINE T, hRAF LS
BFR—JICRDFLLWDEFIC—BI BT 7 MLOBERRTETEITIRTDT 2V —RXZXFv L
THERIF. RE vV TRIREDRDBZ T 7LD L > TFLIES CEEDHDHD T

Pt
( -’-5-’/' Data Sense Governance Compliance Investigation Classification settings Palicies Configuration
M

Classification settings S S EREE

Identifiers added by the user

Custom Categories

> HR - Employee Contracts

/ 5k Files I(;:I

Personal information

> | Internal Product 1D 12K Files

\
J

f_
]
.

ARRLATIVZEMLEY

BlueXPld. ZF v > LIicT7—2ZTHTELATIVICHELTHELES, H7IVIE ET771)LDO
DTV EXRET—EDANTHERRICEIS FEYITY, "SRIERSNCATIVDOURRZERLT
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<rEEL,

A7IdVzERT3 L. FELTVWSRROBEZRALT. T—XORRZEEBITZI N TETET, =&
ZI&. _resumes_or_employee contracts_ DK SHBAHTIVICIF. BET—ZHEFENTVIHEEHLHD F
Y, BREFAEIT D . REEZUHNBRLTHEVSFHICRESINTVWS e hh D Ed, 20, ZORE
ZBIETEXT,

BlueXPORBREICHRZ L AT IV ZEMT B L. T—HEEICEBOBEROATIVNT—2DEICH B
NeFETTEI, HEI ST —2OATIVZEL ThL—Z2T1 7700 =ERLTEAT I ZEM
L. BlueXPODETENSDT 7AILZXF v LTAIT IFE] L. T—2Y—IXARDEDT—XZ#H5
TEBLIICLET. INH5DATIVIE BlueXPORETI TICHB SN TLWEBIFORRIERINICA
FTAUICEBMEN., [ATIVEID aVIERPIRTREINE T,

fee zIE BEICSLCTHIRTES & SIS, .gzZlEHDEMREA A S—ILT 7ALUDR T 7AILRADECICH S
W R TDENTETET,

ARBZLATIAVZEFITZ L. BUueXPORERICE >TIRTDT—RY —XDZAF v UHERAINE T,
ZF Vv IUNTETITBRE. BueXPREIAVTSA TV REA Yy aR—ROATFIVIEsa>ehA7d]7
I ZDEAREIR—DICHLVWEBRIRTENE T, "7 dURICT 7MIleRRI 2 H525BLTR

=LY%

DBEBRHD

BlueXPOREETRHAI 37T —XATIVDOY U TIN2ETC L —Z2T T 7141V 2D < EH25EEKR T 5
MBERHDFE T, RODT7AINEATHFR—FSIhTWET,

.Csv, .DOC, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

T 711001 FUALETHIZIRELRHD. BlueXPORETT7 IR TEZ 7 AIAICEEBEINTUVWINRE
rHOFEd,

FIE

1. [_Classification settings]% 7 T*[Add New Classifier]*= 2 ') w2 L. _Add Custom Classifier_wizard% &}
LEXT,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files  —~

2. [Select type] R—T T, DEFOEEIEAN L. BELABE # AN L TZERL. Next'Z2 ) v o LF

o

AN LIEEDN EELTWAT—ZOATIVIC—HTERXF v U FEHT 71 ILORH L & L TBluexP
PFEUICTRT SN, [Investigation] R—JICT 1 LZDEFTE LTRREINE T,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. [Create Logic]R—T T, FEI77AIWDEBINTVWBZEEESRL. [Z7T7ILDER%Z ) v oL

=

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
& Supported file types: pdf, docx, doc, ppix, =ls, xlsx, csy, txt, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bMdinimum file size: 1008

Compressed Installer files ) Select Files

R=IDRATV =23y b, BueXPORRRICERT ST —2Z2a8C T 7MILZEMLET, "]

4. R)a—LOIPPRLREML—ZVTT7AIIDERETNTVWE/NRZAAL., *[EBMZY ) v o LE
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ERS

Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folger path

IO 00 X000 2000 volumeName folder/paths

Add Cancel

S. hL—Z2J T 7AILDBlueXPODETRHE SN e ZzHRALE T, EfFZRELLTVWAVWNL—ZY
770N ZRIRT BICIE *x* 20 Vv I LET, [ETI'ZEIVvILET,

Create Logic
Al-based similarity training @
®  Insert NFS folder path
® The folder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
® Supported file types: pdf, docx, doc, pplx, xs, dsx, csv, txt, gz, rif, docs, sheets, slides, json
® The keywords are not case sensitive

® Minimum file size: 1008

| ) Select Files

Compressed Installer files

Total uploaded files: 54

- ncluded = training .

Fila1 56 File type
File2 22 Fle type
Filed 43 File type
Filed 11 File type

&R

ML—ZY0T771IOERICE > THLWVWATIUDMER SN, BlueXPOREISEBMINE T, D

#%. BlueXPTHOENHIBIN., IRTOT—RY —IADBIAF v ENT. COFLVWATIVICEKYETS
T71ILDMFESINE I, [Custom Classifiers] R—JIZED. FTILWATIVIC—EKT 37 71 L O % FESR
TEET, IRTODT—RY—REZAF vV LIERIF. AX vV TRIHRENHZ 7 71ILOICKE>TIEL
X5 <FBADHD £,
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ARZLDEFOERZRTILET

AT IATVRA Yy aR—RFELY [fRE] R—2T. FRONDRAFLDEFOR/RERTTETET, It
EZIE CORIU—=ray b, MEADOKERI €723 0TF0AYTI3AT Y RA Yy aR—RICKR
RENTWVE, —HLBRERLTVET,

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items @ 6.7K Items ©
nternal Product ID 6 ltems e Nf’}( Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French 5P 5 ltems e

It
|

27w LET 'ff'; RE2ZT)YIT B FRERERDNFABRIR-DICRTEINE T,

SIS, AREZLDBEFORBRIIINTARZLDEFIZTICKREN. LA6DDH XX LDEFDORER
MAVT AT ARy Y 2 R—RICRTEINE T,

Governance Compliance Investigation Classification settings Policies Configuration

orking environments (10) 2 7567 GA [ 4514KFiles | @ 45Tables | B 117KPI @

R
All wi

Compliance Status Custom Classification View All

P — PIl Distribution Ethnicity Reference 28K Files
Y _—
¥y L Y
y | TEOL C O
I| I ) | L 0% 270 '_’.”v -
\ O/ ) Hop-Sensitive Persona Sensitive Persons Ethnicity 29K Files
% =
\ e ——
———————
Legal - vendar Cus... | 2K Files
E_——
77K 45K

Personal Besuls Semsitive Persanal Resufts

DRAZLNDEFEEIBLET
ER L T=h X R L FEFIE. *Edit Classifier*’ R4 > =R L TEETEF X7,

AT Data Fusion S BFEIRET 5 LIFTE F Ao

HET BMLIEARZLINRZ—>2ZBlueXPODETHRE T VBN RV IR LZIFEE. *[Delete
Classifier]'’ "2 > &AL TEEEZHIIRTET X7,
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Classification settings -
Add New Classifier
Identifiers added by the user
Custom Categories

3 HR-Employee Contracts 12K Files G

Personal information

v  Internal Product1D /5K Files Y
N

& Edit Classifier

Model lype: Custom Regular Expression
Description: Identify internal product IDs found in all files & Delete Classifier
Model last change: 12/04/22

Mask results: Yes

R=IVDRI)=r>3a3v b "

BlueXPOREAX v VDO SHEDTa LU M) ZRNT S

BlueXPDODET. BEDT—XY —XTA4 LI MIICHZRAFT VYT —R2Z2BRANTBIC
IF. SNSDOTa LI bIRAEBR T 7AILICENMLET, COXEEEZERT D
Y. BlUeXPREI VI VICEL>TTA LI NIHADAF v T—2DBATNET,

BlueXPO 7 $EIE. R a—LORBLREILTH S, R 2—LSnapshotT—RDAFx v > ZFENT B &K
SICT7AIETHRESNTUVET,

C DHEBEIX. BlueXPHEE/N— 3 1.2 % (202438 LUM%) TERTE XY,

HR—rEINTWVWET—EY—X
BlueXPOREXF v D' SHBHEDT A LI M) ERATEZZ CIE. ROT—3RY —XDNFSHEE L CIFSHE
THR—bEIhET,

* F>TFL I ADONTAP
e Cloud Volumes ONTAP

* NetApp ONTAP XJ[t:dD Amazon FSX

* Azure NetApp Files D45 E

C—RIB T FAIILHE

2F v OXMRISBRANTEZITALI NI ZEERT S
DHEORXF v ONRISTA LI M) ERNTBICIE. BT 7ML EREL TRV IR ERTTESZ LS
IC. BueXPREI AT LICOTA VT IRELNDHBD £T, HEZEBRL TILEIV "BlueXPHEES X7 AlC

O094>32"V I I T72FEBTLNIUXI O VICA VA R=ILLTEDN AVREAVRETSIRICEALT:
MoK->TERDFT,

() * BlueXPRES AT AT CICRASOBED T« LI M)NRZRATETET,
*FTALIRMINREBRANTRE, A v VEBRICHETZIZ BN T,
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FIE

1. BlueXP3 8> X7 LA T, [lopt/netapp/config/custom _configuration] (CEELTT7 71 IILZRAT £,

data provider.yamlo

2. Tdata_providers] £ 3>® Tlexclude : | TTOTIC. BRAT DT LI NUNIRZADLES, f:

exclude:
- "folderl"
- "folder2"

CDOT7AILDOMOARIIEELHVTLIET L,

B LTEZ T 7AILIRELET,

4. T/opt/netapp/Datasense/tools/customer _configuration/data_providers) IC#&IL. XDV ) 7 k&2 XR1T

L&,

update data providers from config file.sh

OOV RIE. AF v O EBRATEZITaLI MU EDEI OO VICOI Y RLET,

&R
PBEDT—2ZAFv2Tld BELIETA LI MIDRF v D BRATNET,

PRIV X b DIEEZ B, fRE. TRIFHIRT 2ICIE. RALFIBEZEITLET, BESNLRAD X M
VT hZRTLTEEZII Y TR EEHINF T,

il

R
ZHIDEBDIZFAIC" folder!"Z ELITARTD T ALY IE. IRTDT—EY —IhEBRATNET,

data providers:
exclude:
- "folderl"

BRATBNIDEESNBHER !
» /CVO1/folder1

» /CVO1/foldertname

» /CVO1/folder10

* ICVO1/* 7 # L&A1

» /CVO1/+ foldertname
» /CVO1/notfolder10

R
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* ICVO22/7 # L&A1
* /CVO22/foldertname
* /CVO22/7 #JL410

239 Ney sRANAVAS §01 7
* ICVO1/* T # )UK
» /CVO1/foldername
» /CVO22/ folder20

1BR2 :
ZHIDKEZEICOH [ folderl] ZEZLINRNTD T A IAIIBEATNET,

data providers:
exclude:
- "\\*folderl"

AT EZNADEEINZER ©
* ICVO I*7 # L& 1
* /CVO /* folder1name

* ICVO I*7 # L& 10

BRATNAEV/NROA !
* ICVO/7 # LA 1
* /cvol/folderiname
+ /CVO / NOT * folder10

B3 :
T—5Y—2X TCV022) ADLEIDERDIHZFAIC Tfolderly ZBLINTDT AILRISHEAINE T,

data providers:
exclude:
- "Cv022/folderl"

AT ZNZDBEINBER !
* /CVO22/7 # LR
» /CVO22/folder1iname
* /CV022/7 #ILZ10
539 Ney g kAN AVAW {021 ]I
» /CVO1/folder1
» /CVO1/foldertname
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» /CVO1/folder10

TAINABDRHRNFDIRT—
ROBHEXZOWITNHAZEL T AIAERHD. TOITAINEAHADT—2%E X v UNEHSHBNAT ZHS
&, THINEAEDRINCTIRT =T =72 AN\ ERTIHNELHD 7,

4 +I *I ?I AI $I (I )I [I ]I {I }I |

YV —2RAD/NR . /project/*not to_ scan

EXCLUDEZ 71 JLDHEX © "\\*not_to_scan"

REDHFEANIV X M 2RTTS

AAIFAJEETH D data provider.yaml DEITRICERICAZI Y FENTcHLDEIZERDZERT 71
update data providers from config file.sh X7k [ BlueXPORDEXF v > OXIRH SR
LT LI FUDIRED) XA EKRTRT SICIE.  Topt/netapp/Datasense/tools/customer
_configuration/data_providers] TXROIXY > RZzRITLE T,

get data providers configuration.sh

AT SAT VRT3 VDRT—RAZRTLET

100fBD 7 7 1 ILOBEICHIBRG Y. 2L DT 7AILT FAEER] X1 >h5IERER
T avERITIZHBEIR. COTOCRICERRINBZIEHAHDEFT, CN5D
T3 YDRAT—R AL, Action Status_ Pane TEARTIT 3D T, IRTOT 71l
ICWDOBEHAINDAZHBZ ENTEEXT,

CHICE D, ERBICTET LIcRE. RERITHOBRME. SIUORMUIRFZHEETE 3. MEZZMHL
TEETETET, BT 7LOBEFHRE, BRETTET I 5EREOLIEIF. HRF[RT—FX]RT I
BERRINFEHEA-

AT =R ANEIDVTNHICERD £,
* RI0- BlueXPDR3ET7 o> a vhET L. IRTOEEMNHIIL £ L
* BB BYICERIN- BlueXPD R FEMIEN T Y L. —EDIEENKML T—HHIIL £ L7
* In Progress -SLEBIE £ 12RITH T,
* Queued SUEA BB TN TULEE Ao

* Cancelled LB IIF v Il ENF L7
* failed -JLIBICRBEL F L7

AT7—RZH T Queued 1 F£7cld TInProgress | D772 3 VIEITARTEFY U EILTEET,
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FIE
1.

BlueXPZREUIDE TICIE. HRIF[RT—R AP REUDRRENET oo
2. COREYEI IV ITRE. BHD 20807 avhRAENET,

' Delete 20 items

™ Move 19 itemns from x to y

5 Move 19 items from x to y

) Tag 32 items

Failed: Reasnn

A oF Assign Yosi Cohn to 432 items

OB% Assipneo succestilluy

TOIavDEEET )V ITBRE. TOREICHILT 2FMERTITEET,

EMOTIL—IDEZEBICTH L TA—T e L TEERT D

JI)L—7ID (GID) HB’NFST7 7 ILHBRD 7 71 ILETIFT7 A I RICTI I NDB 5
B. JIL—TIDIXT 7 ILEITT A ILRICK T ZHEE GEEEICH L TEHAIMNTWLWS D
E5HRE) #ERLET, —B3DJIL—FID (GID) 1IC THEEZR< 1 1EEL NILHY
HEINTULEWESIZ. ZOMEREZGIDICENML T, ZOGIDARITNTWVWE T 71
LT AILAH HERICT L TRANTWDS] EABREINDESICTRIENTEX
-a_o

COEEZITO>TBIUeXPORETT 7AIR T ILEADNBRE vy Ehd . INS5DTIL—TFIDHBEESR
ITENTWVWBR T 7AILRT #ILAICIE. FABEDFMEHIR—JICCOERSPRTEIN. 77 1IILOERZRTL
TWBLR—FIBHBRRINZET,

COMBEET VT4 7T BICIE. B T7 7ML EREL TR T ERTTES L SIC. BlueXPHiES>
ZATLIOTA >V TRIRELRHBD T, AEEBBLTLLIETV BlueXPHEY AT LAICOTA VT3 VT
O T 7ZFHTLNIUXI OISO VA M=ILLTEDN. ARV R BT ST RICEALIEMNMCE>TERD
I

MEICRI< 1 ¥EZZI)IL—IDIZENMTY %
DR EBEIRT BE1IC. ZIL—TIDES (GID) "UBETT,
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FliE
1. BlueXP72$8> X7 LT, [lopt/netapp/config/custom _configuration] ICEELTT7 7rIILZHET £,

data provider.yamlo

2. Torganization_group_ids:[l1 fTICZIL—FIDZEML T, fl :

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

CDT7AILDODMORNBIIEELHVTLIETL

3. BEZ T 7AILICREFELE T,

4. Tjopt/netapp/Datasense/tools/customer _configuration/data_providers] (CB& L. XDV ) T~ %17
LET,

update data providers from config file.sh

COOAXVRIF. BESNI-YIIL—TIDMERZDEI>SVICOAI v ALET,

&R

EFDRDT—FAF v TlE. INS5DTIL—TIDH TEEICSH L THIMNMTWS] ERIETNhTVSE T 71
WELRBT A ILADRESNE T,

ROFIEZEALT. JIL—7IDDY) X bZiRELID. BEISEMLIEIIL—TIDZHIRLIED TE T,
ZELIIIN—TIDOUR NI ROV T+ ZRITLTEEZIIY FIBEEHRSINE I,

WEDTIL—TIDOJ X b %ZRTT S

ABIFAIBETdH D data provider.yaml DEITRICERRICOAZI Y FINTHDEIZELRDZEBRT 71
update data providers from config file.sh XZ Uk ! BlueXPDZEEIENMLZIL—FIDD

WED) A+ ZRRTBICIE.  Topt/netapp/Datasense/tools/customer _configuration/data_providers) H'5
RDOAR Y F2RITLET,

get data providers configuration.sh

BlueXPODRiE7 7> a>DEEZEBEEBLET

BlueXPD4ETIE. BlueXPORETRAF v VI3 IRTOEEREBET —XYV—XD
T774ILUICH L TCEATINIEBE 79T ET D OJICEREEINE T, BlueXPOEE
TlE. BlueXPREAVRAAVRAEBATEIEDT7 VT ET s biEgircNEzd,

BlueXPH3EEEOT 7 7M1 IILORNRERTLIED. 770124 >O—RLT. EDT71ILHEEIN
7o WOEBBINT-AERESELIEDTEET, 7 zid. BITIN-ER. BEBXOBZ. 771IILHHEIBRE
NIZBEDY —ADBFR. T 7AIDBEIESNIIBEDY —RETRT 4 2—> 3 VOBFIRE DF %R
TEEY,
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O771)ILOARA
EEOSOETICIE. ROFRATIEBARTINE T,

<full date> | <status> | ds_audit logger | <module> | 0 | 0 | File <full file
path> deleted from device <device path> - <result>

* B ER-ARY FDOREBIA LRIV T

* Status -f5¥R. EF

s 7o avEAT (YR, OE—. BE. RUS—DER. RUS—DOFH. 771ILOBEX*v
. JSONLR—FrDAT>O—RAY)

C TN (TFAICEETET IS 3V DEE)

C U YOFE-ANMTONED L FOIIaVICL>TERDET
c R —%
c BEITTEBEEDT — 42
c AE—mH LUV IE—KDHZE
° tag-tag nameF3IEEL F T
c V)Y ILEY
CEX=ITI—brDBE-EX—ILFRLRITAT>

fceziE. O 7 7 ILORDITIE. JE-LEHIIL. AE-REBARKLIBEZRLTVET,

2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS

2022-06-06 15:23:08,968 | WARNING | ds_audit logger | es_scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from
device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE

077 71 ILD%Fh

BIEEEOYJ 7 71I)LIE. BlueXPREYS Y DRDGRICHD £9 /opt/netapp/audit logs/
AVRAM=IEEOV 7 7MIILDRICEZTIAENET /opt/netapp/install logs/

2OV 7 710ILDYA XNIRATIOMBT Y, COFIRICET S &, FiLLWOT T 7AILHEBENE T, O
77 71ILD%HIIE TDataSense _auditlogs « [DataSense _auditlog.11 . [DataSense _audit.log.2

RETT, PRAFLIREINZOY 7 7 LOBABIZI0TYT, HVAT 7 71ILE. BABICETS L
BHEICHIBRESNE T,
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OJ774IWADT7 IR
A7 7T IR BICIE BlueXPRES AT LICOT A VT B3HRENDHD 9. HEZBRL T

EEWBlUeXPHEL AT LAICOT A>T 2" Y T Uz 7ZFHTLNUXI D VICA YA h—=ILLTch. 1>
RAEYR% 7 Z T RICBALTEMNCE > TEBRD E T,

BlueXPORHEAxX v VREMETFLEXT

FT—RAX vy ld. APL—=—UIRTLET—RICIFEAEHEEEZ FHA. 1212
 ENTLKOITHTH>THREEIRETIESIE. [BKE XAF*xv2ETT3
K D ICBlUeXPD R EEXHRETET X9,

BMITBRE. IRNTOT—FY—ATERIF vy UHIMERAINE T, 1 DOERRIBEIEIT -4V —X
TEEIF v UEREITBLIFTTEEA

@ FaR—2ORFrUHRE RF ¢ VEEETIFSLETE FE A

FlE
1. _Configuration_page D FEH 5. ASA X ZHIZHH L TERIF v > ZEBMLET,

6 Warking Environments

53 - 800:.—’9‘."61?105 (s3-compliance-cross... 22 Buckets | -. )
Amazon 53 —

’lll:::J' 5 T::f ’] 7 Continuously scanning all

(% Not Scanning selected Buckets

-

Continuously Scanning

53-.?.9‘9954?0648 50 Buchets : _5-}

FfL:qJ 3 IL | 8 7 Continuously scanning all

sefected Buckefs

]

x

Continuously Scanning Not Scanning

@ Activate Slow ScanE

RENR—TDLEEBICIE. BEREIXF v DEHICBR>TVBE I ENREINET,
6 Warking Environments | (@) slow Scan enabled - Disable | add Data source | ¥
;Sj-.:,f?:-oiu?aﬂmﬁ (s3-compliance-cross... 22 Buckets ( _ Z'
’f:;f 5 T::f 1 7 Continuously scanning all

- —(x Not Scanning selected Buckets

Continuvously Scanning

2. CORYyE—VD BN EV)VITERL BRIAF v EEMICTEET,
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BlueXPH¥EaHh 57 —42Y —X%HIBRLTWE T
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https://<classification_ip>/documentation
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
—-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR..... " -H "x-agent-id:
hOXsZNvnASLsthwMILtjLOXZFYBOxAwMclients"

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [

"EQUALS"

1,

"optional values": |
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{}
1,

"secondary": {},

"server data": false,
"type" . "TEXT"
}
]
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
"name": "Scan Analysis Status",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "PUBLIC ACCESS",
"name": "Open Permissions",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP_ PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"



"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "Working Environment Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "Working Environment",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
I
"server data": true,
"type": "MULTI TEXT"



"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
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"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN_SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
I
"server data": true,
"type": "TEXT"
"active directory affected": false,
"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

DG,

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [

"IN",

"NOT_IN"
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1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE_CREATION_RANGE_RETENTION" 0
"name": "Created Time",
"operators": [
"IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [

"IN

1,



"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS_DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

"IN
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [

"EQUALS",

nIN"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
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1,

"server data": true,

"type": "SELECT"
by
{
"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN,
"NOT IN"
Iy
"server data": true,
"type": "SELECT"
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aAE—720>3>%FERLET,.
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curl -X POST "http://

{classification_ip}/api//{classification_version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnASLsthwMILtjLI9xZFYBOxAwMclients " -H "Content-

Type: application/json" -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "1,
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN", "value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"value":["21"]1}]1 "
&
[6E TlEActiond 7 U FHRETNB 7. GETHE LXUDELETEAPIZERALT7 V> aYDRAT—4 X%
BELEED, 7023 v EILLIEDTEFEXT,
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",

"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",

"estimated time to complete": O,
"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21
"status": "QUEUED",
"title": "string",
"user id": "string"

.705z2",
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