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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

30


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-permissions-aws.html

lam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"ec2:
"ec?2
"ec?2
"ec2:
"ec2:
"ec?2:
"ec?2
"ec?2
"ec?2
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:
"ec2:

"ec2:

CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
PassRole",

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",

CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

DescribeKeyPairs",
DescribeRegions",
DescribeInstances",
CreateTags",
DescribeImages",
DescribeAvailabilityZones",
DescribelLaunchTemplates",

CreateLaunchTemplate",
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"Resource": "x"
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"Effect": "Allow",

"Action": [
"ec2:TerminateInstances"

1y

"Condition": {
"StringLike": {

"ec2:ResourceTag/OCCMInstance": "*"

}

by

"Resource": [

"arn:aws:ec2:*:*:instance/*"
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https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
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chmod +x BlueXP-Connector-Cloud-<version>

<version> (3. AU YO—RLAEORXRIZDN—23 > T,

AVRAR=ILRIV T bZ2RITLET,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
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o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port
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o https://domain-name%92user-name:password@address:port
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<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

8. OJa Y% IRV ZZRELFT,
a. JRIRICEEMITBBlUeXP7HU Y b ZIEELF T,
b. ¥ X7 LDR&FIZANLET,
C*TlE. EFaU T RECNITRETEITLTVEIN 2 FIRE—FZEMICLICEFHICLFT,
1REEE— R TBlueXPZfEA I 3 FIRICOVWTHAL TV B 7. HIRE— FIFEMDICL TEBED
HDFET, EFaT7BRRTBIUeXPNY I IV R —EXIDS DT AT Y b2 358ICD

H. FIRE—RFZBMICL TSV, ZDHFEIFE. "HIRE— F TBlueXPDERZRIT B ICid.
ROFIBICREVNE T

d. [* Let’s start]*Z:EIRL £ 9

R
CNTARIEHA YR =)L, BlueXPF7H™Y Y h Ty k7 vy FENnE L

A2 %1ER LT=AWST7 A > biZAmazon S3NT v hH H 355 1E. BlueXPF + > /N XICAmazon S3D
ERBEABFMICKRTIINE T, "BlueXPTS3INT v hEEIET ZHE"

F|iE5 : BlueXPICIERRZ 59 3

ARTEDA YA L—IUHATT LIc5. MUAIICERTE L IcAWSHERR ZBlueXPICI 59 2 UBH H D £9 . 1ER
Zf159 %5 LT, BlueXPTAWSDT —RERML—IA VT SZEETESDLIICRD T,

47


https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html

IAMO—)L
LETCAERR LTZIAMO— L% ORI REC2A Y ARV RICTAVvFLET,

Flig

1. Amazon EC2a> Y —I)LICBEHL £,

2 [MYREV R ZERLET,

3. ARIB—AVREAVREZEIRLE T,

4 [7ooavpPlExal) T PIAMO—-ILOZTE % ERLET,
5 IAMO—)L%ZR#IRL. *[JAMO—ILOEHFHI*EEIRL £75

R
BlueXPIZ. AWSTIA—H|IRHh > THRIEZHRITT BT OICHELRMERNMTE SN E LT

ICT7 AL ET "BlueXPO>Y —)L"BlueXPTOAXIXDER=HEBLET

AWST7 Ut X F—
MHBLRIERZIFDIAMI—H DAWS 7 7t 2 ¥ —%BlueXPICEL X9,

FIE
1. BlueXPTIELWIORIANEIRTNTVWBR e 2R LET
2. BlueXPO>YYV—ILDOAHELET. [BRE]|7AIAVEERL. (VLTI vILP&&ERLES,

Account Workspace ~ | Connector ~ | I:l £On @

MyAccount Test Connector] e

B [ZLToIvILOBMI%&EIRL. Vo — ROFIBICREWVET,
a. * BIRIBEHDIHFET * . T * Amazon Web Services > Connector * | #3&IRL 7,
b. LTI vILEER . AWST7IERAF*—¥r —ULwbx—%FANLEFT,

C. *Marketplace 4 7 X0 1) Fo 3> §9<CEBHFITZIN. BEOHTRI) T 3 =FERL
T. Marketplace Y 7RV T 3> % INSOERIEHRICEENMITE T,

d B HLWILT Y vIILOFFlZzRE L. e Z&RL £9,

R
BlueXPIZ. AWSTIA—H|ZRh > THRIEZHRITIT BT OICHEBLRMERNMIE SN E LT

ICT7 A LFET "BlueXPI>Y —)L"BlueXPTOARIADERAZRBLET

Azure
Azure COARTZADA VA N=ILA T3>

Azure COAX I REER T D HEIZVWS DODHD £, DA GEIZBlueXPHh 5

48


https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com

EEXTIBHLTY,
RDAVAS=INATa>=zERTEET,
* "BlueXPh'5 A1 2w EFE(ER" (CHUIMREF TS 3>TY)
CORMEICE D LinuxZ2RITFBVYME ORI ZY 7 b Iz PHEBRDOVNet TREITN E T,
* "Azure Marketplace h'5 AR I X E{ERL L £

F7-. LinuxZ3£1793VM&ConnectorV 7 kU 7HESL £ IH. EAIIBlueXPTIlI% < Azure
Marketplaceh* 5 BE#EREIRINE T,

"I hITTEATO—RLT. BODLNnUXKX MIFBTTI YA M=ILLET"

BRI BA VA=A T aviE, A VA —ILOERAEICEELET I, TNICIF. Azured )Y —ID
Soal & BEIRICHNERIERZBlueXPICHE T2 A EDEIFEFNF T,

BlueXPH'5AzureliC IR X% 1E L £9

BlueXPHh*5Azure CAXR I A% {ER T DICIE. Xy h T —0%FKBEL. AzureDHER % #
BLTH S, ORI IX%ZERT BIHRELHD X,

ERZFms 5HIC
RHOWETY "I T ZDHIR"

FlEg1: xy b=y T vTTB
AR EA VA N=ILTERY NT—UDFAD. ROBH#EZHR— ML TWVWBRI e xZHBRELET, N5

DOEHZHIT LT, AXTIRIINATVY RIS RREBEAOVY - T7OCRZBETESLS5I1CH
DEJ,

Azure ) —> 3>

Cloud Volumes ONTAP%Z BT 315 &3, IRV X% EEJ 3 Cloud Volumes ONTAPS X5 L L [A]
CAzure) =2 3V FHIFICEBATIHRELNH D £ "Azure ') —2 53 >~ 7" Cloud Volumes ONTAP & X
F LA, COEMHICED. Cloud Volumes ONTAP & ZNUCEEEF TSN A L —ST AT Y RRET
Azure Private Link #EHGEHDMER SN L SICRD £,

"Cloud Volumes ONTAP T® Azure 75 A R— KUV ODERAERE CHERLIZTL

VNetE KU TRy k
ARV R ZER TR ETIE. ARIXEZRET BVNete TRy b ZIBETIHNELHD £,

R—=y kY T — I ANDES:
ARV RICIE. (EERBZERS LUVBERTEZ3FEDBANDRY N T—IFHGHIRETYT, Tz zId.
Z > 7L = XEEICCloud Volumes ONTAPY R T LR A ML —J Y R T LR ERT D2y b —0KET
ER

TOMNIURAR=—y b7 IR
XU 2ZEBEAT 33y b T—JDIFFAICIE. FEDIY FRA Y MR T BTCODTI NIV A
YE—xy MERDIBETI,

49


https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html

R EDSEHSNITY KA b
COARIEE. NTUyIo59 FBEROUY — R TOE 2% BENICERT 37010, ROTY
RAA S MBS 370D T I NI Y RS Y 8—Ry h 7oL REBBL LET,

BlueXPO>V =D T7IERXTBZIVRRA> b

KICRTIVRBRAYMEITARTCNAMETY R THBZ EITEFELTLIETL,

IYVRRI2 B
https://management.azure.com
https://login.microsoftonline.com

https://blob.core.windows.net
https://core.windows.net

https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn

\ https://support.netapp.com
https://mysupport.netapp.com & Z&E < 2 F L

https://*.api.bluexp.netapp.com
https://api.bluexp.netapp.com
https://*.cloudmanager.cloud.netapp.com
https://cloudmanager.cloud.netapp.com

https://netapp-cloud-account.authO.com

https://*.blob.core.windows.net

https://cloudmanagerinfraprod.azurecr.io

BHY

Azure/NT D) wo1)—o 3 VAD
DY —X%=EBEBLFI,

#21) w2 L TAzureFRE gD
Yy —X=BEBLTLIEETL,

ZAEREREZBREL. R*Y b
7 R — kI AutoSupport X
‘yt—)%ﬁﬁjéty)o

BlueXPTSaaSO#gEr H—E X
%TET#ET 5 TC &)o

ORI 2IFH

7£ Tcloudmanager.cloud.netapp.c
om"] I[SEKRLTWETH. 9%
D1)—RXT

I& Tapi.bluexp.netapp.com"] |

EiRZRImLF 9,

x=721)w2 L7T. Connector &
Docker AV R—%> b%=T v
7‘|/_ F L/ij-o

SaaSL A VTR I NEZWebN—XDBlueXPA >V —ILZERT 2 & ITEFIUIEHDOITY FRA >k
CBELTT—RBEIRIVZEITLET., CNICIE BlueXPOYY =LA S IRIZZEATBDHIC

BERENB3IYRRAY FBEENFT,

"BlueXPOA>VY =I5 T7ItALIEIYRRA D) MERRLET

JOx>H—N
TARTOEEAVEZ—2y b STy IBICTOF O —N—%2BATINENDHDIHESIZ. HTTPE -
IFHTTPSZOF ICTA3RDBEREZDELE T, COBHRIT. 1A M—ILEICANTIRERHD

50

EE

*IP7FLZXR


https://support.netapp.com
https://mysupport.netapp.com

LTIy
* HTTPSEFERZE

BlueXPTI3ZEmBE FOF > —NIFHR—bShFEEA,

R—bk

ARV R %=RET D, A% ZHCloud Volumes ONTAPH 5 NetApptH 7R — k IZAutoSupport X w2 —
ZXRETRHOTOF L LTERINTVSRHSZRE. ARITVINDRENT Ta v 7R3HD FE
Ao

*HTTP (80) & HTTPS (443) FO—AILNUIANDT7 I AZRELFITHA. ChIFENICERS

nxd,
*SSH (22) & FSTIN>a—FT 42T DIDICHRR MIEHRTINELHIIBSICOAINET
ER

cTIORNITYRAVA—2y MERZEFERATE WY T X w ~ICloud Volumes ONTAP & X 7 L& E
AT B3HE. R— F3128BAD A VN Y REEHABETT,

Cloud Volumes ONTAP X 7 LA CAutoSupport X W £ —S %X ET 237D T I RNT Y RA VR —F
v MERDEIISNTULARWGEIE. ORI FIHBO7OF O —NZFERT S LD ICBENICE
EINET. BE—DEHIEX. ORI ZDOEFaV T TI—THR—E328ZN LTI NIV R
Bz T TYd, ARV RZEBALLE. COR— M ERKBELNHBD XTI,

NTPZBZNICT S

BlueXPRN3E%#FEH L TRET—4Y -2 XX vV T3581F. SXATLETRZNAEBHING LS
IC. BlueXP Connectory X 7 L EBlUeXPH3ES AT LOMA TRy D=0 244 L7OK3JL (NTP) H
—EXEBMCTIMNELRDHD £, "BlueXPODFEDFEMICDOWTIE. TE5EZEL TV

AR ZZEH LR T. CORY M-I BGZRREITIVENDBD XTI,

FlE2 : AR ZLO—ILEZERRT S

Azure 7 7177 > b Ef=lEMicrosoft Entratf —EX 1 VO NILICEID Y TR Z A TEBAzure h X2 LO—)L
ZIER L £ 9, BlueXPlIAzure TERsEL. CNESDIERZFEAL TIRIZAVAZ VA EERLE T,

Azure h A2 LO—)LIE. Azure7lR—4JL. Azure PowerShell. Azure CLI. F7-IZRESTAPIZ{EA L TIER
TEEXT, Azure CLIZER L TO—ILEZER T 2FIBERICTLE T, AOHEXERT355IE. 28R
LTLEIWV, "Azure ICBAT B3 RFa X2 K"

=]
1. AzureDFF L WA X Z LO—)LICHBERIERZ OE—L. JSONTZ 71 ILICREFEL X T,

CDHRRZLO—)LICIE. BlueXPh'5Azure TIRYT IVMEREEH T D7D ICHELRMERD

@ ADBEFENTVET, CORUD—F. HOKRATIEFFERALBEVWTLIZEL,, BlueXPH' O
XU 2 %VERR S B . Connector VMIZCEFT L LWWHERRt v EAYER S M. Connectorh'/NT'1)
OISO RBRIEBROUY —XEBBTESELSICHDET,

"Name": "Azure SetupAsService",
"Actions": |

51


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role

"Microsoft.
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"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/disks/delete",

Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/operations/read",
Compute/virtualMachines/instanceView/read",

.Compute/virtualMachines/read",

Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.

"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",

Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft
"Microsoft
"Microsoft

"Microsoft

.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",
"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

da",
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",



"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

. JSONZZE L T, BID B TrlREREEICAzuretf 7 X0 7> 3 VIDZEML £,
° 5l *

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"

1B
. JSON 7 71 I)LZERAL T, Azure THRALO—ILEZERKL X,
JRDF|EIE. Azure Cloud Shell T Bash ZfFF L TO—IILZEMRT D HEZRLTVWET,

a. %4 "Azure Cloud Shell ME&" Bash IRIEZEIRL £ 9,
b. JSON 77/ /L& 7 v 7O—RLZF T,
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. Azure CLI TXRDIOX > RZAHDLET,

az role definition create --role-definition
Policy for Setup As Service Azure.json

CZMNT. _Azure SetupAsService &£ W\\D ARXRZLO—ILHMERENE LTce COAREZLO—IILZI—
HF—=ThHOY NEIEIT—EXTV OO NIILICBARATESLSICHRD F L

FIR3 : VA ZHRET B

BlueXPH'5 AR T R EVERT B £ Fld. BlueXPHAzure CEREEL TVMEEA TR DOT 1 V%IEET 3
MBHRHDET, XD 2 DOD0FFa>hHbxrd,

1. 7O 7 EHRRESINTEE. Azure7HIO VR THA VAV LET, CDOTHT Y MCIE Azure BB DM
[EARETT, CNHATIAIL DA TS 3> T,

2. Microsoft EntrathF —EX U VO NILDEFEBEATILET, COH—EXTU I NILICIE. SEDMER
HHETY,

ROFIBEICHRE>T. WINHDERFEEA TN ZBlueXPTRERTE S L SICEBL I T,
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Azure 7>k
BlueXPH'5 ARV AEEATZAI—HICHARXLO-IIL%ZEDHUTET,

Flg
1. Azure’lR—4 )L T, * Subscriptions *1—EXZRAE. A—H—DHITRXI VT aVEFERLET,
2. T*7owza>rbtO—-JL (IAM) *1 22Uy o L&Y,
3 [*EM>ZREDBEIDHETOEM* | 20 )y LT, ¥ERZEMLET,
a. Azure SetupAsService * O—LZERL. *IN*&ZIVv I LFT,
Azure SetupAsServiceld. AzureD AR T REARI S —THRESINTWVWET 7+
(D) LrogETy. O—ILCRIORETEBRLEBER. /DD ICEORHERR
LEYd,
b. * A—H'—, JIL—T, I —EXTUINIL* | ZBRLI-EFICLET,

CI[*AYN—D&ER*1 20 )y L. A—F—=—ThOUb2FERLT. [*#EER* | 27VvoL
9,

d *Xx~A*] #Zo01)ywoLFd,

e [LEa—+BIDYT (Review+Assign) | ZoUwoLET,
"R
ZNT. Azure1—H(CIE. BlueXPh 5Connectorz B AT 3 7= ICHBLRIERMNMMTESNE LT
H—EXFIONIL

Azure 7 AT > hTOTA VT 3RDDIC. BRERIERZIFDAzureb—EX ) VO NILDI LTV
v ILEBIUeXPICIEETE £ I,

Microsoft Entra IDTH—E X F) VO NILZER LTy 7 v 7 L. BlueXPICHAERAzureZ L 7>
Oy ERIELET,

O—JLR—Z 727t 2% DOMicrosoft Entra” 1) 7 —> 3 > O{ERK

1. Active Directory 7 7 r—> a3 > ERL. TDT7 S ) r—> 3 >20—)LICED HT3HER
HAzurelCdHh 3 e R L X9,

SEMICOVWTIE. BB L TL 2TV "Microsoft Azure D K ¥ 2 X > k [ Required permissions”

2. Azure7R—4& )L T. * Microsoft Entra ID *%#—E X ZHZT £ 9,
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
@ Microsoft Entra ID & Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

3 XZa—T7FIVBREZERLET,

4. [New registration]*#3&R L £ 7

5. 7N r—2a olEIEELE Y,
CrZEIT LTIV —2 3 DRI EANLET,
CTHAIYNDOBE T AU FOBEZFERLEFIT(IRTDTHT Y MMIBlueXPTEIEL £79),
cH*URALYVBRURIN COT 4 —ILRIFEBDFFRICTETEY,

6. [*Register] Z3&RL £ 9,

AD 7 )= 3 e —EXTU VI NILZELTHEETE T,

TIVT—=2avICARRLO-ILZEIDETEY

1. Azure 7R—&JLC. * Subscriptions * —E X =BT X9,

2. TR0V T3>z BRLET,

B [F T UG (AM)] . [EBIN]. [RBNDEIDHTOEM ] DIBICZV YT LET,
4. [1%&152 7T, [ BlueXPEETREZERL. ["NZIU v I LET,

3. [*Members* (X>/\—*) 12T T. XROFIEZERTLET,

araA—H— JIL—TF FLET—EXTVIINIL* ] ZERLILERICLET,
b. [ XYN—D#EIR |2V Vv I LET,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

C 7 r—>a>oaiziRELlLEzd,.
TicHlzRmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

a 7V r—oavHEERL. *Select* 20w o LFET,
b. T*XxA*] 2w oLET,
6. [LEa—+ZIDYT (Review+Assign) [ Zo7UwoLZEd,

H—EXF) V2 /NILIC. Connector DEA (CHER Azure MERDMTEESNBD K SICHD £ LT

BEOAzuretF 7R ) T3 >TIY—X%=EBEBTIH5EIE. FY TRV T avicH—ERY
DO NILENA Y RTBZREARHD £, 7 ZIE. BlueXPTld. Cloud Volumes ONTAPDE A
BICERTZH IRV T g U ERBIRTEED,

Windows Azure Service Management API 1Ef[RZBIML £
1. Microsoft Entra ID *Y—E X T, *7FVERZFIRL. 7SV Tr—> a3 E#ERLE T,
2. [API permissions]>[Add a permission]*%&R L £ ¢,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

58

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

&R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VK) ID. BEVISATOR—=OLy bOEZIE—LFE L, AT X%EER TR S
IC. BlueXPTZ DIBHRZ AT EIHENRHD £,

FlE4 : AU X %Z1ERT 3

BlueXPOWebR—XD VY —ILHSEEIX I X %=ER L F9,

CDRRXTICDOWVWT

BlueXPh'5 AR I X %{ER T D . T 74 MDREZFERL TAzurellREIT UHAEBASINET, IR
ZDERMEIE. CPURRAMDYD R WMAA FICEELBWTLIEEW, "OARTADT T )L FEREIZDWV
TEBEL X9

EE%ZBIR T BR0IC
RDIEHRHDHBETT,
*Azure Y IR TF 3>,
SEIRLT-Azure V=3 YAD VNet BEUH TRy +

CIRTOREBAVE—XYy ST Tav0IC7O0F22HBELTRIHERIE. 7OF T —NOFAZER
LTLET L

cIP7RLZ
cLTYIvIL
° HTTPSEERRE
* ARV AREBTS O TEORIMAEZFERAT 35EE. SSHARRE, REHEDLS120F T3>
& NRT—RZFEHATBZCTY,
"Azure TLinux VMIZHERT T 3 5 EICDWTEBAL 9

* BlueXP T T XA DAzured— )Lz BEINICER L 2 VIGEIX. BOTERT 2HENHDFT "D
R=IDRI L —=ERT 3"

CNSDMEERIFIRIZA VARV ABEICERASNE T, CNUE. ARTZVMZEAT B 7DICLLFE]
ICRRE LIcHERE IFR RS 1ERDEZY T,

FIE
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C. Azure CLIZER L THREZLO—-IILZERLE T,

az role definition create --role-definition Connector Policy.json

ER

N T. ConnectorfRi8< > VICEID K T3 Z &M TEBBlueXP Operator& WS H X4 LO—ILHMER

chFElis

H—EXTFV NI

Microsoft Entra IDTH—E X ) O NILZER LTy 7w 7 L. BlueXPICHAERAzureZ L7

Dy )LEEISELEY,

O—JLR—X 72t XEIHEDMicrosoft Entra” 71) 7 —> 3 > O1ER
Active Directory 77 7 —> 3 > L. EO7 FUr—> 3> 0—)LICEID HTHHER

1.
HAzurelcHhd e =HERLE T,

SEMICDOWVWTIE. #BBLTLETL "Microsoft Azure D RF a2 X > k@

2. Azure7R—4& )L T. * Microsoft Entra ID *%—E X ZRZT £ 9,

Microsoft Azure £ entr

I Required permissions"

Azl All Serices (24) Resources (10)

Microsoft Entra ID (1)

Services

@ Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁ Microsoft Entra

. Microsoft Entra

3 XZa—TT7TIVEBREBERLET,
4. [New registration]*% &R L £ 9
S. 7TV =2 a>vDFlEEELFT,
crREI T T3 0RFEEANILET,

CTAVYNDOBET AV FOBEZERLIIT(IRTDT AT Y MIBlueXPTEIEL F9).

cr)AALIBMURIM CDT 4 —ILRIFEBDEXICTEET,

6. [*Register] &R L £9,

AD 7 IV =23 e —EXTV I NI ZERLTHEET T,

TIVr—23 00— )LICEIDETEY
1. AZREZLO-LZERL T,
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Azure D A2 LO—)LIE. AzureZR—4&JL. Azure PowerShell. Azure CLI. F7-IZREST API% &
BALTIERTEEd, Azure CLIZERL TO—ILEZER T2 FIEEZRICTLET. BlOAEEZER
TRHEIE. ZBBRLTLIEETV, "Azure ICEAT B RFFa XA K"

a. DARBZIE—L X "Connector® B 24 LO—)LDIER" JSONT 7 1 JLICIREL £ 95,

b. BN YU THREERRI—TIC Azure T T XU ) T3> ID #ZEMLT. JSON 771 ILEZZEEL
£9,

O —1H Cloud Volumes ONTAP & X 7 L%{ER T % Azure T T X0 723> Z¢IZID %iB
me3ELHD X,

-1§|J*

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 7 )LEFERLT. Azure THRALO—ILZERLE T,
RDF|EIE. Azure Cloud Shell T Bash ZfFRL TO—ILZERT DA EZRLTVWET,

* BA%R "Azure Cloud Shell D" Bash IRIEZEIRL £,
*JSON 7 7ML= 7v7O—KRLET,

Bash v o7 @ M {Y b

Requesting a Cloud Shell.sy -
- Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition
Connector Policy.json

ZMNT. Connectorfg8< > VICEID H T3 Z &HTIFBBlueXP Operator W5 A XX L0
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2. 0

o o (op oY)

0]

—ILHMER SN & LT,
— ST TV r—2a =B DHETET,

. Azure R—AJLC. * Subscriptions * H—EXZRHZT X9,

HITRO) T a v EBERLET,

(7o REE (AM) [PEM>[O—I/LED HToBM%ERL £9,

. [@—=JL]1Z 7 T. [BlueXP Operator*d— L% E IR L. PRAI"ZHEIRLET,
. [*Members* (X>N—*) 12T T. XOFIEEERTLET,

"[FaA—Y—. JI—T FRET—EXFTIINIL | ZERLIEEXXICLET,
" (XN —DFRZBEIRLE T,

Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal

| o
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*TTIVT=arvEBERL. EREERLE T,
 PRRA ] BEBRLES,
f. [Review + Assign]*Z#RL £,
H—EZXT 2 NILIC. Connector DEAICKHEL: Azure HERNMIEEINB L SICHDEL
T-:o

Cloud Volumes ONTAP Z#E# D Azure b TR0 ) T3 U 6EBATRBEIE. T—EX T >
NIWVEBZBH TR T UICNA Y RTBIURELRHD X9, BlueXPEFEHRT S . Cloud Volumes
ONTAP OEBABFICER TR IR0 ) T a>%m=BIRTEET,

Windows Azure Service Management API /R %= BiNL £
1. Microsoft Entra ID *# —EX T\ *7FUBF Z&ERL. 7TV 75— a ZFRLET,
2. [API permissions]>[Add a permission]*Z &R L £,
3. Microsoft API* T. * Azure Service Management * Z#RL £ 9,



Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBEHRZ AT BIHENHD £,

FlE4 : Ax U 2%ZERT B
Azure Marketplaceh*5 AU X = BHFELEH L £,

CDRRATICDOWVWT

Azure MarketplaceD 5 AR I X ZER T B & T 7 4 MBRZER L TAzurelZRETS VDA EBA T E
Yo "ARTEADT T F I LREICDOWVWTEHAL XTI,

EE% AT 2HIIC
RDIEHRHDHNETT,
*Azure Y7 XT3,
c EIRLI-Azure V=23 VAD VNet EL VT TRy k

*IRTCDEEBAVE—RY SIS To v 2IC7OF 2 2HBET BHEIF. TOFIT—NOFHZzER
LTS,

cIP7KFLX
c LTI YVIL
° HTTPSEEEHE
* ARV AREBY S VU TEDORAAEZERT 35518 SSHRKE, SREEAEDDHI120F T a3y
i NXAT—RZFERTZETT,
"Azure TLinux VMICIEHT T 2 HFAICDWTEREAL £ 9

* BlueXP T 7 XA DAzured— )Lz BEINICER L 2 WIEEIX. BOTERT 2HENDHDET "D
R=JDRI) S —Z2ERTB"

CNSDIERIZIART A VXX ZABEKICEAEINE T, ChUd. IRTIVMZEAT B 1 ICUH]
ICRRE LR IFRELBHEROEY T,

Fig
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C. Azure CLIZER L THREZLO—-IILZERLE T,

az role definition create --role-definition Connector Policy.json

ER

N T. ConnectorfRi8< > VICEID K T3 Z &M TEBBlueXP Operator& WS H X4 LO—ILHMER

chFElis

H—EXTFV NI

Microsoft Entra IDTH—E X ) O NILZER LTy 7w 7 L. BlueXPICHAERAzureZ L7

Dy )LEEISELEY,

O—JLR—X 72t XEIHEDMicrosoft Entra” 71) 7 —> 3 > O1ER
Active Directory 77 7 —> 3 > L. EO7 FUr—> 3> 0—)LICEID HTHHER

1.
HAzurelcHhd e =HERLE T,

SEMICDOWVWTIE. #BBLTLETL "Microsoft Azure D RF a2 X > k@

2. Azure7R—4& )L T. * Microsoft Entra ID *%—E X ZRZT £ 9,

Microsoft Azure £ entr

I Required permissions"

Azl All Serices (24) Resources (10)

Microsoft Entra ID (1)

Services

@ Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁ Microsoft Entra

. Microsoft Entra

3 XZa—TT7TIVEBREBERLET,
4. [New registration]*% &R L £ 9
S. 7TV =2 a>vDFlEEELFT,
crREI T T3 0RFEEANILET,

CTAVYNDOBET AV FOBEZERLIIT(IRTDT AT Y MIBlueXPTEIEL F9).

cr)AALIBMURIM CDT 4 —ILRIFEBDEXICTEET,

6. [*Register] &R L £9,

AD 7 IV =23 e —EXTV I NI ZERLTHEET T,

TIVr—23 00— )LICEIDETEY
1. AZREZLO-LZERL T,
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Azure D A2 LO—)LIE. AzureZR—4&JL. Azure PowerShell. Azure CLI. F7-IZREST API% &
BALTIERTEEd, Azure CLIZERL TO—ILEZER T2 FIEEZRICTLET. BlOAEEZER
TRHEIE. ZBBRLTLIEETV, "Azure ICEAT B RFFa XA K"

a. DARBZIE—L X "Connector® B 24 LO—)LDIER" JSONT 7 1 JLICIREL £ 95,

b. BN YU THREERRI—TIC Azure T T XU ) T3> ID #ZEMLT. JSON 771 ILEZZEEL
£9,

O —1H Cloud Volumes ONTAP & X 7 L%{ER T % Azure T T X0 723> Z¢IZID %iB
me3ELHD X,

-1§|J*

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 7 )LEFERLT. Azure THRALO—ILZERLE T,
RDF|EIE. Azure Cloud Shell T Bash ZfFRL TO—ILZERT DA EZRLTVWET,

* BA%R "Azure Cloud Shell D" Bash IRIEZEIRL £,
*JSON 7 7ML= 7v7O—KRLET,

Bash v o7 @ M {Y b

Requesting a Cloud Shell.sy -
- Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition
Connector Policy.json

ZMNT. Connectorfg8< > VICEID H T3 Z &HTIFBBlueXP Operator W5 A XX L0
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2. 0

o o (op oY)

0]

—ILHMER SN & LT,
— ST TV r—2a =B DHETET,

. Azure R—AJLC. * Subscriptions * H—EXZRHZT X9,

HITRO) T a v EBERLET,

(7o REE (AM) [PEM>[O—I/LED HToBM%ERL £9,

. [@—=JL]1Z 7 T. [BlueXP Operator*d— L% E IR L. PRAI"ZHEIRLET,
. [*Members* (X>N—*) 12T T. XOFIEEERTLET,

"[FaA—Y—. JI—T FRET—EXFTIINIL | ZERLIEEXXICLET,
" (XN —DFRZBEIRLE T,

Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal

| o




*TTIVT=arvEBERL. EREERLE T,
 PRRA ] BEBRLES,
f. [Review + Assign]*Z#RL £,
H—EZXT 2 NILIC. Connector DEAICKHEL: Azure HERNMIEEINB L SICHDEL
T-:o

Cloud Volumes ONTAP Z#E# D Azure b TR0 ) T3 U 6EBATRBEIE. T—EX T >
NIWVEBZBH TR T UICNA Y RTBIURELRHD X9, BlueXPEFEHRT S . Cloud Volumes
ONTAP OEBABFICER TR IR0 ) T a>%m=BIRTEET,

Windows Azure Service Management API /R %= BiNL £
1. Microsoft Entra ID *# —EX T\ *7FUBF Z&ERL. 7TV 75— a ZFRLET,
2. [API permissions]>[Add a permission]*Z &R L £,
3. Microsoft API* T. * Azure Service Management * Z#RL £ 9,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret
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unset https proxy
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o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
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title: Connector deployment policy
description: Permissions for the user who deploys the Connector from
BlueXP

stage: GA

includedPermissions:

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily

- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk

- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType

- compute.instances.setMetadata

- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy

- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list

- deploymentmanager.compositeTypes.get
- deploymentmanager.compositeTypes.list



- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.deployments.get

- deploymentmanager.deployments.list

- deploymentmanager.manifests.get

- deploymentmanager.manifests.list

- deploymentmanager.operations.get

- deploymentmanager.operations.list

- deploymentmanager.resources.get

- deploymentmanager.resources.list

- deploymentmanager.typeProviders.get
- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- resourcemanager.projects.get

- compute.instances.setServiceAccount

- iam.serviceAccounts.list

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,

C MELRIERZILYAMLT7 7MLz 7y 7O—RLET,

d #EALT. AXREZLO—ILEERLET gcloud iam roles create ANV RZERTLET
RDFITIE. TconnectorDeployment; WS HBIOO—/ILZ7O2 TV FLANILTIERL F T,
gcloud IAMEO— )L create connectorDeployment --project=myproject --file=connector-deployment.yaml
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gcloud iam roles create connector —--project=myproject --file=connector.yaml
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install
them,
please run:

$ gcloud components update

3. #E1TL £ gcloud compute instances create ANV RERTLET

gcloud compute instances create <instance-name>
--machine-type=n2-standard-4
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>

1R %
VM A Y RZ 2 RNRBIRA 2 R 2 X0

JO2xo bk
(AF>ay) VWWEEATZ IO b

service-account D _ X T

FIE2 DHATERE LY —EXTAHT Y b
=

VM ZE8AT B —>
no-address

(FAF>3>y) AZIP 7RLRIERASNEEA NIV I 2—y MINSTao v %
=TT F3ICIE. V5T RNAT £ 70F KB ETT) o
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network-path
(FF>ay) ARVBZRBET 3y bT—0D%FIZEMLEFYT (HE VPC DFEIFTE/N
ADHETY) o

subnet-path | ZIEEL X
(FF>ay) AxIVRZEATZIT Iy bOKFEIZEMLET (HE VPC DHFEIERE/NR
PRETT) o

kms -key-path
(FF>3Y) KMS ¥—ZEMLTIRIZDT« RV ZES1TS (IAMERDERT 34
ELHDFT)

NSDEICDVTDEDZ L DIFERDI=®HIC. FAM L 7% I L) "Google Cloud Compute SDK K= 2 X >
[

+

ORVRERTTRE. XY 7Yy TOOd—-IT oA A= FERLTCORIEANEATNE T, OF
DRAVZAZVREY) T I T7IE N5 DRICEITINZIVENHD XT,

1. AR BA VARV REHBEINTVWBRZ DS Web T UHEZRAS. RO URLZANLF
ER

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

2 04 % xR ELEFT,
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b. > 2F LD&FIZEANILET,
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sudo systemctl enable docker && sudo systemctl start docker
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* BA%R "Azure Cloud Shell D& Bash IRIEZERL £,
*JSON 770 I)LE7 v 7O—RLZET,

Bash vio ? & LhMOD
Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition

Connector Policy.json

CMNT. ConnectorfRf8< > VICEID H T3 Z EHTE BBlueXP Operator& W5 A XX L0
—ILAMER SN E L7,

2 O—JLCT7FVTr—2arEBDYTEY,

a. Azure R—AJLC. * Subscriptions * —EXZHZT X9,

b. 4720 Foa EFERLED,

C. [ZZEZAEME (IAM) PEEMPP[A—ILEID HTOEMPZERL £9,

d. [OA—JL]Z 7 T. [BlueXP Operator]* 00— /L% &R L. PRA]*ZFEIRL £,

e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,
A=Y= TI—T FREY—EXTUINIL | BRI EHICLET,
" [ XUN—DBERZERLF T,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

s TTVT—2 a3 EBERL. EIREEIRLE T,
TR Z#ERLET,
f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESIND L SICHEDFL
TCo

Cloud Volumes ONTAP %8 D Azure YT X0 ) 7 a>h 68 AT ZHE_IF. T —EXTU VY
NIWEEGITZO1) T3V INA Y RTBZUELNHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *¥—E X T, *7FVERZFIRL. 7SV Tr—> a3 EFERLE T,

2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY
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1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,
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BI

&R

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

ueXPTCo o477 b>—2oLw b&{ERA L TMicrosoft Entra IDTERSFCE 2 L DICHRD F L 7=,

CNTH—EXTVINILDRESN. 7TV —>3>y (U347 k) ID T«Lo b (TF

k)

ID. BLVIZ17> =Ly bOEZIE—-LFLTce ORI XZAVAM—ILLTEOG.

CNS5DY LTV v )L%ZBlueXPD IR ZUEEMTZHENDHD £,

Flg4 : A 2EWOFIT 3

AXIRV T D724 TL I RAOBEFEDLnUXRA MIAT>O—RLTA YA M=ILLEFET,

EE%BIR T BR0IC
RDOBHRNBETT,

s ARTREA VA M—)LTBT=5Droott&EbR,

s ARTVADBEDAVA—%y 77 TOFOHWREBERIZEIT. TOFH—/NICET 358,
AVRAL=IIBICTOF IO —NERETICDHTETEIN., Z0BR{IF AT 2 EHEETIHEN
HOET,

BlueXPTl&@EAR yOx > —NIFHHR— b EhEtH A

s FOFxH—NHPHTTPSZFERA L TWLWAIBE. £IE 70T 2ETOXF O 0BT, CAZBRIE
BEZE,

CDRATIZDWVT
NetApp Support Site CAFTE B M VA M—FIE. TENELODDBEFVWN—=U 3 00FERHDEFT, 1V~

FIE

HLOWN=23 DR ARIERICARZ & AR ZISEBNICEHRINE I,

1. Docker B TEITINTVWBR I ZHERELE T,

sudo systemctl enable docker && sudo systemctl start docker

2. R

NI _http_proxy_or_https_proxy_systemZH A ERE SN TLWBIHEEIE. HIFRL X7,
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unset http proxy
unset https proxy

NBDYRTLEHZHFRLABWVWE, 12X M—JLIFKREBLET,

. h*5Connectory 7 h Iz 7 A D >O— R L £ 9 "NetApp Support Site"&2 2 1) w2 L. Linux RX ~Z

]E-Li?’o

FYNTD—=DFREIVTORTHERTZIRLOD A2 F0>) ARIVRZA VA=A T>O0—RFRT3
MENRHD XT, AXTRIZIFRHD FT7Z514>21 A1 VA M=FHEEEINTVEITH. F7F7/RX—FE
—FERATOATR—EETNTUVET,

RV T R eRTI5ERZEIDITET,

chmod +x BlueXP-Connector-Cloud-<version>

<version> [F. AU AO—RLEIRIZDN—-23 2T,

AVAS=IIRID TR ERITLET,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—cacert <path and file name of a CA-signed certificate>

—-proxy/\ 7 X—& ¥ —cacert.pem/\Z X —RIATF> 3> TY, 7OFIHF—NZFEALTVWIEEIE.
MRDESICNTA—BREZANTZRELNHD £9, TOFVICBETIBEROANZKRDZ FOV T MEK
TINFE A

RIS AADA T aoNTA—RZERLIZOATY ROFZRLET,
./BlueXP-Connector-Cloud-v3.9.38 --proxy

https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—proxyld. ROWTNH DR ZFEA L THTTPXCIFHTTPS 7 OF > —NZFERATELSICARIH
ZRELET,

o http://address:port

o http://user-name:password@address:port

o

http://domain-name%92user-name:password@address:port
o https://address:port
o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port

ROR[UTFEFRL TS L,


https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab

s 3—HICiE. O—DIILI—HFFRIFIR XA I—H2IEETEET,
* RXA > A—HDESIE. FEROLSICUCASCIO— REZFBTINERHD X T,
" BlueXPTld. @QXFESUC/NRAT—RIFHR—FINTULEE A,

—-cacertsid. ARXIA7OFH—NEOHTTPS7 7t RIC{ERTR3CAZLIAEFIEELTVLE
To CONTA—=RIE HTTPSTOF O H—NZIEETIHEE. FLIIRTRETOF > ZIEET I5E
ICDHNETT,

&R
INTARIIPA A b—IILENE LT TOF I —NZEELLEZSIF. 12X M—ILORTE

ICConnectortt —E X (occm) H2EIBESHINF T,
FIE5: AU RXEHRET S
YA Ty TELIZOTA> LT, BlueXP7Ho > b E#EdT 3 &S ICConnectorz s EL £,

FIE
1. Web 7505 ZME. RO URLZAAILEFT,

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

_ipaddress _ (Cld. KX FDREICIKL T localhost. FSAR—KIP 7 RLX, £IE/NTU v I IP
TRLRAZIBETEFX I, 7t zxlE NTUY T IP7RLADBWNT VYO OS I RICOARIEZIDH
3EE. ARITIRIMIBERINTVWEIRAMDS TSAR—=FIPT7RLRAZANTZHELNHD
9,
2. B 7y TEEIFOTAILET,
3. A1 > L7=5. BlueXPzty h7vFLE T,
a. ORVRICEE[NITZBlueXP7HU Y b EIEELE T,
b. X FLDRFZEANILEFT,
C*Tld. EFXal T FRECNIERETERGLTIVEIN 2 FHRE—REZEMCLIEEFFICLED,
IREE— R TBlueXPZEAT SFIBICOVWTEHRAL TV o), FIRE— FIIMHICL TE BED

HODET, (Ffew AXIEIDFVTLIRTA VYR =ILENTVWRHEE, FIRE—FETR—FE
nExLA),

d. [* Let's start]*Z= 2R L £ 9,

R
CNT. FZIFEAVRA=ILLEEOIRTI X TBlUeXPh Yy 7y FEdh& LT,

FI[E6 : BlueXPICHERR% 459 %

ARITEADA VA =)Lty b7y TIHRT LIES. 25T RILTFTUIvILEEBMLT. AWSET:
[FAZUre CI2{E 2 1T 9 B 1= DI ELRMER ZBlueXPICHT5 L £ 9,
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AWS
EEZBAY DI
AWSTI LTI vILEERLIZIEDD DIFEIF. JLT > vILDMERRIREICR S X TICHO DD D
CEDHBDET, BMOFoTH 5. BlueXPICERIBHREZEML 95
FE
1. BlueXPOAYV—ILOAELET. RE|7AAVEERL. [VLToovIL%:&RLET,

MyAccount Test Connector

Account Workspace = s | Connector oo Ayl iy 0
= A s 0 8

2. [LToovIILOBMI%&ERL. Vo —ROFIEICRKWVWET,
a. * BIRIEHMDIHBFET * . T * Amazon Web Services > Connector * | #3&IRL 7,
b. JLFUIvILEEE . AWST7IHERF—>— ULy bx—%2AHLET,

C. *Marketplace Y 7 X0 1) I 3> S SBERTZIN. BIFEOH TRV ) T3 >%&ERL
T. Marketplace Y 7RI T 3>% IN5OERIBHRICEEGITE T,

d HER FHLWILT OO vILOEFEMERSEL. *[BMP%E:&RL £ 9,
"R
BlueXPIZ. AWSTIA—HICb > TIREZRITIT B T=OHICHNELRIERINHE SN E LT
NT. ICBBTEET "BlueXxPI>Y —)L"BlueXPTOARIVZDERAZMBLET

Azure

ERZFIm Y HIC

INSDILTYIvILEAZUure TERR L7 IED D DIFEIE. LT > v ILHMERRIREICHR S FTICH
DHODBIeHHBDET, BPFoTH 5. BlueXPICERIBHRZEML F T,

FIE
1. BlueXPO>Y —IILOBE LT, [BE]7AAVEERL. (VLTI vIIIEERLETD,

MyAccount Test Connector

Account Workspace s | Connector  ~ | Ay = o
- s 0 e

2. [VLTFUOvILOBM%EERL. Vo — ROFIBICREWVWE T,
a. * BIRIEIMDIBFR * . Microsoft Azure > Connector * #3&RL £ 7,

b. ERIBHMDER MELMER% {159 BMicrosoft Entratr —E X 71 > /N)LICEET 3158 E AN
LEd,

TV —=3y (U347 F) D
*Ta4LIR) (TFYH) D
IS4 —=TLy b
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C. *Marketplace 7 R0 1) F2 3> §9<CBHEITZIN. BEOHTRI) T 3 zFRL
T. Marketplace Y 7RV T g > % NS OERIBHRICBEEMITE T,

d R i HLWILT YO vILOFMZEEEL. BN Z#RLET,

&R

BlueXPIZ. Azure CALIE% 1T B 1= DICHEBRIERMNTEINE LT TNT. ICBETEEXT
"BlueXPO>Y —)L"BlueXP TR I A DERAZBLET

BlueXPICH 7 X2 >4 7 (StandardE—K)

ISORIANARZADI—7 v LA XD 5BlueXPICH TR 547 LT, BlueXP
H—EZOEEEREEA (PAYGO) F/IdEMETWTEIZHWSIET L, XY 7Y
THhoe o1t AzBALTEEE (BYOL) & X—T Y LA RDOY—ERICHE
IRITBDMENDHDET, S/ RAEBICEAICEESINEIN. S/ XBTEZHE
ATEHBER A1 AOBWHRIUINHE L. REBEATREINE T,

=Ty b TLAROY TR )T 3> TR ROBlueXPH —E XDRENFREINEF T,

* N7y T ) AN
* oA

* Cloud Volumes ONTAP
* PEE1ML

ERZRIm Y BHIC

BlueXPICH T XIS4T 9 3ICIE. ARV RICEEMITENTVWBR VST RILTOOVILIIN—T Yy TS
LAZROYG TR T arx@E it d, MEEE—RTHIA] 7—270—IC>TWBESIE. Ox%
IEADNTTICHBIET T, FHICOVWTIE. ZEBBLTLIETV "BlueXPEIZEE—RTIA VI RA—F
TEET"
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AWS
Fig
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1. BlueXPOA>V—=ILDOHLET. [BE]|7AIVEERL. (LTI vILPEERLE S,
2. —EQBERIBMDT I/ a oA a—%FRL. *H TRV T a>0BERIT%&RLET,

XV RICEEMITENTWVWR I LTI vIILERIRT Z2MENH D £9, BlueXPICBHE[IT SN
TW3 7L 7>y IliCMarketplacetf 7 X0 7o 3 > EE[MTE CIETEEH A

2 Credentials Add Credentials

aws keys [:-\1

_ Type: AWS Keys =5
Associate Subscription

aws-3059zvuSghepz0j9yamr... @

ount ID AWS Access Key Subscription Tl
= 4 Copy Credentials ID

Edit Credentials

AWS Instance Profile

aws
= Type: Instance Profile Delete Credentials

3. LTIV EBIFEDOT T RO T a VICEEMITBICIE. AUV DS TRI T 3

VIEERL. BEEMI ZBIRL E 95

4 JLT7oovIZH LW TR0 Fo 3 VICEEMITSICIE. *[Add Subscription]>[Continue]* %z i

L. AWS Marketplace TXDF|IEEETL E T,

a [BAL T3 VORREERLET,
b. [T RUZ4 T = FIRLE T,
C[FPHUYVrZRETA"ZERLET,

BlueXPOWebtf MICUA AL MENET
d [TV T3> DEDYTIR—I T, ROBEETVET,

*r ZOHY TR T 3 ERENMITEBlUeXPT AT Y R EFEIRLE T,

*BIFEOU TR T3 mBEIRR BN T A —ILRTOADDT AV Y COBIFEOY T XY
723 ElOHLWE TR IO a3 VICBENICBIRRA SN ESHEERLFT,

BlueXPid. 7HU Y FDIRTOERIBRDOEIFOT TR ) T3>z 0HLVLWT TR
)T avVICBEEHZAET, —EOBERBRIT TV ) T a VICEEMITSNTVLA
WIEE. COFHLWHTRI) T3 vidIhs0ERIBRICEHEMITONEE A

MDITRTDTAHV Y MIDOVWTE UATOFIRZ#HEDIEL T FEITENZEEMTZHBEN
HHEY,

*[1R7F (Save) [%ZEIRLET,

RDETHIE. AWS Marketplaceh 5B T X051 T2 FIEE L TWVWET,




AWS Marketplace TBlueXPICH T X0 54 7

Azure
FE
1. BlueXPa>V—ILOHFLT. [59/@]7’(]‘/7&E§RL\ 1o l/?)“/‘\")lx]*"&i?gmbi?o

2. —EOBERBRDOT V> arAZa—z&RL. *HTRI )T a>OEEMITEZFERLET,

XV RICEEFTENTVWR I LTI vIILERIRT ZBENH D £9, BlueXPIZBHE[IT 5N
TW3 7L T >y )liCMarketplaceth 7 X0 7> 3 > % BEE[FITZCIETEEH A

service principal

I/?\I
Type: Azure Keys -

Associate Subscription
57c42424-8830-4803-b945-b304... 8e21f233-10b9-46b-9d50-7... 1 View @

Application ID Tenant ID Subscriptions Copy Credentials ID

Edit Credentials

Delete Credentials

3 VLT U v VEBFEOY TR T a ICBEMITRICIE AUV U RNEY TR T3
YEERL. [EEMITZERLET,

4 JLT7oovIZHLWHTRO) TS a VICEEMITRICIE. [T T RI) TS 3 > 0B
171*%#3#R L. Azure Marketplace TXDFIEEZERTL E %
a. 7OV EHRREREINIS. Azure 7 H o> MZOT1 >V LET,
b. [T XU Z14 TP EZERLET,
C. J#—LICHEEEZAJIL. * Subscribe *Z3ERL £,
d 47270723 FOEINTT LIS (ST TAhAI Y M ERET B ZBIRLET,

BlueXPOWebt - MIUAAL I FENET
e [HTRI VT avDEDHTIR-J T, ROBIEZITVE T,

* COYTRUVTS 3 > ZEEMITBBlUeXPT AT Y hEBIRLF T,

*BIFEOYTRIOVT 3o EERZBNTA—ILET 12D T7 AV bOBFEOY T XY
)72 avElOHLWETRI) TS a VICBENICESIRI SN ESHEERLEIT,

BlueXPld&. 777> rDIRTOERBROBRFOVTRI) T2 a2z OMLVWTTR
VT aVICEETRAET ., —BOBERBWATITXI) T2 aVICEER TSN TVE
WEE. COFLWHTRI) T2 3 idINs 0BERBERICEEMITSNEE Ao

MDIRTDTAY Y MMIOVWTE. UTOFIEZ#HRDRL T, FEHTENZEEMT ZHED
HOEY,

*[fRTFE (Save) 1%Z&ERLFI,

RDETHTIE. Azure Marketplace TDOH TR S04 TFIEZ BN L TWE T,
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Azure Marketplace TBlueXPICH T X547

Google Cloud
FIE

1. BlueXPO> Y —IILOBE LT, [BE]7AAVEZERL. (LTI VI EBERLETD,

2. —EDERBRDT V> a VA a—%FRL. "B TRIV TS 3> OBEMITZREIRLET,

~ Google Cloud @
Type: Service Account
Associate Subscription @
1 View 0
Subscriptions Working Environments

Copy Credentials ID al

B LTIV IWEBREOY TR O) T a VICEERITSICIE. 4721 X ~H 5 Google Cloud”
ATV beHTRO) T armBERL. BRI ZERLET,

Google Cloud Project

OCCM-Dev -

Subscription

® GCP subscription for staging -

e Add Subscription

4. HITR0) T2 a>rrFEEHETHEVGEEIE. [T RTU TS 3 > 0EBM>HHT] % ER
L. Google Cloud Marketplace D FIBICHELVE T

@ ROF|E%ERITI SHIIC. Google Cloud 7 A > kEBlueXPOY 1 > DA ICEHREEE
IBEMERDH S TR LTIEETL,

a. |[C)AA LY kTNi=5 "Google Cloud MarketplaceDNetApp BlueXPX—"&# 2 1) wo L. £
BOFESr—> a3 XZa—TELWOZP T FHBIRSNTVWR 2R LE T,
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NetApp BlueXP
i NetApp NetApp, Inc.

==
OVERVIEW PRICING DOCUMENTATION SUPPORT

Qverview

BlueXP is NetApp's hybrid multicloud storage and data services experience
that helps organizations build and operate a centrally controlled data
foundation across on-premises, edge, and cloud environments.

BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

Additional details

Type: Saas & APls
Last updated: 12/19/22

Category: Analytics, Developer tools, Storage
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Inc.
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* BA%R "Azure Cloud Shell D& Bash IRIEZERL £,
*JSON 770 I)LE7 v 7O—RLZET,

Bash vio ? & LhMOD
Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition

Connector Policy.json

CMNT. ConnectorfRf8< > VICEID H T3 Z EHTE BBlueXP Operator& W5 A XX L0
—ILAMER SN E L7,

2 O—JLCT7FVTr—2arEBDYTEY,

a. Azure R—AJLC. * Subscriptions * —EXZHZT X9,

b. 4720 Foa EFERLED,

C. [ZZEZAEME (IAM) PEEMPP[A—ILEID HTOEMPZERL £9,

d. [OA—JL]Z 7 T. [BlueXP Operator]* 00— /L% &R L. PRA]*ZFEIRL £,

e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,
A=Y= TI—T FREY—EXTUINIL | BRI EHICLET,
" [ XUN—DBERZERLF T,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

s TTVT—2 a3 EBERL. EIREEIRLE T,
TR Z#ERLET,
f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESIND L SICHEDFL
TCo

Cloud Volumes ONTAP %8 D Azure YT X0 ) 7 a>h 68 AT ZHE_IF. T —EXTU VY
NIWEEGITZO1) T3V INA Y RTBZUELNHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *¥—E X T, *7FVERZFIRL. 7SV Tr—> a3 EFERLE T,

2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY
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1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBEHRZ AT BIHENHD £,

Google Cloudty—EX7HT >k
A—I)LZ{E L. ORTIEZVMA VARV RIERT B —EXT7HTY MIBRELEY,

Flg
1. Google Cloud TAHRXZ LA—ILEERL £,

a. TEERINIMEBRZIZOYAMLY 71 ILZ{ER L £ "Google Cloud® O ZR1) <—",

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,

C ARV RICHEBRIEREZSTCYAML7 7L 7y 7O—RLE T,

d #EALT. AREZLO—-ILEEBLET gcloud iam roles create ANV RZERITLET

TOFTIE. 7O T ELARJLT TConnector] EWSEFIOO—ILZ{ERKL EFT,

gcloud iam roles create connector --project=myproject
-—file=connector.yaml

+
"Google Cloud® R¥ a2 X> b | hXAZ LO—)LOVER & E1E"

2. Google Cloud CH—EXR7HU Y b EERLE T,
a. IAMBLUVEEBY —EIDS, *Y—EXTATY Y —EXT7HT Y bOERZERLET,
b. 3—EXT7AHYY bOFERZEZANL. *ERL THITZBIRLF T,
C. ERL7-O0— L Z#ERL £,
d BOOFIEZzZTT L TO—ILZERLEFT,

"Google CloudRF a XYk H—EXT7HT > DIER"

R
ZNLT. Connector VM1 YV AAVRICEIDYH TR N TERH—EXRT7HT Y EHMERR SN E LT,
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27w 76 : Google Cloud APIZEMICT %

Google CloudiZCloud Volumes ONTAP ZEA 3 3ICIE. WS DO DAPINHRET T,

A7Tv7
1. "ZFOY o b TRD Google Cloud APl ZBICL £9"

> Cloud Deployment Manager V2 API
U2 ROF T API
° Cloud Resource Manager API DB
o Compute Engine API
*IDBLVTIEREE (IAM) AP
° Cloud Key Management Service (KMS) APIDR

(BEHRNEET BES1LF— (CMEK) TBIUeXPD/NY I 7w T ) AN) ZERT3HEICOH
WE)

ARV 2 ZHIRE-—FTREALET

BlueXPMDSaaSL 1 VADT7 T bND Y RiEGZHIRE L TBlueXPZERTE 3K DIC.
AR %ZHBE—RTEALXY, £9. ARIEXEA VA =)LL., ORI ATE
TFTEINTWBRA—HAUE—T A XTI XLTBlueXPZty 7w L. LUHEIIC
RELISTRIEREZIEELET,

FlE1: ORI RERD TS

ISYRTANAEDIY =Ty b TLA D5, FHIEFHTHEDLNUXKRAMIYV I I T7E2A1VR b
—J)LLT, ARV Z=ZA>AR=ILLEX Y,
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AWS Commercial Marketplace DB&
EXZ MR T 01
ROBRVBETT,

XY NI BHEHIIVPCET TR Y K
"Xy RO BHICOVWTEBEL X"

C ARV RICHELERZZORY O —DRA IhizIAMO— )L,
"AWSHERR DR E FHE%Z CHEER< 2T L

* IAM—H DAWS Marketplacez F 7RI 51 THE LUV TR 51 TR T SRR,
*AVRRYZADCPULRAMDEHZIBEL TWVWD Z K,

MU RE I ZABHEERLET
*EC2AYVRRIAVADF—RT,

FE
1. IC7 2122 L £9 "AWS MarketplaceDBlueXPR— "

2. [Marketplace]’X—<T. [Continue to Subscribe]*% %R L. [Continue to Configuration]*% 3R L %

o
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o ~  Cawgories ~  DeliveryMethods ~  Solutions ~  AWSIQ >  Resources ~ Your Saved List Parmers  Sellin AWS Marketplace  Amazon Web Services Home

BlueXP - Manual Installation without access keys r Continue to Subscribe
n NetApp‘ By: NetApp, Inc. &  Latest Version: 3.9.23 Save to List ‘

Read below for instructions on how to deploy Cloud Volumes ONTAP.

Typical Total Price

Linux/Unix wirdrdlr 6 AWS reviews | 4 external reviews $0.226/hr

QOverview Pricing Usage Support Reviews

Product Overview

This listing lets you manually launch a BlueXP instance without providing your

AWS credentials. After launching the BlueXP software in AWS, you can access it --I-gh.‘.lghts

by entering the instance's IP address in a web browser. If you subscribe here, you

still need to subscribe on the listing below for PAYGO charges. = See Product Overview for instructions on how to
deploy NetApp BlueXP.

The standard BlueXP installation should be launched from the following

marketplace listing:

https://aws.amazon.com/marketplace/pp/B07QX2QLXX &

o bt Categories ~ Delivery Methods + Solutions + AWSIQ v Resources v Your Saved List Parmers  Sell in AWS Marketplace  Amazon Web Services Home

Ml NetApp' BlueXP - Manual Installation without access keys / Continue to Configuration

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

NetApp, Inc. Offer

B TFTI7ANMDATS I VEZEEL T, [EEBZHETIZEIRLE T,
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Comunl st Bck

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs

BlueXP - Manual Installation without access keys
AWS Marketplace M NetApp ¥ %

d & d & & (6)] 3.9.23 By Metapp, Inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722
Read below for instructions on how to deploy Cloud Volumes ONTAP

¥ Categories Mare info

d. T*Continue* ] #3RL £,
2. 7OV T RS T AVREAVAERESLVEALET,
CAVARVARA T EFR V=3 O ARICIGC T HR—FINTVWRI Y REZ VAR
17 (t3.xlargeZ#EE) OWLWITNHZBEIRL £7,
"AIORAVADBEERESRLE T,

° * Configure Instance Details* : VPCYH 7% b%&ERL. FIE1TIER L 7ZIAMO—)LZ R L
T. BTREEZBMCL (#R) . BEGEzRILTHORELS T a >z BRLET,

Number of instances (i) [1 | Launch into Auto Scaling Group (1)
Purchasing option (i) [JRequest Spot instances
Network (i) [vpc-aT6d91c2 | VPCAQA (default) 4] C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (i) | Open C Create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring

Additional charges apply.

° *Add Storage* | TIFI MDA ML= A SO EEOFEFEBLET,
° *Add Tags* : BBICIGL T 1 YRRV ADETEANILET,

XA FATIN—TDHRE* | ARITRA VAR ARHERERAZE (SSH. HTTP.
HTTPS) %EL X9,

© R RIRNAERREL. BB EERLET.
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Azure Marketplace TAFCTEF XY
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C XY hNT—IBHEFELITVNetE TRy ko
"Xy N —OBHICDVWTEHRBALE "
s ARV RAICHBRIERZ ST AzureD A XX LO— L,

"AzuretEfRDBREREICDOVWTIE. TEL5ZCEBCIZTLY

F&
1. Azure Marketplace DNetApp Connector VMDR—JICHEEH L £,
° "Azure Marketplace D—f& @7 R—"
° "Azure Government!) —< 3 > D Azure Marketplace D X— "
2. ZFRL. BT ZBRLE T,
3. Azure’ R—& LT *MERZ:&ERL. FIBICH > TRETS VZREL F T,

VM % 5RE T BBRICIE. ROZITFEFELTLEETL,

° * VMY X* . CPULRAMDEBEZFH-IVMY 1 XEBIRL FJ, DS3V2 =R L FI,
° F4RY ARV RIIHDDF721FSSDT 4 R TRBEHBINT #—<X VR =RHIEBELF T,
c*INT ) wIIP* ARIAVMTNT ) wIIP7 RLA%ZERT3HE. BlueXPTCZD/NT 1w

JIP7 RLZADERICFERAINDZILSIC. EDIPF7 KL X TBasic SKUZERTA3NENDH D
ER

Create public IP address x

MName *

| newl? o

SKU* (D

@ Basic O Standard

Assignment

O Dynamic @ Static

74 —J)L R T[Basic]Z#IRTE £, "
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sudo systemctl enable docker && sudo systemctl start docker

. IRZ M _http_proxy_or_https_proxy_systemZ#HHRETN TV BIHEIE. HIFRL 95

unset http proxy
unset https proxy

NSO RTLEH=ERLAEVWE, TR M—ILIZEBLET,

. D5 ConnectorY 7 bz 7%= AU >O— R L X9 "NetApp Support Site"&2 2 1) w2 L. Linux R X
i\ ‘: - to_ L i 3_0

XY RT—=OFLEZVITVRTHERIBZIOD 254> ARV EZA VA =52 XT>O—F
TRIBENBDET, IXRTRIEHD FT751421 A VA =FHBAEBEThTVEIN T34
R—rE-FERATOAYR—FEINTVET,

L RV T R ERITIBHERZFDHTET,

chmod +x BlueXP-Connector-Cloud-<version>

<version> (. AUV YO—RFLIOARIEZDN—23 2T,

ARSIV T R EEITLET,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

--proxy/\ 7 X—A& X —cacert.pem/N\T X —R(IA T3> TY, 7OAFIH—NZFERALTVIIHEE
E RDESIINTA—REZANTZHRELNHD £, TOFICETIBEROANZRDZ IOV
ThERTINEFE A

RIS WADA TS avNIAXA—L2%Z2FERALILOAY Y FORlZTRLET,
./BlueXP-Connector-Cloud-v3.9.38 —--proxy

https://user:password@10.0.0.30:8080/ —--cacert
/tmp/cacert/certificate.cer

—proxyld. ROWTNHDOFERXEER L THTTPELIFHTTPS 7OF > —N%Z2FEHITZLSICOX
V3ERELEFT,
o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
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https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab

o https://address:port
o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
RO[UTFRLTLESET L,

s O—HICEE O—AILI—HFFEER XM A—YERIBETEE I,
" KX OA—HDEEIE. EEEBOLSIMIASCIO— R 2{ERTINELRHD F7,
* BlueXPTld. @QXEZSOC/NAT—RIFHR—rThTULEEA,
--cacertsid. AR 7OFH—NEOHTTPS7 7t X {EB T BR3CAZLIIEERIEFLTWL
x93, CONTA—RIE HTTPSZOF S H—NZIEETIHES. THERTZEIOFIO%ETE
TRGERICOAINETT,
ER

CNTOARTEADRA VA M=ILENE LT 7OF Y —NZIEBELESBEIZ. 12X F—ILOKRTE
ICConnectortt —E X (occm) H2EIBESHINF T,

RDF|E
BlueXPztwy b7y 7LET,

27w 2 . BlueXPztzw b 7w T3

BlueXPOAYYV —JLICHIOTT7 7L RTBE. ARV R Z2BENMITBZT AV Y b EERT B LS ITKD 5.
FIRE—RZBMICTIHBEDRDHD X T,

@ ITICTAOY b EFL>TVWTC, BOT7HT Y b EERT ZHEIE. Tenancy APIZERT %44
BHRAHDFT, "BlueXP7HT Y M EBIMTIERT 2HEZHBNMLET

FIE
1. AR BA VARV RTEBEEINTVWBRZ DS Web T UHZRE. RO URLZANDLEFT,

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

2. BlueXPICE&gF-1xO 1> LE T,
3. Og14> L5, BlueXPetw b 7Yy 7FLET,

a. ARV RADBEIZATILE T,
b. #FL L\BlueXP7 h U > hD&HIZANTZH. BEOT7HU Y M EERLE S,

041 ¥ h'9 TICBIUeXPT A > MCBEIERF SN TV BBAIE. BEOTHY Y MERIRTE &
3o

ClEFaUTARESNIBETRITLTVEIH ? " Z#RLET
d *COT7HT Y THIRE—-RZBMICT 2 2 ERLE T,
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Hi Tami,

Welcome to NetApp BlueXP

Let's get started by creating an account for your organization,

If your organization already has an existing account, it's best to ask the account
admin to add you to it. Learn how to add user [5
Connector name Account name

BlueXxP MyCompany

Arg you running in a secured environmant? ~~

Use rastrictad deployment mode ta disconnect this account from the BlueXP
backend services. Restricted deployments are often required In extremely secure
or regulated environments. Mote: Use this option only if you're sure you need it as
some BlueXP functionality is not available in restricted deployments

Learn mare about BlueXP deployment mades [2

Enable restricted mode an this account

Let's start

a. [* Let's start]*Z &R L 75
S
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NSDFIEIF. IRTXEAWSICFIH T VA M=ILLTEHBEICOAFZY L 9, AWS Marketplace
RIEOBAIE. IRITZA VA2V RABEBIERZSCIAMO—ILA T TICBREMTSNTUVE Y,
Flig

1. Amazon EC2O >V —JLICEEIL £,

2 (YRR ZERLE T,

3. ARV B—AVREVRAEZERLE T,

4 [7oavptxalTF«PIAMO—IILOZEEZ&ERLE T,

S, IAMO—/)LZEIR L. *IAMO—LOEFH* ZERL F 7,
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FIE
1. BlueXPO>Y —IILOBE LT, [BE]7AAVEERL. (LTI vIIIEBERLETD,

Account Workspace | Connector ~ | I‘;l

MyAccount Test Connector]

2. [OLTIvILOEBM%ERL. T H— ROFIEICRRVET,
a. * BIRIBHDIBFT * . T * Amazon Web Services > Connector * | Z&RL £,
b. LTI vILETERE . AWSTIERXF—¥o—2ULwybhFx—FAPDLET,
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Qverview

BlueXP is NetApp's hybrid multicloud storage and data services experience
that helps organizations build and operate a centrally controlled data
foundation across on-premises, edge, and cloud environments.

BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

Additional details

Type: Saas & APls
Last updated: 12/19/22
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* BA%R "Azure Cloud Shell D& Bash IRIEZERL £,
*JSON 770 I)LE7 v 7O—RLZET,

Bash vio ? & LhMOD
Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition

Connector Policy.json

CMNT. ConnectorfRf8< > VICEID H T3 Z EHTE BBlueXP Operator& W5 A XX L0
—ILAMER SN E L7,

2 O—JLCT7FVTr—2arEBDYTEY,

a. Azure R—AJLC. * Subscriptions * —EXZHZT X9,

b. 4720 Foa EFERLED,

C. [ZZEZAEME (IAM) PEEMPP[A—ILEID HTOEMPZERL £9,

d. [OA—JL]Z 7 T. [BlueXP Operator]* 00— /L% &R L. PRA]*ZFEIRL £,

e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,
A=Y= TI—T FREY—EXTUINIL | BRI EHICLET,
" [ XUN—DBERZERLF T,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

s TTVT—2 a3 EBERL. EIREEIRLE T,
TR Z#ERLET,
f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESIND L SICHEDFL
TCo

Cloud Volumes ONTAP %8 D Azure YT X0 ) 7 a>h 68 AT ZHE_IF. T —EXTU VY
NIWEEGITZO1) T3V INA Y RTBZUELNHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *¥—E X T, *7FVERZFIRL. 7SV Tr—> a3 EFERLE T,

2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. *Azure Service Management * %

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

BERLET,

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBEHRZ AT BIHENHD £,

Google Cloudty—EX7HT >k
A—I)LZ{E L. ORTIEZVMA VARV RIERT B —EXT7HTY MIBRELEY,

Flg
1. Google Cloud TAHRXZ LA—ILEERL £,

a. TEERINIMEBRZIZOYAMLY 71 ILZ{ER L £ "Google Cloud® O ZR1) <—",

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,

C ARV RICHEBRIEREZSTCYAML7 7L 7y 7O—RLE T,

d #EALT. AREZLO—-ILEEBLET gcloud iam roles create ANV RZERITLET

TOFTIE. 7O T ELARJLT TConnector] EWSEFIOO—ILZ{ERKL EFT,

gcloud iam roles create connector --project=myproject
-—file=connector.yaml

+
"Google Cloud® R¥ a2 X> b | hXAZ LO—)LOVER & E1E"

2. Google Cloud CH—EXR7HU Y b EERLE T,
a. IAMBLUVEEBY —EIDS, *Y—EXTATY Y —EXT7HT Y bOERZERLET,
b. 3—EXT7AHYY bOFERZEZANL. *ERL THITZBIRLF T,
C. ERL7-O0— L Z#ERL £,
d BOOFIEZzZTT L TO—ILZERLEFT,

"Google CloudRF a XYk H—EXT7HT > DIER"

R
ZNLT. Connector VM1 YV AAVRICEIDYH TR N TERH—EXRT7HT Y EHMERR SN E LT,
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27w 76 : Google Cloud APIZEMICT %

Google CloudiZCloud Volumes ONTAP ZEA 3 3ICIE. WS DO DAPINHRET T,

A7Tv7
1. "7FOY ¥ b TRD Google Cloud APl ZBEICL £9"

> Cloud Deployment Manager V2 API
U2 ROF T API
° Cloud Resource Manager API DB
o Compute Engine API
*IDBLVTIEREE (IAM) AP
° Cloud Key Management Service (KMS) APIDR

(BEHRNEET BES1LF— (CMEK) TBIUeXPD/NY I 7w T ) AN) ZERT3HEICOH
WE)

AR R TZAR— b E—FTERALZT

ARIRIETSAR—FE—RTEAL. BlueXP SaaSL 1TV ADT7 T b\ > RIERE
XL TCBlueXPZEHTETALSICLEXT, £9. ARV FZA VXA M=JLL. ORI A
TERITINTWVWAR AT X—T A RICT7I7E2XALTBlueXPtzwy 7y L. U
BIICERELT=V U RERZIEELE I,

FE1: ORI RERDHITS

NetApp Support Site N SBBEDA VX b—F%Z 4T O—R L. FHTOAXRIXZBSDLinUxKR MMI1 >
X h_)Lbijo

TBlueXPEERT3EBEIX "AWSY—2J Ly b ISR FIX"AWSDO Ly To—0 Ly b5 R"ENS
DIRBTIEEERIRT 3I1CI1E. BIOFIBICRSBELRHD £, "AWS>—T Ly b TT R FldTop
Secret Cloud CCloud Volumes ONTAPOD{ERZ M 2 5% CHERL 2T L

R % BItAS B R0IC
A2 %AV =)L F BIIE root HERDURET Y,

Fg
1. Docker "B TEITINTVWBR I EHEREL X9,

sudo systemctl enable docker && sudo systemctl start docker
2. hr5ConnectorY 7 kU 7 AU O— R L £ "NetApp Support Site"

A=Y MITIERATEBWVWTSAR— bR NT—TOBOATSA VA VA =5 BTII Y
A—FLTLESLY,
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