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Managing feature settings

The Feature Settings page allows you to enable and disable specific features in Active 1Q
Unified Manager. This includes creating and managing storage objects based on policies,
enabling the API Gateway, uploading scripts for managing alerts, timing out a web Ul
session based on inactivity time, and disabling receipt of Active 1Q platform events.

@ The Feature Settings page is only available for users with Application Administrator role.

For information about Scripts Upload, see Enabling and disabling script upload.

Policy-based storage management

The Policy-based storage management option allows storage management based on
service level objectives (SLOs). This option is enabled by default.

On activating this feature, you can provision storage workloads on the ONTAP clusters added to your Active 1Q
Unified Manager instance, and manage these workloads based on the assigned Performance Service Levels
and Storage Efficiency Policies.

You can choose to activate or deactivate this feature from General > Feature Settings > Policy-based
storage management. On activating this feature, the following pages are available for operation and
monitoring:

* Provisioning (storage workload provisioning)

» Policies > Performance Service Levels

* Policies > Storage Efficiency

* Workloads Managed by Performance Service Level column on the Clusters Setup page

* Workload Performance panel on the Dashboard

You can use the screens to create Performance Service Levels and Storage Efficiency Policies, and provision
storage workloads. You can also monitor the storage workloads that conform to the assigned Performance
Service Levels, as well as the nonconforming ones. The Workload Performance and Workload IOPS panel
also enables you to assess the total, available, and used capacity and performance (IOPS) of the clusters
across your data center based on the storage workloads provisioned on them.

After activating this feature, you can run the Unified Manager REST APIs to perform some of these functions
from Menu Bar > Help button > APl Documentation > storage-provider category. Alternatively, you can
enter the host name or IP address and the URL to access the REST API page in the format
https://<hostname>/docs/api/

For more information about the APls, see Getting started with Active 1Q Unified Manager.

API Gateway

The API Gateway feature allows Active 1Q Unified Manager to be a single control plane
from which you can manage multiple ONTAP clusters, without logging in to them
individually.
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You can enable this feature from the configuration pages that appear when you first log in to Unified Manager.
Alternatively, you can enable or disable this feature from General > Feature Settings > APl Gateway.

Unified Manager REST APIs are different from the ONTAP REST APIs, and not all the functionalities of ONTAP
REST APIs can be availed by using the Unified Manager REST APIs. However, if you have a specific business
requirement of accessing the ONTAP APIs for managing specific features that are not exposed to Unified
Manager, you can enable the API Gateway feature and execute the ONTAP APIs. The gateway acts as a proxy
to tunnel the API requests by maintaining the header and body requests in the same format as in the ONTAP
APIs. You can use your Unified Manager credentials and execute the specific APIs to access and manage the
ONTAP clusters without passing individual cluster credentials. Unified Manager performs as a single point of
management for running the APls across the ONTAP clusters managed by your Unified Manager instance. The
response returned by the APIs is the same as the response returned by the respective ONTAP REST APls
executed directly from ONTAP.

After enabling this feature, you can execute the Unified Manager REST APIs from Menu Bar > Help button >
API Documentation > gateway category. Alternatively, you can enter the host name or IP address and the
URL to access the REST API page in the format https://<hostname>/docs/api/

For more information about the APIs, see the Active IQ Unified Manager APl Developer’s Guide.

Inactivity timeout

You can specify the inactivity timeout value for Active IQ Unified Manager. After an
inactivity of the specified time, the application is automatically logged out. This option is
enabled by default.

You can deactivate this feature or modify the time from General > Feature Settings > Inactivity Timeout.
Once you activate this feature, you should specify the time limit of inactivity (in minutes) in the LOGOUT
AFTER field, after which the system automatically logs out. The default value is 4320 minutes (72 hours).

@ This option is not available if you have enabled Security Assertion Markup Language (SAML)
authentication.

Active 1Q portal events

You can specify whether you want to enable or disable Active 1Q portal events. This
setting allows the Active 1Q portal to discover and display additional events about system
configuration, cabling, and so forth. This option is enabled by default.

On enabling this feature, Active 1Q Unified Manager displays events discovered by the Active IQ portal. These
events are created by running a set of rules against AutoSupport messages generated from all monitored
storage systems. These events are different from the other Unified Manager events, and they identify incidents
or risks related to system configuration, cabling, best practice, and availability issues.

You can choose to activate or deactivate this feature from General > Feature Settings > Active 1Q Portal
Events. In sites with no external network access, you must upload the rules manually from Storage
Management > Event Setup > Upload Rules.

This feature is enabled by default. Disabling this feature stops the Active 1Q events from being discovered or
displayed on Unified Manager. When disabled, enabling this feature allows Unified Manager to receive the
Active 1Q events on a cluster at a predefined time of 00:15 for that cluster timezone.
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Security Dashboard

You can enable or disable the Security panel on the Active 1Q Unified Manager
dashboard. When enabled, you can also customize the settings for compliance
monitoring and the relevant security events and management actions.

@ Only users with administrator role can edit these settings.

The security criteria for your ONTAP clusters, storage VMs, and volumes are evaluated against the
recommendations defined in the NetApp Security Hardening Guide for ONTAP 9. The security panel on the
dashboard displays the security compliance status of your clusters, storage VMs, and volumes. Enabling this
feature also generate security events for any cluster or storage VM that has security violations.

Customizing settings

On enabling this feature, you can customize the settings for compliance monitoring as applicable to your
ONTAP environment. These settings trigger the relevant security events and management actions. Follow
these steps:

1. Click Customize. The Customize Security Dashboard Settings pop-up appears.

2. To enable or disable the custom settings for your ONTAP clusters, expand the General Settings selection
for Clusters. For information on the options for customizing cluster compliance, see Cluster compliance
categories.

3. To enable or disable the custom settings for your storage VMs, expand the General Settings selection for
Storage VMs. For information on the options for customizing storage VM compliance, see Storage VM
compliance categories.

4. You can also specify whether HTTPS transport is to be used for sending AutoSupport messages from
ONTAP.

5. If you enable the authentication settings, alerts are raised from Unified Manager for the default ONTAP
administrator user.
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