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Managing security certificates

You can configure HTTPS in the Unified Manager server to monitor and manage your
clusters over a secure connection.

Viewing the HTTPS security certificate

You can compare the HTTPS certificate details to the retrieved certificate in your browser
to ensure that your browser’s encrypted connection to Unified Manager is not being
intercepted.

Before you begin

You must have the Operator, Application Administrator, or Storage Administrator role.

About this task

Viewing the certificate enables you to verify the content of a regenerated certificate, or to view Subject Alt
Names (SAN) from which you can access Unified Manager.

Steps
1. In the left navigation pane, click General > HTTPS Certificate.

The HTTPS certificate is displayed at the top of the page

After you finish

If you need to view more detailed information about the security certificate than what is displayed on the
HTTPS Certificate page, you can view the connection certificate in your browser.

Generating an HTTPS security certificate

When Active IQ Unified Manager is installed for the first time, a default HTTPS certificate
is installed. You might generate a new HTTPS security certificate that replaces the
existing certificate.

Before you begin

You must have the Application Administrator role.

About this task

There can be multiple reasons to regenerate the certificate such as if you want to have better values for
Distinguished Name (DN) or if you want a higher key size, or longer expiry period or if the current certificate
has expired.

If you do not have access to the Unified Manager web Ul, you can regenerate the HTTPS certificate with the
same values using the maintenance console. While regenerating certificates, you can define the key size and



the validity duration of the key. If you use the Reset Server Certificate option from the maintenance
console, then a new HTTPS certificate is created which is valid for 397 days. This certificate will have an RSA
key of size 2048 bits.
Steps
1. In the left navigation pane, click General > HTTPS Certificate.
2. Click Regenerate HTTPS Certificate.
The Regenerate HTTPS Certificate dialog box is displayed.

3. Select one of the following options depending on how you want to generate the certificate:

If you want to... Do this...

Regenerate the Click the Regenerate Using Current Certificate Attributes option.
certificate with the
current values

Generate the Click the Update the Current Certificate Attributes option.
certificate using
different values The Common Name and Alternative Names fields will use the values from the existing

certificate if you do not enter new values. The “Common Name” should be set to the
FQDN of the host. The other fields do not require values, but you can enter values, for
example, for the EMAIL, COMPANY, DEPARTMENT, City, State, and Country if you
want those values to be populated in the certificate. You can also select from the
available KEY SIZE (The key algorithm is “RSA”.) and VALIDITY PERIOD.

* The permitted values for key size are 2048, 3072 and 4096.

» The validity periods are minimum 1 day to maximum 36500 days.

Even though a validity period of 36500 days is permitted, it is
recommended you use a validity period of not more than 397 days or
13 months. Because if you select a validity period of more than 397
days and plan to export a CSR for this certificate and get it signed by

@ a well known CA, the validity of the signed certificate returned to you
by the CA will be reduced to 397 days.

* You can select the “Exclude local identifying information \(e.g.
localhost\)” checkbox if you want to remove the local identifying
information from the Alternative Names field in the certificate. When
this checkbox is selected, only what you enter in the field is used in
the Alternative Names field. When left blank the resulting certificate
will not have an Alternative Names field at all.

1. Click Yes to regenerate the certificate.

2. Restart the Unified Manager server so that the new certificate takes effect.

After you finish

Verify the new certificate information by viewing the HTTPS certificate.



Restarting the Unified Manager virtual machine

You can restart the virtual machine from the maintenance console of Unified Manager.
You must restart after generating a new security certificate or if there is a problem with
the virtual machine.

Before you begin

The virtual appliance is powered on.

You are logged in to the maintenance console as the maintenance user.

About this task

You can also restart the virtual machine from vSphere by using the Restart Guest option. See the VMware
documentation for more information.

Steps

1. Access the maintenance console.

2. Select System Configuration > Reboot Virtual Machine.

Downloading an HTTPS certificate signing request

You can download a certification signing request for the current HTTPS security
certificate so that you can provide the file to a Certificate Authority to sign. A CA-signed
certificate helps prevent man-in-the-middle attacks and provides better security protection
than a self-signed certificate.

Before you begin

You must have the Application Administrator role.

Steps

1. In the left navigation pane, click General > HTTPS Certificate.
2. Click Download HTTPS Certificate Signing Request.

3. Save the <hostname>.csr file.

After you finish

You can provide the file to a Certificate Authority to sign, and then install the signed certificate.

Installing a CA signed and returned HTTPS certificate

You can upload and install a security certificate after a Certificate Authority has signed
and returned it. The file that you upload and install must be a signed version of the
existing self-signed certificate. A CA-signed certificate helps prevent man-in-the middle



attacks and provides better security protection than a self-signed certificate.

Before you begin
You must have completed the following actions:

» Downloaded the Certificate Signing Request file and had it signed by a Certificate Authority
» Saved the certificate chain in PEM format

* Included all certificates in the chain, from the Unified Manager server certificate to the root signing
certificate, including any intermediate certificates present

You must have the Application Administrator role.

About this task

(D If the validity of certificate for which a CSR was created is more than 397 days, then the validity
will be reduced to 397 days by the CA before signing and returning the certificate
Steps

1. In the left navigation pane, click General > HTTPS Certificate.
2. Click Install HTTPS Certificate.
3. In the dialog box that is displayed, click Choose file... to locate the file to upload.

4. Select the file, and then click Install to install the file.

For information, see Installing a HTTPS certificate generated using external tools

Example certificate chain

The following example shows how the certificate chain file might appear:



Installing a HTTPS certificate generated using external tools

You can install certificates that are self signed or CA signed and are generated using an
external tool like OpenSSL, BoringSSL, LetsEncrypt.

You should load the private key along with the certificate chain because these certificates are externally
generated public-private key pair. The permitted key-pair algorithms are “RSA” and “EC”. The Install HTTPS
Certificate option is available in the HTTPS Certificates page under the General section. The file you upload
should be in the following input format.

1. Private Key of the server that belongs to the Active IQ UM host
2. Certificate of the server that matches with the private key

3. Certificate of the CAs in reverse till the root, which are used to sign the above certificate

Format for loading a certificate with an EC key pair

The permitted curves are “prime256v1” and “secp384r1”. Sample of certificate with an externally generated EC
pair:

<Intermediate certificate #1 (if present)>

<Intermediate certificate #2 (if present)>

Format for loading a certificate with an RSA key pair

The allowed key sizes for the RSA key-pair belonging to the host certificate are 2048, 3072, and 4096.
certificate with an externally generated RSA key pair:



<Intermediate certificate #1 (if present)>

<Intermediate certificate #2 (if present)>

After the certificate is uploaded, you should restart the Active 1Q Unified Manager instance for the changes to
take effect.

Checks while uploading externally generated certificates

The system performs checks while uploading a certificate generated using external tools. If any of the checks
fail, then the certificate is rejected. There are also validation included for the certificates that are generated
from the CSR within the product and for certificates that are generated using external tools.

« The private key in the input is validated against the host certificate in the input.

» The Common Name (CN) in the host certificate is checked against the FQDN of the host.

» The Common Name (CN) of the host certificate should not be empty or blank and should not be set to
localhost.

» The validity start date should not be in future and the validity expiry date of the certificate should not be in
the past.

« If Intermediate CA or CA exists the validity start date of certificate should not be in future and the validity
expiry date should not be in the past.

(D The private key in the input should not be encrypted. If there are any private keys that are
encrypted, then they are rejected by the system.

Example 1

—-——-BEGIN ENCRYPTED PRIVATE KEY-—-—---
<Encrypted private key>

Example 2



Proc-Type: 4,ENCRYPTED
<content here>

Proc-Type: 4,ENCRYPTED
<content here>

Page descriptions for certificate management

You can use the HTTPS Certificate page to view the current security certificates and to
generate new HTTPS certificates.

HTTPS Certificate page

The HTTPS Certificate page enables you to view the current security certificate,
download a certificate signing request, generate a new HTTPS certificate, or install a new
HTTPS certificate.

If you have not generated a new HTTPS certificate, the certificate that appears on this page is the certificate
that was generated during installation.

Command buttons

The command buttons enable you to perform the following operations:
* Download HTTPS Certificate Signing Request

Downloads a certification request for the currently installed HTTPS certificate. Your browser prompts you to
save the <hostname>. csr file so that you can provide the file to a Certificate Authority to sign.

 Install HTTPS Certificate

Enables you to upload and install a security certificate after a Certificate Authority has signed and returned
it. The new certificate is in effect after you restart the management server.

* Regenerate HTTPS Certificate

Enables you to generate an HTTPS certificate, which replaces the current security certificate. The new
certificate is in effect after you restart Unified Manager.



Regenerate HTTPS Certificate dialog box

The Regenerate HTTPS Certificate dialog box enables you to customize the security
information and then generate a new HTTPS certificate with that information.

The current certificate information appears on this page.
The “Regenerate Using Current Certificate Attributes” and “Update the Current Certificate Attributes” selection
enables you to regenerate the certificate with the current information or generate a certificate with new
information.
« Common Name
Required. The fully qualified domain name (FQDN) that you wish to secure.
In Unified Manager high availability configurations, use the virtual IP address.

¢ Email

Optional. An email address to contact your organization; typically the email address of the certificate
administrator or IT department.

« Company

Optional. Typically the incorporated name of your company.
* Department

Optional. The name of the department in your company.
» City

Optional. The city location of your company.
 State

Optional. The state or province location, not abbreviated, of your company.
« Country

Optional. The country location of your company. This is typically a two-letter ISO code of the country.
 Alternative Names

Required. Additional, non-primary domain names that can be used to access this server in addition to the
existing localhost or other network addresses. Separate each alternate name with a comma.

Select the “Exclude local identifying information (e.g. localhost)” checkbox if you want to remove the local
identifying information from the Alternative Names field in the certificate. When this checkbox is selected
only what you enter in the field is used in the Alternative Names field. When left blank the resulting
certificate will not have an Alternative Names field at all.

* KEY SIZE (KEY ALGORITHM: RSA)

The key algorithm is set to RSA. You can select from one of the key sizes: 2048, 3072 or 4096 bits. The
default key size is set to 2048 bits.



* VALIDITY PERIOD

The default validity period is 397 days. If you have upgraded from a previous version, you might see the
previous certificate validity unchanged.
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