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Reference

BlueXP backup and recovery policy configuration settings

BlueXP backup and recovery enables you to create backup policies with a variety of
configuration settings for your on-prem ONTAP and Cloud Volumes ONTAP systems.

These policy settings are relevant for backup to object storage only. None of these settings
affect your Snapshot or replication policies. Similar policy settings for Snapshots and
replications will be added in the future.

Backup schedules

BlueXP backup and recovery enables you to create multiple backup policies with unique schedules for each
working environment (cluster). You can assign different backup policies to volumes that have different recovery
point objectives (RPO).

Each backup policy provides a section for Labels & Retention that you can apply to your backup files. Note that
the Snapshot policy applied to the volume must be one of the policies recognized by BlueXP backup and
recovery or backup files will not be created.

Name Default_Policy_Name

Labels & Retention

12 Labels Q Selected Labels (2) (Select up to 5 Labels)

Hourly Hourly Number of Backups to Retain = 12

Daily Daily Number of Backups to Retain 30

[] weekly

[ Monthly

[ vearly

DatalLock & Ransomware Protection None

Archival Policy Disabled

There are two parts of the schedule; the Label and the Retention value:
» The label defines how often a backup file is created (or updated) from the volume. You can select among
the following types of labels:
> You can choose one, or a combination of, hourly, daily, weekly, monthly, and yearly timeframes.

> You can select one of the system-defined policies that provide backup and retention for 3 months, 1
year, or 7 years.

o If you have created custom backup protection policies on the cluster using ONTAP System Manager or



the ONTAP CLI, you can select one of those policies.

* The retention value defines how many backup files for each label (timeframe) are retained. Once the
maximum number of backups have been reached in a category, or interval, older backups are removed so
you always have the most current backups. This also saves you storage costs because obsolete backups
don’t continue to take up space in the cloud.

For example, say you create a backup policy that creates 7 weekly and 12 monthly backups:

» each week and each month a backup file is created for the volume

« at the 8th week, the first weekly backup is removed, and the new weekly backup for the 8th week is added
(keeping a maximum of 7 weekly backups)

« at the 13th month, the first monthly backup is removed, and the new monthly backup for the 13th month is
added (keeping a maximum of 12 monthly backups)

Note that Yearly backups will be deleted automatically from the source system after being transferred to object
storage. This default behavior can be changed in the Advanced Settings page for the Working Environment.

DatalLock and Ransomware protection

BlueXP backup and recovery provides support for DataLock and Ransomware protection for your volume
backups. These features enable you to lock your backup files and scan them to detect possible ransomware
on the backup files. This is an optional setting that you can define in your backup policies when you want extra
protection for your volume backups for a cluster.

Both of these features protect your backup files so that you’ll always have a valid backup file to recover data
from in case of a ransomware attack attempt on your backups. It's also helpful to meet certain regulatory
requirements where backups need to be locked and retained for a certain period of time. When the DataLock
and Ransomware Protection option is enabled, the cloud bucket that is provisioned as a part of BlueXP backup
and recovery activation will have object locking and object versioning enabled.

See the DatalLock and Ransomware protection blog for more details.

This feature does not provide protection for your source volumes; only for the backups of those source
volumes. Use NetApp Cloud Insights and Cloud Secure, or some of the anti-ransomware protections provided
from ONTAP to protect your source volumes.

* If you plan to use DataLock and Ransomware protection, you must enable it when creating
your first backup policy and activating BlueXP backup and recovery for that cluster.

@ » DataLock and Ransomware protection can’t be disabled for a cluster once it has been
configured. Do not enable this feature on a cluster to try it out.

* When BlueXP scans a backup file for ransomware when restoring volume data, you'll incur
extra egress costs from your cloud provider to access the contents of the backup file.

What is DataLock

DatalLock protects your backup files from being modified or deleted for a certain period of time - also called
immutable storage. This functionality uses technology from the object storage provider for "object locking." The
period of time that the backup file is locked (and retained) is called the DataLock Retention Period. It is based
on the backup policy schedule and retention setting that you defined; plus a 14-day buffer. Any DatalLock
retention policy that is less than 30 days is rounded up to 30 days minimum.

Be aware that old backups are deleted after the DataLock Retention Period expires, not after the backup policy


https://docs.netapp.com/us-en/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

retention period expires.
Let’s look at some examples of how this works:

* If you create a Monthly backup schedule with 12 retentions, each backup is locked for 12 months (plus 14
days) before it is deleted.

« If you create a backup policy that creates 30 daily, 7 weekly, 12 monthly backups there will be three locked
retention periods. The "30 daily" backups would be retained for 44 days (30 days plus 14 days buffer), the
"7 weekly" backups would be retained for 9 weeks (7 weeks plus 14 days), and the "12 monthly" backups
would be retained for 12 months (plus 14 days).

« If you create an Hourly backup schedule with 24 retentions, you might think that backups are locked for 24
hours. However, since that is less than the minimum of 30 days, each backup will be locked and retained
for 44 days (30 days plus 14 days buffer).

You can see in this last case that if each backup file is locked for 44 days, you'll end up with many more
backup files than would typically be retained with an hourly/24 retentions policy. Usually, when BlueXP
backup and recovery creates the 25th backup file it would delete the oldest backup to keep the maximum
retentions at 24 (based on the policy). The DataLock retention setting overrides the policy retention setting
from your backup policy in this case. This could affect your storage costs as your backup files will be saved
in the object store for a longer period of time.

What is Ransomware protection

Ransomware protection scans your backup files to look for evidence of a ransomware attack. The detection of
ransomware attacks is performed using a checksum comparison. If potential ransomware is identified in a new
backup file versus the previous backup file, that newer backup file is replaced by the most recent backup file
that does not show any signs of a ransomware attack. (The file that was identified as having a ransomware
attack is deleted 1 day after it has been replaced.)

Ransomware scans happen at 3 points in the backup and restore process:

* When a backup file is created
The scan is not performed on the backup file when it is first written to cloud storage, but when the next
backup file is written. For example, if you have a weekly backup schedule set for Tuesday, on Tuesday the
14th a backup is created. Then on Tuesday the 21st another backup is created. The ransomware scan is
run on the backup file from the 14th at this time.

* When you attempt to restore data from a backup file
You can choose to run a scan before restoring data from a backup file, or skip this scan.

* Manually
You can run an on-demand ransomware protection scan at any time to verify the health of a specific

backup file. This can be useful if you've had a ransomware issue on a particular volume and you want to
verify that the backups for that volume are not affected.

DataLock and Ransomware Protection settings

Each backup policy provides a section for DatalLock and Ransomware Protection that you can apply to your
backup files.



AWS

Azure

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats.

@® None

(O Governance
Users with specific permissions can overwrite or delete protected backup files

during the retention period

(O Compliance
No users can overwrite or delete protected backup files during the retention period

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats.

® None

(O Unlocked

Backup files are protected during the retention period. The retention period can be
increased or decreased. Typically used for 24 hours just to test the system.

O Locked

Backup files are protected during the retention period. The retention period can be
increased. but it can't be decreased. Satisfies full regulatory compliance.

StorageGRID

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats.

@ None

O compliance
No users can overwrite or delete protected backup files during the retention period

You can choose from the following settings for each backup policy:




AWS
* None (Default)

DatalLock protection and ransomware protection are disabled.

+ Governance
Datalock is set to Governance mode where users with s3:BypassGovernanceRetention
permission (see below) can overwrite or delete backup files during the retention period. Ransomware
protection is enabled.

» Compliance

DatalLock is set to Compliance mode where no users can overwrite or delete backup files during the
retention period. Ransomware protection is enabled.

Azure
* None (Default)
Datalock protection and ransomware protection are disabled.

e Unlocked

Backup files are protected during the retention period. The retention period can be increased or
decreased. Typically used for 24 hours to test the system. Ransomware protection is enabled.

e Locked

Backup files are protected during the retention period. The retention period can be increased, but it
can’'t be decreased. Satisfies full regulatory compliance. Ransomware protection is enabled.

StorageGRID
* None (Default)
Datalock protection and ransomware protection are disabled.
* Compliance

DatalLock is set to Compliance mode where no users can overwrite or delete backup files during the
retention period. Ransomware protection is enabled.

Supported working environments and object storage providers

You can enable DatalLock and Ransomware protection on ONTAP volumes from the following working
environments when using object storage in the following public and private cloud providers. Additional cloud
providers will be added in future releases.

Source Working Environment Backup File Destination

Cloud Volumes ONTAP in AWS Amazon S3
Cloud Volumes ONTAP in Azure Azure Blob
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Source Working Environment Backup File Destination

On-premises ONTAP system Amazon S3
Azure Blob
NetApp StorageGRID

Requirements

* For AWS:
> Your clusters must running ONTAP 9.11.1 or greater
o The Connector can be deployed in the cloud or on your premises

o The following S3 permissions must be part of the IAM role that provides the Connector with
permissions. They reside in the "backupS3Policy" section for the resource "arn:aws:s3:::netapp-

0.

backup-*":
= s3:GetObjectVersionTagging
= s3:GetBucketObjectLockConfiguration
= s3:GetObjectVersionAcl
= s3:PutObjectTagging
= s3:DeleteObject
= s3:DeleteObjectTagging
= s3:GetObjectRetention
= s3:DeleteObjectVersionTagging
= s3:PutObject
= s3:GetObject
= s3:PutBucketObjectLockConfiguration
= s3:GetLifecycleConfiguration
= s3:GetBucketTagging
= s3:DeleteObjectVersion
= s3:ListBucketVersions
= s3:ListBucket
= s3:PutBucketTagging
= s3:GetObjectTagging
= s3:PutBucketVersioning
= s3:PutObjectVersionTagging
= s3:GetBucketVersioning
= s3:GetBucketAcl
= s3:BypassGovernanceRetention
= s3:PutObjectRetention
= s3:GetBucketLocation
= s3:GetObjectVersion



View the full JSON format for the policy where you can copy and paste required permissions.

» For Azure:

> Your clusters must running ONTAP 9.12.1 or greater

o The Connector can be deployed in the cloud or on your premises
 For StorageGRID:

> Your clusters must running ONTAP 9.11.1 or greater

> Your StorageGRID systems must be running 11.6.0.3 or greater

o The Connector must be deployed on your premises (it can be installed in a site with or without internet
access)

> The following S3 permissions must be part of the IAM role that provides the Connector with
permissions:

= s3:GetObjectVersionTagging

= s3:GetBucketObjectLockConfiguration
= s3:GetObjectVersionAcl

= s3:PutObjectTagging

= s3:DeleteObject

= s3:DeleteObjectTagging

= s3:GetObjectRetention

= s3:DeleteObjectVersionTagging
= s3:PutObject

= s3:GetObject

= s3:PutBucketObjectLockConfiguration
= s3:GetLifecycleConfiguration

= s3:GetBucketTagging

= s3:DeleteObjectVersion

= s3:ListBucketVersions

= s3:ListBucket

= s3:PutBucketTagging

= s3:GetObjectTagging

= s3:PutBucketVersioning

= s3:PutObjectVersionTagging

= s3:GetBucketVersioning

= s3:GetBucketAcl

= s3:PutObjectRetention

= s3:GetBucketLocation

= s3:GetObjectVersion


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html

Restrictions

» The DatalLock and Ransomware protection feature is not available if you have configured archival storage
in the backup policy.

» The DatalLock option you select when activating BlueXP backup and recovery must be used for all backup
policies for that cluster.

* You cannot use multiple DataLock modes on a single cluster.

« If you enable DatalLock, all volume backups will be locked. You can’t mix locked and non-locked volume
backups for a single cluster.

» DataLock and Ransomware protection is applicable for new volume backups using a backup policy with
Datalock and Ransomware protection enabled. You can’t enable this feature after BlueXP backup and
recovery has been activated.

* FlexGroup volumes can use Datal.ock and Ransomware protection only when using ONTAP 9.13.1 or
greater.

Archival storage settings

When using AWS, Azure, or Google cloud storage, you can move older backup files to a less expensive
archival storage class or access tier after a certain number of days. You can also choose to send your backup
files to archival storage immediately without being written to standard cloud storage. Just enter 0 as the
"Archive After Days" to send your backup file directly to archival storage. This can be especially helpful for
users who rarely need to access data from cloud backups or users who are replacing a backup to tape
solution.

Data in archival tiers can’t be accessed immediately when needed, and will require a higher retrieval cost, so
you'll need to consider how often you may need to restore data from backup files before deciding to archive
your backup files.

* Even if you select “0” to send all data blocks to archival cloud storage, metadata blocks are
always written to standard cloud storage.

@ * Archival storage can’t be used if you have enabled DatalLock.

* You can’t change the archival policy after selecting 0 days (archive immediately).

Each backup policy provides a section for Archival Policy that you can apply to your backup files.

MName Default_Policy_MName

Labels & Retention 30 Daily

Datalock & Ransomware Protection None

Archival Policy Backups reside in S3 Standard storage for frequently accessed data. Optionally, you can tier

backups to either S3 Glacier or S3 Glacier Deep Archive storage for further cost optimization.
Tier Backups to Archive

Archive After (Days) Storage Class

30 53 Glacier




* In AWS, backups start in the Standard storage class and transition to the Standard-Infrequent Access
storage class after 30 days.

If your cluster is using ONTAP 9.10.1 or greater, you can tier older backups to either S3 Glacier or S3
Glacier Deep Archive storage. Learn more about AWS archival storage.

o If you select no archive tier in your first backup policy when activating BlueXP backup and recovery,
then S3 Glacier will be your only archive option for future policies.

o If you select S3 Glacier in your first backup policy, then you can change to the S3 Glacier Deep Archive
tier for future backup policies for that cluster.

o If you select S3 Glacier Deep Archive in your first backup policy, then that tier will be the only archive
tier available for future backup policies for that cluster.

* In Azure, backups are associated with the Cool access tier.

If your cluster is using ONTAP 9.10.1 or greater, you can tier older backups to Azure Archive storage.
Learn more about Azure archival storage.

* In GCP, backups are associated with the Standard storage class.

If your on-prem cluster is using ONTAP 9.12.1 or greater, you can choose to tier older backups to Archive
storage in the BlueXP backup and recovery Ul after a certain number of days for further cost optimization.
Learn more about Google archival storage.

* In StorageGRID, backups are associated with the Standard storage class.

If your on-prem cluster is using ONTAP 9.12.1 or greater, and your StorageGRID system is using 11.4 or
greater, you can archive older backup files to public cloud archival storage.

o For AWS, you can tier backups to AWS S3 Glacier or S3 Glacier Deep Archive storage. Learn more
about AWS archival storage.
o For Azure, you can tier older backups to Azure Archive storage. Learn more about Azure archival

storage.

Learn more about archiving backup files from StorageGRID.

AWS S3 archival storage classes and restore retrieval times

BlueXP backup and recovery supports two S3 archival storage classes and most regions.

Supported S3 archival storage classes for BlueXP backup and recovery

When backup files are initially created they’re stored in S3 Standard storage. This tier is optimized for storing
data that’s infrequently accessed; but that also allows you to access it immediately. After 30 days the backups
transition to the S3 Standard-Infrequent Access storage class to save on costs.

If your source clusters are running ONTAP 9.10.1 or greater, you can choose to tier backups to either S3
Glacier or S3 Glacier Deep Archive storage after a certain number of days (typically more than 30 days) for
further cost optimization. Data in these tiers can’t be accessed immediately when needed, and will require a
higher retrieval cost, so you need to consider how often you may need to restore data from these archived
backup files. See the section about restoring data from archival storage.


https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-onprem-private-cloud.html#preparing-to-archive-older-backup-files-to-public-cloud-storage

« If you select no archive tier in your first backup policy when activating BlueXP backup and recovery, then
S3 Glacier will be your only archive option for future policies.

* If you select S3 Glacier in your first backup policy, then you can change to the S3 Glacier Deep Archive tier
for future backup policies for that cluster.

* If you select S3 Glacier Deep Archive in your first backup policy, then that tier will be the only archive tier
available for future backup policies for that cluster.

Note that when you configure BlueXP backup and recovery with this type of lifecycle rule, you must not
configure any lifecycle rules when setting up the bucket in your AWS account.

Learn about S3 storage classes.

Restoring data from archival storage

While storing older backup files in archival storage is much less expensive than Standard or Standard-IA
storage, accessing data from a backup file in archive storage for restore operations will take a longer amount
of time and will cost more money.

How much does it cost to restore data from Amazon S3 Glacier and Amazon S3 Glacier Deep Archive?
There are 3 restore priorities you can choose when retrieving data from Amazon S3 Glacier, and 2 restore
priorities when retrieving data from Amazon S3 Glacier Deep Archive. S3 Glacier Deep Archive costs less
than S3 Glacier:

Archive Tier Restore Priority & Cost
High Standard Low
S3 Glacier Fastest retrieval, Slower retrieval, lower  Slowest retrieval, lowest
highest cost cost cost
S3 Glacier Deep Faster retrieval, higher  Slower retrieval, lowest
Archive cost cost

Each method has a different per-GB retrieval fee and per-request fee. For detailed S3 Glacier pricing by
AWS Region, visit the Amazon S3 pricing page.

How long will it take to restore my objects archived in Amazon S3 Glacier?
There are 2 parts that make up the total restore time:

* Retrieval time: The time to retrieve the backup file from archive and place it in Standard storage. This
is sometimes called the "rehydration” time. The retrieval time is different depending on the restore
priority you choose.

Archive Tier Restore Priority & Retrieval Time
High Standard Low

S3 Glacier 3-5 minutes 3-5 hours 5-12 hours

S3 Glacier Deep Archive 12 hours 48 hours

» Restore time: The time to restore the data from the backup file in Standard storage. This time is no
different than the typical restore operation directly from Standard storage - when not using an archival
tier.
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https://aws.amazon.com/s3/storage-classes/
https://aws.amazon.com/s3/pricing/

For more information about Amazon S3 Glacier and S3 Glacier Deep Archive retrieval options, refer to the
Amazon FAQ about these storage classes.

Azure archival tiers and restore retrieval times

BlueXP backup and recovery supports one Azure archival access tier and most regions.

Supported Azure Blob access tiers for BlueXP backup and recovery

When backup files are initially created they’re stored in the Cool access tier. This tier is optimized for storing
data that’s infrequently accessed; but when needed, can be accessed immediately.

If your source clusters are running ONTAP 9.10.1 or greater, you can choose to tier backups from Cool to
Azure Archive storage after a certain number of days (typically more than 30 days) for further cost optimization.
Data in this tier can’t be accessed immediately when needed, and will require a higher retrieval cost, so you
need to consider how often you may need to restore data from these archived backup files. See the next
section about restoring data from archival storage.

Note that when you configure BlueXP backup and recovery with this type of lifecycle rule, you must not
configure any lifecycle rules when setting up the container in your Azure account.

Learn about Azure Blob access tiers.

Restoring data from archival storage

While storing older backup files in archival storage is much less expensive than Cool storage, accessing data
from a backup file in Azure Archive for restore operations will take a longer amount of time and will cost more
money.

How much does it cost to restore data from Azure Archive?
There are two restore priorities you can choose when retrieving data from Azure Archive:

» High: Fastest retrieval, higher cost
« Standard: Slower retrieval, lower cost

Each method has a different per-GB retrieval fee and per-request fee. For detailed Azure Archive pricing by
Azure Region, visit the Azure pricing page.

@ The High priority is not supported when restoring data from Azure to StorageGRID systems.

How long will it take to restore my data archived in Azure Archive?
There are 2 parts that make up the restore time:

* Retrieval time: The time to retrieve the archived backup file from Azure Archive and place it in Cool
storage. This is sometimes called the "rehydration" time. The retrieval time is different depending on the
restore priority you choose:

o High: <1 hour
o Standard: < 15 hours

* Restore time: The time to restore the data from the backup file in Cool storage. This time is no different
than the typical restore operation directly from Cool storage - when not using an archival tier.
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https://docs.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview
https://azure.microsoft.com/en-us/pricing/details/storage/blobs/

For more information about Azure Archive retrieval options, refer to this Azure FAQ.

Google archival storage classes and restore retrieval times

BlueXP backup and recovery supports one Google archival storage class and most
regions.

Supported Google archival storage classes for BlueXP backup and recovery

When backup files are initially created they’re stored in Standard storage. This tier is optimized for storing data
that’s infrequently accessed; but that also allows you to access it immediately.

If your on-prem cluster is using ONTAP 9.12.1 or greater, you can choose to tier older backups to Archive
storage in the BlueXP backup and recovery Ul after a certain number of days (typically more than 30 days) for
further cost optimization. Data in this tier will require a higher retrieval cost, so you need to consider how often
you may need to restore data from these archived backup files. See the section about restoring data from
archival storage.

Note that when you configure BlueXP backup and recovery with this type of lifecycle rule, you must not
configure any lifecycle rules when setting up the bucket in your Google account.

Learn about Google storage classes.

Restoring data from archival storage

While storing older backup files in Archive storage is much less expensive than Standard storage, accessing
data from a backup file in Archive storage for restore operations will take a slightly longer amount of time and
will cost more money.

How much does it cost to restore data from Google Archive?
For detailed Google Cloud Storage pricing by region, visit the Google Cloud Storage pricing page.

How long will it take to restore my objects archived in Google Archive?
There are 2 parts that make up the total restore time:

* Retrieval time: The time to retrieve the backup file from Archive and place it in Standard storage. This
is sometimes called the "rehydration" time. Unlike the "coldest" storage solutions provided by other
cloud providers, your data is accessible within milliseconds.

* Restore time: The time to restore the data from the backup file in Standard storage. This time is no
different than the typical restore operation directly from Standard storage - when not using an archival
tier.

Configure backup for multi-account access in Azure

BlueXP backup and recovery enables you to create backup files in an Azure account that
is different than where your source Cloud Volumes ONTAP volumes reside. Both of those
accounts can be different than the account where the BlueXP Connector resides.

These steps are required only when you are backing up Cloud Volumes ONTAP data to Azure Blob storage.

Just follow the steps below to set up your configuration in this manner.
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Set up VNet peering between accounts

Note that if you want BlueXP to manage your Cloud Volumes ONTAP system in a different account/region,
then you need to setup VNet peering. VNet peering is not required for storage account connectivity.
1. Log in to the Azure portal and from home, select Virtual Networks.

2. Select the subscription you are using as subscription 1 and click on the VNet where you want to set up
peering.

Home

Virtual networks =

NetApp HCL (netapphclonmicrosoft.com)

Mew 0 Manage view ~~ () Refresh Export to CSV = Open query Assign tags 7 Feedback
| Filter for any field... Subscription == OCCM Dev Resource group == all < Location == all +? Add filter

Showing 1 to 60 of 60 records.

|:| Name T Resource group T. Location Ty

[] > chsnetwork occm_group_eastasia East Asia

|:| 43 Vnetl occm_group_australiaeast Australia East

|:| > Vnetl ocem_group_australiasoutheast Australia Southeast

3. Select cbsnetwork and from the left panel, click on Peerings, and then click Add.

Subscription * (1)

‘ OCCM Automation S |

Virtual network *

| chseZevnet R |

Traffic to remaote virtual netwark ()
@ Allow (default)

O Black all traffic to the remaote virtual network

Traffic forwarded from remote virtual network &
@ Allow (default)

O Block traffic that originates from outside this virtual network

Virtual network gateway or Route Server (1

| r ki i e [ omg n G n r
Us k's gateway or Route Server

e this virtual networ

i e B ke S aruar
jJateway or houte servel

@ Mone (default)

4. Enter the following information on the Peering page and then click Add.



> Peering link name for this network: you can give any name to identify the peering connection.
> Remote virtual network peering link name: enter a name to identify the remote VNet.
o Keep all the selections as default values.

o Under subscription, select the subscription 2.

o

Virtual network, select the virtual network in subscription 2 to which you want to set up the peering.

«3 cbsnetwork | Peerings

Virtual network

L] Tags

Z? Diagnose and solve problems
Settings

@ Address space

5 Connected devices
* Subnets

DDoS protection

Firewall

@ ¢ @

Security

DMS servers

“8 Peerings

|/--' Search (Cmd+/) | « b add () Refresh
o Overview -
|/'--' Filter by name...
B Activity lo
Y8 Name Peering status Peer
PR Access control (IAM)
chsnetwork Connected chselevnet

5. Perform the same steps in subscription 2 VNet and specify the subscription and remote VNet details of
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subscription 1.




Subscription * (3)

| OCCM Dev

v |
Virtual networl *
| chsnetwork L |
Traffic to remote virtual network (0
@ Allow (default)
O Block all traffic to the remote virtual network
Traffic forwarded from remote virtual netwerk ©
(®) Allow (default)
O Block traffic that originates from outside this virtual netwark
Virtual network gateway or Route Server (&)
Use this virtual network's gateway or Route Server
Use the remote virtual network's gateway or Route Server
@ None (default)
The peering settings are added.
¢y cbse2evnet | Peerings
Virtual network
| 2 Search (Cmd+/) | <« + add () Refresh
@ Overview -
| M Filter by name...
@ Activity lo
- e Name Peering status Peer
Ao Access control (LAM)
chsnetworkpeer Connected chsnetwork

¢ Tags

&2 Diagnose and solve problems
Settings

% Address space

& Connected devices

“* Subnets

DDoS protection

Firewall

a & @

Security

i

DMS servers

Peerings
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Create a private endpoint for the storage account

Now you need to create a private endpoint for the storage account. In this example, the storage account is
created in subscription 1 and the Cloud Volumes ONTAP system is running in subscription 2.

@ You need network contributor permission to perform the following action.

"id": "/subscriptions/d333af45-0d07-4154-
943dc25fbbcelbl8/providers/Microsoft.Authorization/roleDefinitions/4d97b98
b-1d4f-4787-a291-c67834d212e7",

"properties": {

"roleName": "Network Contributor",
"description": "Lets you manage networks, but not access to them.",
"assignableScopes": [

n/n
1,
"permissions": [

{

"actions": [

"Microsoft.Authorization/*/read",
"Microsoft.Insights/alertRules/*",
"Microsoft.Network/*",
"Microsoft.ResourceHealth/availabilityStatuses/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/*"

1,

"notActions": [],

"dataActions": [],

"notDataActions": []

1. Go to the Storage account > Networking > Private endpoint connections and click + Private endpoint.
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Storage account

|}'J Search (Crmd+/) | «

B Activity log
Tags

Diagnose and solve problems

F N e

Access Control (IAM)

q

Data migration

Events

=. Storage Explorer (preview)
Data storage

= Containers

A8 File shares

T Queues

BH Tables

Security + networking

& Networking

@ netappbackupvsatxdkmfym | Networking

Firewalls and virtual networks Private endpoint connections  Custom domain
Private endpoint  ~ Approve X Reject _ Rermave C_) Refresh
| Filter by name... | | All connection states s |
D Connection name Connection state Private endpoint Description
Mo results

2. In the Private Endpoint Basics page:

o Select subscription 2 (where the BlueXP Connector and Cloud Volumes ONTAP system are deployed)

and the resource group.
o Enter an endpoint name.

o Select the region.

o Basics | Respurce

Project details

Subscription * (1)

— Resource group * (0

Instance details

MName *

Region *

Create a private endpoint

P et ALy g ) it i e R
Onngquration *J1ags +J REVIEW + Creatle

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

| occMm Dev v |
| cbsocemdevevo-rg R |
Create new

| chse2e |
| (Asia Pacific) East Asia R |

3. Inthe Resource page, select Target sub-resource as blob.
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Create a private endpoint

~ Basics oRemurce 3 ) Configuration 1 ) Tags Review + create

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQOL server,
or an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more

Subseription OCCM Dev (d333af45-0d07-4154-943d-c25fbbee1b18)

Resource type Microsoft.Storage/storageAccounts

Resource test150521

Target sub-resource ® (1) blob AV

4. In the Configuration page:

o Select the virtual network and subnet.

o Click the Yes radio button to "Integrate with private DNS zone".

Create a private endpoint

~ Basics " Resource BCnnﬁguratiun 4 )Tags * | Review + create
MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual netwark * () | chsnetwork N |

Subnet* (D | default (10.2.00/24) v |

@ If you have a network security group (NSG) enabled for the subnet above, it will
be disabled for private endpoints on this subnet only. Other resources on the
subnet will still have N5G enforcement.

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpoint with a private DNS zone. You can also utilize your own DN5S servers or create DNS records using the host files on
your virtual machines. Learn more

Integrate with private DNS zone @ Yes O No
Configuration name Subscription Private DNS zone
privatelink-blob-core-_.. | OCCM Dev e ‘ ‘ privatelink blob.core. windows.net s

<rroions | [ Nz |

5. In the Private DNS zone list, ensure that the Private Zone is selected from the correct Region, and click
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Configuration name Subscription Private DNS zone

privatelink-blob-core-... OCCM Dev N | | privatelink.blob.core windows.net o~ |

| Filter private DNS zones |

occm_group_centralus

privatelink.blob.corewindows.net

occm_group_eastus
privatelink.blob.corewindows.net

occm_group_eastus2

privatelink blob.core.windows. net

Now the storage account (in subscription 1) has access to the Cloud Volumes ONTAP system which is
running in subscription 2.

6. Retry enabling BlueXP backup and recovery on the Cloud Volumes ONTAP system and this time it should
be successful.

Restore BlueXP backup and recovery data in a dark site

When using BlueXP backup and recovery in a site with no internet access, known as
"private mode", the BlueXP backup and recovery configuration data is backed up to the
StorageGRID or ONTAP S3 bucket where your backups are being stored. If you have an
issue with the BlueXP Connector host system in the future, you can deploy a new
Connector and restore the critical BlueXP backup and recovery data.

Note that when you use BlueXP backup and recovery in a SaaS environment where the BlueXP Connector is
deployed at your cloud provider, or on your own host system that has internet access, all the important BlueXP
backup and recovery configuration data is backed up and protected in the cloud. If you have an issue with the
Connector, just create a new Connector and add your working environments and the backup details are
automatically restored.

There are 2 types of data that are backed up:

* BlueXP backup and recovery database - contains a listing of all the volumes, backup files, backup policies,
and configuration information.

* Indexed Catalog files - contains detailed indexes that are used for Search & Restore functionality that make
your searches very quick and efficient when looking for volume data that you want to restore.

This data is backed up once per day at midnight, and a maximum of 7 copies of each file are retained. If the
Connector is managing multiple on-premises ONTAP working environments, the BlueXP backup and recovery
files will be located in the bucket of the working environment that was activated first.

No volume data is ever included in the BlueXP backup and recovery database or Indexed
Catalog files.

19



Restore BlueXP backup and recovery data to a new Connector

If your on-premises Connector has a catastrophic failure, you’ll need to install a new Connector, and then
restore the BlueXP backup and recovery data to the new Connector.

There are 4 tasks you’ll need to perform to return your BlueXP backup and recovery system to a working state:

¢ Install a new BlueXP Connector
* Restore the BlueXP backup and recovery database
» Restore the Indexed Catalog files

» Rediscover all of your on-prem ONTAP systems and StorageGRID systems to the BlueXP Ul
Once you verify that your system is back in a working order, we recommend that you create new backup files.

What you’ll need

You'll need to access the most recent database and index backups from the StorageGRID or ONTAP S3
bucket where your backup files are being stored:

 BlueXP backup and recovery MySQL database file

This file is located in the following location in the bucket netapp-backup-<GUID>/mysql backup/,
and itis named CBS_ DB Backup <day> <month> <year>.sql.

 Indexed Catalog backup zip file

This file is located in the following location in the bucket netapp-backup-<GUID>/catalog backup/,
and itis named Indexed Catalog DB Backup <db name> <day> <month> <year>.zip.

Install a new Connector on a new on-premises Linux host

When installing a new BlueXP Connector, make sure you download the same release of software as you had
installed on the original Connector. Periodic changes to the BlueXP backup and recovery database structure
may make newer software releases incompatible with the original database backups. You can upgrade the
Connector software to the most current version after restoring the Backup database.

1. Install the BlueXP Connector on a new on-premises Linux host

2. Log into BlueXP using the admin user credentials that you just created.

Restore the BlueXP backup and recovery database

1. Copy the MySQL backup from the backup location to the new Connector host. We’'ll use the example file
name "CBS DB _Backup 23 05 2023.sql" below.

2. Copy the backup into the MySQL docker container using the following command:
docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

3. Enter the MySQL container shell using the following command:
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docker exec -it ds mysgl 1 sh

4. In the container shell, deploy the "env".
5. You'll need the MySQL DB password, so copy the value of the key "MYSQL_ROOT_PASSWORD".
6. Restore the BlueXP backup and recovery MySQL DB using the following command:

mysqgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. Verify that the BlueXP backup and recovery MySQL DB has been restored correctly using the following
SQL commands:

mysgl -u root -p cloud backup

Enter the password.

mysgl> show tables;
mysgl> select * from volume;

Check if the volumes that are shown are the same as those that existed in your original environment.

Restore the Indexed Catalog files

1. Copy the Indexed Catalog backup zip file (we’ll use the example file name
"Indexed_Catalog_DB_Backup_catalogdb1_23_05_2023.zip") from the backup location to the new
Connector host in the "/opt/application/netapp/cbs" folder.

2. Unzip the "Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip" file using the following command:

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. Run the Is command to make sure that the folder "catalogdb1" has been created with the subfolders
"changes" and "snapshots" underneath.

Discover your ONTAP clusters and StorageGRID systems

1. Discover all the on-prem ONTAP working environments that were available in your previous environment.

This includes the ONTAP system you have used as an S3 server.

2. Discover your StorageGRID systems.

Set up the StorageGRID environment details

Add the details of the StorageGRID system associated with your ONTAP working environments as they were
set up on the original Connector setup using the BlueXP APls.
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You'll need to perform these steps for each ONTAP system that is backing up data to StorageGRID.

1. Extract the authorization token using the following oauth/token API.

curl 'http://10.193.192.202/0auth/token' -X POST -H 'User-Agent:
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:100101 Firefox/108.0'
-H 'Accept: application/json' -H 'Accept-Language: en-US,en;g=0.5"' -H
'Accept-Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username" :admin@netapp.com, "password":"Netapp@l23", "grant type":"pass
word"}

S v

This APl will return a response like the following. You can retrieve the authorization token as shown below.

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkILm51dGFwcC57b20vZnVsbFouY
W1lTjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmMNvbS91bWFpbCI6ImFkbWluQG51d
GFwcC5]Jb20iLCIzY29wZSI6ImIwZWSpZCBwemOmaWx1IiwiaWF0IjoxNjcyNzM2MDIzLCJle
HAiOJE2NZzI3NTc2MjMsImlzcyl 6ImhOdHAGLy9vY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-
114v_pNDsPyNDyWqHaKizThdjjHYHxm56vTz Vdn4NgjaBDPwNIKANC6Z88WALlcJ4WRQG]Sy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
I0QdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81-0o-ipvrOgSoliwleHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. Extract the Working Environment ID and the X-Agent-Id using the tenancy/external/resource API.
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m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHA1OJE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
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DggBINgPZT8A szHinud5WOHJ9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1lhHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvIDtCtENH GAx
wSgMT3zUfwaOimPw'



This API will return a response like the following. The value under the "resourceldentifier" denotes the
WorkingEnvironment Id and the value under "agentld" denotes x-agent-id.

3. Update the BlueXP backup and recovery database with the details of the StorageGRID system associated
with the Working Environments. Make sure to enter the Fully Qualified Domain Name of the StorageGRID,
as well as the Access-Key and Storage-Key as shown below:

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—-pMtZNDOM' \

> —-header 'authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYWl11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbWluQG51dGEFwecC5)jb20iLCIzY29wZSI6Im9wZWS5pZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHA1OJE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswiWcNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbzZgmmBX9vDnYp7SSxC1lhHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCtENH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> -d !
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNH9", "secret-password":

"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'

Verify BlueXP backup and recovery settings

1. Select each ONTAP working environment and click View Backups next to the Backup and recovery
service in the right-panel.

You should be able to see all the backups that have been created for your volumes.
2. From the Restore Dashboard, under the Search & Restore section, click Indexing Settings.

Make sure that the working environments which had Indexed Cataloging enabled previously remain
enabled.

3. From the Search & Restore page, run a few catalog searches to confirm that the Indexed Catalog restore
has been completed successfully.

Restart the BlueXP backup and recovery service

There may be situations where you'll need to restart the BlueXP backup and recovery
service.
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BlueXP backup and recovery functionality is built into the BlueXP Connector. You’ll need to follow different
initial steps to restart the service depending on whether you deployed the Connector in the cloud or whether
you installed the Connector manually on a Linux system.

Steps
1. Connect to the Linux system that the Connector is running on.

Connector location Procedure

Cloud deployment Follow the instructions for connecting to the Connector Linux virtual
machine depending on the cloud provider you’re using.

Manual installation Log in to the Linux system.

2. Enter the command to restart the service.

Connector location Command

Cloud deployment docker restart cloudmanager cbs
Manual installation with internet access docker restart cloudmanager cbs
Manual installation without internet access docker restart ds cloudmanager cbs 1
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