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Manage BlueXP classification

Add personal data identifiers to your BlueXP classification
scans

BlueXP classification provides many ways for you to add a custom list of "personal data"
that BlueXP classification will identify in future scans, giving you the full picture about
where potentially sensitive data resides in all your organizations' files.

» You can add unique identifiers based on specific columns in databases you are scanning.
* You can add custom keywords from a text file — these words are identified within your data.

* You can add a personal pattern using a regular expression (regex) — the regex is added to the existing
predefined patterns.

* You can add custom categories to identify where specific categories of information are found in your data.

All of these mechanisms to add custom scanning criteria are supported in all languages.

The capabilities described in this section are available only if you have chosen to perform a full
classification scan on your data sources. Data sources that have had a mapping-only scan do
not show file-level details.

Add custom personal data identifiers from your databases

A feature we call Data Fusion allows you to scan your organizations' data to identify whether unique identifiers
from your databases are found in any of your other data sources. You can choose the additional identifiers that
BlueXP classification will look for in its' scans by selecting a specific column, or columns, in a database table.
For example, the diagram below shows how data fusion is used to scan your volumes, buckets, and databases
for occurrences of all your Customer IDs from your Oracle database.



Database: Oracle
Schema: Accounts
Table: Customers
Column: Customer ID

Databases -- Structured Data

: :
Account| Name | Customer ID || Address

| |
1234 ABCCo | 135876 '|125 Main St
1235 XYZ Co 1 213536 !|35A Brick R
1236 CatCo |!359264  |[55Wwind Av
1237 DogCo |, 472637 /| 11025 cor
1238 Zebra Co || 582455 || 36 Sahara

.. |

| |

|

Scan your volumes and
buckets for occurrences
of the Customer IDs in
your Oracle database

Files -- Unstructured Data

File in Volume 2

File in Volume 1

XXMXOXXXXKK
XXMXOXXXXKK
XXMXOXXXXKK
XXMXOXXXXKK
XXMXOXXXXKK
XXX472637XX

OOOOOKHXX
¥X213536xxx
OOOOOKHXX
XX472637xXxx
OOOOOKHXX
OOOOOKHXX

File in Bucket 1

XXKKKHHXXXXX
XXKKKHHXXXXX
Xx213536xxx
XXKKKHHXXXXX
XXKKKHHXXXXX
XXKKKHHXXXXX

As you can see, two unique Customer IDs have been found in two volumes and in one S3 bucket. Any

matches in database tables will also be identified.

Note that since you’re scanning your own databases, whatever language your data is stored in will be used to

identify data in future BlueXP classification scans.

Steps

You must have added at least one database server to BlueXP classification before you can add data fusion

sources.

1. In the Configuration page, click Manage Data Fusion in the database where the source data resides.

Configuration

.-’*. Oracle DE 1
'k,___jj Oracle

41 Schemas

No Schemas selected ﬁ;r
Compliance

OB
x

I Manage Data Fusion

Mot Scanning

I f&, configuration

2. Click Add Data Fusion source on the next page.

3. In the Add Data Fusion Source page:

a. Select the Database Schema from the drop-down menu.



https://docs.netapp.com/us-en/bluexp-classification/task-scanning-databases.html#add-the-database-server

b. Enter the Table name in that schema.

c. Enter the Column, or Columns, that contain the unique identifiers you want to use.

When adding multiple columns, enter each column name, or table view name, on a separate line.

4. Click Add Data Fusion Source.

With Data Fusion, Data Sense can identify occurrences of your organization's unique identifiers found in your unstructured data stores, using structured
data indexes containing those unique identifiers as a source reference, Learn More

Database Schema S Table + | DataFusion Source Columns 2
Schemal Table 1 Column 12, Calumn 4, Column 18
Schema2 Table 2 Column 2, Coiumn 14, Column 8

Results

After the next scan, the results will include this new information in the Compliance Dashboard under the
"Personal Results" section, and in the Investigation page in the "Personal Data" filter. The name you used for
the classifier appears in the filter list, for example Customers.CustomerID.

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items © IBAN 6.7K Items ©
Internal Product ID 6 Items e 2@{ Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French SPI T ltems e

Delete a Data Fusion source

If at some point you decide not to scan your files using a certain Data Fusion source, you can select the source
row from the Data Fusion inventory page and click Delete Data Fusion Source.

(*) Delete Data Fusion Source

Add custom keywords from a list of words

You can add custom keywords to BlueXP classification so that it will identify where that information is found in
your data. You add the keywords just by entering each word you want BlueXP classification to recognize. The



keywords are added to the existing predefined keywords that BlueXP classification already uses, and the
results will be visible under the personal patterns section.

For example, you may want to see where internal Product Names are mentioned in all of your files to make
sure these names are not accessible in locations that are not secure.

After updating the custom keywords, BlueXP classification will restart scanning all data sources. After the scan
has completed, the new results will appear in the BlueXP classification Compliance Dashboard under the
"Personal Results" section, and in the Investigation page in the "Personal Data" filter.

Steps
1. From the Classification settings tab, click Add New Classifier to launch the Add Custom Classifier wizard.

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

>  HR-Employee Contracts 12K Files i

2. In the Select type page, enter the name of the classifier, provide a brief description, select Personal
identifier, and then click Next.

The name you enter will appear in the BlueXP classification Ul as the heading for scanned files that match
the classifier requirements, and as the name of the filter in the Investigation page.

You can also check the box to "Mask detected results in the system" so the full result won’t appear in the
Ul. For example, you may want to do this to hide full credit card numbers or similar personal data (the
mask would appear in the Ul like this; "**** **** ****t 3434),



o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product Mames

Description

’ |dentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. In the Select Data Analysis Tool page, select Custom keywords as the method you want to use to define
the classifier, and then click Next.




Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(0 custom regular expression

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found

in-any of your other data sources.

4. In the Create Logic page, enter the keywords you want to recognize - each word on a separate line - and
click Validate.

The screenshot below shows internal Product Names (different types of owls). The BlueXP classification
search for these items is not case sensitive.



Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification

dashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.

« Duplicate words are only added once.

barred
barn
horned

SNOWY
screech

Keywords list is

5. Click Done and BlueXP classification starts to rescan your data.

Results

After the scan is complete, the results will include this new information in the Compliance Dashboard under the
"Personal Results" section, and in the Investigation page in the "Personal Data" filter.

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items @ 6.7K Items ©
Internal Product Names 26 Items e a@s Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French 5P 5 ltems e

As you can see, the name of the classifier is used as the name in the Personal Results panel. In this manner
you can activate many different groups of keywords and see the results for each group.

Add custom personal data identifiers using a regex

You can add a personal pattern to identify specific information in your data using a custom regular expression
(regex). This allows you to create a new custom regex to identify new personal information elements that don’t
yet exist in the system. The regex is added to the existing predefined patterns that BlueXP classification



already uses, and the results will be visible under the personal patterns section.

For example, you may want to see where your internal Product IDs are mentioned in all of your files. If the
Product ID has a clear structure, for example, it is a 12-digit number that starts with 201, you can use the
custom regex feature to search for it in your files. The regular expression for this example is \b201\d{9}\b.

After adding the regex, BlueXP classification will restart scanning all data sources. After the scan has
completed, the new results will appear in the BlueXP classification Compliance Dashboard under the "Personal
Results" section, and in the Investigation page in the "Personal Data" filter.

If you need assistance in building the regular expression, refer to Regular expressions 101. Choose Python for
the Flavor to see the types of results BlueXP classification will match from the regular expression. The Python
Regex Tester page is also useful by displaying a graphical representation of your patterns.

@ Currently we do not allow the use of pattern flags when creating a regex - this means you should
not use "/".

Steps
1. From the Classification settings tab, click Add New Classifier to launch the Add Custom Classifier wizard.

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Flles  —~

2. In the Select type page, enter the name of the classifier, provide a brief description, select Personal
identifier, and then click Next.

The name you enter will appear in the BlueXP classification Ul as the heading for scanned files that match
the classifier requirements, and as the name of the filter in the Investigation page. You can also check the
box to "Mask detected results in the system" so the full result won’t appear in the Ul. For example, you may
want to do this to hide full credit card numbers or similar personal data.


https://regex101.com/
https://pythonium.net/regex
https://pythonium.net/regex

o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

l Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the resulis
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default,

3. In the Select Data Analysis Tool page, select Custom regular expression as the method you want to use
to define the classifier, and then click Next.




Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression (|

Create a custom personal patern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

4. In the Create Logic page, enter the regular expression and any proximity words, and click Done.

10

a. You can enter any legal regular expression. Click the Validate button to have BlueXP classification

verify that the regular expression is valid, and that it is not too broad — meaning it will return too many
results.

b. Optionally, you can enter some proximity words to help refine the accuracy of the results. These are
words that will typically be found within 300 characters of the pattern you are searching for (either
before or after the found pattern). Enter each word, or phrase, on a separate line.



Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using

a custom regular expression.

20 Nd{9%b

[+]} Success: Regular expression is valid,

Proximity words - To improve the detection accuracy, insert phrases that

must appear near by the regular expression's match.

product id
identifier

Results

The classifier is added and BlueXP classification starts to rescan all your data sources. You are returned to the
Custom Classifiers page where you can view the number of files that have matched your new classifier.
Results from scanning all of your data sources will take some time depending on the number of files that need
to be scanned.

Data Sense Gowvernance Compliance Investigation Classification settings Policies Configuration

Classification settings

Identifiers added by the user

Custom Categories

> HR - Employee Contracts 7 G Filas =
¥ 75K (7)

Personal information
» | Internal Product ID 12K Files =
LN

Add custom categories

BlueXP classification takes the data that it scans and divides it into different types of categories. Categories are
topics based on artificial intelligence analysis of the content and metadata of each file. See the list of

11
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predefined categories.

Categories can help you understand what’s happening with your data by showing you the types of information
that you have. For example, a category like resumes or employee contracts may include sensitive data. When
you investigate the results, you might find that employee contracts are stored in an insecure location. You can
then correct that issue.

You can add custom categories to BlueXP classification so you can identify where categories of information
that are unique for your data estate are found in your data. You add each category by creating "training" files
that contain the categories of data that you want to identify, and then have BlueXP classification scan those
files to "learn" through Al so that it can identify that data in your data sources. The categories are added to the
existing predefined categories that BlueXP classification already identifies, and the results are visible under the
Categories section.

For example, you may want to see where compressed installation files in .gz format are located in your files so
that you can remove them, if necessary.

After updating the custom categories, BlueXP classification will restart scanning all data sources. After the
scan has completed, the new results will appear in the BlueXP classification Compliance Dashboard under the
"Categories" section, and in the Investigation page in the "Category" filter. See how to view files by categories.

What you’ll need

You'll need to create a minimum of 25 training files that contain samples of the categories of data that you want
BlueXP classification to recognize. The following file types are supported:

.Csv, .DOC, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

The files must be a minimum of 100 bytes, and they must be located in a folder that is accessible by BlueXP
classification.

Steps
1. From the Classification settings tab, click Add New Classifier to launch the Add Custom Classifier wizard.

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Customn Categories

»  HR-Employee Contracts 12K Flles (7} 3

2. In the Select type page, enter the name of the classifier, provide a brief description, select Category, and
then click Next.

The name you enter will appear in the BlueXP classification Ul as the heading for scanned files that match
the category of data you are defining, and as the name of the filter in the Investigation page.

12
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier
The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. In the Create Logic page, make sure you have the learning files prepared, and then click Select files.

Create Logic
Al-based similarity training @
®  Insert NFS folder path
&  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
&  Supported file types: pdf, docx, doc, ppix, ®ls, xlsx, csy, txt, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

L] binimum file size: 1008

Compressed Installer files T Select Files

4. Enter the IP address of the volume, and the path where the training files are located, and click Add.

13



Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folder path

SO0 W00 00 00 N olumeName fnlder.-’p-atl'l.."

Add Cancel

5. Verify that the training files were recognized by BlueXP classification. Click the x to remove any training
files that do not meet the requirements. Then click Done.

Create Logic
Al-based similarity training @
®  Insert NFS folder path
® The folder should contain minimum 25 files and maximum 1000 fles that will be used for the Al training.
® Supporied file types: pdf, docx, doc, pplx, xs, dsx, csv, ixt, gz, rif, docs, sheets, slides, json
® The keywards are not case sensitive

®  Minimum file size: 1008

! ) Sefect Files

Compressed Installer files

Total uploaded files: 54

File2 22 Fle type
Filed 43 File type
Filed 11 Fie type

e

Results

The new category is created as defined by the training files and added to BlueXP classification. Then BlueXP
classification starts to rescan all your data sources to identify files that fit into this new category. You are
returned to the Custom Classifiers page where you can view the number of files that have matched your new
category. Results from scanning all of your data sources will take some time depending on the number of files
that need to be scanned.

View results from your custom classifiers

You can view the results from any of your custom classifiers in the Compliance Dashboard and in the
Investigation page. For example, this screenshot shows the matched information in the Compliance Dashboard
under the "Personal Results" section.

14



Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items e IBAN 6.7K Items e
nternal Product ID 6 ltems e Nf'}‘ Customers.CustomerlD 50 Items e
Estonian ID 5 ltems e French 5P 5 Items e

P
Click the .7/ button to see the detailed results in the Investigation page.

Additionally, all of your custom classifier results appear in the Custom Classifiers tab, and the top 6 custom
classifier results are displayed in the Compliance Dashboard, as shown below.

Governance Compliance Investigation Classification settings Policies Configuration

514K Files | [® 45 Tables

Compliznce Status Custam Classification View All

— Pil Distribution Ethnicity Reference 38K Files
4 Y _———
¥y L Y
y P L - N 1 - -'-
([ 21 ) J/6% 1 5% 9% _
\ O/ ) Nop-Sensitive Persona Sensitive Persons Ethnicity 28K Files
\ -
. e
e —————
Legal - vendar Cus... | 2K Files

17K

Personal Besuls

m
m

{

3
3
J

Manage custom classifiers

You can change any of the custom classifiers that you have created by using the Edit Classifier button.
You can’t edit Data Fusion classifiers at this time.

And if you decide at some later point that you don’t need BlueXP classification to identify the custom patterns
that you added, you can use the Delete Classifier button to remove each item.

15




Classification settings -
Add New Classifier
Identifiers added by the user
Custom Categories

3 HR-Employee Contracts 12K Files G

Personal information

v Internal Product 1D 7 5K Files G‘E
l\._."'

& Edit Classifier

Maodel type: Custom Regular Expression

Description: Identify internal product IDs found in all files
Model last change: 12/04/22

Mask results: Yes

¥ Delete Classifier

Exclude specific directories from BlueXP classification
scans

If you want BlueXP classification to exclude scanning data that resides in certain data
source directories, you can add these directory names to a configuration file. After you
apply this change, the BlueXP classification engine will exclude scanning data in those
directories.

Note that BlueXP classification is configured by default to exclude scanning volume snapshot data because
that content is identical to the content in the volume.

This functionality is available in BlueXP classification version 1.29 and greater (starting in March 2024).

Supported data sources

Excluding specific directories from BlueXP classification scans is supported for NFS and CIFS shares in the
following data sources:

* On-premises ONTAP

» Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

* Azure NetApp Files

* General file shares

Define the directories to exclude from scanning

Before you can exclude directories from classification scanning, you need to log into the BlueXP classification
system so you can edit a configuration file and run a script. See how to log in to the BlueXP classification
system depending on whether you manually installed the software on a Linux machine or if you deployed the
instance in the cloud.

@ * You can exclude a maximum of 50 directory paths per BlueXP classification system.

» Excluding directory paths may affect scanning times.

16
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Steps

1. On the BlueXP classification system, go to "/opt/netapp/config/custom_configuration" and open the file
data provider.yaml.

2. In the "data_providers" section, under the line "exclude:", enter the directory paths to exclude. For
example:

exclude:
- "folderl"
- "folder2"

Do not change anything else in this file.

3. Save the changes to the file.

4. Go to "/opt/netapp/Datasense/tools/customer_configuration/data_providers" and run the following script:

update data providers from config file.sh

This command commits the directories to be excluded from scanning to the classification engine.

Result
All subsequent scans of your data will exclude scanning of those specified directories.

You can add, edit, or delete items from the exclude list using these same steps. The revised exclude list will be
updated after you run the script to commit your changes.

Examples

Configuration 1:
Every folder that contains "folder1" anywhere in the name will be excluded from all data sources.

data providers:
exclude:
- "folderl"

Expected results for paths that will be excluded:
» /CVO1/folder1

» /CVO1/foldertname
» /CVO1/folder10

» /CVO1/*folder1

» /CVO1/+foldertname
» /CVO1/notfolder10

« /CVO22/folder1

17



* /CVO22/foldertname
» /CVO22/folder10

Examples for paths that will not be excluded:
« /CVO1/*folder

* /CVO1/foldername
» /CVO22/*folder20

Configuration 2:
Every folder that contains "*folder1" only at the start of the name will be excluded.

data providers:
exclude:
- "\\*folderl"

Expected results for paths that will be excluded:
« /CVO/*folder1

* /CVO/*foldertname
» /CVO/*folder10

Examples for paths that will not be excluded:
« /CVO/folder1

» /CVO/foldertname
* /CVO/not*folder10

Configuration 3:
Every folder in data source "CV0O22" that contains "folder1" anywhere in the name will be excluded.

data providers:
exclude:
- "CvO022/folderl"

Expected results for paths that will be excluded:
« /CVO22/folder1

* /|CVO22/foldertname
» /CVO22/folder10

Examples for paths that will not be excluded:
« /CVO1/folder1

* /CVO1/foldertname
» /CVO1/folder10

18



Escaping special characters in folder names

If you have a folder name that contains one of the following special characters and you want to exclude data in
that folder from being scanned, you'll need to use the escape sequence \\ before the folder name.

.7 +I *I ?I /\I $I (I )I [I ]I {I }I |

For example:
Path in source: /project/*not to scan

Syntax in exclude file: "\\*not_to_scan"

View the current exclusion list

It's possible for the contents of the data provider.yaml configuration file to be different than what has
actually been committed after running the update data providers from config file.sh script. To
view the current list of directories that you've excluded from BlueXP classification scanning, run the following
command from "/opt/netapp/Datasense/tools/customer_configuration/data_providers":

get data providers configuration.sh

Viewing the status of your compliance actions

When you run an asynchronous action from the Investigation Results pane across many
files, for example, moving or deleting 100 files, the process can take some time. You can
monitor the status of these actions in the Action Status pane so you'll know when it has
been applied to all files.

This allows you to see the actions that have completed successfully, those currently in progress, and those that
have failed so you can diagnose and fix any problems. Note that short operations that complete quickly, such
as moving a single file, do not appear in the Actions Status pane.

The status can be:

» Success - A BlueXP classification action is finished and all items succeeded.

+ Partial Success - A BlueXP classification action is finished and some items failed and some succeeded.
* In Progress - The action is still in progress.

* Queued - The action has not started.

» Canceled - The action has been canceled.

* Failed - The action failed.
Note that you can Cancel any actions that have the "Queued" or "In Progress" status.

Steps
1.

19



In the bottom-right of the BlueXP classification Ul you can see the Actions Status button o

2. Click this button and the most recent 20 actions are listed.

You can click the name of an action to view details corresponding to that operation.

Define additional group IDs as open to organization

When group IDs (GIDs) are attached to files or folders in NFS file shares they define the
permissions for the file or folder; such as whether they are "open to the organization”. If
some group IDs (GIDs) are not initially set up with the "Open to Organization" permission
level, you can add that permission to the GID so that any files and folders that have that
GID attached will be deemed "open to the organization".

After you make this change and BlueXP classification rescans your files and folders, any files and folders that
have these group IDs attached will show this permission in the Investigation Details page, and they’ll also
appear in reports where you are displaying file permissions.

To activate this functionality, you need to log into the BlueXP classification system so you can edit a

configuration file and run a script. See how to log in to the BlueXP classification system depending on whether
you manually installed the software on a Linux machine or if you deployed the instance in the cloud.

Add the "open to organization” permission to group IDs
You need to have the group ID numbers (GIDs) before starting this task.

Steps

1. On the BlueXP classification system, go to "/opt/netapp/config/custom_configuration" and open the file
data provider.yaml.

2. In the line "organization_group_ids: []" add the group IDs. For example:
organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

Do not change anything else in this file.

3. Save the changes to the file.

4. Go to "/opt/netapp/Datasense/tools/customer_configuration/data_providers" and run the following script:
update data providers from config file.sh

This command commits the revised group ID permissions to the classification engine.

Result
All subsequent scans of your data will identify files or folders that have these group IDs attached as "open to

20
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organization".

You can edit the list of group IDs and delete any group IDs you added in the past using these same steps. The
revised list of group IDs will be updated after you run the script to commit your changes.

View the current list of group IDs

It's possible for the contents of the data provider.yaml configuration file to be different than what has
actually been committed after running the update data providers from config file.sh script. To
view the current list of group IDs that you've added to BlueXP classification, run the following command from
"lopt/netapp/Datasense/tools/customer_configuration/data_providers":

get data providers configuration.sh

Audit the history of BlueXP classification actions

BlueXP classification logs management activities that have been performed on files from
all the working environments and data sources that BlueXP classification is scanning.
BlueXP classification also logs the activities when deploying the BlueXP classification
instance.

You can view the contents of the BlueXP classification audit log files, or download them, to see what file
changes have occurred, and when. For example, you can see what request was issued, the time of the
request, and details such as source location in case a file was deleted, or source and destination location in
case a file was moved.

Log file contents

Each line in the audit log contains information in this format:

<full date> | <status> | ds_audit logger | <module> | 0 | 0 | File <full file
path> deleted from device <device path> - <result>
» Date and time - full timestamp for the event
* Status - INFO, WARNING
« Action type (delete, copy, move, create policy, update policy, rescan files, download JSON report, etc.)
* File name (if the action is relevant to a file)
« Details for the action - what was done: depends on the action
o Policy name
> For move - Source and destination
> For copy - Source and destination
> For tag - tag name
o For assign to - user name

o For email alert - email address / account

For example, the following lines from the log file show a successful copy operation and a failed copy operation.
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2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS

2022-06-06 15:23:08,968 | WARNING | ds _audit logger | es scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from
device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE

Log file locations

The management audit log files are located on the BlueXP classification machine in:
/opt/netapp/audit logs/

The installation audit log files are written to /opt/netapp/install logs/
Each log file can be a maximum of 10 MB in size. When that limit is reached, a new log file is started. The log
files are named "DataSense_audit.log", "DataSense_audit.log.1", "DataSense_audit.log.2", and so on. A

maximum of 100 log files are retained on the system - older log files are deleted automatically after the
maximum has been reached.

Access the log files

You'll need to log into the BlueXP classification system to access the log files. See how to log in to the BlueXP
classification system depending on whether you manually installed the software on a Linux machine or if you
deployed the instance in the cloud.

Reducing the BlueXP classification scan speed

Data scans have a negligible impact on your storage systems and on your data.
However, if you are concerned with even a very small impact, you can configure BlueXP
classification to perform "slow" scans.

When enabled, slow scanning is used on all data sources - you can’t configure slow scanning for a single
working environment or data source.

The scan speed can’t be reduced when scanning databases.

Steps
1. From the bottom of the Configuration page, move the slider to the right to activate slow scanning.
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The top of the Configuration page indicates that slow scanning is enabled.
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2. You can disable slow scanning by clicking Disable from this message.

Removing data sources from BlueXP classification

If you need to, you can stop BlueXP classification from scanning one or more working
environments, databases, file share groups, OneDrive accounts, Google Drive accounts,

or SharePoint accounts.

Charging for scanning the data is stopped when the data source is removed.

Deactivating compliance scans for a working environment

When you deactivate scans, BlueXP classification no longer scans the data on the working environment and it
removes the indexed compliance insights from the BlueXP classification instance (the data from the working

environment itself isn’t deleted).

" From the Configuration page, click the * button in the row for the working environment, and then click

Deactivate Data Sense.
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You can also disable compliance scans for a working environment from the Services panel when
you select the working environment.

Removing a database from BlueXP classification

If you no longer want to scan a certain database, you can delete it from the BlueXP classification interface and
stop all scans.

button in the row for the database, and then click Remove DB

1.
From the Configuration page, click the
Server.
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Removing a OneDrive, SharePoint, or Google Drive account from BlueXP
classification

If you no longer want to scan user files from a certain OneDrive account, from a specific SharePoint account,
or from a Google Drive account, you can delete the account from the BlueXP classification interface and stop

all scans.
Steps

1. -
From the Configuration page, click the = button in the row for the OneDrive, SharePoint, or Google Drive
account, and then click Remove OneDrive Account, Remove SharePoint Account, or Remove Google

Drive account.
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2. Click Delete Account from the confirmation dialog.

Removing a group of file shares from BlueXP classification

If you no longer want to scan user files from a file shares group, you can delete the File Shares Group from the
BlueXP classification interface and stop all scans.

Steps
" From the Configuration page, click the : button in the row for the File Shares Group, and then click
Remove File Shares Group.
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2. Click Delete Group of Shares from the confirmation dialog.

Uninstalling BlueXP classification

You can uninstall the BlueXP classification software to troubleshoot issues or to
permanently remove the software from the host. Deleting the instance also deletes the
associated disks where the indexed data resides - all the information BlueXP
classification has scanned will be permanently deleted.

The steps that you need to use depend on whether you deployed BlueXP classification in the cloud or on an
on-premises host.

Uninstall BlueXP classification from a cloud deployment

You can uninstall and delete the BlueXP classification instance from the cloud provider environment if you no
longer want to use BlueXP classification.

1. -
At the top of the BlueXP classification page, click * and then click Uninstall Data Sense.
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2. In the Uninstall Data Sense dialog, type uninstall to confirm that you want to disconnect the BlueXP
classification instance from the BlueXP Connector, and then click Uninstall.

3. Go to your cloud provider’s console and delete the BlueXP classification instance. The instance is named
CloudCompliance with a generated hash (UUID) concatenated to it. For example: CloudCompliance-
16bb6564-38ad-4080-9a92-3615fd2f71c7

This deletes the instance and all associated data that had been collected by BlueXP classification.

Uninstall BlueXP classification from an on-premises deployment

You can uninstall BlueXP classification from a host if you no longer want to use BlueXP classification, or if you
had an issue that requires reinstallation.

1. -
At the top of the BlueXP classification page, click * and then click Uninstall Data Sense.

-Z_:(EP/\'- Data Sense Governance Compliance Investigation Classification settings Policies Configuration

9 - ;
& Chang ame

2. In the Uninstall Data Sense dialog, type uninstall to confirm that you want to disconnect the BlueXP
classification instance from the BlueXP Connector, and then click Uninstall.

3. To uninstall the software from the host, run the cleanup. sh script on the host machine, for example:

cleanup.sh

See how to log in to the BlueXP classification host machine.
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