NETAPP CLOUD INSIGHTS
CLOUD SECURE

& Splunk API Integration Guide, v1.4

January 2021

Abstract
This document provides the information needed to perform a REST API integration between
NetApp Cloud Insights - Cloud Secure and Splunk

Steve Chesney, PhD(c), Cloud Sales Representative
Amit Schwartz, MBA, Sr. Product Manager
chesney@neapp.com, amit.schwartz@netapp.com



Table of Contents

LI o] (e = {0 =T USRI 2
T Ao e [¥ Tt o] o H TSP PR PP PRI PRURROPRO 3
NetAPP CloUd INSIGNTS & SECUIE ....uiii ettt e e est e e e st e e e e saaeeeeessbaeeeesnssaeeesnnssneeenns 3
The Cloud SECUIE REST APl ...ttt ettt ettt ettt s e st sar e sbe e st e e sreesaeeesneesmneennes 4
Y o] 18] 1SS 5
The Splunk Add-on Builder - REST API Modular INPUL ........coeiiiiiieieciiiee et e e erree e e e e 5
Cloud Secure and Splunk REST INteGration STEPS .....c.vviiieiiiiieee ettt vre e e e e aree s 6
Cloud SECUIe SETUP Prer@QUISITES .....vviiiiciiiieeiccieeee e ettt ee e eete e e et e e e e etre e e s ssbteeeeesbtaeeeesantaeeessnnseeeeesannes 6
SPIUNK SELUP Prer@QUISITES coiiuviiiieiciiiiie e cciieee ettt e sttt e e ettt e e e st a e e e e sataeeesssasseeeesanssaeeesansaeeessnnssneeennn 6
(O CE L Vo [ A=Y = =Y d o I PSPPSR 7
Examine Cloud Secure Data in SPIUNK ......ccoiiiiiii it e e e arre e s e e b e e e e e e abreeas 11
(6] 0ol V1o o EO PP PP PPPPRP 12
REFEIEINCES ...ttt ettt sttt e st e b e s a et e b e s a et e b e e s ab e s be e sat e e b e e sae e et e e saeeereenneeenns 13



Table of Figures

Figure 1 Cloud Secure Ransomeware DeteCLiON.........ciiviciiiie i it e e ere e e e saaaeeeeas 3
Figure 2 Cloud Secure APl Documentation LiNK..........ceiiiciiiieiiiiiiee et e e e e e sanaee e 4
Figure 3 Cloud Secure REST APl (SWAEEEK) ..ueieicueeeiiee et eeieeeeteeesreeestteeestveeestseessasesesaseesssessnsseeenssessnsseean 4
Figure 4 The Splunk Add-on Builder - REST API MOAUIE .......cccoiiiiiiiiiiiee ettt ee e 6
Figure 5 Cloud Secure Logo Example in the Splunk REST API Modul@........cccvveiiiiiiieieiiieee e 6
Figure 6 Cloud Secure REQUEST URL.........ciiiiiiiiiieiiiiiieeeciteee ettt e e ettt e e s atae e e e e sava e e e e s naaeeessnsseeesennsnaeeeeas 8
Figure 7 Splunk Define the Data INPUt SECLION ...cccueiiiii i e ee e 9
Figure 8 Splunk Checkpoint SETEINGS........uii it e e e s e e e e s saere e e e eensaaeeeeas 9
Figure 9 Cloud Secure RESPONSE BOY ......ccccicuuiiiiiiiiiiieeciiiiee e ectee s esrree e e e strre e e e sbae e s e s anbaeesesnbeeeesennseneas 10
Figure 10 Splunk Search Output of Cloud Secure Alert Data........ccccoecuvieeeiciiiee e e 11



Introduction

Hybrid-cloud Infrastructures are the most common cloud deployment model used by organizations,
today [1]. In fact, many organizations utilize the hybrid-multicloud deployment model, as reported by
Gartner in 2018 [2]. Although these infrastructures offer the best innovations of cloud technologies,
they also introduce increased complexity into Information Technology (IT) environments. Much of this
innovation has been enabled by RESTful API’s (application programming interface), which are the
cornerstone of software-defined data centers. RESTful API’s reach beyond the barriers of physical
devices and software platforms and enable the sharing of data. When data is shared in this manner,
information silos are eliminated, and automation increases. Data sharing is essential to hybrid-
infrastructure management and monitoring, as there are many tools available to users to provide
visibility and operational control to their environments. NetApp Cloud Insights and Splunk are two
leading tools, although they are from different genres — hybrid-infrastructure monitoring and SIEM
(security information and event management), respectively.

NetApp’s Cloud Insights helps users mitigate the complexities of hybrid-cloud deployments, as single-
vendor, device-level tools have become obsolete. Cloud Insights provides centralized hybrid IT
infrastructure monitoring, IT cost control and infrastructure optimization, and the means to reduce
exposure to insider threats, malware and ransomware attacks through its Cloud Secure module. When
security alerts from Cloud Secure are shared with Splunk, users are able to leverage the capabilities of
both solutions to protect their environments.

NetApp Cloud Insights & Secure

Cloud Insights is a SaaS infrastructure and

service monitoring solution that works for
POTENTIAL ATTACK: AL_390 Dd«ltd M“Ivo‘"‘h‘k‘.n_‘ .S‘t‘a"llus X . )
@ Ransomware Attack Aug 12,2020 854 A ’ on-premises, private cloud and public cloud
Total Attack Results Encrypted Files environments including AWS, Azure and
1 o 525 Google Cloud. Cloud Secure, a feature of
::‘::i Deleted Files [”""?::‘\d o

‘m‘; B NetApp Cloud Insights, analyzes data access

patterns to identify risks from ransomware
attacks [3]. Cloud Secure helps users to
detect and stop ransomware attacks,
protect intellectual property from theft by
malicious users, and ensure compliance of
digital assets by auditing access patterns to
critical data [3]. Cloud Secure automatically learns user behavior patterns and alerts when anomalies
occur, without the need to configure thresholds or to define complex patterns [3]. Moreover, with Cloud
Secure, users can automatically detect and classify different attack and threat patterns, and trigger
alerts and automated response policies [3]. These alerts can be shared with Splunk through the Cloud
Secure REST API.

5254 Files have been copied, deleted, and
potentially encrypted by 1 user accoun! t ’

This is potentially a sign of ransomware
attack.

Figure 1 Cloud Secure Ransomeware Detection



The Cloud Secure REST API

The Cloud Secure API enables NetApp customers and independent software vendors (ISVs) to integrate
Cloud Secure with other applications, such as ticketing systems and SIEM tools (Splunk). The Cloud
Secure API, is documented via Swagger and can be found by clicking Cloud Secure

The requirements for Cloud Secure’s APl Access are below:

e An API Access Token model is used to grant access.
e APl Token management is performed by Cloud Secure users with the Administrator role.

This REST API Token management and documentation can be accessed from the Cloud Insights by taking
the following steps:

1. Click the Cloud Secure link from the Cloud Insights navigation panel (on the left side of the web
browser window).

2. Click Admin in the Cloud Secure window navigate panel.

3. Click API Access to Cloud Secure. From this page you can generate and manage the APl Access
Tokens.

4. To access the REST API documentation, Click the APl Documentation link on the top-right corner
of the page.

API Documentation

-+ APl Access Token [RTENSIIE

Figure 2 Cloud Secure APl Documentation Link

Servers

’https:l/abcd1234.ab12.cloudinsights.netapp.com/restlv1 v l Authorize

cloudsecure_forensics.activities v
GET /cloudsecure/activities Returns information on activities associated with entities in the Cloud Secure environment. a8
cloudsecure_forensics.alerts v
GET /cloudsecure/alerts Returns information on alerts generated in the Cloud Secure environment. )

Figure 3 Cloud Secure REST API (Swagger)



Splunk

Splunk, a NetApp partner [4] helps users solve the machine data challenge and collects, indexes and
harnesses an organization's unstructured, time-series machine data - physical, virtual and cloud. Splunk
can read data from any source, such as network traffic, web servers, custom applications, application
servers, hypervisors, GPS systems, stock market feeds, social media, and preexisting structured
databases.

Splunk delivers a real-time understanding of what's happening and deep analysis of what's happened
across a user’s IT systems and infrastructure, turning machine data into insights for informed decision-
making [4]. These capabilities help organizations to manage, secure and gain operational intelligence
from IT infrastructures, by enabling organizations to search and analyze their machine data from a
single location in real time, troubleshoot application outages, investigate security incidents, and gain
new levels of insight [4]. When the capabilities of Cloud Secure and Splunk are combined, users have
enhanced and holistic IT security protection.

The Splunk Add-on Builder - REST API Modular Input

The Splunk REST APl Modular Input captures polling data from disparate REST APIs and indexing the
responses. This feature is enabled through the Splunk Add-on Builder. The module can be obtained from
Splunkbase (https://splunkbase.splunk.com), once a user has a registered account [5]. This module
provides several input parameters for communicating with third-party API’s, such as the REST API target
URL, REST Request Headers, Event Extraction Settings, Checkpoint Settings and other parameters.
Details for configuring the Splunk REST APl Modular Input with Cloud Secure have been provided later in
this document. Once the Splunk REST API Modular Input has been installed within Splunk, a desired logo
can be imported for ease recognition. Figure 5 shows how the Cloud Secure logo has been imported into
this module.

Features [6]:

e Perform HTTP(s) GET/POST/PUT/HEAD requests to REST endpoints and output the responses to
Splunk

e Multiple authentication mechanisms

e Add custom HTTP(s) Header properties

e Add custom URL arguments

e HTTP(s) Streaming Requests

e HTTP(s) Proxy support, supports HTTP CONNECT Verb

e Response regex patterns to filter out responses

e Configurable polling interval

e Configurable timeouts



e Configurable indexing of error codes
e Persist and retrieve cookies

Splunk Add-on Builder Open App .
[ Cloud_Insights_Secure

The Splunk Add-on Builder is a Splunk app that helps you build and validate technology add-ons for

your Splunk Enterprise deployment.

NetApp Admin

The goals of the Splunk Add-on Builder are to:

* Guide you through all of the necessary steps of creating an add-on

* Build alert actions and adaptive response actions for Splunk Enterprise Security 2021/01/13

* Reduce develo... More

Category: Securty, Fraud & Compliance, Utities | Author: Splunk Inc. | Downloads: 35460 | Relessed: S years ago

Lost Updatad: o year ago | View on Splunkbase V1.0.0 Validate & Package| Export | Properties
FingI’é’ 4 The Splunk Add-on Builder - REST AP Module Flgure 5 Cloud Secure Logo Example in the Splunk REST API

Module
Cloud Secure and Splunk REST Integration Steps

The steps below detail what is required to integrate Splunk with Cloud Secure via the Cloud Secure REST
API. These integration steps are based the latest SaaS-based release of Cloud Secure, as of January 2021
and Splunk, version Splunk Version 8.1.0, build f57c09e87251.

Cloud Secure Setup Prerequisites

1. Create a Cloud Secure REST API token

1.1. From the Cloud Insights Navigation pane, click Cloud Secure -> Admin -> API Access to Cloud
Secure

1.2. Click the “+ APl Access Token” button at the top-right areas of the window

1.3. Provide a name for the token

1.4. Select the desired expiration length of the token

1.5. Once the token is created copy the token and store in a secure location for future use. Note:
Your token will only be available for copying to the clipboard and saving during the creation
process. Tokens cannot be retrieved after they are created.

1.6. Click the Save button

Note: Refer to the Cloud Secure APl online documentation for details: https://docs.netapp.com/us-
en/cloudinsights/concept cs api.html#api-documentation-swagger

Splunk Setup Prerequisites

2. Install the Splunk Add-on Builder [5]
2.1. Within Splunk, click the “+ Find More Apps” link in the navigation pane, on the right side of the
main Splunk window.
2.2. Search for "Splunk Add-on Builder
2.3. Click Install.



2.4. Login to Splunk with your Splunk account credentials.

2.5. Click the “Restart Now” button, once the download and installation are completed. This will
restart the Splunk server.

2.6. Once the Splunk server has restarted, log back into the Splunk instance and click the
“splunk>enterprise” logo in the top left corner of the window.

2.7. Verify that the “Splunk Add-on Builder” icon is visible under that Apps section of the navigation
pane.

Create the Integration
Note: See the Splunk Add-on Builder User Guide: Configure data collection using a REST API call in the
Reference section of this document [6].

3.

5.

Click the “Splunk Add-on Builder” icon

3.1. Click the “New Add-on” button

3.2. Enter a name for the App

3.3. Fill out the other fields as desired and upload an icon/logo if desired.

3.4. Click Configure Data Collection, then New Input

3.5. Click the REST APl icon

3.6. Enter a Source Type Name, i.e. “netapp:cloud_secure:alerts”

3.7. Enter the Input Display Name (“cloud_secure_alerts”), the Input Name (“cloud_secure_alerts”)
and a Description

3.8. Enter the “Collection Interval”, i.e. 60 seconds. Collection interval should be greater than 30
seconds and less than 2 hours (7,200 seconds).

3.9. Click Next and continue to Step 4.

Create Data Input (See Figures 6 and 7 below)
4.1. Enter the REST URL in the Splunk REST Settings form.
4.1.1. To obtain this URL from Cloud Secure, click Admin, API Documentation
4.1.2.Under the “cloudsecure_forensics.alerts” section, click “Get”
4.1.3.Click “Try it out”, then click the blue “Execute” bar.
4.1.4. Copy the URL output from the “Request URL” section and place it in the Splunk REST URL
section, e.g., https://accd1234.ab12.cloudinsights.netapp.com/rest/v1/cloudsecure/alerts
(See Figure 6 below; copy everything up to the “?”)
4.2. Enter the URL Parameters in Splunk
4.2.1.Click “New Parameter”, and enter Name: “limit”, Value: “10”
4.2.2.Click “New Parameter”, and enter Name: “timeRange”, Value: “THREE_HOURS”
4.2.3.Click “New Parameter”, and enter Name: “sort”, Value: “alertTimestamp”
4.3. Enter the Cloud Secure REST APl Header and Token into Splunk’s REST Request Headers section.
4.3.1.The header is “X-CloudInsights-ApiKey”
4.3.2.The token is the string of characters that was copied in the Cloud Secure Setup
Prerequisites Section, Step 1.

Event Extraction Settings — Enter “S.results[*]” in the JSON Path field



6. Checkpoint Settings (See Figure 8)
6.1. Enable checkpointing: Click the checkbox
6.2. Checkpoint parameter name: “alerttimestamp”
6.3. Checkpoint field path: “S.results..alertTimestamp”
6.4. Checkpoint initial value: Enter the value from the “alertTimestamp” field from the Cloud Secure
Response Body output (See Figure 9).
6.5. Response timestamp format: “%s”
6.6. Request timestamp format: “%s”

7. Click Test (in Splunk)

Note, if Cloud Secure did not generate any alerts in the past three hours, an error log would appear
in the Splunk output panel. For testing, you can change the 'timeRange' parameter value to
"ONE_WEEK". Don't forget to change it back to "THREE_HOURS".

Responses

Curl

curl -X GET "https://abcd1234.abl2.c oudinsights.netapp.com/rest/vl/cloudsecure/alerts?limit=1000&timeRange=ONE_WEEK" -H “accept: application/json”

Request URL

https://abcd1234.ab12.cloudinsights.netapp.com/rest/vl/cloudsecure/alerts?1limit=1000&timeRange=ONE_WEEK

Figure 6 Cloud Secure Request URL



REST settings

REST URL

REST URL parameters
Name

limit

timeRange

sort

New parameter

REST reguest headers
Name
X-CloudInsights-ApiKey

New header

https://abcd1234.ab12.cloudinsights.netapp.com/rest/v1/cloudsecure/alerts?
limit=100&timeRange=THREE_HOURS&sort=alertTimestamp

Value
100
THREE_HOURS

alertTimestamp

Value

JrstuvwxyzabedefghijkimnoparstuvwxyZ |

REST method

| GET v |

Figure 7 Splunk Define the Data Input Section

v Checkpoint settings

V| Enable checkpointing

* Checkpoint parameter name

alerttimestamp

* Checkpoint field path

Use checkpoints for incremental data collection. Learn more (2

| $.results..alertTimestamp

* Checkpoint initial value

1609750200000

Response timestamp format

%S

Request timestamp format

%S

Figure 8 Splunk Checkpoint Settings




Response body

“"actions": [],

“"alertTimestamp”: 1610558340000,

“"alertType": "User Activity Rate",

“"attributes”: {
“changePercentage”: "690.68"

“eb2a7524-1715-4106-9216-93d5fb1ld7cc6",

’

“severity"”: "warning”,
"status "New",
“userDisplayName "Cade Cervantes",
“"userId": "BD98761637E3A3CD35A8ABA11E06C5C68B075A99BD3E2AB913CB5F50442BD043"
}e
{
“actions": [
{
actionType"”: "cre. snapshot"”,
lastActionDetails {
“mode”: "Automatic",
“status": "Success",
“timestamp”: 1610526702368

Figure 9 Cloud Secure Response Body
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Examine Cloud Secure Data in Splunk

Once the Splunk REST API Modular Input has been configured, and has captured alert data from Cloud
Secure, take the following steps to examine the data in the Splunk Search engine:

1. Click the “splunk>enterprise” logo in the top-left corner of the window.
2. Inthe Search window, enter index="“main”
3. Click the Search icon (the magnifying glass) and verify the output (See Figure 10)
4. Click the “+” signs after the actions and attributes fields to see additional Cloud Secure alter
details
Events (2) Patterns Statistics Visualization
Format Timeline v — Zoom Out
List » # Format 20 Per Page v
< Hide Fields i= All Fields i Time Event
> 113/21 {[-]
SELECTED FIELDS
12:19:00.000 PM actions: [ [+]

a host 1

aid 2

a source 1

a sourcetype 1

INTERESTING FIELDS

a actions{).actionType 1

a actions().lastActionDetails.mode 1

a actions{}.lastActionDetails.status 1

# actions().lastActionDetails.timestamp
1

# alertTimestamp 2

a alertType 2

# attributes.changePercentage 1

# attributes.ransomwareDetectedEntity
Count 1

# date_hour 1

# date_mday 1

# date_minute 1

a date_month 1

# date_second 1

a date_wday 1

# date_year 1

# date_zone 1

a index 1

# linecount 1

a note 1

a punct 2

a severity 2

a splunk_server 1

>

113/21
3:29:28.000 AM

]
alertTimestamp: 1610558340000

alertType: User Activity Rate

attributes: { [+]

}

id: eb2a7524-1715-4106-9216-93d5fb1d7cc6

note:

severity: warning

status: New

userDisplayName: Cade Cervantes

userId: BD98761637E3A3CD35A8ABA11E06C5C68B075A99BD3E2ABI13CB5F50442BD043
}

Show as raw text

host = $decideOnStartup = id = eb2a7524-1715-4106-9216-93d5fb1d7cc6

{ [-]
actions:
]
alertTimestamp: 1610526300000
alertType: Ransomware Attack
attributes: { [+]
}
id: 4ec67898-a52a-407f-ae7b-31bb65967474

note:

[+

severity: critical

status: New

userDisplayName: Phillipa Day

userId: 4ADSEBE4439B286FC20FB75F456B6CB405478657C5E8FD3111B98E99588BBB50
}

Show as raw text

source = cloud_secure_alerts://Clg

Figure 10 Splunk Search Output of Cloud Secure Alert Data

11




Conclusion

This document has provided a brief overview of the integration between NetApp Cloud Insights and the
Cloud Secure feature, and the Splunk REST APl Modular Input. Through this RESTful API integration, alert
data from Cloud Secure can be made visible within Splunk for further data processing. This document
has also provided the basic steps to create this integration; however, for full details the official
documentation of each solution should be referenced.
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