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Working with Annotations

Defining annotations

When customizing Data Infrastructure Insights to track data for your corporate

requirements, you can define specialized notes, called annotations, and assign them to

your assets.

You can assign annotations to assets with information such as asset end of life, data center, building location,

storage tier, or volume service level.

Using annotations to help monitor your environment includes the following high-level tasks:

• Creating or editing definitions for all annotation types.

• Displaying asset pages and associating each asset with one or more annotations.

For example, if an asset is being leased and the lease expires within two months, you might want to apply

an end-of-life annotation to the asset. This helps prevent others from using that asset for an extended time.

• Creating rules to automatically apply annotations to multiple assets of the same type.

• Filter assets by their annotations.

Default annotation types

Data Infrastructure Insights provides some default annotation types. These annotations can be used to filter or

group data.

You can associate assets with default annotation types such as the following:

• Asset life cycle, such as birthday, sunset, or end of life

• Location information about a device, such as data center, building, or floor

• Classification of assets, such as by quality (tiers), by connected devices (switch level), or by service level

• Status, such as hot (high utilization)

The following table lists the Data Infrastructure Insights-provided annotation types.

Annotation types Description Type

Alias User-friendly name for a resource Text

Compute Resource Group Group assignment used by the Host and VM Filesystems

data collector

List

Data Center Physical location List

Hot Devices under heavy use on a regular basis or at the

threshold of capacity

Boolean

Note Comments associated with a resource Test
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Service Level A set of supported service levels that you can assign to

resources. Provides an ordered options list for internal

volumes, qtree, and volumes. Edit service levels to set

performance policies for different levels.

List

Sunset Threshold set after which no new allocations can be made

to that device. Useful for planned migrations and other

pending network changes.

Date

Switch Level Predefined options for setting up categories for switches.

Typically, these designations remain for the life of the

device, although you can edit them. Available only for

switches.

List

Tier Can be used to define different levels of service within

your environment. Tiers can define the type of level, such

as speed needed (for example, gold or silver). This

feature is available only on internal volumes, qtrees,

storage arrays, storage pools, and volumes.

List

Violation Severity Rank (for example, major) of a violation (for example,

missing host ports or missing redundancy), in a hierarchy

of highest to lowest importance.

List

Alias, Data Center, Hot, Service Level, Sunset, Switch Level, Tier, and Violation Severity are

system-level annotations, which you cannot delete or rename; you can change only their

assigned values.

Creating custom annotations

Using annotations, you can add custom business-specific data that matches your business needs to assets.

While Data Infrastructure Insights provides a set of default annotations, you might find that you want to view

data in other ways. The data in custom annotations supplements device data already collected, such as

storage manufacturer, number volumes, and performance statistics. The data you add using annotations is not

discovered by Data Infrastructure Insights.

Steps

1. In the Data Infrastructure Insights menu, click Manage > Annotations.

The Annotations page displays the list of annotations.

2. Click +Add

3. Enter a Name and Description of the annotation.

You can enter up to 255 characters in these fields.

4. Click Type and then select one of the following options that represents the type of data allowed in this

annotation:

Annotation types

• Boolean: Creates a drop-down list with the choices of yes and no. For example, the "Direct Attached"

annotation is Boolean.

• Date: This creates a field that holds a date. For example, if the annotation will be a date, select this.
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• List: Creates either of the following:

◦ A drop-down fixed list

When others are assigning this annotation type on a device, they cannot add more values to the list.

◦ A drop-down flexible list

If you select the Add new values on the fly option when you create this list, when others are assigning

this annotation type on a device, they can add more values to the list.

• Number: Creates a field where the user assigning the annotation can enter a number. For example, if the

annotation type is "Floor", the user could select the Value Type of "number" and enter the floor number.

• Text: Creates a field that allows free-form text. For example, you might enter "Language" as the annotation

type, select "Text" as the value type, and enter a language as a value.

After you set the type and save your changes, you cannot change the type of the annotation. If

you need to change the type, you have to delete the annotation and create a new one.

1. If you select List as the annotation type, do the following:

a. Select Add new values on the fly if you want the ability to add more values to the annotation when on

an asset page, which creates a flexible list.

For example, suppose you are on an asset page and the asset has the City annotation with the values

Detroit, Tampa, and Boston. If you selected the Add new values on the fly option, you can add

additional values to City like San Francisco and Chicago directly on the asset page instead of having to

go to the Annotations page to add them. If you do not choose this option, you cannot add new

annotation values when applying the annotation; this creates a fixed list.

b. Enter a value and description in Value and Description fields.

c. Click Add to add additional values.

d. Click the Trash icon to delete a value.

2. Click Save

Your annotations appear in the list on the Annotations page.

A Note About Boolean Annotations

When filtering on a Boolean annotation, you may be presented with the following values on which to filter:

• Any: This will return all results, including results set to "Yes", "No", or not set at all.

• Yes: Returns only "Yes" results. Note that DII shows "Yes" as a check mark in most tables. Values may be

set to "True", "On", etc.; DII treats all of these as "Yes".

• No: Returns only "No" results. Note that DII shows "No" as an "X" in most tables. Values may be set to

"False", "Off", etc.; DII treats all of these as "No".

• None: Returns only results where the annotation has not been set at all. Also referred to as "Null" values.

After you finish

In the UI, the annotation is available immediately for use.
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Using annotations

You create annotations and assign them to assets you monitor. Annotations are notes

that provide information about an asset, such as physical location, end of life, storage tier,

or volume service levels.

Defining annotations

Using annotations, you can add custom business-specific data that matches your business needs to assets.

While Data Infrastructure Insights provides a set of default annotations, such as asset life cycle (birthday or

end of life), building or data center location, and tier, you might find that you want to view data in other ways.

The data in custom annotations supplements device data already collected, such as switch manufacturer,

number of ports, and performance statistics. The data you add using annotations is not discovered by Data

Infrastructure Insights.

Before you begin

• List any industry terminology to which environment data must be associated.

• List corporate terminology to which environment data must be associated.

• Identify any default annotation types that you might be able to use.

• Identify which custom annotations you need to create. You need to create the annotation before it can be

assigned to an asset.

Use the following steps to create an annotation.

Steps

1. In the Data Infrastructure Insights menu, click Observability > Enrich > Annotations

2. Click + Annotation to create a new annotation.

3. Enter a Name, Description, and type for the new annotation.

For example, enter the following to create a text annotation that defines the physical location of an asset in

Data Center 4:

◦ Enter a name for the annotation, such as "Location"

◦ Enter a description of what the annotation is describing, such as "Physical location is Data Center 4"

◦ Enter the 'type' of annotation it is, such as "Text".

Manually assigning annotations to assets

Assigning annotations to assets helps you sort, group, and report on assets in ways that are relevant to your

business. Although you can assign annotations to assets of a particular type automatically using annotation

rules, you can assign annotations to an individual asset by using its asset page.

Before you begin

• You must have created the annotation you want to assign.

Steps

1. Log in to your Data Infrastructure Insights environment.
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2. Locate the asset to which you want to apply the annotation.

◦ You can locate assets by querying, choosing from a dashoard widget, or search. When you have

located the asset you want, click the link to open the asset’s landing page.

3. On the asset page, in the User Data section, click + Annotation.

4. The Add Annotation dialog box displays.

5. Select an annotation from the list.

6. Click Value and do either of the following, depending on type of annotation you selected:

◦ If the annotation type is list, date, or Boolean, select a value from the list.

◦ If the annotation type is text, type a value.

7. Click Save.

If you want to change the value of the annotation after you assign it, click the annotation field and select a

different value.

If the annotation is of list type for which the Add new values on the fly option is selected, you can type a new

value in addition to selecting an existing value.

Assigning annotations using annotation rules

To automatically assign annotations to assets based on criteria that you define, you configure annotation rules.

Data Infrastructure Insights assigns the annotations to assets based on these rules. Data Infrastructure

Insights also provides two default annotation rules, which you can modify to suit your needs or remove if you

do not want to use them.

Creating annotation rules

As an alternative to manually applying annotations to individual assets, you can automatically apply

annotations to multiple assets using annotation rules. Annotations set manually on an individual asset pages

take precedence over rule-based annotations when Insight evaluates the annotation rules.

Before you begin

You must have created a query for the annotation rule.

About this task

Although you can edit the annotation types while you are creating the rules, you should have defined the types

ahead of time.

Steps

1. Click Manage > Annotation rules

The Annotation Rules page displays the list of existing annotation rules.

2. Click + Add.

3. Do the following:

a. In the Name box, enter a unique name that describes the rule.

This name will appear in the Annotation Rules page.

b. Click Query and select the query that is used to apply the annotation to assets.

c. Click Annotation and select the annotation you want to apply.
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d. Click Value and select a value for the annotation.

For example, if you choose Birthday as the annotation, you specify a date for the value.

e. Click Save

f. Click Run all rules if you want to run all the rules immediately; otherwise, the rules are run at a

regularly scheduled interval.

Creating annotation rules

You can use annotation rules to automatically apply annotations to multiple assets based

on criteria that you define. Data Infrastructure Insights assigns the annotations to assets

based on these rules. Annotations set manually on an individual asset pages take

precedence over rule-based annotations when Cloud Insight evaluates the annotation

rules.

Before you begin

You must have created a query for the annotation rule.

Steps

1. In the Data Infrastructure Insights menu click Manage > Annotation rules.

2. Click + Rule to add a new annotation rule.

The Add Rule dialog is displayed.

3. Do the following:

a. In the Name box, enter a unique name that describes the rule.

The name appears in the Annotation Rules page.

b. Click Query and select the query that Data Infrastructure Insights uses to identify the assets the

annotation applies to.

c. Click Annotation and select the annotation you want to apply.

d. Click Value and select a value for the annotation.

For example, if you choose Birthday as the annotation, you specify a date for the value.

e. Click Save

f. Click Run all rules if you want to run all the rules immediately; otherwise, the rules are run at a

regularly scheduled interval.

In a large Data Infrastructure Insights environment, you may notice that running

annotation rules seems to take a while to complete. This is because the indexer runs

first and must complete prior to running the rules. The indexer is what gives Data

Infrastructure Insights the ability to search or filter for new or updated objects and

counters in your data. The rules engine waits until the indexer completes its update

before applying the rules.
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Modifying annotation rules

You can modify an annotation rule to change the rule’s name, its annotation, the annotation’s value, or the

query associated with the rule.

Steps

1. In the Data Infrastructure Insights menu, Click Manage > Annotation rules.

The Annotation Rules page displays the list of existing annotation rules.

2. Locate the Annotation Rule you want to modify.

You can filter the annotation rules by entering a value in the filter box or click a page number to browse

through the annotation rules by page.

3. Click the menu icon for the rule that you want to modify.

4. Click Edit

The Edit Rule dialog is displayed.

5. Modify the annotation rule’s name, annotation, value, or query.

Changing the Order of Rules

Annotation rules are processed from the top of the rules list to the bottom. To change the order in which a rule

is processed, do the following:

Steps

1. Click on the menu icon for the rule you want to move.

2. Click Move Up or Move Down as needed until the rule appears in the location you want.

Note that when running multiple rules that update the same annotation on an asset, the first rule (as run from

the top down) applies the annotation and updates the asset, then the second rule applies but doesn’t change

any annotation that was already set by the previous rule.

Deleting annotation rules

You might want to delete annotation rules that are no longer used.

Steps

1. In the Data Infrastructure Insights menu, Click Manage > Annotation rules.

The Annotation Rules page displays the list of existing annotation rules.

2. Locate the Annotation Rule you want to delete.

You can filter the annotation rules by entering a value in the filter box or click a page number to browse

through the annotation rules by page.

3. Click the menu icon for the rule that you want to delete.

4. Click Delete

A confirmation message is displayed, prompting whether you want to delete the rule.
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5. Click OK

Importing Annotations

Data Infrastructure Insights includes an API for importing annotations or applications from

a CSV file, and assigning them to objects you specify.

The Data Infrastructure Insights API is available in Data Infrastructure Insights Premium

Edition.

Importing

The Admin > API Access links contain documentation for the Assets/Import API. This documentation

contains information on the .CSV file format.

.CSV File Format

The general format of the CSV file is as follows. The first line of the file defines the import fields and specifies

the order of the fields. This is followed by separate lines for each annotation or application. You do not need to

define every field. However, the subsequent annotation lines must follow the same order as the definition line.

[Object Type] , [Object Name or ID] , Annotation Type [, Annotation Type, 

...] [, Application] [, Tenant] [, Line_Of_Business] [, Business_Unit] [,

Project]

See the API Documentation for examples of .CSV files.

You can import and assign annotations from a .CSV file from within the API swagger itself. Simply choose the

file to use and click the Execute button:
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Import Behavior

During the import operation, data is added, merged, or replaced, depending on the objects and object types

that are being imported. While importing, keep in mind the following behaviors.

• Adds an annotation or application if none exists with the same name in the target system.

• Merges an annotation if the annotation type is a list, and an annotation with the same name exists in the

target system.

• Replaces an annotation if the annotation type is anything other than a list, and an annotation with the same

name exists in the target system.

Note: If an annotation with the same name but with a different type exists in the target system, the import

fails. If objects depend on the failed annotation, those objects may show incorrect or unwanted information.

You must check all annotation dependencies after the import operation is complete.

• If an annotation value is empty then that annotation is removed from the object. Inherited annotations are

not affected.

• Date type annotation values must be passed in as unix time in milliseconds.

• When annotating volumes or internal volumes, the object name is a combination of storage name and

volume name using the "->" separator. For example: <Storage Name>-><Volume Name>

• If an object name contains a comma, the whole name must be in double quotes. For example:

"NetApp1,NetApp2"->023F

• When attaching annotating to storages, switches, and ports, the 'Application' column will be ignored.

• Tenant, Line_Of_Business, Business_Unit, and/or Project makes a business entity. As with all business

entities, any of the values can be empty.

The following object types can be annotated.

OBJECT TYPE NAME OR KEY

Host id-><id> or <Name> or <IP>

VM id-><id> or <Name>

StoragePool id-><id> or <Storage Name>-><Storage Pool Name>

InternalVolume id-><id> or <Storage Name>-><Internal Volume

Name>
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Volume id-><id> or <Storage Name>-><Volume Name>

Storage id-><id> or <Name> or <IP>

Switch id-><id> or <Name> or <IP>

Port id-><id> or <WWN>

Qtree id-><id> or <Storage Name>-><Internal Volume

Name>-><Qtree Name>

Share id-><id> or <Storage Name>-><Internal Volume

Name>-><Share Name>-><Protocol>[-><Qtree Name

(optional in case of default Qtree)>]
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