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Support for transitioning SnapLock volumes

The 7-Mode Transition Tool supports the transition of SnapLock volumes to target
clusters running any ONTAP 9.0 release except 9.6.

The SnapLock Enterprise and SnapLock Compliance volumes are supported for transition to target clusters
that are running any ONTAP release except 9.6. However, SnapLock Compliance volume transition is not
supported to the target clusters that are in MetroCluster configurations.

Considerations for transitioning of SnapLock Enterprise
volumes

The 7-Mode Transition Tool supports the transition of stand-alone SnapLock Enterprise
volumes and SnapLock Enterprise volumes that are in a SnapMirror relationship.

The workflow for transitioning SnapLock Enterprise volumes is the same as for FlexVol volumes.

SnapMirror relationships are preserved during the transition.

The 7-Mode Transition Tool only supports like-to-like transition for SnapMirror relationships of
@ SnapLock Enterprise volumes. That is, both the source and destination volumes must be
SnapLock Enterprise volumes.

Considerations for transitioning of SnapLock Compliance
volumes

The 7-Mode Transition Tool supports the transition of standalone SnapLock Compliance
volumes and SnapLock Compliance volumes that are in a SnapMirror relationship.

The workflow for transitioning standalone SnapLock Compliance volumes is the same as for transitioning
FlexVol volumes.

The transition of SnapMirror relationships for SnapLock Compliance volumes is not automated by the 7-Mode
Transition Tool. You must transition the primary and secondary SnapLock Compliance volumes as stand-alone
volumes, and then manually resynchronize the relationships.

You can include the SnapLock Compliance volumes (both stand-alone and the volumes that are in SnapMirror
relationships) as a standalone volume in stand-alone, primary, and secondary projects.

The precutover read/write mode is not supported for projects with SnapLock Compliance volumes. It is a best
practice to create separate projects for SnapLock Compliance volumes and non-SnapLock Compliance
volumes because the precutover read/write mode is not supported if SnapLock Compliance volumes are
included in the project.

During the cutover operation, if the selected volume is a SnapLock Compliance volume and it is the destination
of a SnapMirror relationship, then the SnapMirror relationship between the 7-Mode volume and the ONTAP
volume is deleted without SnapMirror break operation. This action enables the secondary ONTAP SnapLock
Compliance volumes to remain in read-only mode. The secondary ONTAP SnapLock Compliance volumes
must be in read-only mode for the resynchronization operation to be successful between the primary and
secondary SnapLock Compliance volumes.



See How to transition the 7-Mode SnapLock Compliance volumes with SnapMirror relationship to clustered
Data ONTAP

Considerations for transitioning of SnapLock Audit volumes

The 7-Mode Transition Tool supports the transition of SnapLock Audit volumes. The
workflow to transition SnapLock Audit volumes is the same as the transition of SnapLock
Compliance volumes.

After you transition audit volumes to the ONTAP, you must manually designate the transitioned audit volume as
SnapLock Audit volume for the target SVM.

In ONTAP, the audit volumes are configured at an SVM level. In Data ONTAP operating in 7-Mode, an audit
volume serves as a consolidated repository for all of the volumes in the controller across the vFiler units.

SnapLock Audit volumes are a type of SnapLock Compliance volume. The transition of SnapLock Audit
volumes is not supported if the target cluster is in a MetroCluster configuration.

See How to configure audit volume in clustered Data ONTAP for the transitioned SnapLock volumes

Considerations for transitioning of 7-Mode SnapLock
options

The 7-Mode Transition Tool supports the transition of a few 7-Mode options that are
related to SnapLock volumes.

Data ONTAP operating in 7-Mode has the following options that are related to SnapLock volumes:
* snaplock.autocommit period
This option is at a volume level in ONTAP, and is transitioned to ONTAP during the transition.
* snaplock.compliance.write verify
This option is not applicable in ONTAP.

* snaplock.log.default retention

* snaplock.log.maximum size

Although the snaplock.log.default retention and snaplock.log.maximum size options are
supported in ONTAP, the settings configured in these options are not transitioned by the 7-Mode Transition
Tool. You must manually set these options for audit volumes after the transition is completed.

Considerations for using Chain of Custody verification for
7-Mode SnapLock volumes

You should be aware of the considerations for using Chain of Custody verification for 7-
Mode SnapLock volumes.
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https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapMirror/How_to_transition_the_7-Mode_SnapLock_Compliance_volumes_with_SnapMirror_relationship_to_clustered_Data_ONTAP
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* The SnapLock Chain of Custody verification must be performed only if it is a requirement for the transition
of SnapLock volumes.

You can perform the Chain of Custody verification for all or a subset of SnapLock volumes in the project.

* The SnapLock Chain of Custody verification can take a significant amount of time based on the number of
files on the 7-Mode SnapLock volumes.

« The Chain of Custody verification is supported only for read/write 7-Mode SnapLock volumes
The Chain of Custody verification is not supported for read-only volumes.

» The Chain of Custody verification is not supported for SnapLock volumes containing files that have names
with non-ASCII characters.
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