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Planning for LUN security on the storage arrays

If you are using your ONTAP system with storage arrays, you must use a LUN security
method to eliminate the possibility of a non-ONTAP system overwriting array LUNs
owned by an ONTAP system, or vice versa.

LUN security is a method for isolating the hosts that can access particular array LUNs. LUN security is similar
to switch zoning in concept, but it is performed on the storage array. LUN security and LUN masking are
equivalent terms to describe this functionality.

The ONTAP disk ownership scheme prevents one ONTAP system from overwriting an array
LUN owned by another ONTAP system. However, it does not prevent an ONTAP system from

@ overwriting an array LUN accessible by a non-ONTAP host. Likewise, without a method of
preventing overwriting, a non-ONTAP host could overwrite an array LUN used by an ONTAP
system.

Available LUN security methods

Various LUN security methods help you designate which hosts can access particular
array LUNSs. You can use port-level security or LUN security products, or dedicate a
storage for use by ONTAP systems.

Port-level security

You can use port-level security to present only the array LUNSs for a particular host. That port then becomes
dedicated to that host.

Not all storage arrays support port-level security. Some storage arrays present all LUNs on all ports by default,
and they do not provide a way to restrict the visibility of LUNs to particular hosts. For these arrays, you must
either use a LUN security product or dedicate the storage array to the ONTAP system. You should check your
storage array documentation to determine whether your storage array supports port-level security.

LUN security products

You can use a LUN security product to control hosts that are zoned to the same port so that they can access
only specific array LUNs over that port. This prevents other hosts from accessing those same array LUNs by
masking them from the other hosts.

Dedicate the storage array for ONTAP use

You can dedicate the storage array for use by ONTAP systems. In this case, no hosts other than the ONTAP
systems are connected to the storage array.

You should use both zoning and LUN security to achieve added protection and redundancy for the ONTAP
systems.

In addition to following the LUN security methods, you should also check for any additional details regarding
LUN security for your vendor’s storage arrays. Some storage arrays must be dedicated for use by ONTAP
systems.

Related information



FlexArray virtualization implementation for third-party storage

FlexArray virtualization implementation for NetApp E-Series storage
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