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Mutually authenticate the cluster and a KMIP
server

Mutually authenticating the cluster and a KMIP server
overview

Mutually authenticating the cluster and an external key manager such as a Key
Management Interoperability Protocol (KMIP) server enables the key manager to
communicate with the cluster by using KMIP over SSL. You do so when an application or
certain functionality (for example, the Storage Encryption functionality) requires secure
keys to provide secure data access.

Generate a certificate signing request for the cluster

You can use the security certificate generate-csr command to generate a certificate
signing request (CSR). After processing your request, the certificate authority (CA) sends
you the signed digital certificate.

What you’ll need
You must be a cluster administrator or SVM administrator to perform this task.

Steps
1. Generate a CSR:

security certificate generate-csr -common-name FQDN or common_name -size
512|1024|1536|2048 -country country -state state -locality locality
-organization organization -unit unit -email-addr email of contact -hash
-function SHAl|SHA256|MD5

For complete command syntax, see the man pages.

The following command creates a CSR with a 2,048-bit private key generated by the SHA256 hashing
function for use by the Software group in the IT department of a company whose custom common name is
server1.companyname.com, located in Sunnyvale, California, USA. The email address of the SVM contact
administrator is web@example.com. The system displays the CSR and the private key in the output.



clusterl::>security certificate generate-csr -common-name
serverl.companyname.com -size 2048 -country US -state California -
locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -hash-function SHA256

Certificate Signing Request

MITIBGjCBxQIBADBgMRQWEgYDVQQODEWt1eGFtcGx1ILmNvbTELMAKGA1UEBhMCVVMx
CTAHBgNVBAgTADEJMACGA1UEBxXxMAMQkwBWYDVQQOKEWAXCTAHBgGNVBASTADEPMAOG
CSgGSIb3DQEJARYAMEwWwDQYJK0Z IhvcNAQEBBOQADSWAWSAJBAPXFanNoJApT1lnzS
x0Ccx1xgIMRRGZCR7tVmTYygPSuTvEihVtwDJIbmXuj6U3alwoUsbl3wfEvOnHVENci
2ninsJ8CAWEAAaAAMAOGCSgGSIb3DOEBCWUAAOEAGEagLfso5+4g+ejiRKKTUPQO
UgqOUEoKuvxhOvPC2w7b//fNSFsFHvX1ogEOhYECN/NX9h8mbphCoM5YZ40fnKw==

Private Key
24 | Administrator Authentication and RBAC

MIIBOwWIBAAJBAPXFanNoJApT1InzSxOcxixgqImRRGZCR7tVmTYygPSuTvihVtwDJb
mXuj6U3alwoUsbl3wfEVQnNHVENCci2ninsJ8CAWEAAQIAWL2A0+bW3FKezEuIrQlu
KoMyRYK455wtMk8BrOyJfhYsB20B28eifjJvRWATOBEav99M7cEzgPv+p5kaZTTM
gQIhAPsp+J1hrUXSRJ979LIJJIY0sNez39717ViFXWQScx/ehAiEA+oDbOocOW1Vvu
x34aitxVBU6ByVckYU8LbsfeRNsZwD8CIQCbZ1/ENvmlJ/P7NIExj2NCtEYxd0Q5
cwBZ5NfZeMBpwQIhAPKkOKWQSLadGfsKO0771itF+hOFGEFNHbtuNTrVg4dvPW3nAiAA
PeMBQgEv28y2r8D4dkYzxcXmjzJ1luUSZSZ9¢c/wS6fA==

Note: Please keep a copy of your certificate request and private key

for future reference.

2. Copy the certificate request from the CSR output, and then send it in electronic form (such as email) to a
trusted third-party CA for signing.

After processing your request, the CA sends you the signed digital certificate. You should keep a copy of
the private key and the CA-signed digital certificate.

Install a CA-signed server certificate for the cluster

To enable an SSL server to authenticate the cluster or storage virtual machine (SVM) as
an SSL client, you install a digital certificate with the client type on the cluster or SVM.
Then you provide the client-ca certificate to the SSL server administrator for installation
on the server.

What you’ll need

You must have already installed the root certificate of the SSL server on the cluster or SVM with the server-
ca certificate type.

Steps



1. To use a self-signed digital certificate for client authentication, use the security certificate create
command with the type client parameter.

2. To use a CA-signed digital certificate for client authentication, complete the following steps:

a.

Generate a digital certificate signing request (CSR) by using the security certificate generate-csr
command.

ONTAP displays the CSR output, which includes a certificate request and private key, and reminds you
to copy the output to a file for future reference.

. Send the certificate request from the CSR output in an electronic form (such as email) to a trusted CA

for signing.
You should keep a copy of the private key and the CA-signed certificate for future reference.

After processing your request, the CA sends you the signed digital certificate.

. Install the CA-signed certificate by using the security certificate install command with the

-type client parameter.

. Enter the certificate and the private key when you are prompted, and then press Enter.

. Enter any additional root or intermediate certificates when you are prompted, and then press Enter.

You install an intermediate certificate on the cluster or SVM if a certificate chain that begins at the
trusted root CA, and ends with the SSL certificate issued to you, is missing the intermediate
certificates. An intermediate certificate is a subordinate certificate issued by the trusted root specifically
to issue end-entity server certificates. The result is a certificate chain that begins at the trusted root CA,
goes through the intermediate certificate, and ends with the SSL certificate issued to you.

3. Provide the client-ca certificate of the cluster or SVM to the administrator of the SSL server for
installation on the server.

The security certificate show command with the -instance and -type client-ca parameters displays
the client-ca certificate information.

Install a CA-signed client certificate for the KMIP server

The certificate subtype of Key Management Interoperability Protocol (KMIP) (the -subtype
kmip-cert parameter), along with the client and server-ca types, specifies that the
certificate is used for mutually authenticating the cluster and an external key manager,
such as a KMIP server.

About this task
Install a KMIP certificate to authenticate a KMIP server as an SSL server to the cluster.

Steps

1. Use the security certificate install command with the -type server-ca and -subtype
kmip-cert parameters to install a KMIP certificate for the KMIP server.

2. When you are prompted, enter the certificate, and then press Enter.

ONTAP reminds you to keep a copy of the certificate for future reference.



clusterl::> security certificate install -type server-ca -subtype kmip-
cert

-vserver clusterl
Please enter Certificate: Press <Enter> when done
MITICPDCCRAaUCEDYRMcsf9tAbDpgd0ES/ErdwDQYJKoZIThveNAQEFBQAWXZELMAKG

2JhucwNhkcV8sEVAbkSdjbCx1nRhLO2pRAKkkirWmnWXbj 9T /UWZYB20K0z5Xgcd
2HUW19J1YDInlkhVdWk/kfVICOdpImmClr7JyDiGSnoscx1IaUSrfGW/D/xwzoiQ

You should keep a copy of the CA-signed digital certificate for future

reference.

clusterl::>
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