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Secure SMB access using export policies

Learn about using export policies with ONTAP SMB access

If export policies for SMB access are enabled on the SMB server, export policies are

used when controlling access to SVM volumes by SMB clients. To access data, you can

create an export policy that allows SMB access and then associate the policy with the

volumes containing SMB shares.

An export policy has one or more rules applied to it that specifies which clients are allowed access to the data

and what authentication protocols are supported for read-only and read-write access. You can configure export

policies to allow access over SMB to all clients, a subnet of clients, or a specific client and to allow

authentication using Kerberos authentication, NTLM authentication, or both Kerberos and NTLM authentication

when determining read-only and read-write access to data.

After processing all export rules applied to the export policy, ONTAP can determine whether the client is

granted access and what level of access is granted. Export rules apply to client machines, not to Windows

users and groups. Export rules do not replace Windows user and group-based authentication and

authorization. Export rules provide another layer of access security in addition to share and file-access

permissions.

You associate exactly one export policy to each volume to configure client access to the volume. Each SVM

can contain multiple export policies. This enables you to do the following for SVMs with multiple volumes:

• Assign different export policies to each volume of the SVM for individual client access control to each

volume in the SVM.

• Assign the same export policy to multiple volumes of the SVM for identical client access control without

having to create a new export policy for each volume.

Each SVM has at least one export policy called “default”, which contains no rules. You cannot delete this

export policy, but you can rename or modify it. Each volume on the SVM by default is associated with the

default export policy. If export policies for SMB access is disabled on the SVM, the “default” export policy has

no effect on SMB access.

You can configure rules that provide access to both NFS and SMB hosts and associate that rule with an export

policy, which can then be associated with the volume that contains data to which both NFS and SMB hosts

need access. Alternatively, if there are some volumes where only SMB clients require access, you can

configure an export policy with rules that only allow access using the SMB protocol and that uses only

Kerberos or NTLM (or both) for authentication for read-only and write access. The export policy is then

associated to the volumes where only SMB access is desired.

If export policies for SMB is enabled and a client makes an access request that is not permitted by the

applicable export policy, the request fails with a permission-denied message. If a client does not match any rule

in the volume’s export policy, then access is denied. If an export policy is empty, then all accesses are implicitly

denied. This is true even if the share and file permissions would otherwise permit access. This means that you

must configure your export policy to minimally allow the following on volumes containing SMB shares:

• Allow access to all clients or the appropriate subset of clients

• Allow access over SMB

• Allow appropriate read-only and write access by using Kerberos or NTLM authentication (or both)
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Learn about configuring and managing export policies.

Learn about ONTAP SMB export rules

Export rules are the functional elements of an export policy. Export rules match client

access requests to a volume against specific parameters you configure to determine how

to handle the client access requests.

An export policy must contain at least one export rule to allow access to clients. If an export policy contains

more than one rule, the rules are processed in the order in which they appear in the export policy. The rule

order is dictated by the rule index number. If a rule matches a client, the permissions of that rule are used and

no further rules are processed. If no rules match, the client is denied access.

You can configure export rules to determine client access permissions using the following criteria:

• The file access protocol used by the client sending the request, for example, NFSv4 or SMB.

• A client identifier, for example, host name or IP address.

The maximum size for the -clientmatch field is 4096 characters.

• The security type used by the client to authenticate, for example, Kerberos v5, NTLM, or AUTH_SYS.

If a rule specifies multiple criteria, the client must match all of them for the rule to apply.

Example

The export policy contains an export rule with the following parameters:

• -protocol nfs3

• -clientmatch 10.1.16.0/255.255.255.0

• -rorule any

• -rwrule any

The client access request is sent using the NFSv3 protocol and the client has the IP address 10.1.17.37.

Even though the client access protocol matches, the IP address of the client is in a different subnet from the

one specified in the export rule. Therefore, client matching fails and this rule does not apply to this client.

Example

The export policy contains an export rule with the following parameters:

• -protocol nfs

• -clientmatch 10.1.16.0/255.255.255.0

• -rorule any

• -rwrule any

The client access request is sent using the NFSv4 protocol and the client has the IP address 10.1.16.54.

The client access protocol matches and the IP address of the client is in the specified subnet. Therefore, client

matching is successful and this rule applies to this client. The client gets read-write access regardless of its
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security type.

Example

The export policy contains an export rule with the following parameters:

• -protocol nfs3

• -clientmatch 10.1.16.0/255.255.255.0

• -rorule any

• -rwrule krb5,ntlm

Client #1 has the IP address 10.1.16.207, sends an access request using the NFSv3 protocol, and

authenticated with Kerberos v5.

Client #2 has the IP address 10.1.16.211, sends an access request using the NFSv3 protocol, and

authenticated with AUTH_SYS.

The client access protocol and IP address matches for both clients. The read-only parameter allows read-only

access to all clients regardless of the security type they authenticated with. Therefore both clients get read-only

access. However, only client #1 gets read-write access because it used the approved security type Kerberos

v5 to authenticate. Client #2 does not get read-write access.

Examples of ONTAP export policy rules that restrict or allow
access over SMB

The examples show how to create export policy rules that restrict or allow access over

SMB on an SVM that has export policies for SMB access enabled.

Export policies for SMB access are disabled by default. You need to configure export policy rules that restrict or

allow access over SMB only if you have enabled export policies for SMB access.

Export rule for SMB access only

The following command creates an export rule on the SVM named “vs1” that has the following configuration:

• Policy name: cifs1

• Index number: 1

• Client match: Matches only clients on the 192.168.1.0/24 network

• Protocol: Only enables SMB access

• Read-only access: To clients using NTLM or Kerberos authentication

• Read-write access: To clients using Kerberos authentication

cluster1::> vserver export-policy rule create -vserver vs1 -policyname

cifs1 ‑ruleindex 1 -protocol cifs -clientmatch 192.168.1.0/255.255.255.0

-rorule krb5,ntlm -rwrule krb5
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Export rule for SMB and NFS access

The following command creates an export rule on the SVM named"` vs1`" that has the following configuration:

• Policy name: cifsnfs1

• Index number: 2

• Client match: Matches all clients

• Protocol: SMB and NFS access

• Read-only access: To all clients

• Read-write access: To clients using Kerberos (NFS and SMB) or NTLM authentication (SMB)

• Mapping for UNIX user ID 0 (zero): Mapped to user ID 65534 (which typically maps to the user name

nobody)

• Suid and sgid access: Allows

cluster1::> vserver export-policy rule create -vserver vs1 -policyname

cifsnfs1 ‑ruleindex 2 -protocol cifs,nfs -clientmatch 0.0.0.0/0 -rorule any

-rwrule krb5,ntlm -anon 65534 -allow-suid true

Export rule for SMB access using NTLM only

The following command creates an export rule on the SVM named “vs1” that has the following configuration:

• Policy name: ntlm1

• Index number: 1

• Client match: Matches all clients

• Protocol: Only enables SMB access

• Read-only access: Only to clients using NTLM

• Read-write access: Only to clients using NTLM

If you configure the read-only option or the read-write option for NTLM-only access, you must

use IP address-based entries in the client match option. Otherwise, you receive access

denied errors. This is because ONTAP uses Kerberos Service Principal Names (SPN) when

using a host name to check on the client’s access rights. NTLM authentication does not support

SPN names.

cluster1::> vserver export-policy rule create -vserver vs1 -policyname

ntlm1 ‑ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule ntlm

-rwrule ntlm

Enable or disable ONTAP export policies for SMB access

You can enable or disable export policies for SMB access on storage virtual machines

(SVMs). Using export policies to control SMB access to resources is optional.
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Before you begin

The following are the requirements for enabling export policies for SMB:

• The client must have a "PTR" record in DNS before you create the export rules for that client.

• An additional set of "A" and "PTR" records for host names is required if the SVM provides access to NFS

clients and the host name you want to use for NFS access is different from the CIFS server name.

About this task

When setting up a new CIFS server on your SVM, the use of export policies for SMB access is disabled by

default. You can enable export policies for SMB access if you want to control access based on authentication

protocol or on client IP addresses or host names. You can enable or disable export policies for SMB access at

any time.

Enabling export policies for CIFS/SMB in an NFS-enabled SVM allows a Linux client to use the

showmount -e command on the SVM to view the junction paths of all SMB volumes with

associated export policy rules.

Steps

1. Set the privilege level to advanced: set -privilege advanced

2. Enable or disable export policies:

◦ Enable export policies: vserver cifs options modify -vserver vserver_name -is

-exportpolicy-enabled true

◦ Disable export policies: vserver cifs options modify -vserver vserver_name -is

-exportpolicy-enabled false

3. Return to the admin privilege level: set -privilege admin

Example

The following example enables the use of export policies to control SMB client access to resources on SVM

vs1:

cluster1::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

cluster1::*> vserver cifs options modify -vserver vs1 -is-exportpolicy

-enabled true

cluster1::*> set -privilege admin
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