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Secure file access by using Dynamic Access
Control (DAC)

Secure file access by using Dynamic Access Control (DAC)
overview

You can secure access by using Dynamic Access Control and by creating central access

policies in Active Directory and applying them to files and folders on SVMs through

applied Group Policy Objects (GPOs). You can configure auditing to use central access

policy staging events to see the effects of changes to central access policies before you

apply them.

Additions to CIFS credentials

Before Dynamic Access Control, a CIFS credential included a security principal’s (the user’s) identity and

Windows group membership. With Dynamic Access Control, three more types of information are added to the

credential—device identity, device claims, and user claims:

• Device identity

The analog of the user’s identity information, except it is the identity and group membership of the device

that the user is logging in from.

• Device claims

Assertions about a device security principal. For example, a device claim might be that it is a member of a

specific OU.

• User claims

Assertions about a user security principal. For example, a user claim might be that their AD account is a

member of a specific OU.

Central access policies

Central access policies for files enable organizations to centrally deploy and manage authorization policies that

include conditional expressions using user groups, user claims, device claims, and resource properties.

For example, for accessing high business impact data, a user needs to be a full time employee and only have

access to the data from a managed device. Central access policies are defined in Active Directory and

distributed to file servers via the GPO mechanism.

Central access policy staging with advanced auditing

Central access policies can be “staged”, in which case they are evaluated in a “what-if” manner during file

access checks. The results of what would have happened if the policy was in effect and how that differs from

what is currently configured are logged as an audit event. In this way, administrators can use audit event logs

to study the impact of an access policy change before actually putting the policy in play. After evaluating the

impact of an access policy change, the policy can be deployed via GPOs to the desired SVMs.
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Related information

Supported GPOs

Applying Group Policy Objects to CIFS servers

Enabling or disabling GPO support on a CIFS server

Displaying information about GPO configurations

Displaying information about central access policies

Displaying information about central access policy rules

Configuring central access policies to secure data on CIFS servers

Displaying information about Dynamic Access Control security

SMB and NFS auditing and security tracing

Supported Dynamic Access Control functionality

If you want to use Dynamic Access Control (DAC) on your CIFS server, you need to

understand how ONTAP supports Dynamic Access Control functionality in Active

Directory environments.

Supported for Dynamic Access Control

ONTAP supports the following functionality when Dynamic Access Control is enabled on the CIFS server:

Functionality Comments

Claims into the file system Claims are simple name and value pairs that state

some truth about a user. User credentials now contain

claim information, and security descriptors on files

can perform access checks that include claims

checks. This gives administrators a finer level of

control over who can access files.

Conditional expressions to file access checks When modifying the security parameters of a file,

users can now add arbitrarily complex conditional

expressions to the file’s security descriptor. The

conditional expression can include checks for claims.

Central control of file access via central access

policies

Central access policies are a kind of ACL stored in

Active Directory that can be tagged to a file. Access to

the file is only granted if the access checks of both the

security descriptor on disk and the tagged central

access policy allows access.This gives administrators

the ability to control access to files from a central

location (AD) without having to modify the security

descriptor on disk.
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Functionality Comments

Central access policy staging Adds the ability to try out security changes without

affecting actual file access, by “staging” a change to

the central access policies, and seeing the effect of

the change in an audit report.

Support for displaying information about central

access policy security by using the ONTAP CLI
Extends the vserver security file-

directory show command to display information

about applied central access policies.

Security tracing that includes central access policies Extends the vserver security trace command

family to display results that include information about

applied central access policies.

Unsupported for Dynamic Access Control

ONTAP does not support the following functionality when Dynamic Access Control is enabled on the CIFS

server:

Functionality Comments

Automatic classification of NTFS file system objects This is an extension to the Windows File

Classification Infrastructure that is not supported in

ONTAP.

Advanced auditing other than central access policy

staging

Only central access policy staging is supported for

advanced auditing.

Considerations when using Dynamic Access Control and
central access policies with CIFS servers

There are certain considerations you must keep in mind when using Dynamic Access

Control (DAC) and central access policies to secure files and folders on CIFS servers.

NFS access can be denied to root if policy rule applies to domain\administrator
user

Under certain circumstances, NFS access to root might be denied when central access policy security is

applied to the data that the root user is attempting to access. The issue occurs when the central access policy

contains a rule that is applied to the domain\administrator and the root account is mapped to the

domain\administrator account.

Instead of applying a rule to the domain\administrator user, you should apply the rule to a group with

administrative privileges, such as the domain\administrators group. In this way, you can map root to the

domain\administrator account without root being impacted by this issue.
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CIFS server’s BUILTIN\Administrators group has access to resources when the
applied central access policy is not found in Active Directory

It is possible that resources contained within the CIFS server have central access policies applied to them, but

when the CIFS server uses the central access policy’s SID to attempt to retrieve information from Active

Directory, the SID does not match any existing central access policy SIDs in Active Directory. Under these

circumstances, the CIFS server applies the local default recovery policy for that resource.

The local default recovery policy allows the CIFS server’s BUILTIN\Administrators group access to that

resource.

Enable or disable Dynamic Access Control overview

The option that enables you to use Dynamic Access Control (DAC) to secure objects on

your CIFS server is disabled by default. You must enable the option if you want to use

Dynamic Access Control on your CIFS server. If you later decide that you do not want to

use Dynamic Access Control to secure objects stored on the CIFS server, you can

disable the option.

About this task

Once Dynamic Access Control is enabled, the file system can contain ACLs with Dynamic Access Control-

related entries. If Dynamic Access Control is disabled, the current Dynamic Access Control entries will be

ignored, and new ones will not be allowed.

This option is available only at the advanced privilege level.

Step

1. Set the privilege level to advanced: set -privilege advanced

2. Perform one of the following actions:

If you want Dynamic Access Control to be… Enter the command…

Enabled vserver cifs options modify -vserver

vserver_name -is-dac-enabled true

Disabled vserver cifs options modify -vserver

vserver_name -is-dac-enabled false

3. Return to the administrator privilege level: set -privilege admin

Related information

Configuring central access policies to secure data on CIFS servers

Manage ACLs that contain Dynamic Access Control ACEs
when Dynamic Access Control is disabled

If you have resources that have ACLs applied with Dynamic Access Control ACEs and

you disable Dynamic Access Control on the storage virtual machine (SVM), you must
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remove the Dynamic Access Control ACEs before you can manage the non-Dynamic

Access Control ACEs on that resource.

About this task

After Dynamic Access Control is disabled, you cannot remove existing non-Dynamic Access Control ACEs or

add new non-Dynamic Access Control ACEs until you have removed the existing Dynamic Access Control

ACEs.

You can use whichever tool you normally use to manage ACLs to perform these steps.

Steps

1. Determine what Dynamic Access Control ACEs are applied to the resource.

2. Remove the Dynamic Access Control ACEs from the resource.

3. Add or remove non-Dynamic Access Control ACEs as desired from the resource.

Configure central access policies to secure data on CIFS
servers

There are several steps that you must take to secure access to data on the CIFS server

using central access policies, including enabling Dynamic Access Control (DAC) on the

CIFS server, configuring central access policies in Active Directory, applying the central

access policies to Active Directory containers with GPOs, and enabling GPOs on the

CIFS server.

Before you begin

• The Active Directory must be configured to use central access policies.

• You must have sufficient access on the Active Directory domain controllers to create central access policies

and to create and apply GPOs to the containers that contain the CIFS servers.

• You must have sufficient administrative access on the storage virtual machine (SVM) to execute the

necessary commands.

About this task

Central access policies are defined and applied to group policy objects (GPOs) on Active Directory. You can

consult the Microsoft TechNet Library for instructions about configuring central access policies and GPOs.

Microsoft TechNet Library

Steps

1. Enable Dynamic Access Control on the SVM if it is not already enabled by using the vserver cifs

options modify command.

vserver cifs options modify -vserver vs1 -is-dac-enabled true

2. Enable group policy objects (GPOs) on the CIFS server if they are not already enabled by using the

vserver cifs group-policy modify command.

vserver cifs group-policy modify -vserver vs1 -status enabled
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3. Create central access rules and central access policies on Active Directory.

4. Create a group policy object (GPO) to deploy the central access policies on Active Directory.

5. Apply the GPO to the container where the CIFS server computer account is located.

6. Manually update the GPOs applied to the CIFS server by using the vserver cifs group-policy

update command.

vserver cifs group-policy update -vserver vs1

7. Verify that the GPO central access policy is applied to the resources on the CIFS server by using the

vserver cifs group-policy show-applied command.

The following example shows that the Default Domain Policy has two central access policies that are

applied to the CIFS server:

vserver cifs group-policy show-applied

Vserver: vs1

-----------------------------

    GPO Name: Default Domain Policy

       Level: Domain

      Status: enabled

  Advanced Audit Settings:

      Object Access:

          Central Access Policy Staging: failure

  Registry Settings:

      Refresh Time Interval: 22

      Refresh Random Offset: 8

      Hash Publication Mode for BranchCache: per-share

      Hash Version Support for BranchCache: all-versions

  Security Settings:

      Event Audit and Event Log:

          Audit Logon Events: none

          Audit Object Access: success

          Log Retention Method: overwrite-as-needed

          Max Log Size: 16384

      File Security:

          /vol1/home

          /vol1/dir1

      Kerberos:

          Max Clock Skew: 5

          Max Ticket Age: 10

          Max Renew Age:  7

      Privilege Rights:

          Take Ownership: usr1, usr2

          Security Privilege: usr1, usr2

          Change Notify: usr1, usr2
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      Registry Values:

          Signing Required: false

      Restrict Anonymous:

          No enumeration of SAM accounts: true

          No enumeration of SAM accounts and shares: false

          Restrict anonymous access to shares and named pipes: true

          Combined restriction for anonymous user: no-access

      Restricted Groups:

          gpr1

          gpr2

  Central Access Policy Settings:

      Policies: cap1

                cap2

    GPO Name: Resultant Set of Policy

       Level: RSOP

  Advanced Audit Settings:

      Object Access:

          Central Access Policy Staging: failure

  Registry Settings:

      Refresh Time Interval: 22

      Refresh Random Offset: 8

      Hash Publication Mode for BranchCache: per-share

      Hash Version Support for BranchCache: all-versions

  Security Settings:

      Event Audit and Event Log:

          Audit Logon Events: none

          Audit Object Access: success

          Log Retention Method: overwrite-as-needed

          Max Log Size: 16384

      File Security:

          /vol1/home

          /vol1/dir1

      Kerberos:

          Max Clock Skew: 5

          Max Ticket Age: 10

          Max Renew Age:  7

      Privilege Rights:

          Take Ownership: usr1, usr2

          Security Privilege: usr1, usr2

          Change Notify: usr1, usr2

      Registry Values:

          Signing Required: false

      Restrict Anonymous:

          No enumeration of SAM accounts: true

          No enumeration of SAM accounts and shares: false
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          Restrict anonymous access to shares and named pipes: true

          Combined restriction for anonymous user: no-access

      Restricted Groups:

          gpr1

          gpr2

  Central Access Policy Settings:

      Policies: cap1

                cap2

2 entries were displayed.

Related information

Displaying information about GPO configurations

Displaying information about central access policies

Displaying information about central access policy rules

Enabling or disabling Dynamic Access Control

Display information about Dynamic Access Control security

You can display information about Dynamic Access Control (DAC) security on NTFS

volumes and on data with NTFS effective security on mixed security-style volumes. This

includes information about conditional ACEs, resource ACEs, and central access policy

ACEs. You can use the results to validate your security configuration or to troubleshoot

file access issues.

About this task

You must supply the name of the storage virtual machine (SVM) and the path to the data whose file or folder

security information you want to display. You can display the output in summary form or as a detailed list.

Step

1. Display file and directory security settings with the desired level of detail:

If you want to display information… Enter the following command…

In summary form vserver security file-directory show

-vserver vserver_name -path path

With expanded detail vserver security file-directory show

-vserver vserver_name -path path

-expand-mask true

Where output is displayed with group and user SIDs vserver security file-directory show

-vserver vserver_name -path path

-lookup-names false
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If you want to display information… Enter the following command…

About file and directory security for files and

directories where the hexadecimal bit mask is

translated to textual format

vserver security file-directory show

-vserver vserver_name -path path

-textual-mask true

Examples

The following example displays Dynamic Access Control security information about the path /vol1 in SVM

vs1:

cluster1::> vserver security file-directory show -vserver vs1 -path /vol1

                           Vserver: vs1

                         File Path: /vol1

                 File Inode Number: 112

                    Security Style: mixed

                   Effective Style: ntfs

                    DOS Attributes: 10

            DOS Attributes in Text: ----D---

            Expanded Dos Attribute: -

                      Unix User Id: 0

                     Unix Group Id: 1

                    Unix Mode Bits: 777

            Unix Mode Bits in Text: rwxrwxrwx

                              ACLs: NTFS Security Descriptor

                                    Control:0xbf14

                                    Owner:CIFS1\Administrator

                                    Group:CIFS1\Domain Admins

                                    SACL - ACEs

                                       ALL-Everyone-0xf01ff-OI|CI|SA|FA

                                       RESOURCE ATTRIBUTE-Everyone-0x0

 

("Department_MS",TS,0x10020,"Finance")

                                       POLICY ID-All resources - No Write-

0x0-OI|CI

                                    DACL - ACEs

                                       ALLOW-CIFS1\Administrator-0x1f01ff-

OI|CI

                                       ALLOW-Everyone-0x1f01ff-OI|CI

                                       ALLOW CALLBACK-DAC\user1-0x1200a9-

OI|CI

 

((@User.department==@Resource.Department_MS&&@Resource.Impact_MS>1000)&&@D

evice.department==@Resource.Department_MS)

Related information
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Displaying information about GPO configurations

Displaying information about central access policies

Displaying information about central access policy rules

Revert considerations for Dynamic Access Control

You should be aware of what happens when reverting to a version of ONTAP that does

not support Dynamic Access Control (DAC) and what you must do before and after

reverting.

If you want to revert the cluster to a version of ONTAP that does not support Dynamic Access Control and

Dynamic Access Control is enabled on one or more the storage virtual machines (SVMs), you must do the

following before reverting:

• You must disable Dynamic Access Control on all SVMs that have it enabled on the cluster.

• You must modify any auditing configurations on the cluster that contain the cap-staging event type to

use only the file-op event type.

You must understand and act on some important revert considerations for files and folders with Dynamic

Access Control ACEs:

• If the cluster is reverted, existing Dynamic Access Control ACEs are not removed; however, they will be

ignored in file access checks.

• Since Dynamic Access Control ACEs are ignored after reversion, access to files will change on files with

Dynamic Access Control ACEs.

This could allow users to access files they previously could not, or not be able to access files that they

previously could.

• You should apply non-Dynamic Access Control ACEs to the affected files to restore their previous level of

security.

This can be done either before reverting or immediately after reversion completes.

Since Dynamic Access Control ACEs are ignored after reversion, it is not required that you

remove them when applying non-Dynamic Access Control ACEs to the affected files. However,

if desired, you can manually remove them.

Where to find additional information about configuring and
using Dynamic Access Control and central access policies

Additional resources are available to help you configure and use Dynamic Access Control

and central access policies.

You can find information about how to configure Dynamic Access Control and central access policies on Active

Directory in the Microsoft TechNet Library.

Microsoft TechNet: Dynamic Access Control Scenario Overview
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Microsoft TechNet: Central Access Policy Scenario

The following references can help you configure the SMB server to use and support Dynamic Access Control

and central access policies:

• Using GPOs on the SMB server

Applying Group Policy Objects to SMB servers

• Configuring NAS auditing on the SMB server

SMB and NFS auditing and security tracing
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