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Get started with XCP
Learn about XCP

NetApp XCP is a client-based software that allows for scalable and high-performance
data migrations for any-to-NetApp and NetApp-to-NetApp data migrations and file
analytics. XCP is designed to scale and achieve greater performance by utilizing all the
available system resources to manage high-volume datasets and high-performance data
migrations. XCP helps you get complete visibility into the file system with the option to
generate customer reports. Thanks to the matching and formatting capabilities, you can
customize the reports to match any reporting needs.

Use XCP for NFS or SMB systems as one of the following solutions:

» Migration solution

* File Analytics solution

XCP is command-line software available in a single package supporting NFS and SMB protocols. XCP is
available as a Linux binary for NFS datasets and is available as a Windows executable for SMB datasets.

XCP File Analytics is host-based software that detects file shares, runs scans on the file system, and provides
a dashboard for file analytics. XCP File Analytics works for both NetApp and third-party systems and runs on

Linux or Windows hosts to provide analytics for NFS and SMB exported file systems. The binary for the file
analytics GUI is included in the single package supporting NFS and SMB protocols.

@ The XCP binary is code signed. For more details, please refer to the README in
NETAPP XCP_ <version>.tgz.

The XCP CLI is robust. For more information, download XCP Reference on the XCP site.

XCP workflow
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XCP NFS add-on features

The XCP NFS add-on features support the use of POSIX and HDFS connectors,
enhance security, and support the use of scale-out architecture to speed up data
migrations.

NFSv4 support

When you only enable NFSv4 on the source, destination, and catalog volumes in the data center, you can use
the POSIX path instead of the export path to migrate your data. To use the POSIX path, you must first mount
the source, destination, and catalog volumes on the host system running XCP and then use the POSIX file
path to provide the source and destination to XCP. See Configure the POSIX connector.

* NFSv4 support is limited to the POSIX path and the copy operation, the sync operation is

@ not supported.
» The POSIX connector might be slower when compared to the XCP NFSv3 TCP socket client
engine.

POSIX connectors

XCP supports the use of POSIX connectors to provide source, destination, and catalog paths for data
migration. The POSIX connector (file://) gives XCP the capability to access any Linux-mounted file system,
such as NFSv4, XFS, and Veritas. For non-root users, the system administrator can mount the file system to
give any non-root user the capability to access the file system by using a POSIX connector with the file://
prefix.

You can benefit from using POSIX connectors when you do not have enough permissions to mount the file or
when the support available in the data centers is limited to NFSv4. In such cases, any root user can mount the
source and destination and then access the path by using a POSIX connector. When you are using POSIX
connectors, you can only run the xcp copy operation.

XCP security

The XCP security feature gives you the capability to perform a migration as a non-root user on a Linux host
machine. In earlier XCP versions, as a root user on the Linux machine, you perform a migration with all the
permissions for the source, destination, and catalog volumes, and the mount is completed by the XCP
operations.

When you are preforming data migrations, it is common to turn off security and let an administrator copy
everything as fast as possible. For ongoing transitions in production environments where XCP has been in use
for several years, it is not secure to run as an administrator (or root). Therefore, removing the requirement to
run XCP as the root user gives you the capability to use XCP in secure environments. When a regular non-root
user runs XCP operations, the non-root user has the same access rights and limits as the user.

In this secure environment, a root user can mount the source, destination, and catalog volume on the host
machine and provide the necessary permissions for the destination and catalog volumes for a non-root user to
write the data. This gives the non-root user the capability to perform a migration by using the XCP POSIX
connector feature.


https://docs.netapp.com/us-en/xcp/xcp-configure-posix-connector-nfs.html

XCP scale-out

Until now, data migration using XCP was limited to a single host with higher RAM and CPU. To speed up the
migration, memory and cores on the single host were increased, but it could still take a significant time to copy
petabytes of data. XCP scaled-out architecture gives you the capability to use multiple hosts to perform a data
migration. With this feature, you can use multiple Linux hosts to distribute your workload and decrease the
migration time.

You can benefit from multinode scale-out in any environment where the performance of a single system is not
sufficient. To overcome the performance limits of a single node, you can use a single copy (or scan -md5)
command to run workers on multiple Linux systems or Hadoop cluster nodes. Currently, XCP scale-out is only
supported for copy command operations.

Hadoop Distributed File System connectors

XCP supports migrating data from a Hadoop Distributed File System (HDFS) file system to a NetApp file
system and vice versa. In a Hadoop environment with security enabled, a non-root user on a Hadoop cluster
can perform the migration to a NetApp NFSv4 exported file system. The HDFS connector (hdfs://) gives XCP
the capability to access any HDFS file system that is available with different vendors. A non-root user can use
XCP to perform migrations by using HDFS or POSIX connectors.

You can include HDFS clusters in an XCP scale-out configuration because they use multiple high end Linux
machines. This minimizes the requirement for additional XCP worker nodes. For the data migration, you have
the choice to reuse the HDFS cluster nodes or to go with separate hosts.

@ HDFS connectors are qualified and supported for MapR and Cloudera clusters but can only
perform a baseline copy operation.

Unsupported features

The following features are not supported on XCP NFS:

Feature Name Description
IPv6 Does not support IP version 6 (IPv6)

NFSv4 access control lists (ACLs) (third-  Does not support third-party to NetApp NFSv4 ACLs
party)

POSIX connector * The sync command does not support the POSIX connector

* You should not use the copy command when the source is
active

Linux XCP is no longer supported on earlier distributions of Linux that

were supported by XCP 1.6.3.

Active source support XCP does not support combining baseline or incremental
Snapshot copy operations with live source migrations.

NFS to S3 migration XCP does not support NFS to S3 migration.

The following features are not supported on XCP SMB:



Feature Name Description

Third-party to NetApp NTFS access control XCP SMB does not support migration of third-party ACLs from

lists (ACLs) non-NetApp to NetApp systems.

NFS symbolic link (symlink) NFS symlink is not supported in XCP SMB

ACL option for scan ACLs not supported for scan option

IPv6 Does not support IP version 6 (IPv6)

XCP Filters The XCP SMB exclude option currently excludes directories

based on their pattern in the filter and traverses the filesystem of
those directories.

Live source migration XCP does not support modifying data on the source volume
during migration.

Multiple instances of XCP on the same When running multiple instances of XCP on the same host you

host might get unpredictable results.

The following common features are not available for XCP NFS and SMB:

» Time to complete migration: XCP upfront does not provide the time to complete the migration or the time
to complete any command used for migration. If you are doing final cutover confirm that data churn on the
source volume is low.

* Running copy again on an uncleaned target: XCP baseline copy will fail when there is partial data on
the destination target. For a successful XCP baseline copy and XCP verify, the destination must be clean.

* Live destination: XCP does not support modifying data on the destination volume during a migration or
during an incremental sync.

* Non-root user for File Analytics: XCP does not support installations and configurations performed by a
non-root user or a sudo user.

The following features are not available for Hadoop Distributed File System (HDFS) connectors:

Feature Name Description

Support for the sync command The HDFS connector does not support the sync
command.

Symbolic link (symlink) and hard link support The HDFS file system does not support symlinks,

hard links, or special files.

Live source HDFS migration XCP does not support modifying data on the HDFS
file system at the source during migration

The following features are not available for Simple Storage Service (S3) connectors:

« Migration with S3 bucket as the source: XCP does not support migration with an S3 bucket as the
source.

Supported configurations

All the XCP supported configurations such as hosts, ONTAP versions, and supported
browsers, are listed in the Interoperability Matrix Tool (IMT).


https://mysupport.netapp.com/matrix/

Ports used by XCP
The following ports are used by XCP.

Service
CIFS

HTTP (httpd)
HTTPS

NFS
Postgresq|l

XCP
(as a service for File Analytics)

HDFS

Port

445 TCP/UDP

80

443

111 TCP/UDP and 2049 TCP/UDP
5432

5030

7222
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