JZRZADEFa2) T BEEZOEE
Active 1Q Unified Manager 9.11

NetApp
October 16, 2025

This PDF was generated from https://docs.netapp.com/ja-jp/active-ig-unified-manager-911/health-
checker/reference_cluster_compliance_categories.html on October 16, 2025. Always check

docs.netapp.com for the latest.



BR
VZAZDEF 271 HEDER

ST txal) T &4
DSRARAVTZAT7VAOATIY
Storage VM AV FSA 7Y XDAFTI
AR)a—LaAYTSAT7>ROATIY

FEEM DM

5 AR Storage VMDD F 21 74 AT —RADRMR
TXaVTAR=IDTHAITP I MARILDEF2A)TARAT—ERAERRLET
JIARR=IT, INRTDIZRAEZDEF 1) 71 DFMZzRRLET
IRTDYVFRZDEF 2 71 DFM%Z Storage VMR—I TRIRY %

VIS T7FREFT77—LO T 7 OEFHDBELEF )T ARV FORR

ITARTDYIZRAATOA—YRIADOEBRTDORT

IRTOR) a—LOBFEAT—RXZRRLET

ITRTDAR) 2a—LEELUStorage VMDD T VY LT T T7HERAT—RX%ZRRT 3
SOV LTI TREOEERET. IRTOR) 2a—LDEFa2 )T DFHERRITEET
SUY LY T THERHET. IR TDStorage VMDEF 2 T4 OFMERRTEIZT

TOTATRIRTOEFXF AT ARYERRLET

TLXa2VTF4AREDTZ—bEEMT S

BEDEFXFa)TARYNEEMNCTS

TXxalrT1ARYE

© O 00 0 N N N O O = 2 -~

- A A A A = A
W NN = =~ a~ O O O



V2 A2DtFa) T+ BEDEE

Unified Manager (Cl&. T ONTAP 9 NetApp Security Hardening Guide for ONTAP J |C
EHZINTVRHEBRIEX#EIC. 5 XX, Storage Virtual Machine (SVM) . &
OR)a—LREDEELF 27 THHINZRI Ry aR—RFAARINTVLERT,

TXxalFrqaA4yaR—ROBNIE. ONTAP VS REZDRY N7y THEDHA RSA4 VIZHRE>TULARL
BEFEZRRL T, BENSBEEEZBETESLSICTEIETY, IFLALDHBE. MREIX ONTAP System
Manager F7zi& ONTAP CLI ZfER L THRRL £ 9, BN IR TOHMRESIEICK S CIFRs BV, BE
ICK>TUIEEZMRAZIVENH D T A

SEHRAHRFIFFREICOVWTIE. (TR4569) #EBLTLKIEETWVW'ONTAPO Exa ) T EH T R

o

Unified Manager (&, ¥ a2 )74 X7 —2RAERETZLEITTERL, EFaV T BRIHZIVTXRETR
ESUMICH L TEF 21U T4 AR REERLET, CHEOMEIRIAY MEEA VARY R JR—JTB
BCEET, &lon 1AV MITS— FERELT. FALFLUT ARV FHRELE SR N L—
CEEENBHZZITIELSICTAENTEXT,

MESINDtExal) T %M
—f%IC. ONTAP 5 X4, Storage Virtual Machine (SVM) . 8&UARY 2 —LD

X2V To&EIF. TONTAPO_ Ry b7y TEFa2UTAREAAM R ICERSHO
TULWBHRSFIRICES L TFMESNE I,

X2V TAFTVIICIE. RDESBDDOHRHD £,

C UZRAZNSAML BEDEF a7 REBIEAREZFERB L TVWEIHESH

C BT IS REDBEIESILINTVEHESH

* Storage VM OBEEOJHBEMICH>TVEIHESH

*AR)a—LATY I I T7ERIEIN—RID T T7OBSELAENICHE>TVWEIHESH

SICOWTIE, AT IVICETZ rEYIELUVEEBBLTKIEIVW'ONTAPO X a2 ) 7o BEH
1 R",

Active IQ 75y b T —LHhHRETNZI T Vv TIL—RARYrBEFaAUTAAIRYRE
BEENET. CNBDIRY ~E. ONTAPY T RO T T, J—RTIp—Lo 1T, £7-14

()  FARL—FAYILRFLYTEIIT (EFIUFATRAIHUR) OF v FIL— KR
PELEEERLET. CNBDIRY ME[RE2UT 1 | ARILICEERSNEEAL. |
ARVEFBEEB| AR NIR=UHSHERTEET,

VIRZAVTZATYADATIY

RDFERIC. Unified Manager TEHMESND IV SR ZEFXFa )T AV T4 7 ZADIN
TX—=R, 2y b7y TOWREIE, BLUVT T XA XDEUHIEERHD DR ESBIRH] T
ICINTA—BZDEETEINE S ZERLET,


https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf

I RABZIIFEND SWM B HB . VFRZOIAVTSA47 2RI

LET. €D, IFXAX2DE

Fal) TN BN ABEINDZHICIE. FRIICSVM DtEF a2 ) T BMEDEBENMNVE LR IHGENHD F

ERS

MLTFDNTA—=RIF. IRTODA VA M—IIRBETRRINZIDITTIEHD FEA. TR ETISRAE
HEVIEER T 5 XX T AutoSupport ZEIC L TL3I5E.
HTTPS 8miX) OIBHIFRTEINFIFHA.

NTR—=K

2'O0—/\JL FIPS

Telnet

T F 27 THUL SSH HE

OJ4 >IN+ —

Bz

Z'O0—/\NJL FIPS  (GEF
BIRAIBIZZAE) 140-2 %
WE—RHBBEMICHEST
WaAHhes5h =L £

9. FIPS #BMICT 3
. TLSv1 & SSLv3 &
|MICHED, TLSV1A &
TLSV1.2 DADEFRI S
i-g-o

S AT LAD Telnet 72
T2 ERICEOTWS
hE>DZRLET, R
v 7w T TIE. EFa
TIRVE—KT7IEID
7=81Z Secure Shell (
SSH) ZHRELTLE
3_0

SSH TEF a7 THLEE
SEFEALTVEHED
MeRLET, Ttz
I¥. CBC TIE3ES%
&\—C“_g-o

SRATLIZT ORI B
a—HicLTadr >
NF—DBMICHE > TL
2S5 ZRLET,

E7 oS X2EDEED
EStENTUVBEIHES
herLET. CD/INT
X—ZHEHE HRIN
BEHICIE. V—RET
AT %= avDmA
DY 5 AR TSN
EINTWVWBRHRELHD
£9,

HELR

B3

)

LWLy

B3

18

z

'9222%2E71)>%1 X T AutoSupport

DSARAVTSAT Y
RCHELEFY

(=AM

(=AM

LY,

=AM

(=AM



INTAX—& B HREIR VSRR AVTZAT >
ACHELEY

Network Time Protocol ® 2 5 XA RICNTP H—N\H %ZHBELFT AN
B& 1 DU ERESINTWVS

hreESh%ERLET, *

w k7w I TR TERM

CRBERY—EXERIR

TREDHDICRIEIBD

NTP 4 —N\% IS5 X A

BEMITR e E#HSEL

TWEY,

OCSsP ONTAP (Z OCSP ( B3 WYAY-4
Online Certificate Status
Protocol ) H'SREINT
WaEWF7Z =3y
MWD, FDTHBIE
HESEINTLRVD
E5h L ET, FEHE
W7 TIVr—3o0h

—BRTINFT,

JE—FEEOY OJ%RX (syslog) HEE BES1E AN
FINTLBEHhESH
ZmRLET,

AutoSupport HTTPS #rix v b7y FHR—KIZ BR [EqAN
AutoSupport X vtz —
ZXETBDHDT T+

I hoEmx7ORJLE
L T HTTPS AMER TN
TLBHEShERLE
EE

FI7AIILFOBEI—Y FTIFILOBEEI—Y ER) AN

($BAAH) DERICK

S2TWLWBHhESHhERL

£9, Ry TPV IT

3. REREAAAT A

Uy kFIARTOYVY (

#|ML) 9B & mHELE

LTWEY,

SAML 2—4 SAML AFRESINTLS LWWx (AINY-3
hESHhzrL &
9, SAML 2#{EHT 3
(SN2 Ve i G 2
oOv4>AELLTS
BRIV (MFA) ZHRE
TEEI,



NTA—=H

Active Directory 1—1f

LDAP 21—+

SEERE Y

O—A)La—

DE—bt> )L (
Remote Shell )

MD5 SRR TY

Bz

Active Directory h\&&8E &
nTwaneshrzmnl
F 9, Active Directory &
LDAP (. 5 X ZRICT
It R$BI-HICXTFL
THREINBZFBIEXNZ
ALTY,

LDAP A'REEINTULS
NESHETRLE

9, Active Directory &
LDAP (. O—AHJ)L1—
HEDHI X2 EE
TBHA—HICH L THEER
ENBFERARANZXLT
3-0

SERREI—HH IS XA
ICOJ14>935K5I1C5%
ETNTWVEHESHh%E
~LET,

O—A)LA—HYHRoIS5 X
RCATA > 3EL5IC
BREINTVLBHESH
ZzmLFET,

RSH A" B#MICHE>TWS
NESHhERLET, t
FalUT LOERAD

5. RSH IZEMICT B4

ERHDET, EF¥a7
RUE—rT7I7ER%EZE
IHIB7-HIC. Secure
Shell (SSH) H'HEEREE
nx9,

LWz

(AIAY-4

LWz

)

ONTAP 22— 7AhHo> bk LWWZ

TEFa27THEL MD5 /N

v aBEBEFERL TV
A5 ERLE

¥o MD5 Ny afbdh

feA—Y7ho > b

SHA-512 ¥ D & &L

RIS/ \v > 2B
DBITHHREINE T,

VZRRAVT AT
RHELET

(A1A)-4

LWz

(AIAY-4

LWz

(=AM

(=AM



NTA—=H

AERERITE X1

Bz

FERINTWVWETIHIL
AAEDR A T2 RLE
EE

Storage VM O> 7 SA 7> ZADATdY

HRER

CAE%Z

VZRRAVT AT
RHELET

(A1A)-4

RDFRIC. Unified Manager TFli T 4115 Storage Virtual Machine (SVM) %2l
TAAVTIA T ADEMS. 2y b7y TOHEREIE, 5 LU SVM B EHLHIEZEHL

D OFEERBHIBTIC/N

NTA—=H

T+ 217 THUL SSH HRE

AJA4 >N, —

LDAP BE51t,

NTLM £33

LDAP R O— RDE4

CHAP %7E

Bz

BEREOFXFIHEMICE
S2TVWEHESHZETRL
9,

SSHTY F 27 THRULEE
5 (THREZIBERY)
ZFEALTWVWEHESH
ZmRLET cbc*o

SRTLTSVYMIZT Y
L RFB3I—HFICHLT
OJ 4 > NF—hERIC
BoTWBHESHER
L9,

LDAP EES{tABMICHR
S2TWBHhESH%ERL
£9,

NTLM SREEDBRNIC A -
TWaBHhe>r=mrRLE
ER

LDAP R O— R DEH
HEMCE>TVEHLYE
S ERLET,

CHAP D&% > TLY
A5 ERLET,

IA—IWEETEHESHh 2R LET,

B

LWz

B

B

B

SVM
AT SAT D RICEE
LExd

IEW,

W,

IEW

(AIAY-¢

(A1A)-4

LWz

LWz



INTX—A& Bz WIEERIE SVM
AV TSA TV RICEE

LEX9
Kerberos V5 Kerberos v5 SREEN BN B LWLz
EHHERLET,
NIS 2 Bt NIS BIL\DIE@TEJEH#J\DXA—EL_ ﬂ}\'}*}] (AYAY-4
nTtuwanresnsrzmnl
F9,
FPolicy R 7—4& XM 72 FPolicy BMER I TWLS (XL (AIAY-4
F4ITY MhESHERLET,
SMB BBt EH TS  SMB Z2L EHEIAREMIC XL\, (AIAY-3
o TULWELHQE SHh%E
~LET,
SMB Z4MEICE D F SMB 22LHAERICH>T 1L, AIAY-3
L7 WwauwheshrzmnLl %
ER

R)a—LaAYTSAT72ROATIY

Unified Manager |&. XDORICKRI R 2 —LBSIENSX—2%ZFHEL T, A a—LA
FOF— RO BVI—HICE BT o2 RD SBRESINTNBHE S HEY
HrL F 95

R a—LEBSLINTX—RIF. 75X ET1F Storage VM DEHL TWB E AR INBZIHE S HICITHE
LEtAS

INTAX—7& HiRA
ER=n| ey W A AV vk NetApp Volume Encryption (NVE) Z7zi& NetApp
Aggregate Encryption (NAE) V7 b7z 7EESt

VW a—>a xFERLTRESINTVWSHR) a—
LOEHRREINET,

N—RJ 7St NetApp Storage Encryption (NSE) N—R7ox7
SMtzFERLTHRESNTVE R 2—LOEN
i\:z INhE9,
VIR T7EN—RITT7%EBES{t VI I TESLEN— R TRESILOmAT

RETNTVWBRY a—LOBEHIRTRINET,

EStaL BN TUVRWRY) 2—LOBHRTEINE
ER



M DR

FONTAPY9 X aUTF«ARBEHA R ICERINTVWAHEEEICES L TFEIN
BEFAUFAEHEN1 DTEHBLINTULRWES. &5 X4 Y¥ Storage Virtual
Machine (SVM) (JFEEHE HREINET, £/, FFENCFITESNI SVM D1 DT
HLHD5EH. VIARIEEN  ABINET,

TX2VTAHA—RFROERXAT—FATAIAVEETDERIFRDEED T,

@ - NSA—RBIERBERICR > TRESNTVET,
-NTGA—BFIHERFBIE > THRESINTULERE A

‘@ - VT RETHEDNENICE > TUVARVLD, NIA—IDBHERBBEICR > TERESNTLERAD, C
DNFRA=RFIATO I DAV TIA TV RIITHELFE A

R a—LESEXT—2RE. 77X ETF SUM DEHE AL EINDIHESNMIBRELTE A

5 XK ¥Storage VMDDt F a2 74 AT —RADKRR

Active 1Q Unified Manager Z{Ef 33 £ RIERDA ML —F T2z bDEFal)
TART—BRA%, AVRA—TIAADEIEIERRA VD SHERTETET, EES
NIENTA=BRIZEDVWTBERELA— M ZIRESLURHL. BERXIRDIZZEE
& U'Storage VMIZCDW T, DO LWVWEIEFPARELG S AT LEEZEBETE X,

X aU T ICBATRHEFIEICOVTIE. ZBBLTLIEETV, "ONTAPO X a2 T EBEHAT R

TFXaA)TAR=—DTHITZP I MRNLDEF AT A AT—RAZRRLET

SATLEBEIE. X2V TaR—TVEFEHRALT. TR FZ—LARNILEYA FLARILOONTAP 75 R

KX L Storage VMO F 2 T BEZAFRETE X, TR—bINZ3A T MEL U5 XX, Storage

VM. B&LUVRY 2 —LTT, ROFIEEHRTLET,

FIE

1. ERODFESr—>3>oRA VT, *AyaR—R* 20Uy ILET,

2. IRTOERHARI S ZAEZDEFXF 2V T4 RT—ERAERRTZID. 1 D2DISAEZDEFa)T4 AT
—RRAERTIDIMIHL T *ITRTDISRE*EZERT 2D, ROV TE I A Za2—H5H5 120D
VS ARETERLET,

B EFxal)Ta *NRILDAEKMZEI VI LET, [EXaVTaIR—IHRRINET,

BIZ7. AoV b, 8&LUEIV YOI LET view Reports U2 IOV v I TR, Aa—L. 775
2R, FT-IEStorage VMDR—IHRREIN. BEICIGECTHRIS T 28l mELI-D LR— b E2ERM LT
DTEXT,

X2V T R=JICIE. RDODNRILDBRREINE T,

COSRBAVTISAT VR T=REVRZ—ADIRTODIZRAZDEF a2V T4 AT —RR (FEHFT
I3FFEMD T 5 X 2E)


https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf

* * Storage VM Compliance * : T—4t > Z—HAD TN TDStorage VMDEF 1) F 4 AT —2 X (HHL
X 7= 13IEZEHL D Storage VMER)

* *Volume Encryption * : IRIERD IR TDAR) 2 —LDBEFSEAT—2 R (BBSLETNTWVWERY 2—L4A
FEBBE TN TVAWVWRY 2—L0E)

* *\/lolume Anti-Ransomware Status * : BIEHRND IR THDR) 2 —LDEFXF2VTF4 AT—ERX (ST L
T TN EDNBMELITEMICE->TWSER) 2 —LDE)

* U5 RAAEREEH K VEEFAZ | SAML. Active Directory. fEFAZH XO0O—AIEREIAR Y. X1 TDERE
FHEZERTE7 X220, CD/INRILICIE. FSERAEOBEMHRNTINTULS D 608 UARICHRYIN
ICRBFEDIZAZOBHRRINET,

TIRAAR=IUT, IRNTDIZFRZDEF 2T D5FHZRTLET

FOZRRIEZXA)T*OFMR—TTIE EF2V T AV TIATVRADRAT—RRA%E I T AZLANI
TRRCTEFT,
FlE

1. EADFEHS —> 3>+ > T, * Storage > Clusters *DIBEICT ) w2 LET,

2 [EBEPIEX 1V FAPITRTDI S L ERIRL £ T

' O—/NJLFIPS. Telnet. ©F 2 7 THUVSSHERE. OJ AN+ —. Ry D=0 L7030,
AutoSupport HTTPSEx 70O k)L, 75 X AHMRAZEOEMHIRD X T—2 AR REINE T,

ZO)YOTEFT : A7 a>RE>% 1) v L. Unified Manager % 7=1&System Manager®* Security *
R=ITEFa2UT1DEMERTLET, System Manager CiEfliZ KRR BICIE. BHRILTOIvIL
PHETY,

S5 AADIEBEDEMEEIMINTVWBRIHEIE. 20U v I LET expired T XAEE

@ BRZDEMMEL D TFICH B System Manager (9.10.1L4F%) hSEFHLTLLLET L BV v Y
T3 IFTEFEFHA expired System Manager-f > X2 > AH9.101KDFID ) 1) —XDIF
AN

Ro

IARTDI ZRAEDEF2) T+ DFFillzStorage VMR—C TRRT S

Storage VMs/Security *DF¥fllR— Tld. Storage VML AR TEFa ) T BT —FZ X ZHRTEE
ERR
Flig
1. EfloFES—S 3 > RA > T, * Storage > Storage VM* =2 ) w I L £ 9,
2. *RERPIEF VT[T TDStorage VMs]ZBIRL £ T, *TFal) T NTX—EHRRESNTLIS
22D XA DRREINET,

Storage VMDY X a7 AV TSA TV ADT 74 bE 2a—%ERAT SIC1E. Storage VM. 735 XA,
AJANF— BEEOY. B2 THUVSSHRELBLEDEFa) T NIX—2ZzHBLET,
ZOD)YOTEFRT + A a>RE2>% 1) w2 L. Unified Manager % 7= 1&System Manager®* Security *
R=ITEFal) T DFMERTLET, System ManagerCEHfliZ R T BICIE. BWRILTVOvIL
MHRETT,

R a—LXStorage VMDD SV LT T 7RELF 2 U T+ DFBICOVWTIE. ZBRBLTKRETWVW"IANT



DR 2—LE KLU Storage VMDD S U H LT T PHEAT—RRAZRTT D"

VIO T7FRIE 77— LT T7OEFHHNELREXF2 T
4 ANV FDRT

r?v?ﬁb—ﬁj@%%ﬁﬁ%ﬁot#:UT44A/h#%D$?o_nb®4a
> hEActive IQ 75w F T x—LDS5HRESN. ONTAPY I hDx7. /J—RT7—
Lox7. FlldAXRL— T%/ﬁ/ZTAV7FWI (Exa)FTae 7 RNAH
B) o7y 7L —RIRELREZIFELET,

 BEBHO "
FRL—=2, 7FVr—2aVEBE, LB ML—UEEZEOO-IILIUET,

CNSDOBEICDOVWTIE. TICHUAMREBEREDEHNUE. AT a—IILENREDOX YTV RETH
T3HDEHDET, CNSDARY N EIARTHRRL. BEEZERATEZA—HICEIDHTERENTEX
I, Fle. BIMDAREBEREXF AT T v TIL—RARYEDHZ5EIE. COVXMEFBLTEMCT
BARYMZHRHETETET,

FIE
1 ERIOFETF =23 RAVT, ARV NEEB*ZIVYILET,

TITAILETIE. TRTDT I T4 7% FRELIUVHEREAD) ARV IHRARY NEEBS RV K
R=IJIIRRINET,

2. [RE] XZa—Dn56 [*TyvTIL—FRaARYE*] #FRLET,

TOTATBRINTOT Y TIL—REF2UTA ARV MARTRENET,

TARTDY S AZTOA—YRIADEBIR DI

Security R—JIZIE. BV FARXTA—HOEREHICER SN TVIEREIDREEE . &XF
172 FERLTISRARCTIVEALTVWRA—HDHEIARRINET, ZHICEKD.
A—HERHD MO ERICIE > TERICEITINTVWA e =R TE XY,

FE

1. O+ ESY =23 >oRAVT, *HyaR—R* 2oy oLFEd,

2 By aR—ROLESRT. ROV TELIIARAZ2—D5 T*TRTDISIAZ* | Z8IRLET,
B xalTFa *NRILOAKMEI) v I §DE. EXxal) T4 * R=IHWRRINZE T,

4. 7719DL\DIE h— l"i’?EZI'L/T %wu\uIEa’rj%ﬁﬁH LTRTLIZT 7‘[22 L/_Cb\él_ﬂ@ﬁ%ﬁﬁ
el F 9,

3. 771&'&#1')7_’( H— l\%ﬁ/‘fb—cs %772&0)1 #nanE‘u.'f%Fﬁ—kh%nanExjj ZA%EE
LF¥d,

RBETRHRVWHERLRBRY b7y THHEL TOWBWVWEEATY AT AICT7EALTWVWEI—FHVB5E
& TDFEZEMCTEXY,



IARTDORY) 3a—LDOBEFSILAT—FX=ZRRILET

ITARTOR) 2a—LEEDREOESIEXAT—FZIADV A b ZRRLT, RUa—LLE
DT —XDMERDOBTWVWI—FICL BT I ADSBEYNIFREINTULWEIHE DD Z MR
TEEY,

*BERHOD
FRL—=2, 7FV =23 EBE, LB ML-—UEEEOO—-ILHIUETT,
R a—LICBERATEZESOZATIFRODEED T,

* Y7 717 - NetApp Volume Encryption (NVE ) ZF7zI& NetApp Aggregate Encryption (NAE) V7
FYT7ESEY)a—2a zFRAL TRESNTWVWSR) 2— L4,

* /A\— R =7 - NetApp Storage Encryption (NSE) N—RFT z7ES{tZERAL THREINTWVSZHRY
J_-L\o

VY IRNITTEN—RITT -V I I T7ESCEN—R I T T7ES{EOMATHREINTWVSHR) 2
_.le

* BL-BSEINTULWARVWERD 2— Lo
=2}

1. E@OFES —> 3 >~RA 2T, *Storage *>*Volumes * %7 ) v L9,
2[RRI AZa2—T. ["EEME*>*RJa—LBESL* ] Z&RLET

3. [* Health:Volumes Encryption*] E 2—TC. [* Encryption Type*] 7«1 —JL K%Y — k9F 3 H [Filter] ZfE
BLT. HEDESEA T2 OR ) a—L FLIEFBESEIAhTVWAVWR) 2a—LZRRLET (
[Encryption Type] I& [None] ) o

IARTOARY) a—LELUStorage VMDD S > LT T 7XIERR
T—RAERRT D

IRTDAR) 2a—LEeStorage VM (SVM) LV EDRFDZ U LT T T7XHERT—
RADV AR ERRILT. R a—LPSVMLEDT—ENS B LT T 7HED 5EY)
ICRESNTVWEIHQESHERESRTETET,

*BEBHD
FRL—=%2, 7FV =23 EEBE LB ML—UEEEOO-ILIUETT,

SO LD I THEDTIEFIERRAT—HADFMCOVTIE. ZBBLTLLIEIVWONTAP [ SV LD
T 7 REREB/MLE"

SOV LT T TTHEROBHEET. IRTOR) 2a—LDEF2) T D5EHZERIT
RENCE

FIE
1. EADFES —> 30 R+A T, *Storage *>*Volumes * #7Jwv o LET,

10


https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html#system-manager-procedure

2. [RRIA = 2 —T. [* Health > Security > Anti-Ransomware *|&:&R L £ ¢

3. FaUTo I FUFIUVLIITRATIE. THEIELT A —ILRTY—FLED, TrL2%fE
RAL7EOTEEY,

SO LTI THEF A TSR a—L40 HGIRAFEARY 2— L. Snaplock R 21—
@ L. FlexGroup R!) 2 — /L. FlexCache R 2a—ALTIEHR— TN TVWEH A, SANERR
1) 2— L. f21E L TW3Storage VMDA ) 2 — L, Storage VMDIL— kR a—L, FHET
—QT%%/T\‘U :L_-LAO
SN LD T TEBRET. §RTDStorage VMDDt F 2 57 DFFMAEHEETITF

FlE
1. Eflo+E4S —> 3 >R+ > T, * Storage > Storage VM*%= 7 1) w2 L£ 9,

2. [F®R] > [ExalTa] > [SOVLTZT7RE] OIBISERLET, SV LTI T7THEDRT—4R
ADEEINSVMD ) X bR EINF T,

@ NASZO b JILHERICHE > TLVEWStorage VMTIE. SV LT T 7RERERIIHR— T
nTuwxErtaia.

TIOTA4TRIRTOEXaA TR EERRLET

TIOT4TBEFAVTAARY M ZIARNTRRL, BEZRATETZ2I—FICRIN
YhZEBIDEHTRZIENTEET, Tl RERBLBEF AV T IRV D HB5HE
iE. COUVRMZFALTEMCTZIINRNY M ZRETEET,

* MELBDHD
FRL—=%, 7FVr—2aVEEBE LB ML—UEEEOO-ILIUETY,

FIE
1T ERDFETS =23 RAVT * IRV INEE*ZI)vILET,

FI 4L Tl FHREEREADARY FAARY MEEOA YARY R R—JICRRENET,
2 [EFR]|AZ2—DB. [FUTF1TEFAVTFAARY N ERIRLE T,

COR—=DIZIF. BE7 BEICER SN TR & THEREA OIRTOEF21 )T AR MHK
TCNEY,

X2V T AR DTS —bZ2EMT S

TXa)T14A4RY DT Z— k& Unified Manager TRET 3D 1 R k E[EHk
IC. ARV EZEIBEMICERETACENTEFXT, £Fleo IRTOEFaVTFT04RN
YhrERLCELSICHKW BLI— *7‘LE><—)L%;£1.:.?%>%ALEI\ TFXalTFsARY
RO AHA—ENESTICBRTAHBEO 7 2 — b2 E T3 DHTETET,

11



F BBBHO
TIVr—2avERERCBA ML -VBEEOO-INBETT,

2RI Telnet Protocol enabled' £ a2 ) 574 « AR DTS — b 2ERT 2B RLETISAEZAD)E
—rBET7 I XAICTelnet 7V ADREIND . 7I—MDEESINET, BILAZET. IRTDOE
Fa)TA4ARYMIHLTTSI— b Z2ERTEET,
Flig

1. EROFES—> 3> RA > T, *Storage Management * > * Alert Setup * %2 ) w2 L£ 9,

2. [*Alert Setup* ] R—J T, [*Add] =2 U v I LZET,

S [*TI—hDEBM* | AAT7OJRYIRT, [*BEI*1Z27VvI L. 75— FO&RIEHMEZASL
9,

4. )Y —=&Z=DIVy L. TOT77—hZBMITEIITREZERLET,
S. [*Events (ANRVE) 200w LT, ROBEZRITLET,

a ARYADEKREVRILT, *EF*ZERLFT,

b. [Matching Events] 'J X b C. [Telnet Protocol Enabled*] %3&RL £ ¢,

6.*7ooarv* eyl [TNSDA—Y—ICEEF ]| 74— ILRTEEX—IZ2RETZI—H—
DRFIZEERLE T,

7. BHSEE. SNMP b3 vw 7O¥EIT. XV TRORITRYE. COR—POMDAF T a>zRELF
ERS

8. [fRTE (Save) 11XV UwvILEY,

BEDEF 2T AR M ZEMNCTS

T4 ETIE IRTOARY BB >TVWET, RETEETHRVARY b
i3 ERICL TBRIDNERSNABVELDICT R ENTEEXT, BMICLIEARY LD
BHIZEETBICIE. ZEITBIRYEEBMICLET,

* BELHO *

TV a3 EBEXRLEIANL-CBEEOO-IIIBETT,

ARY R EERNCTDE. PRATLATURICERSINTEARY MM TBELE] EY—208h. TN5DARY b
ICRESNTTI— IR A—INBLABDET, EUCLLEARYEZEMICTIE. ENS5DIRY B
DBMOERDRDERY 1 VLD SHEBINET,
FlE

1. ElloFES—> 3 > ~R14 VT, *Storage Management * > * Event Setup* %27 U w2 L9,

2. ARV RER=TJ T, ROVWITNHDDA TS avEERLTARY b EEDNELIFEMLET,

12



Wi 121
ARV N EENCLET a. [Disable] ZZ7 w2 L% 9,
b. [ ARV ~DEIL | XA T7OTRY T RIT, |
ELZIDEREZBERLET, Chid. IRT
DEFa2VTARYEDATIITTY,

C. [Matching Events] S5 LT, T4 tE—7ILICT
P2EFaVTaIRYNEERL. ARH%EY
1) % LT [Disable Events] 715 LICH8IL
ED

d [REFELTCHAL2 122V v o LET,

e. IC LTcA XY MO Event Setup X—2 DV
APE2—ICRFENBZCCZREBLE T,

ARV EZBMICLET a. |BHICHE>TWVWBRAIRY DU OS5, BE
BMICTRARY COF v IRy IR % ER
LEd,

b. [Enable] 22w L&Y,

tXaTaARVE

Xal)TFoA4R> ME. [T ONTAP 9 NetApp Security Hardening Guide J| ICEZzR I
TWBNTXA—RICZEDWT. ONTAP U 5 X4, Storage Virtual Machine ( SVM

)  BLUVR) 2—LDEF2) T4 AT—RRICET3EHREZRELEF T, ChH5D
AR MIBENLGEEZBHNT2HDT. MEOEREZFTHMEL. BEICIHLC THE
HEBIETRENTEET,

TFaVTAARY IV —=XZATRNT I =TSN, ARV ERENSY TR FELANIL, BLUE

AKENRTEINET, CNEDIRY MMEIL 7T REXE LY Storage VM DA R b AFTUICKRREINE
ER

13



ZFEICET 3B

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEDOEAICK 2FFAFED HIHE IR BRER. EFEEA. SLUEER
B, BHEE. T—THIE EFREI X T LANDHEMAAZ STHRMIREAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y 7Y TDERYHSIRELIEY 7 U 7IE RICKRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7E Xy b7y FICEoT MBRROFTF BESNATVET, *v b7 v FIZATHERER
i X3E@MES LOREBNICN T 32 EEMEORTRNRIEZ S 2 CNURESNABVVLDRBEETR
NBRFRIEDITVEEA. R b7y 7id. ABRILIIABY -—EXOFEE. AR, 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I M T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HEROFEEDEREMENEN S
NTWE LTH, TOEEER. RUE T55FH. ZHNOBFE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T, —TI0oEEZEVEEA,

XY RTyTiE. CTICEHINTULERIARTOERICHTI2EEZER. FELLITSENEZRBLED,
FZY R TPy FICEZERHNLBEBCLZEENDHZEEZRT. CICREITNTLVBRBDOERICEDEL
BPEESLUVEHICTH LT, 2y b7y TIdEEEEVEFEA. CORRBOERFLIZEBAIX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRBIEICE DK SV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBREFRIE. 1 DU LEDOXKEREF. ZOMOEORFF. BLUOEBROEFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, ALDIBEZRET. NetApp, INcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D KEBAAD T —XERME
ICDWTId. DFARS 252.227-7015(b)3& (20144%F28) TEDH SN MEFDAHNEBHSNE T,

EIRICE T 5 15%k

NetApp. NetApp® O I\ http://www.netapp.com/TMIZEEEH SN TULB Y —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

14


http://www.netapp.com/TM

	クラスタのセキュリティ目標の管理 : Active IQ Unified Manager 9.11
	目次
	クラスタのセキュリティ目標の管理
	評価されるセキュリティ条件
	クラスタコンプライアンスのカテゴリ
	Storage VM コンプライアンスのカテゴリ
	ボリュームコンプライアンスのカテゴリ

	非準拠の条件
	クラスタとStorage VMのセキュリティステータスの表示
	セキュリティページでオブジェクトレベルのセキュリティステータスを表示します
	クラスタページで、すべてのクラスタのセキュリティの詳細を表示します
	すべてのクラスタのセキュリティの詳細をStorage VMページで表示する

	ソフトウェアまたはファームウェアの更新が必要なセキュリティイベントの表示
	すべてのクラスタでのユーザ認証の管理状況の表示
	すべてのボリュームの暗号化ステータスを表示します
	すべてのボリュームおよびStorage VMのランサムウェア対策ステータスを表示する
	ランサムウェア対策の検出機能で、すべてのボリュームのセキュリティの詳細を表示できます
	ランサムウェア対策検出で、すべてのStorage VMのセキュリティの詳細を確認できます

	アクティブなすべてのセキュリティイベントを表示します
	セキュリティイベントのアラートを追加する
	特定のセキュリティイベントを無効にする
	セキュリティイベント


