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Advisory ID: NTAP-20200814-0005  Version: 6.0  Lastupdated: 12/03/2020  Status: Interim.  CVEs: CVE-2020-9490, CVE-2020-11984, CVE-2020-11993

Overview Affected Products Remediation Revision History

Software Versions and Fixes

MetApp's currently available patches are listed below.

Product First Fixed in Release

Clustered Data ONTAP hitps:/imysupport.netapp. com/site/productsfallidetails/ontap9/downioads-tab/download/62286/9.5P 15
hitps:/fmysupport.netapp.com/site/productsfallidetails/ontap9/downioads-tab/download/62286/9.6P11
hitps:/imysupport netapp. com/site/products/all/details/ontap9/downloads-tab/download/62286/9.7F8

6. RHEJEAFIEIL. Digital Advisord* Upgrade Advisor *TOSD 7w FJ L —RE5HEBEITSZ T,

SOV LUITDIRID S RT LZFRE

Digital AdvisoriCO2' 1 > 9 % &. * Security & Ransomware Defense 7« ¥ v ~ Ti#
ARTENT Actions *HRERIN. U XAIHHREINFT,

Snapshot DTERL. R®F. H KTV ONTAP @ FPolicy J X7 =R L. BIET RO DT IS a3 > % RITTE
7,

FIE
1. Digital Advisorica47 1 > L £ 95,
2. [Security & Ransomware Defense]” 1 & v kD*[Actions]*Z= 27 1) w I L £ 7,
3. [EFaVT A DMFBEHIFTv IRy I RZEFTICLET,
4 RIRSNVZZIZOWTE. BELANILZRRE L. HRINIHLAEICRVET,
3. [Unique Rises] # 7% 2 1)w % L. [*Corrective Action] FJIiC) > o L9,
6. [REERITZIRATLIRTZIVYI LT URIDHZBV AT LERTLET,
1. 2T L RETBOHICHEINBZBEREEZRITLET,

VRO MR L THERBLET

A= X7 LOREMBMEZDHT BICIE. BETIRIFL VR IZRTLE
Yo WG EZHRL. VRV ZFHTERIT D2UEDNDHD FT,



FIE

1. 4y aR—RTRBREMEE VAP Ty b E2 ) wId3Hh. *IRTOBRIEORT*%E7 v LT,
IRTOT7I7>2a>e JRID) R ERRLET,

2. EeMRMICEEMITONATVWE * 7o ayv e * YRy *#RELET,

3. 703> * %Iy I LTT7IaVICEAETRIVRIERTRTDD. *URT* %) wILTIN
TOIVRIERRTDD. *“HEEZIIDZIRATL* BV I L TCEENMMEBERATLERTLE
XS

4. YROBEI)wITBRE. VRIVOBERARRINE T,

5. YRV EAERT BICIE. [*AcklZV v LET,

R DFMBBEBRE. VAV ZERT A OICFETERITIZVEDNHEIMAFENRTINE
ER

6. I|WEN RV BB LIS BRWNEE, FRIGFENTEAVGESIE. 70— ILRICEZAALLT. [
Acknowledge * (F&5R) 122 Uv oL %7,

U2 IBEREADY XU IBMENET,
() LRVERRTSLENLCLOLBAR. CUnAk EZ) YT LTALFRICHS S
T, URIEEBBLTHEVEE Ao
BEMOBRBEZRTLET

BEIDABICKRELIEOATLAIVRV%ZRRLT. BEHFENEDLSICETLTUL
PO %EHERTEET,

CNSDVRTIE. T*RER*1 . TFHR 1 . THRES ) . TERAES 1 O4BEDOYRIICHE
INEI, TNSIRELBZIBTRINET. INSOURXTDOBEIFZ. VAIBE* IS T7TRENE T,

Fg

1. &vwaR—KD *Wellness * R-1 > T. *ViewAllActions* %2 1) v LZET,
2. [*Wellness History] 2 1) w2 L9,

3 YRVEBRE*I ST, VDRUVBE*RR-IDATIVEIIVUvILET,

BAETON—DLICA—YVIZEBLE, EATIAVDOVRVOHICETBBEHRMIRTINE T, TNEh
DIVRIGATIAVZT)vITBL. BRI RIBER T—TILICKRREINET,

Excel ¥— MZURIOBEEA Y YO—RTBZIEHTEET,
Unified Manager Z £/ L TEBITERTE 5 ') XU 2K L £7 Ansible Playbook
CEWLEREITET

7oAV RV ZHRI B ETRAMNL—UO AT LD L. Active 1Q Unified
Manager %> Ansible Playbook ZfEfH L TEBTT £,



FIE
1. 4y aR—RT*IRTODT7I>avaRR* 27y LET,

2. 7023y & IVyILTTIavICEBETBVRIERRI BN *URI*ZIVyILTIN
TOIVRIZRTI DD *WEZRIIZVRATL* 20 )y LTERIUEL D AT LZRTLE
ER

Active 1Q Unified Manager ZfEFA L TU XV 2R TE 35515, Z2BL T LTV 4\ TA AVHhE

ARTEN. Ansible TLA T v I %Z2ERALTI) RI7Z2ERBTESHEIE. 2B8BLTILETL @ 7
A AVHERRTEINE T,

)20 #8Hd 3IC1F. Unified Manager Ansible Playbook B
ZERALEY ZERAITNE. VRIEZBRTEIFT

1. R 1.
ZOVy I LET 27y LET, Z#OVY I LET @%O'J‘yﬁbiﬁo

2. [*Fixit* ({E) 1%Z2 ') w2 LTActive IQ 2. Download *%#2 1J w2 LT. AFF 8L U FAS
Unified Manager Z#c&i L £ 9, 7 7—L"7 7D Ansible Automation /N 7 —

3. Active 1Q Unified Manager 9.7 J{f&% « > X k — eHTYA-RELET.
LT BICIE. *Install * #21U w4 LT *Fixit*
FFoarvaEFERLET,
4. Active 1Q Unified Manager 9.7 WAB&IC 7w 7 L
—RIBICIE *TyFIL—KrK*72U)woL
T, *BE*FSa>aEFERLEY,


https://www.youtube.com/watch?v=XusFvXM7h-E

@ l'Fix it 1 #F> 3> & Ansible Playbook #8E%Z 9 % ICld. SupportEdge Advisor X 7zi&
SupportEdge Expert DZHIHNNRE T,

R 224 LT —FIBRDOEIEEM Z B8

Digital AdvisoriCOJ 1 > L. *BIAMCFRE YV r DT v MIHFWLWNY IHRRTEINTIS
Bld. EXBVRVZEBETRHDEEZHE LI ECNTEEXT, 77—LTTTD
BIEFOJSLZA YA R=)ILLTVWAVWYE, —EDREERZ ANIHETRSAT
DEMELAG K BRABEMNHDDET, CNERBIETSZ LT IV VRA L T—RIE
KOMAZEBTEFT,

Flig
1. Digital AdvisoricAJ' 1 > L £9,
2. aJAMCRE * (Availability & Protection) 1742w b T [*T7o>3>* (Actons*) %7

¢ Availability &
Protection

2

Actions

w2 L

FEDRZVWEFaVTAVRIICDOVTIE. TRV T 7— LU T 7 OBEHHHRE SN B HLFEICHE
2TLETLY,

3. VRIHYIVERTTBICIE. WRIB* U I%2s v LFE

Risk Summary "
Impasct; Mitigsian: Pugbiic:
Pezpretially Hon
danepiive
Eadagory: intereal i=fa: Larrecteve hetisn)
FAE Hardware Sagnatur WOl R0 A
Rigic

CRITRCAL » Wesliop Bors identified cortan S50 {Solid State Drive) modiels that howe 2
Baghay fallare e pormpaned fo ot rodehs depped by Methgs.

Potential impact:

e i Pgdal{n) idenlifed will Bl slter @ pwver Sycied aer 70,000 povesr-on
vt -0 yoan of une), wheh ould e b i o of culage || mulliphe drive
umalianeousy afeqied

Dertadts:
The dbarage wysbermn has 130 machel K447 PHMZBOMCT O dhebee rafalied that ane nof
running {he Lotest Ermwane

ER
4. [*Unique Rises] 2 7% 271w & L. [*Corrective Action] D) >0 %= o) w2 L%
Fix it Risk Nama Mitigation T Corractive Action Systems Impact T
<+ n CRITICAL - Metiap hax identified cortain S50 (5ol :::;::" i KB W SR ]  vigh |

Digital Advisorid. T4 R T 7—LID T T I77AINRE BBRT ARV T 7— LI T7%2BHIT 31



DI, DR LDAnsbleR ) T hFHEF LA Tv oz LET,
5. *Ansible TAJ *74aA &IV YO LT, RV EERESLUY T O—-RLE

@ Update AFF and FAS Firmware X

Otk St Guade

Risk Hame:

CRITICAL - NetApp has identified certain S50 (Solid State Drive)
madels that have a higher fallure rate compared 1o other models

shipped by NetApp.

[Disk Firmware Download Summary (2 Files)
# Ansible Playbook and Irventory - 1 File

® Disk Firmware - 1 File

Sgestion;

You should be logged in to NetApp Suppent Sie to download the

fites
ERS

DINNRRALEa—X—)LIZEERT D

BEMLE2-—EX—ILICERIBZ . BEMRXT -2 XOBE. EFHARIEDINT
WBSRXT Ly AR =IR=DxY b7y TRBOT v T L — FHRBERD X
TLICEATZ EX—IIZBARITMZ N TEET, B30 E X—ILHXET
N ACLOBIZEZHRL T ATLICHATZ N TEES, YIRIUTay
TR fmk. HB. HIRT34723>H6HDET, BEF XN Z2RELBRVEGS
IF. WO THEFA—IDREZFLETETET,

BITROVTFa>zEBMILiS5. TTROVTS 3> ZEMT 2 ESICHBAZERT ZUENDHD &
o HATEDE X—ILHYIU—ICIE el B, Vv I L—F BeFz v 7ORWEDT I 3
UHRIAENET, BB EX—ILTRLRZANTB L. F8ELICE X—ILT7 RLRICE X—ILHEET
NEg, 7RIV TO a3V %ZHIRTZEDHTETET,

@ COMEEERFRTESDIE. R b7 w 7D SupportEdge Advisor £ SupportEdge Expert D1
—EZDRHLTUVBIEEDHTT,

FIE
1. EEID R > T. Wellness Review #27Jv o LT,

2 [HIROVTFa>oEM 2OV I LET,

B [FHRYITRIVTa>DBM A T7ATRYyIIAD[&HEI]. [ATIV *DER]. [BEEOHEE]
CBEUV[EFA=IL* ] T1—=ILRICHERBEHRZANDLE T,

4. [Subscribe] Z27 ) v I LET

HYITROVTFoarvhigthsde. IRV ToarvhEMEnN L) EWS XytE—UHRRE
nx9,



ARL=— e DRFLDY IR I TEN—RODTT7OEH

BRHARAYINTWABY 7 Oz 7/N\N—ROx7%2 6 DAURNICTO7 77+ 71285
L. N—RIxT7YV I NI T7OEFZREFIDZ_ENTET XTI,

FIE
1. 75>=>% (Planning) *J«14> v bDOEFH (Renewals) *&#I v I LET,

2. BHTBVATLEERL, "B 2o LET,
3. MEBIZIGL T, BMOIXY bEADLET,
4[5 (Send) 1 ZVUwILET,

IR/ —FOREMZ D

Cluster Viewer &/ — ROEBLMEE DT BICIE. TR R/ — ROYIEWER & RIE
BROIBHREERTIT VAN Y —=ERALET,

Cluster Viewer IClE. /—RDRXZ VIR A ML—JDFERRREFHIE. N—RITT7REDAY RI)L—L
BREDBHRHMIRIRIN. TORBERICEODVTISIEY /) —ROBEUEERETDZIENTETET,

J—ROYEBERZT—T . XZ2Yv T, RAD T4 RIDELNILTHRLLIED. 5T 1 AILIZKRTL
ehTEEY, SVGGHEATHEI VIV ZH4 U YO—RTBHIEHTETETY,

..

A @ NetApp Active 1Q Digital Advisor

Vis'ualizatior] Feature

FIE
1LY ARV M) 4Dy bTC BRDIZZXRZEE/ —F (RR ) Z&RLES,

2. S RZLARNILET L/ —RLARILT. *Configuration* U 1w FD#EIC#H 3 * ClusterViewer * & &
w2 LFET,


https://www.youtube.com/watch?v=FVbb2bbIY9E

3. [* Visualization * | 2 7% Vw338, VZAENT ST 1 BILICKRRENET,

AbL—=2 T LOF R Z 2t LE T

vt RT BENE D EF

P—EXR LTOFRAREMICED. IRILF—EHEEZHIR L. BREBZICAHN>T
WOETCCENTEF T, CNUCED. R FL—22 R T LZRBICER LEFAICE
HETHEL. FRakEOBERZENTET X,

Sustainability? v > 278 — R Tld. IFEAJEMR 7. 1. BERE. BOFERAEOFHERLTITITET,
ﬁE@"j”l’ FORFBBINREZAETETET, FHHRUEMEXITIIISAZLRNILTHRERTEET, Y X7F

EVFs XOAT7ICEDWVWT, AT FEU T I T3RB%ZFHEL. 2y b7y TIHHRETZ 7o a3 %
KL TRAOAT7ZHETE XTI, Sustainability v > 28— ROFFEMICDWVWTIE. "Sustainability® v < 271
- ]\O)*E%E o

C) Bt gEME (. Cloud Volumes ONTAP. AFFY X F L (A ) —XbBLUVCU—X) . EZV)
—X. FAS. & UStorageGRIDY AT LATHR—rEINET,

Sustainability? v > 2R — RICDWTIE. XDOETAZ &L S

Sustainability Dashboard Se——
Active 1Q Digital Advisor and BlueXP

Brett Albertson
Principal Technical Marketing Engineer

© A2 NeWAap, Inc Al rghts resssteed

FHgraTBetE D X U v b
YXTFEUTAICIE ROESBA Y bHBHD T,

*BALEDT—H%ZRETDIAMNL—CTNAROEERBS LT, NT4—<I X EBALTEET,
C AFL=PRTFLOFAREZHEBEHLLLT. ANL—COX MEHIBLED,

10


https://www.youtube.com/watch?v=yNRHeOvbGX8

*TREVE—TBEIRIRIILF—ZFEATSZ T BICREFHEZHIRL T T,
CIXNF-DHEOFVEERZEMI ST, IRILF—ERZEMLESEXT,

Sustainability? v > 27" — RDER%ZHIIBT S
Sustainability? v > 2 7R — K&, AlOpsXIeD L R— k& X377 1) VT ICERNRA >

HAa b ZREL. FHRAREMEICH T 23EA%2WEL £, Sustainability? > ah—R
IZIE. NetApp BlueXPX7zIZT P RILT7 RNA YIS T7IOEXTEXT,

11



12

BlueXP

BlueXPICO%' 1 > ¢ 3ICI&. NetApp Support Site DT LT v ILEFERTZH. EX—ILE/NRT—
REFERLTRY NPT ISORAOOTA N AT YT LET, OFMEREEREL T
"BlueXPADOY A1 >

Flig

1. WebT7 S UHZRE. "BluexPI>Y —JL"%
NetApp BlueXPDOJ oA Y R—IHRREINE T,

2. BlueXPicOg 1> L %9,

3. BlueXPOEBIDFE4S — 3T, * Governance > Sustainability *% 2R L £ 9,
Sustainability? v > 27/R— RARRINF T,

@ N Account ~ Workspace v~ Connectar ™
N NetApp BluexP (_ Q BiueXPSearch ) Demo_SIM ‘ ‘ 0CCMsaasDen... ‘ b o 0
&
© Sustainability score @ Environmental indicators @ Recamiantad detions {r) Betions for later {T)
° Enable to support more workloads (+7%) Fix Later v/
Projected usage @ Monthly
- Enable deduplication to support more workloads (+7%) Fix Later
o
\ e nable compression to support more workloads (+7% ix|Later
68% 5 e 3 Dieccar T Enabl 1 it kloads (+7% Fix L
® Total Score : [, 5
Instantly replicate data files, LUNs, and volumes without requiring additional
. = Fix Later v
9 1 164 3 08 1 05 storage at creation time (+5%)
. -
®s
Enable FlexCache to reduce the need for data replication and transfer across
5 Fix Later ~
B the network (+5%)
Score over time
Carbon mitigation percentages @
100% Enable cold data monitoring for potential tiering recommendations (+1%) Fix Later v/
5% A
>—a—o Discover the cluster in BlueXP for additional sustainability monitoring (+1%) Fix Later ~
Site/City < | Carbon mitigation % %
50%
25%
0% e 8% &
3»"1@:’5\ RO

88% y

Sustainability? v > 2 7R — RHERE SN TULALWEEIX. *[Add NSS account]* 4 7> 3 >
@ MERRINE T, NetApp Support Site (NSS) DEMKIFHRZ AJIL T Sustainability X v
SaR—RETHDY MIBEEMTIBNTVWE S AT LERRLET,
Digital Advisor
Digital AdvisoriCO%/'f > ¢ 31Zld. NetApp Support SiteZ L 7> v IILEFERTE X9,

FlEg
1. WebZ S UH#%BIE. "Digital Advisor" AF A > R—,
2 A—H¥—RBENZAT—REZADL. * Y1421 * 2oy I LET,
3. E@lmFEH — 3> T, *storage health > Sustainability *ZZER L £ 9


https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://activeiq.netapp.com/?source=onlinedocs

" s "
I NetApp Digital Advisor Q_ search for watchlist, system, cluster, customer, site, group, or StorageGRID (L] A Welcome, [
Support  Quick Links  English BAIQ1 Sign Out

v STORAGE HEALTH Test » Sustainability

Dashboard Sustainability
[ ]
[ ]
Sustainability score @ Environmental indicators @
[ ]
Sustainability [ new | Projected usage @ ‘ Monthly ~

Capacity and Efficiency 60%
o
° Total Score 4441, i 260100 M 441

Health Check

<]
Cloud
Recommendations
Score over time &
Valuable Insights Carbon mitigation percentages @ ]
100 % 2
a
~ SALES TOOLS i 2
Site/Ci > Carbon mitigation % P
Account Intelligence @z ® = - . i ‘ L
50%
i A
Fusion z G £ % & <
2% ——
1B Console [t}
0%

21 May 28 May 04 Jun 11.Jun

B U X RARESNTULALVSA. * Sustainability *4 7> 3 VIZEMICHED EF T, Th
@ ZEMCTBICIE. BERVAMZERT 2D, BFHA. Y1 hE JIL—7F

%. StorageGRID. KA h&. 7T XZ, P TIINES. £HIETXTLID, "&H1) X

b DEEE"S

Sustainability? v > 2 7R — K DI E

Al gelE S v 2 aR— RIZIE. BBEHRDOX ML -2 X T LOREFEE., =y b7
VITHMRTE T I 3O THEICRILDOEANG A VYA FHARRENET,

1 NetA, \ ~ Workspace Connector
PP BlueXP A OCCMeaasDem h ﬁ
& @ Sustainability dashboard
"
° Demo Dashboard 4
s
v
Lo Sustainabiiy score @ PR Recommended actions (7)
- Enable compaction to Support more workioads (+7%) Fix Lz ~
L Projecied usage @ | Monthiy ¢ i Laler
1o support more workiaads (+7%) Fix| Later ~
© & P - Enable compression to support more workloads (+7%) Fix| Laler v
68% i :
Total Score  Poue i - §f test T
Instantly seplcate data fles. LUNs, and volumes vihout requiring addifionat storage at creation fime (+5%) Fix Later ~
91 164 3.08710°
Enable FiexCache 1o reduce the need for data replication and transfer across the netwiork (+5%) Fix_ Laler ~
Scors ovr ima Enable cold data monitoring for polential fiering recommendations {+1%) Fix| Later ~
B Carbon mitigation percentages )
Discover the cluster in BlueXP for addfional sustainahity monitaring (+1%) Fix Later ~
SitelCity 2| Carbon mitigation % =
e e b zn &
R 8% &
mawwy  seam
% &
Working environments (13) Q &
Working environment | Site | © sustainaviity score | Capacity uiization (%) | @ DirectCO2Usage = | @ Actwalpowerkwn | @ HeatBTUM +| @ Recommendedactions |
e NE— % &5 TiE [B45%) 1 042 1433 A
e e 85% 14 TIB (13%) 013 005 2 8 esons

(D #6TRMI7EERICHET 31013, AuoSupportE BT BUENBD £ T

* Sustainability score * : R L —I P AT LADRBEORHGABEMZ R I B RITHARIEINET, AL
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— IR T LOFEAIREM L ANILIE. ROSEEICESVWTFHETE £,
* 76-100: 5t Al REME D RBASFHETH S L 2R LE T,
* B1-75 KGRI BEME A Z 2 T F IANDBE VL ARILDREEZRL TULWET,
* 26-50:FHRAREME M =2 7 T« TICATERVWEREZRL TV,
* 25K RHG AT REEIBITORBE OV EMZRL TVET,

BT EAICEHSNBBRASERBDRAT DT ST« v IRTHDERRINET, ITTICh—VILeEdhES
&, Frl g X A7 OBHOERZER IS CHTEE I,

Sustainability score

60%

Total Score

Score over lime
1 .:.l i

19 Jum
» Score 60

e o oL th

BB VO —4  EH. BENLREFERE. BLUHAREOFAZRTLT. A L—=JY AT LOERE
REZFMLET, CNESDFRIK. REFEDEH (FEHATETARVEGES) OEEZEHBEICEOVWTVET, h
S5OFANE. COEI>avORECHZ ROV TAIUDISHELTZA T3 VvEERL T, BEA. [@¥
HRBE(, FTI3EFEBEMNTHRRICTETET,

*Carbon Mitigation Percentages *:& % 1 bETH CORBRMNON—t > T—INRREINE T, RRIND

R—X 54 MElF. FAEICESVWTUVWE T, HEDY 1 FOREBENREZHETBICIE. 2oV v I LET
& N—EMEQBICHZT7AAVZI Vv I TBL. TNICRL TREED BENICHBRINE I,
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Carbon mitigation percentages )

Site/City = | Carbon mitigation %

- g g4 v X

1 I 92%&
P kER T R 712 i

WREINZWUALE:: ANL—UO AT LG 37 2B LI B3 -00HETNIMUAED ) X
FERRLET, CNE5DT7U2 3 VIETCICETIAECD, HETHRTIBECHTETFXT, Fhaeed
AA7%BELETEZHEDOFEMMCOVTIE. ZBBLTLL ATV EEAEEZ 37 0@ "

FRIRIR | SDWRMNBRA ML —JICBFT B ISR ZR/HEIT BDICIRIDFER/NI XA —FHRICKTEIN
F9. COT—TITIE. ROBFZERITTEET,

* DS ABALANI)DOFEEAREMX D7 %K T L. * ClusterViewer *IC7 V2R T39 5 AXL%EZEIRL T,
A REZm LS 3 -O D EMMNABHEREZRITLE T, FHEHICOVLWTIE. ZB8RBL TV
VS RALNIILTHEHSEHEREDO X7 2R L,

Working environments (13} Q 4

Working enviro... | = | @ Heat BTUh = | © Recommendedactions | Total capacity + | kecozmB s | O Typicalpowerkwh < | @ Worstpower kiWh % | @ Medianpowerkwh = | @ Realtime power kiwh @ wattsTib E -+ ]

B Working environment
T 1433 A 7278 001 H 2 042 B "

Site
72 SAcsons 10T 73 NiA NA A
i Sustainabilty score
2434 NiA 117T8 A 06 085 04 B Capacity ulilzation (%)
Direct CO2 Usage
2604 hia 7T A 1 1 k)
‘Actual Povier KWh
et 247 nA 130TE N 1 1 081 Heat BTUR
Recommended actions
e, 2199 NiA 21578 73 055 064 03
Total capacity
5 NiA 3778 NiA 055 064 03 P—
Anply Gancel
7T
2086 N 12878 NA A NA A 3
- 2644 A 8T8 A 079 1 1 131

254 NiA 3478 A 2 2 35

c )TIINEALDESIDFMZ UV Z XX LANILTHEY SICId. *[Real-time power]d| TERZEBMIC L £
To FEMEICDOWVTIE, ZBIL T EE L "Cloud Insights DIEEET ™

FrcAlgElE X 077 DMk

Sustainability® v & 278 — RICId. £FrY7%Sustainability R A7 & 75 XX LANJL
MDSustainability A A7 ZNET B T-HICKETERHERET7 I a VHRREINE T,
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BHFMZEIF I 2121, Cloud InsightsZBMICT 2HENH D £, Cloud Insightsz BN
ICTBAEDEFMICOVWTIE. 28R L TLEEL, "Cloud Insights DIEEET "

FHtrJ B R 27 DFtE

BHOREMEXO7IE. A ML=V RTFAICEETZ—EDIL—ILICESVWTHESINE T, FIL—ILIE. 5
EDURZICHRHNL., BROI-ODHMET I gV ERELE T, TARTOIL=ILICIF. ZOEEY® KM
B3RAT7HEZENFET, T RE. AML—UOXFAICIE. BEEEOHS. BENLSEFEARDORE
R FEUHEEROFEREWVWS3DDIL—IILHEBHDH. TENENRIT7IE30. 40, 30/K1 >, TTo CNBHDX
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LDINT #—IVADRBELARNILOFDTHNUL, 50%DX AT HERTETET, G5tR1 Y MIEEER
D, XEONT A= REBENLBENT =TV XAEHRTZ-DICERAINE T, CNS5DIL—ILADEE
WL T RT=DICHREIND 7O a>ERETEET, CNICED. FiAgEMEX 7P mELE T,

@ FEGRIREME D X AT IBEANE T T A Z LNV THEIN, RICEBRLANILPEHRI I LA
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BlueXP
1. BlueXPOERIDFE4S — 3 »IZ#H S* Governance 17 ') @ Sustainability *IC#E&IL £,

2. RSN BIWUF AR TICBRELET,
cINEDTILAYETICRKRITIBICITZERL. BTHLITBICIF[ETIZERLE T,
© TUTavICTICHAT BI5EIE. MEEIZERL XY,

CBERLIHEET I3 oba—-bEBRASNE Y. TREZEAL T, #Rchs 0 GE
DRTZEBHETZEHTETET,. BRE2—TI *Fix* T 7> a3 zfEATd L. 77X
B, FRAlEEMERX 7. XU TNUCHCBIIPRTEINE T,

[+]

Recommended actions (2) Actions for later (3)

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation time (+5%) Fix Later e

Selecting “Fix” takes you to your system manager instance of your clusters to enable FlexClone. All improvement estimates are approximate

Cluster Name 4 |  Current Sustainability Score ¢ | Improvement After Fix $
9 .
Fh-l'-':'\-':l [ - 60% N/A Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix Later N

° B THILT BIEBIE. *Later *Z&ERL £

* % Later IR B . BIRLI-HER 7O > 3 > h Actions for Later *Z JICBEIL £ 9, &R
Lie7 0> a > IF30EMEHINE T, 30B%. COF7I>aviF#HE7I> 3271
BEL XY,

s F e EHACNET O a v EWVWDTHHESR TS, *Consider =27 ) w2 LT
Recommended actions *X JICHE TR EHTETF X,

[+]

Recommended actions (7) Actions for later (3)

Enable tiering to reduce on-prem storage needs, which could result in fewer nodes or shelves running (+10%) Consider Fa

Selecting "Fix" takes you to identify and mave unused or infrequently used data to the cloud and free up storage All improvement estimates are approximate

Cluster Name % | Current Sustainability Score % | Improvement After Fix s
Arve e ©r 67% T7% Consider
Fengps 64% 74% Consider
EE e P e 64% T4% Consider
Enable deduplication to support more workloads (+7%) Consider ~

FFoa EFERLIHRET I3 2RmdRI)—23y b, "

Digital Advisor

1. Digital Advisor¥Z v > 27Rh— RDERIDFES —> 3 > IZdH * storage health h7- T H5
Sustainability *IC#8IL £,

2. RSN BZHUF AR TICBRELET,
cINEDTIYAYETCICKRITIBICITZERL. BTHLTBICIK[ET Z&ERLEX I,
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© TUTavICTICHAT BI5EIE. HEEIZERL XTI,
CBERLIHERT I3 oba—-bEBRATNE Y. TREZEAL T, #RIh30GE
DRTEBREAITZCHTEET, ERE2—TIE *Fix* 77> a>zEAT5E. 75X
S, PRI X O7 . LU TR CBMARTINE T,
[+]

Recommended actions (2) Actions for later (3)

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation time (+5%) Fix Later Fas

Selecting “Fix” takes you to your system manager instance of your clusters to enable FlexClone. All improvement estimates are approximate

Cluster Name = \ Current Sustainability Score = | Improvement After Fix =
9 "
Fl'l-l'-':'\-':l [ — 60% N/A Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix Later ~

° BTG BIEEIE. *Later*Z#ERL E 9

" * Later IR B . BIRLIHERT7 U > 3 > h Actions for Later *X JICBENIL £ 9, 1R
L7720 a > Id30BRBIEHAENE T, 30B%E. COTIaVISERT7II g 2T
BEILE I,

s Ffe BEBE AT O3 EWVWDTHRESRETE., *Consider 221w LT
Recommended actions *X JICEI TR HTEF T,

[+]

Recommended actions (7) Actions for later (3)

Enable tiering to reduce on-prem storage needs, which could result in fewer nodes or shelves running (+10%) Consider o~

Selecting "Fix" takes you to identify and move unused or infrequently used data to the cloud and free up storage. All improvement estimates are approximate

Cluster Name % | Current Sustainability Score %+ | Improvement After Fix s |
Arvedmees ¥ 67% T7% Consider
Fapprad s 64% T4% Consider
A b 64% T4% Consider
Enable deduplication to support more workloads (+7%) Consider N

FF7oa EFERALIHRET I3 2R d Ao —23y b, "

TS5 RZ LN THEABEED X 27 Z MR £

KDOFEIEICRST. BEDY T A ADFG MDA LICESZ BV I S XA LA OIFGREEMEX 7%
AEIEZEHNTEET,
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BlueXP
1. BlueXPOERIDFE4S — 3 »IZ#H S* Governance 17 ') @ Sustainability *IC#E&IL £,

2. Working Environments *7— 7 JLICEEI L £ 9,
3. 8=y U S RAD RSN BIEFTRIEOHKZ V) v I LET,

Working environments (53)

Cluster name | @) Sustainability score | ) Recommended actions
(R EO RREEET | T4% 5 Actions
N 75% T Actions
D pgae ok d i1 545 £ Actions
Vg 1 bd% 5 Actions
T 57% § Actions

cINEDTIYAYETCICKRITIBICITZERL. BTHLTBICIK[ET ZERLE I,

Review Recommended actions

Recommended actions (7) Actions for Later (0)
Enable compaction to support more workloads (+7%) Fix | Later
Enable compression to support more workloads (+7%) Fix Later

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation tim... Fix Later
Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix | Later

Reduce temperature to lower overall power usage (+5%) Fix | Later

o * Later BRI B . BIRL-HRT7 V> 3 > h Actions for Later * X T ICEEIL £ 9, FIRL
12703 IF30EBEHINE T, 30B%. COT7IavIFMETII a2 TICBEIL
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9,

o Ffe, MHASN=T U3 E VWD THRESETE. * Consider #2'J) w2 LT Recommended
actions *2 JICRENT B EHTEFET,

[{EZIRIE (Working Environments) |7 — 7L CIRIB/N S X — 2% BN E - ISHIFR T 3 1C
. @ TAAVESUYIL. COFT—TNENIIRYDME (csv) FRCII K
—bhTBICIFE. L ZOVYILFET,

Digital Advisor

1. Digital Advisor¥® v > a7 R— ROERIDFES — 3 128 %™ storage health 77T H 5
Sustainability *IC&IL £,

2. MRINZHUFEERTICBBILET,
3. Working Environments *7— 7 JLICEEE L £,
4 =7y b T AZD RSN IIREFTIRIEOBE= U v I LE T,

Working environments (53)

Cluster name | Sustainability score | Recommended actions
G SR T4% 5 Actions
N 75% T Actions
L skl b64% 5 Actions
Ll a b4 % 5 Actions
s rm et 57% 5 Actions

c INBDTILarEIICKITIBICITZERL. BTHLT BICIF[E T ZERLEX T,



Review Recommended actions

Recommended actions (7) Actions for Later (0)
Enable compaction to support more workloads (+7%) Fix | Later
Enable compression to support more workloads (+7%) Fix | Later

Instantly replicate data files, LUNs, and volumes without requiring additional storage at creation tim... Fix Later

Enable FlexCache to reduce the need for data replication and transfer across the network (+5%) Fix | Later

Reduce temperature to lower overall power usage (+5%) Fix Later

o * | ater &= EIRT B . BIRL IR T U > 3 > Actions for Later *Z JICEIL £, FIRL
12702 aVIF30EBEEINET, 30K, COT7 I avIFHBET IO I RTICEBEIL
9,

o Ff-, MHACN =T a EWVWDTHHESRTE. * Consider 2 1) w2 LT Recommended
actions *X JICBEFMIT B HTEFET,

[EXIRIE (Working Environments) 17— 7L TERB/NS X—2ZBMEI3HIBRT B
G, @ TAAYESUYIL. COF—TINEDIIRYDIE (csv) R TII XK
—RrIBICH. L EOUwILET,

T ITITL—RTSDER
B

Upgrade AdvisorCld. ONTAPD 7w o L—RE7IFUN— b ZHIISE 3701
BERFHELUVORTYINARTY TORHEECT v T L — FEtBEZERTE X
ER

B—DUSRAABLVEBDI S ARIIF LT, BFEELETYFIL—R IS UEERTETXT, E—0D7
SRAEADTY T L —RFOHRFBIEBEZR LR TCITXT, CNICIE. 7T RRICEETBRIIVIRIOVR M 7y
JL—ROTJAYIEEEDIR 2L Ty I L —RETFT v LER— b, $i%hs L I3RS REICEE T 318
BAEFENET, EHOIVSIAZICHRHLTIET v 77 L — ROHRBIEIIRUEINE LA, SFHICOVLTIE.
FBRBLTKETVWE—ISIAELUVERISRZ2DT7 v I L— RIS DER"

* MetroClustert8 XDV S XX I, BT Y FIL—RTISoRERLT. 7vTIL

— FFIE2FZRELE T,
@ * JZXRZTONTAP 9.6LUFIDN—I 3 VHARITSNTWVWBHEIZ. 7y TIL— FOH#EE

FIADFHEAE & HEREILRICEI T 2B ZMEE TS £ 9. Vv TJL—FRIFT v I LR—
FEURIBBIIERTEEF A, HVWERDT7 YT L—RF TS VZERTEEY,
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Ty TIL—RTISUREMTBHEIIC. ONTAP7 v 74U L — RO R L TELRELRH D T3, @YIL%E
BEISZET. 7T L—R7OEXERBTIRIIC. v TSI L—ROBENL)IIVPEEEZREL
TERIZEDTEEXT, FHICOVWTIE. ZBEBLTLKIEIVW'ONTAPO 7Yy 79 L—RE%EfHEIT 3"

B—USR2B8FLV0EHISAZDT v TIL—RTIZ>DER

Upgrade Advisorz FR L T. 7Y I L—RDORREBZ VT AZELIIRRAD I S
AZDVRARERTTEET, WREBBZISAZDT v TI L —ROHEEIER R
L. 7Y 7O L—RTISVEERTEE T, VARG L TVWAVREEZEIEL
T T7YTTL—FOHRICTZCENTEXRT,

B—DISRAREEBOUVSREADT v TIL—RISURERTBICIE. ZOFIEEZETLE T,
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RAIATFISAAR
1. #vws 2 R— KT, *Upgrade Advisor *J 41w b TOSRABE V) v I LET,

Upgrade Advisor

57

Upgrade plans are available at a cluster level, Not all clusters are

available for the upgrade, Learn more about eligible clusters

[Upgrade Advisor - ONTAP]*R—U DRSS NEF T,

2Ty TITL—RORNREBBIVSAZENRADI ZRZDI) A ERRTEEXT,

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current 0 Version @ Target OS Version @ Recommended Action
O 9.10.1P13 9.131P6 /'

O 9.13.1P3

O 9.12.1P2 9.131P6 /

Upgrade Advisor - ONTAP View Upgrade Advisor Reports

NEUNIBS>TVWBIEZRT AT =3y bo '

3. Py TIL—RITBUVSREZREIRLFT,
[Z—7w FOSN—=23 VPFICIE. HRENEZ—7 Y FOSN—UavhRRENET, 20w

scEEd £ TAAVEIUYILT. I5AZDUDE—4y ROSA—S 3V EERL .
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Upgrade Advisor - ONTAP

1 cluster selected.57 clusters selected

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

= Cluster Name Select Target Version X ‘ersion @ Target O Version @

O Target OS Ve 9.131P6 /'
9.11.1P13 Recommended release ~

O - 913176
View Upgrade Recommendation -

O 91316 /'

O n 911.1P13 /'

3. 2 9.10.1P13 9.11.1P13| /

O o e 4 9.10.1P8

1 0O o v brab 2 9.13.1P3

HENO) . 5 9.12.1P4,9.13.1P4

O o i 4 9.10.1P12

View Upgrade Advisor Reports

Generate Upgrade Plan

Recommended Action

View Upgrade Recommend...
View Upgrade Recommend.
View Upgrade Recommend
View Upgrade Recommend...
View Upgrade Recommend.
Resolve Issue

Resolve Issue

Resolve Issue

Resolve Issue

C[/=RPBID/ =T ) I TBRE VSREID/ —FOBEZHBRTET XTI,
° HERINBZWUA AT REDEAR 20 ) v I TBE. IIREDT v TFTL—FOMRIC

BEBRVEHEZEETEXT,
[+]

Upgrade Advisor - ONTAP

I A\ Attention: Upgrade plans are unavailable for clusters if thy

Cluster Name

0O 00000

0]

Resolve Issue X

Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot
be upgraded
Enable AutoSupport for all nodes in this cluster using the following options:

Set up AutoSupport (2

Manual AutoSupport upload 2

e affected systems.

ps Version @
B 7

6

4 9.10.1P8
2 9.13.1P3
5 9.12.1P4,9.13.1P4
4 9.10.1P12

View Upgrade Advisor Reports

Recommended Action

View Upgrade Recommend...

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend..

Resolve Issue

Resolve Issue

Resolve Issue

Resolve Issue

4. [Generate Upgrade Plan]*2 27 w2 L& 9,
Ty T L—ROMBRFIER—JICUAILIFINET,

S. [7w I L—RDHREBBIR—JOD*RT T, VS RARICEETZ )R VDOHFMEEIRTEEd, 7
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TEEZ RIS BRI

Ansible ZfEFR L TAFF 8& U FAS 77— LAV T 7 ZBH T BH1IC. ROERZTILED DD T
*"ARL—=YYRTLICAnsible 21 VR b—ILLTEY h 7Y FLET"
C"RAML—=TYYXTLICAnsble29 ALY 3V EA VR M—ILLET”
* ARL—=22 T L% ONTAP 9.1 MREICT Y 7O L—RL&ET
c BEEO-LNZROTAVY RN ERELEFT

FIE
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1. 84y aR—RTOWINDOELETD Ty b 20w 2D, * IRTOBRIEORT *HEI v
LT, IRTOBECIVRIDIVRA M ERRLET,

2 Jy7—LOxTTTvIIL—R*1Z0)vILT. IRTDIT7—LDTT7T7vITIL—RDURY
ZRRLET,

3. 7Y TIT—hAFFEFAS 77 —LDUxT7* %20y LT, FIAAEEINTEZRRLET Nvs—2
TEHIDID. 2V ILET @ 27y I LT EDVRIICEABDONY T —OZFH LI T,

4. ZP 774N ZAO>O—-RLTR ML= « DXFTLZEH T BICIE. *Download * #o7 U w2 L&
ER

zip Z71ILICIERDHDHFENTVET,

° Ansible Playbook - 7«4 X7, YT 7. H—EX 7Ot v H DI 7—LD T TEHEZERTITZLHD
Ansible X7 )7+ ZZL YAML 7 7 1)L TY,

°Inventory - 7 7 — LD T 7 DEFHICERAAREL S AT LOFMZZE YAML 7 71 Lo

e TA4RY. DI T. BLUHY—EXRTFOLYH /IBMC 77 —LT TNy Tr—JD&EIIE. ENE
N M*alzip*y . Trall_self-fw_.zip*1 « KU *<SP/BMC >/BMC_<version_number>_fw.zip
*1 T,

() ARV PUTFALADIS ALY FO-SOFBBIEY A~ FSATLEE A

AFF 7 7— L7 T 7 ¥ FAS 7 7—/L\"7 T 7® Ansible Automation /w7 —>%# 14 VXA —J)LLTEITLE
v (EEBREEHRI—Y)

RERBEE R I—H. AFF B LU FAS 7 7— L7 T 7D Ansible Automation /N 49—
CHERERICA VA= LTEITTEZET,

NetApp Docker Image %= L T Ansible T7 7 — LU T 7= E#

FIE
1. Ansible Docker ¥ X—2% Linux R X MICEIEL £ 9

$ docker pull schmotsl/netapp-ansible

Using default tag: latest

latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:latest

2. Linux "X T Docker 1 X—2 %AV FFe LTEFTLET,

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

() Ansible Playbook ¥ 1 >R k17 7+ JLIZE LN RICH B3 REABD £,
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3. Linux "X FTAnsible LA 7w %ETLET. 77—LTVTT7OEHIIBERNYIIZTOURT
RITINET,

$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A A A A A A AKXk XKk

TARIIT7—LoxT7. T TIT7—LoT7. BLUOH—EX IOy T 7—L4
T 7D URLAB *, http://<web-server>/path/all_shelf fw.zip* . *. http://<web-server>/
path/all.zip* . * . http://<web-server>/path/<SP/BMC>_<version_number>_fw.zip* D5
(D G 77—LOTTNYT—DR—XURLZANTBICIE * s hitp://<web-server>/
path/* ZANLET, OFAVILTUIVILNBRBRZ IS IEZDEY bHHZHBEIF. &
22 X T Ansible Playbook Z 3179 2WENH D £, Ansible Playbook TldOJ - >~
ICKBMLIEO ZREDBRFy TEINBZTcD. ARV N T 7AIILDOEBIFARETT,

4. JSRABEELLTIZRAICOJA4>Y L FILWRSAT I 7—LUITHRA YA b—ILENTWVS
CCZEHRLET,

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAOl X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0

Ansible I TICEREINTWVWEHEIX. 77—LT T T7DEHR

Flg
1. Python & Ansible Z¥ > X b—JLL. PIP ZfEHL T Python Ny =% A7 O—RLET,

$ pip install netapp-lib requests paramiko
Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2
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2. NetApp Ansible Collection -1 > X k—JLL £,

To install the collection only for the current user:
$ ansible-galaxy collection install netapp.ontap

For universal installation:

$ ansible-galaxy collection install netapp.ontap -p
/usr/share/ansible/collections

$ chmod -R +rw /usr/share/ansible/collections

3. Ansible Playbook &1 >RV M) 771 ILHELC/NRICH S Z & =#HESE L. Ansible Playbook Z3£1TL T
KTV, T77—LUTT7OEFHIZHER[MNY VI STY RTEITEINET,

$ cd <playbook path>
$ ansible-playbook na ontap pb upgrade firmware disk.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R IR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S

TARIIT7—LDxT7. P27 T77—Lox7. BLUOY—EXTOtvHT77—L4A
Jx7®DURLAB *, http://<web-server>/path/all_shelf fw.zip* . *. http://<web-server>/
path/all.zip* . * . http://<web-server>/path/<SP/BMC>_<version_number>_fw.zip* D5
(D G, 77—LOTT7NYT—DAR—X URLZ AT BICIE * - http://<web-server>/
path/* ZANLET, OTAVILTUIVILNBRBRBZ IS IAZDEY bHHZHEIF. &
22 X T Ansible Playbook Z 3179 2WENH D £, Ansible Playbook TlEOJ 1 >~
WKL ZREDBRFy TEINBZTcD. ARV N)T7AIILDOEBIFARETT,

4. USZAEBELLT/IR2CATAY L FILWRSIATIT7—LIzT7HA VA b—ILEhTWVW3
CrzMERLET,

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAOl X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423_HCOBE9OOA10
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0
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AFFE K UFAST 7 — L7 T 7 DAnsibleBEML/N v T —2 D41 VX b= )LERT #FIDHERIT)
Web —NZFERALTHRA NI 7—LO T 7 771 ZERRLET

BEMbNNy =220 O—R LB, 77—LUT 7T 71)L% Web H—/NTHRX
FTBRENDD T

Web Hr—/\ik. EHDHETRETT X, Python ZFEHE L TElL Web H—NEX Y b7 v I 3FE
ICDWTlE. BB L TLEE VW "Python Z{EH L7z Web H—/\"

ATv S

1. Web H—/NDR—X URL ZRELE T TARIT7—LITT. YTINTT7—LDUTT7. BLUY
—EX27Oty 7 7—LT7 7D URLA *, hitp://<web-server>/path/all_shelf fw.zip* . *,
http://<web-server>/path/all.zip* . *. http://<web-server>/path/<SP/BMC>_<version_number>_fw.zip* D

ZE. *o http://<web-server>/path/* #RX—X URL & LTHREFELE T,

7 71 )L%IS Ansible Playbook THEINICERH TN E T,

AR R T 7OV RIRELET

AR )T7AIIE. T7—LT T TEHFOWRNRERDATLDY S RAAER
LIF TN TWEd, COVRRMIIE. T4 R IINT T 7—LITT7DT 7
1ILZIBHRHDZYET I HEICKRTINE T,

-0y T 7—LIIT7DOEHFDHZE. AR T 7L/ —FDKRA B E SP/BMC IP
NI Ed,

AR M) T 71ILOFER

RIS TARIIT7—LIT TV TINT I 7— LI T 7ORADREFRINIA AR NI T 7LD VT
IWERERLE T,
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clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

- clustername: <cluster management LIF-2>
disk fw file: all.zip
sp_nodes:
- hostname: <node hostname 1>
sp_fw file: SP FW 308-03990 11.5.zip
sp fw type: bmc
sp_fw ver: '11.5'
sp_ip: <BMC IP>
- hostname: <node hostname 2>
sp fw file: SP FW 308-03991 5.8.zip
sp_fw type: sp
sp fw ver: '5.8'
sp ip: <SP IP>

COFITIE. YT TETARIVOMAEDT 77— Lo T 7EH% cluster-1 &7+« XZIC@AL. SP/BMC 7

7— LT T T DEH% cluster-2 ICEETEF 9,

AR )T7AUDET 5 X2 %ZHIRT 3

BWEDI ZRAZNIT 77— LU 7EHZBALBVERIE. ARV M) T 71D ST7SRARZHIRTEE

ERS

e RIE V3R 21T 4RV 77— LV T 7 DEHZBRALEVGGIF. ROAX Y FZERALTT >

RYM)T7AIDSZOEFRZEHIRTEET,

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

cluster-2 DIARTDT—AHHIBRINIC EZRERTEE T,

TARIT7—LITTDEFHFDAHE. PTITT7—LITT7DEHTIFHRL,

lE. OO REFERALES,

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip

cluster_firmware_fw_filekey & fBA' cluster-1 h SHIBRINTWE T,

cluster-1 ISERA Y 3158
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(D) FBicse3r5285£@T> FO-SOBMEY K- FShTLEL A

NetApp Docker -1 X—% £ L T Ansible Playbook % 31T

Ansible Playbook Z#3£179 % &i1lC. * NetApp_EAnsible *** zip* 771 ILZER L.
TARVELEI S INT T 7— L7 7 71ILHMRESN TS Web H—/\NDZEE(EH
FTTLTWVWRZZHRL TS,

EXZ Rt Ba0IC
NetApp Docker %Z &£ L T Ansible Playbook %3179 280IC. U TFTDIEEZTT LT EETLY,

* "AFF & K TU'FAS 7 7 — L7 £ 77 DAnsible Automation/N\w 7 —2 =X > O— R"
* "Webt —NZERLTITI7—LITT7 774N ZRA LT S"
ARV EI T FAIEBRELE T
* NetApp Docker B’ Y X b—ILENTWVWB e =R LE T,
FIE
1. "Docker Ztw k7 v FF 3"
2. kDAY R%EEFTLT. DockerHub H'5 NetApp Docker ¥ X—S#HEL £ 95

$ docker pull schmotsl/netapp-ansible

Using default tag: latest
latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:lates

Docker Pull A ROFEEMICDWLWTIE. BB L TL7ZE 0 "Docker Pull R a2 X > k'

3. Docker 1 X—% QY05+ LTETL. QY7 FICO4 1 > LT Ansible Playbook #R{TL TL 72 &
LYo

4. it L 7= Ansible Playbook &1 ARV b 7 7L ILHBEHAINTVWE T IILA DN EIE—L X T, Fl
. *downloaded_playbook_path * , Ansible Playbook 7 71L& A >RV M) T 70 )LIE. IELKEITY
BEHICEL 7 A NAITEATNTVWIRERHD £,

S. 74 A% Docker A>T F DR 2a—LELTIYTIVMLET, & RIE 7 #ILHA * container_path *
ZXYOVETBICE. ROAR Y FZ2RITIT2HEDNDHD X,

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

AFHHEEL. IV =IO TFH D bash > T JLICFEIL £9, Docker Run <> ROFFHMAICD
WTlE. Z2BLTLEETL "Docker Run KF a2 X > k"

6. J> 77 AT Ansible Playbook * 1< > R%Z{#H L T. Ansible Playbook Z#31TL £,
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$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****
Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :

http://<web-server>/path/
PLAY [ONTAP Firmware Upgrade]

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

OJA>Y LTI vIDELEBZISRZDEY B BIHFEIE. & T XX T Ansible

(i)  Playbook #5173 BB D . Ansible Playbook TIEFAY 1 VICKM L1205 X%

PRFyTENBZTD ARV T 7AIILDEEIFRETT,

° Ansible 7L 7w * ATV ROFEMICOVWTIE. ZBBLTLEEV "Ansible L1 7w oD R

FaXY " FzvIE—FK (dryrun) TAnsible 7L 7 v o %EERTTZHECDODVTIE. 28

LTLEET W Ansible | Fow I E—R"

Ansible Playbook #R4T7L 75, ZBBLTLKIEIWVW" I 7—L T T7DA VA b—)LOEIE" RITERDOFIE

ICDWTIE. Z8BLTLEEL,

NetApp Docker -f X—7%: L T Ansible Playbook % 31T

FIE
1. 4 YZh=JLLEF "Python" KT "Ansible”s
2. *pip * ZEHAL THER Python Ny Tr—S% AV AM—=)LLET,

$ pip install netapp-lib requests paramiko
Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

3. * Ansible galaxy* AY > R%ZfEH L T. NetAppAnsible ALU>3>% 14V +—=I)LLET,

To install the collection only for the current user
$ ansible-galaxy collection install netapp.ontap

To do a more universal installation,
$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

=" Nnn
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Ansible galxy AV > FOFMICDOWLWTIE. ZEB L T E L "Ansible Galaxy Documentation Z £

LT</2E L) NetApp Ansible AL 27> 3 Y OFMICDOWVWTIE. ZBBBL TV "NetApp Ansible @D

dLooarR=20

4. Ansible Playbook % * Ansible L1 7w * XY R THIT :

$ cd <downloaded playbook path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R R i e S b b db b b b b b b b S b Sh b 2 b b S b SR b b S b b 2h b b dh b b dh b 2 db b b S b 2 b b Sh b Sb b 2 dh b Sh i db S 4

OF4YILFEYS v LA BRB IS IEDE Y Fi®h3BAIE. &5 2L T Ansible
(i)  Playbook #5179 34BN BD . Ansible Playbook TIEAY 1 VICKM L1075 X%
HRE Y TENBF0D. YRV )T 7 LOEBERRETT,

° Ansible 7L 7w * AV ROFMICOWVWTIE. #BBLTLZEV "Ansible LA 7w oD R
FaXA>b"F£7. Ansible Playbook ZF v E—FK (dryrun) TRITTBHEICDOVWTIE. &8
BLTLIEETW Ansible : FT v E—R",

TLATwoaRIFTLES ZBRLTKIEETVW' T 7—LT 7 DA VA b—)LOEEE" RITEROFIEICD
WTIE ZBRL TSV,

T7—LTTT7DA VA= )L%HER

TLATyIDRTHR’. VFAFBEBHEL LTI IRZIOJ12LET,

TARIIT7—LITTDA YA —ILZIRET B

FIE

1.
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RIATT7—LIIT7HA YA —ILENTWVWE L ZHERLF T,

::*> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900ALO0
1.11.1 NAO1 X423 HCOBE900ALO
1.11.2 NAO1 X423 HCOBE900ALOQ
1.11.3 NAO1 X423 HCOBE900ALOQ
1.11.4 NAO1 X423 HCOBE900ALO

COOT Y RDOEEMICDWLWTIE.  {link-with-underscores} [storage disk show |2 B L T 72 &L,
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2. HiLLW NVMe Flash Cache 7 7 —LJ T 7MY A F—=ILENTWVWBRZ e EZERELEF T,

::*> system controller flash-cache show

COOT Y RDOFEFMICDWLWTIE.  {link-with-underscores} [system controller flash-cache show 2| & L
TLEEL,

SINTT7—LIOTT7DA VA N=ILE&IET %

FIE
L HLWO T T I 7—L T 7HhHEF NI EZERLES,

::*> system node run -node * -command sysconfig -v

DHAT. EVTILTDT7—LITFHENDOLALICEHF SN L ERBLET,

Shelf 1: IOM6 Firmware rev. IOM6 A: 0191 IOM3 B: 0191

COOAXYY RDOEHMICDOWLWTIE.  {link-with-underscores} [system node run A2 2B L TL 2T L\

2 5 LWACP 77 —LU T 7HhEFRIN-C =R LE T,

::*> storage shelf acp module show —-instance

COOAXY RDEHMICDOWLWTIE.  {link-with-underscores} [storage shelf acp module show A% &8 L T
<TETLN
3. BND ACP E— RARETNTUVWB ZEZHRBLET,

::*> storage shelf acp show

COAYY RDOFEFEMICDOWTIL.  {link-with-underscores} [storage shelf acp show NZ B L T £
Lo
4 ACP E—F (Fv=x) 2ZELXY,

::*> storage shelf acp configure -channel [in-band | out-of-band]

COOAX Y RDEMAICDOWLWTIE.  {link-with-underscores} [storage shelf acp configure /2SR L TL 2
eI AN
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