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1.A-HYZJXLLET

RD RESTAPIFFUH L ZRITLE T,

HTTP XV v R
i

AV4
/accounts / {account_id} /core/v1/users

EMDANINTA—5

IARTD RESTAPI MU LICHIE T BN X—RIZINZ T, COFIED curl DBITIZRDINT X—2HE
HENEzd,

INTA—=& ZANDL WA &R
3

gT) LWL

203 HEIZIGL T, B TRIEZERLE Y,
curl Dl : IRTOIA—HFDIRTOT—E2%IRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl Dl : IRTOI—HFDEHE]. . BLUVIDEZRLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, 1d'

--header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

JSON i 736



"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%9aal0l183a6c"
]
1,

"metadata": {}

-2 LET

BEDILTUIYIILEERERINIO-IINZHOA—FZERNTETEF T, BEICD
LT A—HDT7I7EXZRBEDR—LAR—XICHIRTZZCHTEET,

11— ZRRLEY

T—oIO—EFT I-HEUZFLET 25U v L. BEERSATOVRMERATERRETEERL
7

21-H=EHLEY

I—HZEHTBICIE RORESTAPIFUH L ZRITLET, I—IIHEBICET IS L. HLLWI—TFIiF
FREATERADET,

HTTP XV v INZX

#&fa (Post) Jaccounts / {account_id} /core/v1/users

JSON D A 776

"type" : Tapplication/astra-user",
"version"™ : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"
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HA—IL DB

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
JSON Hi 74l
{
"metadata": {
"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "d07dac0a-a328-4840-a216-12delbbbd484",
"authProvider": "local",
"authID": "jwest@example.com",
"firstName": "John",
"lastName": "West",
"companyName": "",
"email": "jwest@example.com",
"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""

SHEICIGL T, FraI 9 2RmEMZERLEY

D= JO—%FT"%—LAR—AZR R LET" 77 X%ZHIRTIR—LAR—IAZERLE T,

32



4A1—FZzO0—JLIINAYRLFET

KRORESTAPIEDHE LZRITLTCA—HZO—JLICNT Y RLET, XOHFITIE. Z—LAR—IAADT Y

T RICHIRIZHD FHA. ZEBLTLIEETWVW"R—LAR— BT TN/ RBAC" #8B LT T
Lo

HTTP XV v I INZR
%78 (Post) /accounts/{account_id}/core/v1/roleBindings
JSON D A /34
{
"type" : Tapplication/astra-roleBinding",
"version" : "1.1",
"userID" : "d07dac0a-a328-4840-a216-12delbbbd484",
"accountID" : "29el1f39f-2bf4-44ba-al191-5b84ef414c95",
"role" : "viewer",
"roleConstraints": [ "*" ]
}
H—IL DB
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

5. EMIBHREERLET
RODORESTAPIFUHLZRITLT. LTI vIILZERL TA—HICEEMITE T, CDHITIE. basecs
B LTIREINBANAT—REFERALET, o name 7ONT v ICIE. BIOFIETRSINI=2—FDIDAS

FNTVBARENDHD £9, ANFO/NT« change base64 TIT Y I— RNz —HF. #EIOT 1 B
ICNAT—REZETINENHINESHZHRTIHEDLHD XY (true £72ld false) o

(D COFEIZ. O—HILEREE=FA T B Astra Control Center®EA TOANETT, LDAPF 7=
|&Astra Control Service {8 L 7=Astra Control Center®EA TIINHEH D T Ao

HTTP XV v INR

%% (Post) /accounts / {account_id} /core/v1/credentials

JSON D A S
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"type" : "application/astra-credential",
"version"™ : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {

"cleartext" : "TmVOQXBwWMTIz",

"change" : "ZmFsc2U="

by

"valid" : "true"

HA—ILDFI

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

LDAPZRE
LDAPIE RN = %

WE|ZIG LT Astra Control Center% Lightweight Directory Access Protocol (LDAP)
—N—CHEL T, BERLIAstral—H —DEREEERITTE XY, LDAPIE. 8T«
L MIUBRICT VLR TBR1-HOOEREETONIINTHD. T>F—TF 54 XEJGE
IS ERTNTUVET,
BB

*"LDAPTUZAIN « AR T 5=y -O—K -y

* "LDAP/N—2 3 23"

RO IDHE

KEMTIE. Astral—HICEREIFIBHET B3 -DICLDAPH —N\EHR/ETBIHICIE. WS OHhDFIEZETT
BZREHRHD X,

(D UFICTRTFIBIXERESD TIH, BEICL>TIFIDIEFTERITTEFET, 722X
I£. LDAPH—N\%EHBETIHIIC. AstraD 1—H eI —T2EHETET T,

1. LEa—"EFBLUVFIREEE" 20V w I LT 773>, B SLUGHRBREEEZRERELTLIES
L\o
2. IDAPH—NEBLIUVMREBLRHBREA T3y (EXaUTF4%280) =&RLET,
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5. THEYILT—o70—%FTLF T "AstralcLDAPT > k) #EN1" LDAPZEA L CRF§ 31— %15
ELET,
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Astra Control CenterCD &Y R— b ENEd
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TRATEZE%"ZRLTWVWET, ZBBLTLIETV "AstralCLDAPT Y R U ZEN" ZB8BLTL T,
LDAPZ LT vl

LDAPTERSNZZLF Yo viLicid. 1—448 EX—ILT7RLR) CEERFSN/XT—RASE
nEv,

—BODEX—IL7RLX

Astra Control CenterfRIECA—HRE L THKEET 2 IARTOEFX—ILT7 RL RIF. —BETHINEHLHD
7, AstralC T TICERINTWVWBREX—IILT7 FL ZAZHFHDOLDAPA—HZEBMTZZLIETET FHA. BEE
TREX—ILDEFET ZBEEIE. BRIICAstrah SHIBRT Z2HELAHD T, 2BRBL T LTIV "I—H%H|
fRL F 9" SFMICDULTIX. Astra Control Center® RF¥ a X > b FEBBLTLLLETL,

MBS LT, LDAPZ—HYELUPT I -T2 EICERZELET
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HBLDAPI—HHEHODLDAPY IL—FICB L TWT. JIL—TIlAstraTRl 4 A—/LAE D H TSN TV
2358, RAFICEDI—HOEWLO—IILHIRDIHENICFERINE T, L xiE. I—HFHRICEIDHTS
NTWBEERETY viewer group1DO—ILTIH. ICIFHH D £J member group2 THD&REIF. 21—
—DIZE|TY member, 1. AstrabMEATIEBICE OV TLWEY (BEaHS5REET) o

. Z-_j—_

- B1F

* XN—

* Ea—7— (Viewer)
EEAM A 7 H o > NEHE
Astrald. 1—H'— 7 IIL—F%##60 C CICLDAPH—N—EEAL £ d, L7=A>T. 2—HFHkET )L —
THILDAPICIEBNN X /- IZLDAPHO SHIBRE N D & AstraTHIARIREICER D F TICRKIDDDDIHBENHD F
ERS
LDAPEREDERMbL Ut v b
LDAPEREZ Ut v T 3HIIC. LDAPSREEZEMICT ZHENHD £9, £/ LDAPH—NZZEELET
(connectionHost) ZZ v o L. MADIREZRTIDIMENHD FT., ZBRL TLLIETV "LDAPZ
ML Tty FLET"ZBBLTLIETL,
REST API/NT X—&

LDAPDHRET—7 70—3F. BEDR XV %#RTTB1-OICRESTAPIUE LZERTLE T, FAPINUE
LICDWT, RARSNDB T TIVICRTELOBATINTA—REZEHDI_EHTEFEFT, #22BLTLIETL
"FSAYVDOAPI) T LU BRBRIAXY CNOBERAEICOWVWTIE. Z#BBLTLLETL,

AstraCLDAPHY —N\%ZFERATE3LSICKET D

LDAPH —N%ZEIRL. SREEONAA E L TH—N\EERB T3 LS ICAstrazRET S
MENDHD X9, REXARXAVIE. UTICHHATSFIETHEEINTWVWES, FFIEIC
¥, BE—ODORESTAPIFUHLAZSENTUVE T,

1. CASIFEE%EBmL ¢

JRORESTAPIMEU'H LZFR{TL T, AstralCCASERAZZEBML 9

@ COFIEIFEREAET. LDAPSEZFERA L T X a7 aF vy RILBATEETIIBSICOANE
T9,

HTTP INR
XYy R

%% (Post /accounts/ {account_id} /core/vi/certificates

)
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JSON D A F76

"type": "application/astra-certificate",
"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

ATINTA=ZRIZDWVWTIE. ROBISTFELTLIETLY,

* cert |, Base64TI > d— REN/PKCS-1MAFFAEZ (PEMTI Y O— RSNFEAE) 28
$ISONXFH T,

* isSelfSigned ZICRETAMUNENHD £ true SIAEHNEBCELIMRAZEDHEG, T 74/ METY

falseo

A—ILDF

curl --location -i --request POST --data Q@JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
--header 'Content-Type: application/astra-certificate+json'

-—header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON/GE
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



ANAVRILT Y vILEEM

NAYRILTUIVIILEEMT BICIE. RORESTAPIFUH LZRITLET,

HTTP JAW

A

%8 (Post /accounts/ {account_id} /core/v1/credentials

)

JSON O A A4l

{

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {

"bindDn": "dW1lkPWEkbWI1uLG91PXN5c3R1bQ=="",
"password": "cGFzc3dvcmQ="

ATINTA=ZRIZDOWVWTIE. ROBISFELTLIETLY,

* bindDn & U password LDAPT « L Z FUICERIL TIRETE 5. LDAPEIEI—H Dbase64T > ]
—RENTENTRILTYIv LTS, bindDn id. LDAPA—HDEX—IL7 KL X T,

A—ILDF

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type:

'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON/GE B

application/astra-credential+json' --header
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"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

RDIGENTA—ZITFRELTLEEL,
‘o 1dDILTYIYILE BEOT—-IT7O0-DOFIETERALET,

3. LDAPEREDUUIDZEREL ¢

RORESTAPIEUH LZ3RITL T OUUIDZEWYE L £9 astra.account.ldap Astra Control CenterZ{d
BLTLW3RRE,

ROcurlDFITIE. VTN A—REFEAL TsettingsALI>a>x T ILRU VT LTWL
C) F9, RDDIC. T4 LAEHRLTIRTORELAIEL., #BRECTSFT

astra.account.ldapo

HTTP AW

XV R

W laccounts / {account_id} /core/v1/settings
H—IL DB

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'
--header 'Authorization: Bearer <API TOKEN>'

JSONIGEA
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"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

4. LDAPSREZEHLEXY

KODORESTAPIMEUH L ZERTL CLDAPERE=EH L. REEZTT LEF T, ZFEALET id DHEIEIDAPIFE

U L CEE S N7 fB <SETTING ID> JXDURL/Y X DB,

@ configSchemaZ SRAIICKRTR T B ICIE. FHEDREICH T ICETEREZME IXELEFT, C

NICED. BRRDOKET « —IL R OFHIRTEINE T,

HTTP AW
Xy R
PUT laccounts / {account_id} /core/vi/settings/ {setting_id}

JSON 0D A A4

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ANNSGA=ZIZDOVWTUE ROKRUTFZLTLRRE L,

* isEnabled ZICEREITDIMNELNHD X true T7—DRETZAIEEDLHD £,
* credentialId . BIDOFIETIERLI=NA VY RILFT>2vILDIDTY,
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* secureMode ZICERETDIHNENLNH D £9 1oar £7-1% 1DAPS BHIOFIEOBRRICEODWTHEL XY,
* RUA—Y LTHER—=FENTWVWBDIE TActive Directory] DHTTo

A—ILDFI

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

U LAEINY % & HTTP 204D ENRENE T,
5. LDAPREZHEISLEY

MBIZIG LT, XORESTAPIEUH LZFETL. LDAPREZIE L CEHZHERTAZ LA TEET,

HTTP JAW
XV bk
E e /accounts / {account_id} /core/vi1/settings/ {setting_id}
H—=IL DA
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONJEE I
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {
"connectionHost": "10.193.61.88",
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"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d1l54",

"groupBaseDN": "ou=groups, ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

search

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

filter used."
b
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
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enabled or not."

by

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

1,
"metadata": {}

HIELET state ROKROWVWITNHDDEZFFDIGERND T 1+ —IL K,
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RRE B1E

REHTY REIOCREEXRET7IT7047 Ty FEETLTVEEA,
B3 BRIFIESEICSET L currentConfig LIGEN—L TWVWE T desiredConfige
IE_ LDAP Ejmtz‘;g&%bi L/Tuo

AstralCLDAPT > ~ 1) =B/

Astra Control Center®32sF 7O/ 4 £ L TLDAP%ERE L7 5. Astrah’'LDAPZ L 7
o v )%= ERL TEREET ALDAPI—H %2 EIRTE X9, F1—HYH'AstraTAstra

Control RESTAPIZ{ER L TAstrall 77 X9 3ICIE. AstraCTO—ILZFONEHLDH
D*xd,

AstrazsRE L TA—IILZEIDHTBICIF. 22D0FENBDET, RRICELLLHDEZERL T LTV
*MERDI-—YEEMLTNIFLET"
"IN —TEEMLTNARLET"

@ LDAPY LT v Ilid. A—HRBDFEATEX—ILT7 FL XE XUBEHE[IT S5 NTLDAP/N X
J— F—Ca—o
Br01—FZEMLTNIYFLET

LDAPSREERICEERA S 5 FAstral—HICO—ILZBDHTB A TEE I, Thid. - DEL<,
ENETNOEERENRGSHRICELTVLET,

1.2—HEBMLET
JRODORESTAPIMFUH LZE1TL TAstralc A—H%ZEBIM L. LDAPHERSEONA A THZ % RLE T,

HTTP JN R
XYy R

%8s (Post /accounts/ {account_id} /core/v1/users

)

JSON D A F76
{
"type" : "application/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",
"email" : "john.doef@example.com"
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ATINTA=ZIZDOWVWTIE ROKUTFR L TLIZE L,
*RDINTGA—ZDBRETT,
° authProvider
° authID
° email
* authID I&. LDAPTOI—HDi#H5I% (DN) T

* email Astra TEREINTVB IANTDI—HFIC—ETHIVENHDET

KRICIGL T email ERA—BTIEHD FtEA. TT—HRLEL. BEICI09 HTTPRT—R X O— RHRE
nx9,

HA—ILDFI

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json'

-—header 'Accept: */*!
-—header 'Authorization: Bearer <API TOKEN>'

JSONIGEA



"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

21—HoO—IN1>T1 I =BMLET

JRORESTAPIEDH LZERITLT. I—H2EBE0O—-IILIINTI Y RLET, HIOFIETER L2 —Y
DUUIDZRHET2HENHD £,

HTTP INX

Xy bk

#%f8 (Post  /accounts/{account_id}/core/v1/roleBindings
)

JSON D A 34l
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

ATINS A —=RICDOWVWTIE. ROBITSEFELTLETLY,

* DLETHERAEINIAE roleConstraint (F. WED) U —XDAstraTOAERTET X, 1—HPHxR—L
AR—ZADFIBRHFETDEY MTHRINTHE ST, IRTOR—LRAR—XIZTIVELATESZcZETRL
TWEY,

A—=ILDF

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONGZ
{
"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40d1l-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",

"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": [n*n]

-

JBEINS A—RIZDWTIE. ZIOBISSEFELTL T,



*fBuser ZU1) v LET principalType 7«4 —ILRIE. JIL—FTlEA<a—HcO—IN1I>T+«
vONEMENleZRLET,

JIN—TFZEBMLTNIVRFLET

LDAPEREERICEA T BAstraZ JL—AICO—ILEBD Y TR e TEE T, JNE. I—UH2HHD. £
NZNICELIL-EBSUYLHZI5E8ICEL TUVWED,

1.7V —T=EMLEY

RORESTAPIMEDH L2 E1T L TAstralcZIIL—7%EBMM L. LDAPHERSETONA A THA xR L ZE
ER

HTTP JAW4
XYk
&%s (Post  /accounts/ {account id} /core/v1/groups

)

JSON D A A4

"type": "application/astra-group",
"version": "1.0",

"name": "Engineering",
"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

ATINTA=RIZDOWVTIE. ROBISFELTLIETL,

* MDINTA—BZHRETT,
° authProvider

° authID

A—=ILDF

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSON/GE
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"type": "application/astra-group",
"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£c89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

20N —=70O0—=ILIN1 > RZEBMLET

RORESTAPIFUH LZRTL T, JIL—TFZHEDO—ILUINA VR LET, BIOFIETER LT IL—
TOUUIDHHET Y. LDAPHERE

SEEEERTIDE. TFIL—TDOAIYN—THD1—FIFAstralctH1 1> T
FTBRLDICHEDFT,
HTTP N
Xy bk
%%8 (Post  /accounts/{account_id}/core/v1/roleBindings
)
JSON D A F34l

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

ATINTA=ZRIZDWVTIE. ROBISFELTLIETL,

* D LETERATINIE roleConstraint |F. IREDV ) —XDAstraCOAMEATETE T, I—HEEFED
F—LAR—RIZHPRINTEST. IRTOR—LAR—RIZTIVELATERcZnRLTVLET,

A—ILDBAI
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONIGE
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

(-

IBENTA=FIZDOVTIE. ROK[UTFEL TS,

* B group Z7 WU LE T principalType 7«4 —ILRIE. A=IUNA 2T 2FH (A—HFTIE%EL
) JIL—FIEBmMEn=CcxERLET,

LDAPZEMICL Ty FLET

WAE (G U TAstra Control CenterOEA TEITTE 3. BETIBEEXIXVICIZ2DD
AT a>hHbFrd, LDAPEREEZ S O—/N)LICEMIC L. LDAPERE=Z )Y hTEF
x9,

EE5DT7—070—2X7ICH. ODIDHNMETT astra.account.ldap 7A DY T VT, &
EIDOEIFHEDFMICDOWVWTIE. TLDAPH—NDERE] *2BBLTLIET VL, 28RBLTLETV
"LDAPEEMDMUUIDZEUF L £3" ZBRBL T TV

* "LDAPEREEZEMICL £9"
* "LDAPEREEEREZ )y b L E T
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LDAPEREEZ EMNICL £ ¢

RDORESTAPIFUH LZRITLT. HEDT R b JRIBICH L TLDAPEREEZ / O—/NILICEMICT B L
MNTEET, J=IICEL>THEFHINZET astra.account.ldap DFKE L isEnabled BIFICREIN
7 falseo

HTTP AW
Xk
PUT /accounts / {account_id} /core/vi1/settings/ {setting_id}

JSON D A 774

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

J—IDEINL7HmEIF. ZBRL T TV HTT? 204 REDIREINE T, BEICIGL T, REZDHS—
ERGLTEEZHR T CHTEET,

LDAPERGEEREZ VY b LET

RDRESTAPIEUH L ERITL T, AstraZLDAPH —/N\Hh S4J#TL. AstraCTLDAPEREZ Uty hTEZ

To A= ILICE > THEHSNZXT astra.account.ldap DERE E B connectionHost B U 7 ENZE
ERS

DME isEnabled HICHE T AIHNELHD £ falseo CHEIX. VLY FI—ILDHICERET DD,

Dy hOA—=IILO—EE LTRET D CEHTEX T, 22BDY —XATIE. connectionHost && T UT
TRIUREDLHD XY isEnabled BAL VY kO—)L TlalselCFREL £,
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NI AT LOELEZHESUIERD T, FELTLEETVL, 1V R—FINLDAPI—H%H
@ FUOTI—THWIRTHIBRENFE I, Ff. Astra Control Center C{ERL L 78 &3 B Astra1—
HF— TIL—T KREINA>T 1 VT (LDAPR A NHIRTHIFRENE T,

HTTP JNZ
XV k
PUT /accounts / {account_id} /core/v1/settings/ {setting_id}

JSON D A Sl

"type": "application/astra-setting",
"version": "1.0",
"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5ad4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

RORUITERLTLIEE LY,

* LDAPH—N\%EZET BICIE. LDAPOZEZHE ML Ty FTINENHD £ connectHost £ED
BRI LSIC. ENULLIEICEREL £ 95

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

J—IDEIML7HmE IR ZBRLTLK TV HTTE 204 IREDIRENE T, BEICIGL T REZHIS
LTEEZHRI S CHTEET,

I RA

VAR )VRARLET
KFEDY Z0 R THEAFIRLGISAZZ)ATEFXY,
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1.5 RZHERLETY

D—070—%2RT"VI70FZ)ALTLIEETW ZI )y I L. V53R ZZZTCIV TV RZERLE
ER

20529 RKLET
BEDI I RICH BV T RARERTT BICIE. RORESTAPIFUH L ZRITLE T,

HTTP INZX
XYy R
g /accounts / {account_id} /topology/v1 /ZE/ {cloud_id} / clusters

curl Dl : IRTODISRAEZDIRTOT—R%=ZRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON H A

"items": [

"type": "application/astra-cluster",
"version": "1.1",
"id": "7ce83fba-6aal-4e0c-al94-20e714f5ebdo",
"name": "openshift-clstr-ol-07",
"state": "running",
"stateUnready": [],
"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",
"clusterType": "openshift",
"accHost": "true",
"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34f32",
"namespaces": [

"default",

"kube-node-lease",
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"kube-public",

"kube-system",

"metallb-system",

"mysql",

"mysgl-clonel",

"mysgql-clone2",

"mysgql-clone3",

"mysgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",
"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
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"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-oauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreql",

"trident"
I
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a069%baf89",
"cloudID": "4f1el1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
1,
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-

only/cloudName",

"value": "private"



"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",
"createdBy": "00000000-0000-0000-0000-000000000000"

ILToIvI2ERALTI SR %ZEMT S

722 %EBIMLT. AstraTBEIBTE3LDICTBRENTEFET, Astra22.111) 1) —
ZLIP%. Astra Control Center & Astra Control Service DA TY S XX ZEBIMTET2LD
IO F L7

@ FERISTRIONAHA (AKS. EKS. GKE) OoWLWIFnhh SKubernetestr —E X #ERT
356, VI RAEADEBMIIHREDHD £ A,

1. kubeconfig7 7 1 ILZEEL T

KubernetesDEIBE £ 7-ld—E X H 5* kubconfig * 7 7 LD A —% BB T ZHELHD £,
2. kubeconfig 7 7 1 )L Z ZEfFL £
*kubeconfig *7 7 1 L& ER T 3H1IC. RDBEERITTIHELNHD £,

771 ILEYAMLIER D 5JSONICE# L £
YAMLFZH DkubeconfigZ7 7 1 )L = Z{E L2155 1. JSONICEIRT ZRENHD £7,

base64 TJSONZT>I1—RLXY
base64MDJSONT 7 IILEZ LTV I— R $BIMREHLHD 7,

B
RIC. kubeconfigZ 7 1 JLZYAMLD'5JSONICEH#E L. base64 TT > 1— R 3 3FZRLFT,

yq -o=json ~/.kube/config | base64

3.7 57 FDER

D—070—%2RT" V772 )ALLTLEEW ZI)w I L. V5 RRZEMT B0 RZ&ERL
9,

()  BmRTEESYRETSIA—FUSTROBTT,

AR EZERL XY

JRDOREST APIMETAH L %34T L T kubeconfigZ7 7 1 ILEFEHALTIL TV vILEERL 9,
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HTTP XV v INZX

&t (Post) Jaccounts / {account_id} /core/v1/credentials

JSON D A 7716

"type" : Tapplication/astra-credential",
"version" : "1.1",

"name" : "Cloud One",

"keyType" : "kubeconfig",

"keyStore" : {

"base64": encoded kubeconfig

by

"valid" : "true"

A—=ILDF

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

577 AR%EMLET

RODORESTAPIUHLZERITLTIZTRR2E I ST RICEBMLEY, OfE credentiallD AJI7 4 —JLK
3. BIOFIETRESTAPIEUE LA SEEINE T,

HTTP XV v INR

&% (Post) /accounts / {account_id} /topology/v1 /Z/ {cloud_id} / clusters

JSON D A 77451

"type" : Tapplication/astra-cluster",
"version" : "1.1",
"credentialID": credential id

A—ILDF
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curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>' --data Q@JSONinput

BENRISAAEIINLET
Astra DNIREBIE L TUL\3 Kubernetes 75 X4 %) A NTEF 7,

1.BENRISAAD—EERRLET

XD RESTAPIFFUH L ZRITLE T,

HTTP INZ
XYy R
g /accounts / {account_id} /topology/v1 / managedClusters

curl Dl : IRTODISZRAEZDIRTOT—R%=ZRLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters

' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
VS5 A R EIE

Kubernetes7 S XA X %= BB L T. T—H4REERTTTE I,

1.EBITBVSRAIZERLET

D—0J0—%RT" V53222 )ALET" Z0Uv oL, BRDYVZREZERLEFT, 7ONT+
managedState 7 7 AXDMNTHZHENH D £ unmanageds

2HEICIGL T A ML= 5 RZERLET

HEICBLTT7—2070—%2RTLET "ASL—VIF5RZ VAN LET" ZOUv oL BRNORI ML —

VUSSR BERLET,

@ VISR EEBITBZODA ML -V ISR Z2BELBD 2 1HEIF. TT7 I EDR ML —
DUSAMERINET,

3.USRREEEBLEY

VoA EBIEBT BTCOICRDRESTAPIFUH LZEITLE T,
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HTTP A4
XYy R

&% (Post  /accounts/ {account_id} /topology/v1 / managedClusters

)

JSON D A 714

"type": "application/astra-managedCluster",

"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

H—IL DA
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

777k
U5 REYRRLTRTL
BEDTASTHIY FTEESN. BRATEBISYREUINTEET,

1.7920FDUZXE

UTFDORESTAPIFUH LERITL TSV RERRLETD,

HTTP XV v | INR

g Jaccounts / {account_id} /topology/v1 /&

curldfl : IRTDI ST RDIRTDT—RZRBLEY

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

INT Y
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NTyrZD)IMLET
BEDT7ANST7HOY MRICERINSINT Y RE U NTEET,

1L.NTYybZVXMLET

RDORESTAPIFUHLZRITLTINT Y h2RRLET,

HTTP XV w R JXX
g laccounts / {account_id} /topology/v1 //\NT v K

curl D : IRTONTY FOIRTODT—RZBRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
hL—
A >

AL=C05R%Z)ARLET
FRAEBANL -V SRV A RTEEXT,

1059 REBRLET

D=0 70— 2RT" V7V )AL TLRECVW RSB ISV R ZRRLE T,

2V SRFEFERLEY

D—070—%2RT"VIRAFZVZALLET" 20V v I L. V53X 2Z2FRLE T,

BHEDYZAZDA ML= U SR %2—BRRLET

RDORESTAPIFUHLZEITLT. BEDISRREITITRDA ML =05 X 2—EBRTLET,

HTTP INZ
XYy kR
e /accounts / {account_id} /topology/v1 /Z£/<CLOUD_ID> /<CLUSTER_ID> / storageClasses

curlfll : IRTDRAML =TT ADIRTOT—E2%ZIRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>'
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JSON Hi 714l

"items": [
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "4bacbb3c-0727-4£58-b13c-3a2a069paf89",
"name": "ontap-basic",
"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"isDefault": "true",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",

"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
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"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",

"modificationTimestamp": "2022-11-03T18:40:03z2",
"labels": []

ARL—SNwITITVRZYINLET
FERAEERANL—SNY I IV RERTICEED,

INYTIVRZXMLET

XD RESTAPIFFUH L ZRITLE T,

HTTP A4
XYy k
g /accounts / {account_id} /topology/v1/storageBackends

CURL Ofl : IRTDRML—INY I IV RDIRTDT—2ZBLET
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curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends

' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON H 34l
{
"items": [
{

"backendCredentialsName": "10.191.77.177",

"backendName": "myinchunhcluster-1",

"backendType": "ONTAP",

"backendVersion": "9.8.0",

"configVersion": "Not applicable",

"health": "Not applicable",

"id": "46467cl6-1585-4b71-8e7f-£f0bc5££9dalsb",

"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"

by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

BOBER IS X42[|ITOEMNANF S —)L % E1]
ANFR ML= NI IV REBRBRATE-TSAR—bZFVTLIRISRAITEENRT
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TVr—=23> Ny o7y TI3581E. BRBANFT—ILKREZEMICT Z2HED

HOEFT, ChillEd. BET—ILELEREIVBEBNT D ESICERTZIH IR TS
avIDZIEEL XY,

EAYANF 7 —)LI&. Azure NetApp Files (ANF) X cL—INw oI REFERAT ZAstrah'E
Be237 75— a3 DEETT, CNBDT TV =23 a5 Ny IT7vTTdE. ki
@ R a—LHEITEZBES—ILHAstrall & > THEWICI SEICILES SN nEd,
NUZE D BNMOEANGREZ SIS B Ny I Ty THOTDBAR—IDERE
NExd, 28RBLTLLIETWVW Azure 7 ) r—23>0/)Ny o7y T BB LTLIEEL,

1. Azurety 7 X7 7> 3 VIDEEMLE Y,

XD RESTAPI U LZRITLE T,

@ HTR0) T3 vIDPH—ERX T > /NILDbase6MEZR L. FRIFEICIH L TISONAHBIZ
EHIBIHBEDHD T,

HTTP A4
P QYA

&% (Post  /accounts/ {account_id} /core/vi/credentials

)
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JSON D A A4

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICAi1ZGlzcGxheUShbWUi01iAic3AtYXNOCMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0gICAgGINBhc3N3b3JkIjogIllLQThREkKSIVVIkZWZYMOPST
WJI1lLnpUeFBleVEOUNNWTGO9DcUJjazAiLA0gICAGInRIbmFUudCI6ICIWMTFjZGY2YyO3NTEYLTO
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNi1ZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
I
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
bo
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefb"

F—ILDF)

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'

2UEICIC TN Y R EEM

HEICHL T, BEMRT TV T5—2avVIicNT7y b 2B 2HENRHD T,
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TIVr—a niRE NMo0T7—2o70—%ZEHALT. Snapshot /NNy 77w T=EBEL TEERNR
TIVr—2a > RETBZIENTEET,

TV r—3 00 CZITERG BEBNKRT US> oo0—=->J YA NTOT—7 70—
— TR ELT ICDOWTEBAL £

HR— bk TTI)r— 3> —#EHI% Kubernetes B2 T NI B XU R— 3§37
HOT—r70—hHVLDOHhHbET,

ZOMDEREFIEICDVLWTIE

BED— 70— %FAT3B8IE. ISICVWKDODDEEZERTINRERHD T,

FrUr—oayooO0—2 1R LET

TIVr—=32070-Z27 TR WSO DREZERTBHVEDDHD I, UFIC. JSON AHDIN
TA=RZRLET,

V=205 AZDEAIF
DfE sourceClusterID . TTDT7 TV —a3 >R AM VA M=ILENTWVWBR IS A 2%=EICHEH L E
ER

5225 1D
DE clusterIDFILWT U= 3 0% A VR M=ILTB09TXRX%EIBELE T,
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*BLIZRARATIO—ZVTF 355, clusterID $& U sourceClusterID DfEIFFEL T,
*USZAFMTOIA—Z>T T 3HBEE 2DDERAELVECERD T clusterID ICIEF. F—7 v b+
VS XAZDIDEIEEL X T,

FT—LANR—X

o namespace fBIZTTDY — X7 TNV —2 a3 D CIZBRBRBZMELRHD £, E5IC. 70—2DxR—L4A
AR—ZAEERTEY . AstraNZzDoO0—>%EERLET,

N7y TERFPyForayhbk
#EALT. BBFEONY I 7y T £7=ESnapshoth 57 FUr—> a3 % o0—=- 73 cHTEE

9 backupID £7cld snapshotID NTX—ZN\w I 7Y FERIFA Ty T a3y b EIBELRWVES
i FIT7 V=23 >Ny o7y T=ERL. RICNY I T7yThooO0—>ZERLET,

TV r—>a3>niEx
TIUT—2avEURNTTRRICERTREIEEE LV ONRLET,
cTFIUT—aYOURRTIE JO—ZVIRBLIEERL T,

CTTIVT=23 )RR TTREER NV ITVTELEERFTy T ay b 2iEETI3RENHD &
ER
77Ua> hO—iL
7T ERRLET

Astra NIRIEBIEL TWB 7 U= 2 )X MNTEET, BEDT7 IV r—o3 Y
@ Snapshot °/\w 7 7w TEZRERT BEIC. COBREZITOIEHNTEET,
L7 FUr—>avs—BERRLET

XD RESTAPI FUH LZRITLET,

HTTP XV w R
S

INR

/account/{account_id}/k8s/v2/apps

BIMDASINT A—Z

IARTO RESTAPI U LICHB T B/NFX—RICMZ T TOFIED curl DFITIFRDI/INZ X—2H(E
BAEnxd,

INTX—A

ZAHIL ®AE A
=3

203 T LWL

BEICHL T, BETRIEZERLET,

curl D : IRTODT7 TV T—23>DIRTDT—RZRLET
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curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl Ol : IRTOT7TIVr—>3>D4%&EI. ID. BLUOREZIRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps?include=name, id
,State' --header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON Hi 714l

"items": [

"mysql n o
"4ee2b8fa-3696-4£32-8879-399792£477c3",

"ready"

"postgresqgl",
"3b984474-e5¢c9-4b64-97ee-cdeb9bcd212e",
"ready"

1,
1,

"metadata": {}

TTVEAFTS
B—77)7r—>3 zaddd2IRTO)Y —XABHZBIFTETE I,
ERZRINY BH1IC

BS9377UT—2a>DIDRBETT, HEICKLT. 7—070—%=2FATEEY "7V zRTLE
TV a3 ERERLET,

.77V —2a>zBigLEY

XD RESTAPIFFUH L ZRITLE T,
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HTTP XV v INA
1S /accounts / {account_id} /k8s/v2/apps/ {app_id}
EBIMDASINT A—Z

IARTDORESTAPI MU LICHEE T Z/NTX—RIZMA T, COFIED curl DFITIZRDINTG A—RHE
BEnxd,

INTA—=H ZANDL WA &R
x9
77— 3>ID AW (=qAM N§$357 7V r—2 3> DIDME,

curl D : 7V —2a3>DIRTOT—R%=RLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
TV EEEBLEY

BEDR—LAR—IATI TICAstrah' s8i#i L TWA 7 U r—>a v Ic&ED0VWT, B8
TIN)r—=oa> % ERTEEXE T, 7= g %AstraCERIBRZITEERLZ%

PAN

a8 NvIT7yTERFyToay b etBRLTT7 TV Tr—2 3 V2 RETEX T,
1.2HZE[ZBERLEY

D=0 7O—2RIT"F—LAR—AZRLTLEFT" F—LAR—IAZFERLEX T,

2SR EERLET

D—O7O—%2RT"VIRAFZ)VALLET" 20V v I L. V7 X22FRLE T,

3. 7TV =23 vEEELEY

TIVT—=2 3 BT EOICRORESTAPIFUE LZRTLEFT,

HTTP XV v INR

&% (Post) laccounts / {account_id} /k8s/v2/apps

BMDANINT X—42

IARTD RESTAPI MU LICHIE T B/ X—ZIZINZ T, COFIED curl DBEITIZRDINT X—2HE
HENEzd,
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INT A=K ZANDL WA &R

F9
JSON R4 (&L, BEWNRT IV —2 3 Z#AT B 1DICHER/INT X
Body ) —RERELET. UTOHZEBRB LTI,
JSON D A 7345
{
"clusterID": "7ce83fba-6aal-4e0c-al94-26e714f5eb4do6",
"name": "subtext",
"namespaceScopedResources": [{"namespace": "kube-matrix"}],
"type": "application/astra-app",

"version": "2.0"

curl Dl : 7TV —> 3> DER

curl --location -i --request POST

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header

'Content-Type: application/astra-app+json' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>' --data @JSONinput
TT)OEBZERRLET

BIENRT7 TUDNREICLE S IIGEIBHIRTEE Y, BRIV -3 zHIRT %
. BEMIFONTVERT P a—ILbHIBRENE T,

ERZ R 5aiiC

BEZHRTET7TIDIDNBETT, BEICKLT. 7—I70—%2FEATETET "7 IV eRRLET"
TIVr—=2a3 EBRELET,

TTVr—2a>®)Ny 07Ty T Snapshot 1. BIBRESNTHEHICIFHBREINEFEA. NV I T v TL
Snapshot W ARE|ZR > TciBEIE. 7TV Tr—2a > %HIBRT 2a1ICHIBRT Z2HELH D £,

1.7V %7 oRA—JLET

MORESTAPIFUH LZRITLTFZ FUTr—>a v EHIBRLE T,

HTTP XV R )32

HIBR Jaccounts / {account_id} /k8s/v2/apps/ {app_id}
BMDATINT X—42

IARTD RESTAPI MU LICHIE T BN X—RIZINZ T, COFIED curl DBITIZRDINT X—2HE
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RTnE9,

NTA—=H ZANDL WA &R
3
7T r—23>ID AW (YA HIBR 37 TV r—> a3 z8ELE T,

curl Ofl : EEMRT TV 75— a > ZzHIBRLET

curl --location -i --request DELETE

'https://astra.netapp.io/accounts/<ACCOUNT_ ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

7TV —2 3 DFE

Snapshot z—E&RTL X7

WEDT7 FV7r—>a i L TERSNERF Yy P23y b Z2—BRRTEEXT,
EEZRtad BR0IC

AFTwTFoay b eRRTEZTIVT—2a > DIDHRRETT, HBICIGLT. 7—J 70— %=2ATEEY
TN ERRLET T IV avERRLET,

1. 2y Foaybhx—8RRLET

RDOREST APIMEU L 2317 L TSnapshotz &R~ L £,

HTTP XV v K INA
e laccounts / {account_id} /k8s/v1/apps/ {app_id} /appSnaps

EMDANNT A=K

IANTD RESTAPI FUH LICHBI BN X—RICMA T COFIED curl DFITIZRD/INT XA —R2BHE
RENnZE9,

INTX—& ZAHL ®E Btz

X7
TFrIr—> NR &0, DRNENIERFY T2 ay bZfrBIZ7 TV r—2a>z#50
3>ID =
horhk oxl) LWLz R count=true SnapshotDFUIEED AR T—R2E o> aVIlE

EFNTVET,

curl O - 7TV T =232 DIRTDRFTYy T3y bzRLET
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curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl O : 7T T =23 >DIRTDORFTY T3y beAT Y FERLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps?count=true' --header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON Hi 714l

"items": [

"type": "application/astra-appSnap",

"version": "1.1",

"id": "lce34da4-bb0a-4926-b925-4a5d85dda8c2",

"hookState": "success",

"metadata": {
"createdBy": "a530e865-23e8-4e2e-8020-e92c419a3867",
"creationTimestamp": "2022-10-30T22:44:20z2",
"modificationTimestamp": "2022-10-30T22:44:2072",
"labels": []

by

"snapshotAppAsset": "Oebfe3f8-40ed-4bdc-88c4-2144fbda85a0",

"snapshotCreationTimestamp": "2022-10-30T22:44:3372",

"name": "snapshot-david-1",

"state": "completed",

"stateUnready": []

1,

"metadata": {}

NV IOT7yTa)ZAMRRLET
BEODT7 IV —oa VBICER NNy 7y T2 ) I NTEET,
VRS % BINA T B AT

Ny ITyTeRRNTBDT7TVr—2a > DIDHRETT, HEBICIGLT. V-7 70— =ATEET "7
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T ERRLET" TIIVr—o a3 0% RETLET,
1. Ny IOT7yvTa—8ERRLEY

XD RESTAPIFUHLZERITLED,

HTTP XY v R X2
g /accounts / {account_id} /k8s/v1/apps/ {app_id} /appBackups

EBMDOATINT A—H

IARTOD RESTAPI MU LICHEBE T /AT X —=FIZMZA T COFIED curl DFITIZRD/INT X—2H 1k
HEh&Ed,

INTAX—A #ANL %A B
9
FF)r—3>ID INR AR JDARSINFTENY I Ty TEFBIZIERET7 ) r—> 3
VEIRELET,

curl O - 7TV =2 3> DIRTONY I Ty T2 BRLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/vl/apps/<APP ID>/appBac

kups' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON i /35
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"items": [

"type": "application/astra-appBackup",
"version": "1.1",
"id": "8edeb4ad-fd8b-4222-a559-1013145b28fc",
"name": "backup-david-oct28-1",
"bucketID": "a443e58f-59bd-4d45-835a-1bc7813f659a",
"snapshotID": "dfe237cb-57b7-4576-af4d-00ba3a8£2828",
"state": "completed",
"stateUnready": [],
"hookState": "success",
"totalBytes": 205219132,
"bytesDone": 205219132,
"percentDone": 100,
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-
only/triggerType",

"value": "backup"
}
1,
"creationTimestamp": "2022-10-28T21:58:372",
"modificationTimestamp": "2022-10-28T21:58:552",

"createdBy": "a530e865-23e8-4e2e-8020-e92c419a3867"

1,

"metadata": {}

TIVr—oa3> DRy rFoay haERLET
BEDT7 U5 —oa3 > ORFyToay b EERTEET,
Ve BEIA T BRI

AFTwFoay b ekl s37 7V T—>a > DIDHRETT, HBIIGLT. 97— 70— %=2ATEEY
TN ERRLET T IV avERRLET,

1. 2y 7oay b EERLEY

XD RESTAPIFFUH L ZRITLE T,

76



HTTP XV v INA
&fm (Post) Jaccounts / {account_id} /k8s/v1/apps/ {app_id} /appSnaps

EMDANNTA—5

IARTDORESTAPI MU LICHEE T Z/NTX—RIZMA T, COFIED curl DFITIZRDINTG A—RHE
BEnxd,

INTX—A& ZASIL WA Bz
3
77— 3>ID AV4 W, Snapshot Z{ER I 2 BERRT TV —2 3 ZziEELF
ER
JSON A G G = { A Snapshot D/NT XA —RZHELET, UTDHIZHELT
Body ) QI AN

JSON D A 774

"type": "application/astra-appSnap",
"version": "1.1",
"name": "snapshot-david-1"

curl Ol : 7N r—>a3>ORFyv I ay bEERLET

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps' --header 'Content-Type: application/astra-appSnap+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

TIVr—=2a>ONy I Ty T=ERT B

BWEDT7 SIVr—>a3>0oNy o7y TaERL. TONY I Ty TaERBLTT7 Y
=23 YR MFPRIO—ZVF%2T58NTEET,

ERZ R aiIC

Ny IT7vT§BT7TVr—2a>DIDHBETY, HEBICKL T, 7—770-2FBTETEI "7 Uz
KRLET" TTIVT—23 ZBRRLEFT,

LNy IT7y T2ERLEYT

XD RESTAPIFFUH L ZRITLE T,
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HTTP XV v INA
&fm (Post) laccounts / {account_id} /k8s/v1/apps/ {app_id} /appBackups
EBIMDASINT A—Z

IARTDORESTAPI MU LICHEE T Z/NTX—RIZMA T, COFIED curl DFITIZRDINTG A—RHE
BEnxd,

INT A=A #ANL B B
EJCE
74— 3avID INR AR NI Ty T ER TR 7 TV r—>a3 > % BELE T,
JSON i G G = { A NV ITYTDINTGA—=EAHRRTIEINE T, UTOH=ES
Body ) BLTLLETL,

JSON O A A4

"type": "application/astra-appBackup",
"version": "1.1",
"name": "backup-david-1"

curl DF) - 7 IV 5= 3>ONy I 7y T=ERLFT

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups' --header 'Content-Type: application/astra-appBackup+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Snapshot ZHIBRL £ 9

7= g3 VICEEEMIT 5N TUL B SnapshotZHIFR TE £ 9,
EE%BRAT B E1IC
RDIBERHDBETT,

* ATV T3y bhERBEITBR 7TV T—23>DID. BEBICHLT. 77— 70— %Z2FRATEFT "7
JeRRLET"T7IVr—2a3 2BEKLET,

* HIFR9 % Snapshot D ID o REICIGLT. 7—27 70— %FERATET X "Snapshot #—ERXRRLET" %
Iy LTLEEL,
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1. 2Fv7Foay bZHIKRLEY

XD RESTAPI FUH L ZEITLE T,
HTTP XV w R JXX

HIBR /accounts / {account_id} /k8s/v1/apps/ {app_id} /appSnaps/ {appSnap_id}
BMDANIINT X—42

IARTD RESTAPI MU LICHIE T BN X—ZICINZ T, COFIED curl DBITIZRDINT X—2HE
HENEzd,

NTA—=H ZANDL WA &R
3
77— 3>ID INX (=AM

ATy Toay b emBIBEET IV T—2a eiEE
L&Y,

Snapshot ID AW4 (=AM PR 9B Snapshot ZiEE L £ 9,

curl ) . 7V —>a>DRFyv gy bz 1DHIBRLET

curl --location -i --request DELETE

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna

ps/<SNAPSHOT ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

N7y THHEIBRLET

FI)r—o g IcBEMITOENTWVWANY I Ty TEHIBRTAICENTETET,
VR % BAIAT B AT

ROBHRIPIVBETT,

* Ny OTYTERFFETET TV~ 3 0D, BBISLT, 7—9 70— 2FBTEXT "7 U%
ERLET T IUT—Ya v ERRLET,

CHIRRT ANV I T7YvTDID, MBI T, D—o 70— %FHTETEZI "Nvo7vrIx=) A RERRL
FIT" =2y LTLIESL,

1. Ny o7y TEEBLET

XD RESTAPI U LEEITLE T,

@ BENRELINY I Ty A RICRTA T2 a>DERN Y X —%= A L THERERICHIFR
TEEI,
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HTTP XV v INA
HIBR /accounts / {account_id} /k8s/v1/apps/ {app_id} /appBackups/ {appBackup_id
}

EMDANNT A=K

IARTD RESTAPI MU LICHIE T B/N T X—ZICINZ T, COFIED curl DFITIZRDINT X—2H4E
BHEINEd,

INS X —& #ANDL HE Bl
9
74— aviD INZ AR NV OT7yT%FrETREET7 U r—>a > %8ELE
ER
Ny 27 v ID INR [={AN HIRRT AN w7y TxiEELEX T,
RHEIFVICHIBRLE T AYE— LWWR  EKBLENY Ty TEEFNICHIRT 25 ICERLE
XS

curl OF) : 77U r—>3>ONv o7y Tz 1DHBLET

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups/<BACKUP_ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

curl Ofl : force 7 7> a3 %FERLT. 77U =23 >Ny o7 v 7% 1DHIBRLET

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups/<BACKUP_ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --header 'Force-Delete: true'

T—SRER) S —Z BT B
1DUEDRT 2 a—I)LIZEDVWTT—2RER) S —ZERTEX T,

1.7 TV EERLET

D=0 70—%=XRT" 77 )eRRLET" 2oV oL BROT IV T—2 a3 Z&ERLE T,

21REEERLET
RDORESTAPIRUOH LZRITLT. HEDT7 TUr—> 3> ORER) S —%ERLF T,
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HTTP A4
XYy R

#&f8 (Post  /accounts / {account_id} /k8s/vi/apps/ {app_id} /schedules
)

JSON D A 714

"type": "application/astra-schedule",
"version": "1.3",
"name": "Backup Schedule",
"enabled": "true",
"granularity": "monthly",
"minute": "0",
"hour": "0",
"dayOfMonth": "1",
"snapshotRetention": "12",
"backupRetention": "12"
}
H—=ILDA|
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/schedu
les' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

--data Q@JSONinput

7TV TrT=23 00— T URNT
TV —2arnoO-YEERLET

BEQT7 7T —2avEsO—23 LT, FLLWTPTUr—o 3 YRR TE &
7

Ve % BMAT BHiIC
CDT—2770—IC2VWTIE. MORICFEFRELTLIEEL,

T IN =23 ONY Ty TERIERFY T ay MIERINEEA
s O—Z=Z>JNBIEEILY SAAANTRERITEINET
CHLWTI U= a3 VRO R—LAR—RICEBESNET
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@ T —2 3 B ROOSARICOO—Z22TF3ICE. EBHITANERHD FT
clusterId JSSONAHTDNS A= FERAL TSI,

1.70—>%1ERT 37TV r—>a > %=ERLET

D—0JO—%2T" 7TV ERRLET 2OV IL. JO0—Z20 9237 TV r—> a3 mERLE

Yo P7XVr—>a>ooO—>JIERASNS RESTHUHLICIE. W<DOH DU Y —EHNKET
ER

27 7)o O—>%=1ERT 3
RORESTAPIFUH LZRITLTT IV Tr—>a>zo0—=->JLFT,
HTTP XV v K INA

#fs (Post) laccounts / {account_id} /k8s/v2/apps
BIMDOATIINTAX—Z

IARTO RESTAPI MU LICHEE T BZ/NTX—RIZMAT. COFIED curl DFITIZRDINTG A—RHE
Banxd,

INT A=A #ANL A Bz
x9

JSON Ao ( 1F0, IJOA—ZI0 N7 TV —23 > DINTA—2—%1R
Body ) HLET, UTDHZBSEL TLIETL,

JSON D A S

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930£f-a9633e59173b",
"namespace": "mysgl-ns",

"sourceAppID": "e591ee59-ea9%90-4a9f-8e6c-d2b6e8647096"

curl Ol : 7TV = 3>ooO0—->%1ERLET

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data @JSONinput
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ATy Foay b7 r—>a3>zo0—=>JL%FY
Snapshoth 57 O0—Z>J L TH LW TV =23 V% EBRTEE T,
EEZ AT BHIIC

COT—=2770—ICDVWTIE ROZISEFRL TSI L,
CTFITVr—=2a Rty Ty bAMERINET

*IO0—ZVJNBIZAIL I S XAFZATRITENET

@ T I —o 3 DU ARICOO—Z22TF3ICE. #BHITBANELRHD FT
clusterId JSONAHNDI/INTA—R%ZFERA L TLIEET LY,

1.00-VRERTB7 TV r—>a v @RLET
D—=070-%RT" 7TV ERFLET" 2T )vI L. FA—ZVIFRT TV T—2a EERLE

Yo 7XVr—>a>ooaO—2JIERASNS RESTHUHLICIE. W<DH DU Y —ENKET
ER

2. fERATEZRFTy Iy b EERLET
77— J0O—%3{T "Snapshot x—EFx L Exd" &) wvo L. €HT S Snapshot Z:#RL £,

3.7 EERLEY

XD RESTAPIFFUH L ZRITLE T,

HTTP XV v INZX

&fs (Post) laccounts / {account_id} /k8s/v2/apps

EMDANINTA—5

IARTD RESTAPI MU LICHIE T BN X—RICINZ T, COFIED curl DFITIZRDINT X—2HE

RTnZE9,

NTA—=H ZANDL WA &R
3

JSON A7 (&L, JA—ZVTENETTIVT—2a > DNITA—2—Z1%
Body ) MLET. UATOHZBRL TS,

JSON D A S
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"type": "application/astra-app",

"version": "2.0",

"name": "mysqgl-clone2",

"clusterID": "30880586-d579-4d27-930£-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a%9633e59173b",
"namespace": "mysqgl",

"snapshotID": "e24515bd-a28e-4b28-b832-£f3c74dbf32fb"

curl Of) : Snapshot "S5 7 X r—> 3> zo0—Z>JLFd

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' —--header
'Authorization: Bearer <API TOKEN>' --data QJSONinput

NYOTyTIheT7 ) r—>a>zo0—=-279%

FLWT TV r—2avide Nwo7yrIhoeoO0—=—>J L TERTEEXT,
(R BT BRI

COT—07O0—IC2V\TE ROSISEEL T T,

TV =a3>ONy Ty THMEREINET

/O JWEBREELCI I AZATRITEINET

@ T IUr—2 3 B RIS ARICOO—Z22TF3ICE. EBHITANELRHD FT
clusterId JSSONANDNS A= FERAL TSI,

1.00—>%EMd237 ) r—2a>xFERLET

D—0JO—%T" 7 IV ERRLET 2Oy I L. JO0—Z20 3237 TV 5= mERLE

Yo PXVr—>a>noO—>JIERASNS RESTHUHLICIF. W<OH DU Y —EHNKET
ER

2. EBTBNY I Ty TRBRLET
D—=070-%RT"Nv o7y T2 ) AFRRLET" BRI INY I Ty TZHERLET,
JL.TTUERERLEY

XD RESTAPI FUH LZRITLE T,
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HTTP XV v INA
&fm (Post) laccounts / {account_id} /k8s/v2/qpps
EBIMDASIINT A—Z

IARTORESTAPI MU LICHEE T Z/NTX—RIZMAT. COFIED curl DFITIERDINTG XA—REHE
Binxd,

INTAX—& ZANL @A =rFA
ESE
JSON A7 (1L, IJOA—ZVIENET IV r—2a>DNITA—2—%iE
Body ) HLET UTDHZERL TLIZTE L,
JSON D A /34
{
"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone3",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a9633e59173b",
"namespace": "mysqgl",

"backupID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

curl OFl : NI T TIHh o7 ) r—>a mxoO0——_>J0LFd

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

Ny ITy T T7 TV r—2a3a> e )AL79%

TIVT—=23 VAT TBICNE Ny ITvTheHLWTIT T Tr—2 3> %1F
L ETo

1ETTB7 TV ZERLEY

D—070—%2RT" 7TV EeRRELET" 2TV I L. JO-Z2TFB3T7 TV Tr—2avE#ERLE
Yo P7FVr—2a>DUZAMTICERTBRESTHUH LICIF. W<D2H DY —ENKRETT,
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2 EHEIBINYITYTEEIRLET
D=0 70—%XRT "N o7y Tm ) ACKRRLET"FERIZINY I 7Yy T2 ERLET,
3. 77U EETRLEY

XD RESTAPIFUH LZEITLET, Nv o7 v T (UTZ2E8HR) 7ld Snapshot D ID ZIEE T HHE
NHOE,

HTTP XV v K X2
PUT /accounts / {account_id} /k8s/v2/apps/ {app_id}
BIMDOATIINTX—4Z

IARTORESTAPI MU LICHEBET BZ/NTX—RIZMAT. COFIED curl DFITIERDINTG X—REHE
BTnxd,

INTA—A& #ASIL A Bz
9

JSON ATa ( 1F0, IJO—Z0 N7 TVTr—2 3> DINTA—R—%1R
Body ) HLET, UTOHEBBL TSI,

JSON D A 714

"type": "application/astra-app",
"version": "2.0",
"backupID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

curl DB : Ny O Ty Th T FIEREDHMRICU I ST LET

curl --location -i --request PUT
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Content-Type: application/astra-app+json' --header '*/*'
-—header 'ForceUpdate: true' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

FT—LAR—X

F—LAR—ZRTLET
ARG R—LAR—RZVZAFTEET,
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12 ERZ—EXRRLET

F—LZAR—RAZRRTBICIE. RORESTAPIEDOHLZEITLE T

HTTP INX
XYy R
g /accounts/{account_id}/topology/v1/Namespaces

curlOfl] : TRTDER—LAR—ZADITARTDT—R%=IRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

CcURLDfI : IRTDR—LAR—ICDWVWT. &il. K. BLUVIUSRLIDERLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces?incl
ude=name, namespaceState,clusterID' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>'

JSON H A

"items": [

"default",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-node-lease",
"discovered",
"922f924a-a476-4a79-97£6-472571698154"

"kube-public",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-system",
"discovered",
"922£924a-a476-4a79-97£6-472571698154"
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"mysql " o
"discovered",
"022f924a-a476-4a79-97f6-472571698154"

"mysgl-clonel",
"discovered",
"922£924a-a476-4a79-97£f6-472571698154"

"netapp-acc-operator",
"discovered",
"922f924a-a476-4a79-97£f6-472571698154"

"openshift",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"trident",
"discovered",
"022f924a-a476-4a79-97£f6-472571698154"

1,

"metadata": {}

HR—b
EE—BRRLET

TBEDTASSTADY bDBEHZ)ASTEEXRT, COMEBIX. PRTLT7IT14E
T4 DEHRCPEEDT Ny T D—RELTEITTEE T,

1. BRZ—ERTLEY

XD RESTAPIFUHLEZERITLED,

HTTP XV w R IXNZ

g /accounts / {account_id} /core/vi/notifications
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EMDANNT A=K

IARTO RESTAPI MU LICHEE T B2 /NXTX—RIZMA T, COFIED curl DFITIZRDINTG A—REH4E
BATnxd,

NS X—4& AL KB =HER

3D
T1ILA oI WWR REICIGLT. B TRIEBMZ 702 LET,
EH3 oTl) WWZR  REICIEL T, IETRIEZERLED,

curl Ofl : IRTOEM=IRLEFS

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT_ ID>/core/vl/notifications'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl Dl : EREH WARNING DBFICOVWTHIEZRLFT

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications?filte
r=severity%20eg%20'warning'&include=description' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSON /3

"items": [
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

1,
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

]
1,

"metadata": {}
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FETHIFRTE £,

1.HBRT 27 FUZEIRLET

D—070—%2RT" 7TV ERRLET" ZIVv I L. BIBRTZT7TVT—2 3>z ERLET,
2. 77— a3 OREONy 0Ty Te—EBRRLEY

D—070-%2RT"Nv o7y T2 VI RRRLET

. IRTONYI Ty TZHIBRLET

J—JJO—%FFTLT. IRNTOT7 TV —a3 oy N\w o7y 7=EBRLET"N\v o7y 7B LET"
DI MRDINY O Ty T I,

4. 77—V DOBEDR Ty gy b E—ERRLET

7 —2 7 0—%3%4T7 "Snapshot #—&FxRLE£J"

5, IRTDRFvToay bxHIBRLET

D —2 7 0O—%3%1T "Snapshot ZHIFRL £9d" U X FRDE Snapshot HSHIERL £

6. 77— a EHRLET

D=0 70— =RT" 7T )DEREZREFLET T IV T—2a v EHIRLET,
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Python Z{EHY 3
NetApp Astra Control Python SDK

NetApp Astra Control Python SDK |&. Astra Control DA% BENI LT 2 7-OHIFERT
EBF—TOV—RNYT—ITT, Ffee TONYIT—2 MBOEHELT S v
T+ —LZERT BHRIC. HZ 5 < Astra Control RESTAPI ICDWTERBOEELRE
Blemb xR,

@ EICT 370, COR—JDOLUBOESD TlE. NetApp Astra Control Python SDK % *
SDK MU £ 9,

BEETS2DO0V 7oz 7Y=L

SDK (Cl&. Astra Control RESTAPI ICT7 VX TR EZICERRBRZHMRBILLANILTEET 3 2 DOELZEE
Y—ILHEENTUVETD,
Astra SDK

AstraSDK |&. A7 7S5y b 74— LR iR L XY, BB 4% RESTAPI UH L Z#HMRILT 5 —ED
Python 7 2 AWEENTWVWEYT, COUFRIE. 7FUTr—>3>. Ny o7y, Snapshot. 75 X&
RE. TEIFA AstraControl UY —RICHTIEBIREEYR—FLTWVWET,

Astra SDKIF. Ny T —CJD—EFTHD. 1DICFEHSNTWVWET astraSdK.py 771l CDOT 71
ERBICAVR—ML. V5 RXEERFEATETET,

@ NetApp Astra Control Python SDK * (& 7=1% SDK O &) &, Ny T —J2ED%EIT
9o *Astra SDK*|E. 12D 7 71 ILHADEEPythony 5 X%Z35L £ astraSDK.pye

Toolkit X 71) 7

Astra SDK7 71 JLICINZ T. ZFEALET toolkit.py AU T RHEATEET, COXT U T I

Python B & L THEMICER SN TV EROEER 7 V> avIl7 VX TERLSICTR LT, HR
CDLARNILEZESDTEELE T, CORXIUTRE. AstraSDK 4 VR— kL. BEICIGLTY 5 XICHE
UHLZEY,

ICT7OERTBHIE
SDK IZid. ROFETT VLA TEET,

Python /N\w /i —2

SDK &, MBSAFTEXT "Python /Ny T —24 5w 2" &HI* actoolkit *o /N —IJTIFN—2 3 0 F
SHEOYUTSENTED, BREIZIELCTEFIDFGITINE T, N Tr—S2REBICA VA M=ILTBICE. *
PIP* Nwh—C8BA—T4 T4 2FERITIMNELRDHD 9,

AVAM=IDRET LS. #EEY S ¥ CastraSDK.pyZ S XZFHATEF XY import astraSDK X%
JFEARTRITTEEXET, THIC. actoolkit AV ROV T A SBEEFVOHIEHNTEET, &
B L T9Y toolkit.py (actoolkit list clusters [FEBLTY ./toolkit.py list clusters) o

BB L TLLEE LV "PYPi o NetApp Astra Control Python SDK" Z8BB L T 2T L\,
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GitHub ¥V —XJ—F
SDK YV —ZX—RIE GitHub 5 HBAFTEX T, VRIS MIICIFRDBHDHEENET,
* astraSDK.py (Python? 5 X% {#H L 7=Astra SDK)
* toolkit.py (EMILANILOBEHER—IDIXIUTE)
* A YR —IVES EFIEOFME
*AVRAM=IILROUT
CEDMDRFaXTE

DUO—>%ERTET £9 "GitHub : NetApp / NetApp-Astra - YV —JLF v F" O—AILBEAD RIS K,

1R =L EBXNBEYS

NYT=SDA VA =ILELERERBD—IRELT. W DD DA T3V e BRREERTIHNELHD
9,
AR R=IAFATa>OEE
ROWTNHDDELECSDKZEA VA M—ILTEEFI,
s EfgLcEERAL XY "Docker : Astra -V —JLF v b A X—, REREKEFREARAIRTAI VA M—ILT
NTWET actoolkit
* PipzfERLTEA YA R—ILLET actoolkit PyPIHN'5PythonERIBAD /Ny r—J 1k
* GitHubU R h) o O—>%{EFR L. PythonZ 54 7Y F =R T7IERATESRLSIC. 22000
FPython7 7ML QE—/ZEL XY
SEICDOWVWTIE. PYyPi LU GitHub DR—TJ BB L T T,

Astra Control IEDEH

Astra SDKDPython? 2 Az BRER T 355, OEBZFERATIEE5HHD £J toolkit.py RZ VTS
FEERT 3. RIEMICIX. Astra ControllRIETRESTAPIC 7R T3 EICHEDET, D=8,
APl b—=2O > &EFDAstra THT Y FHRMBIZHED £, 28RBL TV EEZRRB T Sa1IC" FFMICD
WTlE. CORFaXVED T FLHIC* ] B2 a > ottoR—JSEBBLTIEEIL,

NetApp Astra Control Python SDK O Ef4

SDK (Ci&. A—71JL Python IRIBICEIET 2V DD DRIIREHDH D £9, & X1, Python 3.8LAMFZ fF
BI2REBELHD F9, £7z. BER Python Ny T —JHWK OB D FT, FFMICDOLWTIE. GitHub 1
REPMIR=IJERIEPYPINYT—IOR=IUEBEBLTLLETIL,

RIID) YV —RDEE
BIAT B DICHUBRUY —XE VKON TN LET,

* "PyPi  NetApp Astra Control Python SDK"
* "GitHub : NetApp / NetApp-Astra - Y —JLF v K"
* "Docker : Astra -/ —JLF v k"
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%4 7+ 7 Python

ERZRm Y Bailc

Pythonld. 7—2 > X2 —BENLDT=HD—HNLRAFESETY, Python DRA T 17
HEEZ W< DD DHBNY T —J L EHICFERTBEIC. RBRCVBEBRANDT 71 )L %z
T 2BERHD FT,

*w k7w 7iE. Python Z{#H L T Astra Control RESTAPI ICE#ET7 VXT3 TR
() < AP EERELTEESEHRTZY—LF v Iy F—UHRELTOET, 288L
TLET V) "NetApp Astra Control Python SDK" Z8BB L T 72T L\,

Rz %#fm

TS Python XU T RT3 DDERANLGREEHFZTRLET,

Python 3.
BHFIN—3 20 Python 31 Y X F—=ILENTWVWBRELRHD £9,

EBmMm=>173>

*Requests * B U *“ullib3* SA TS UL VA M=ILTNTVWBRELHD £, BRBICIK LT, pipRY
@ Python BIEY — L% FHTET X9,

rYybTD—=U0T7 IR

AV T E2RITITRZT—UVRAT—>avidE. 2y bT7—=20IC72E X L. AstraControl IC7 V72X TES
BN H D £, Astra Control Servicez BT 3HEIE. 1 VX —Fy MIEHRL. TH—EXIZERTE
BPEDLHD XY https://astra.netapp.ioo

ID &%

THOURID EAPI b= & ODBWA Astra 7THD Y EHARETY, #BBLTLIEITWVW"API b—7
VERELET EBBLTLLIETL,

JSON A7 71 IILEEBLET

Python X7 U 7 kiE. JSON AT 7AILICEFNTVWBREBRICKELE T, T TILT 7AILIFLT
DEEDHTY,

()  BEOSLT. YO INEBHTEBBABD £,
ID 5%k

RDT7AILC. APl =T 2 Astra 7AT Y EHREENTVWET, CDT 71 I)L%Z %= {ER L TPython
ROV T HTEITBRERHD XY -1 (Ffeld —-identity) CLINNTX—%&,
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https://astra.netapp.io

"api token": "kH4CA uVIa8gq9UuPzhJaAHaGlaR7-no9%901DkkrVjIXk=",
"account id": "5131dfdf-03a4-5218-ad4b-fe84442b9786"

TT)ERRLET
RDRAVV T+ ZERALT, Astra7 Ao > bDT7 TV r—>3>z—8BRTTEET,

() =BBLTCRSW EEERAT 55110 BER ISON AN T 71 LOBIERICTLET,

#!/usr/bin/env python3

Usage: python3 list man apps.py —-i identity file.json

(C) Copyright 2022 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

no less restrictive than those set forth herein.

import argparse

import json

import requests
import urllib3

import sys

#

Global variables

api token = ""

account id = ""

def get managed apps () :

94

''' Get and print the list of apps '''



# Global variables
global api token
global account id

# Create an HTTP session
sessl = requests.Session()

# Suppress SSL unsigned certificate warning
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

# Create URL
urll = "https://astra.netapp.io/accounts/" + account id +
"/k8s/v2/apps"

# Headers and response output

req headers = {}
resp headers = {}
resp data = {}

# Prepare the request headers

req headers.clear

req headers['Authorization'] = "Bearer " + api token
req headers['Content-Type'] = "application/astra-app+json"
req_headers['Accept'] = "application/astra-app+json"

# Make the REST call
try:
respl = sessl.request('get', urll, headers=req headers,
allow redirects=True, verify=False)

except requests.exceptions.ConnectionError:
print ("Connection failed")
sys.exit (1)

# Retrieve the output
http code = respl.status code
resp headers = respl.headers

# Print the list of apps
if respl.ok:
resp data = json.loads (respl.text)
items = resp data['items']
for i in items:
print (" ")

print ("Name: " + i['name'])
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print ("ID: " + i['id'])
print("State: " + i['state'l])
else:
print("Failed with HTTP status code: " + str(http code))

prlnt ( "noon )

# Close the session

sessl.close ()
return

def read id file (idf):
''"'" Read the identity file and save values

# Global variables
global api token
global account id

with open (idf) as f:
data = json.load (f)

api token = data['api token']
account id = data['account id']

return

def main(args):

'''" Main top level function '''
# Global variables
global api token

global account id

# Retrieve name of JSON input file
identity file = args.id file

# Get token and account
read id file(identity file)

# Issue REST call
get managed apps()

return

def parseArgs():
''' Parse the CLI input parameters '''



parser = argparse.ArgumentParser (description="'Astra REST API -

List the apps',
add help = True)
parser.add argument ("-i", "--identity",

="id file", default=None,

action="store", dest

help="' (Req) Name of the identity input file',

required=True)
return parser.parse args()

if name == ' main ':

''" Begin here '''

# Parse input parameters

args = parseArgs ()

# Call main function

main (args)

97



APl T 7L 2R

Overview

The Astra Control REST API reference documentation contains the details of all the REST API calls, including
the endpoints, HTTP methods, input parameters, and responses. This complete reference is helpful when
developing automation applications using the API.

The Astra REST API provides CRUD (Create-Read-Update-Delete) access to all the Astra Control resources

except where noted for a specific resource category. This reference documentation applies to the 23.07
release of Astra Control REST APL.

ASUP

ASUP overview

The ASUP API provides access to ASUP resources in order to create and optionally upload the AutoSupport
bundles.

Create a new ASUP resource
POST /accounts/{account id}/core/vl/asups

Indicates the desired values for the ASUP API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}
Request Body
Indicates the desired values for the ASUP API resource to be created.
Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"
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Name

version

upload

dataWindowStart

dataWindowEnd

Type

string

string

string

string

Required

True

True

False

False

Description

Version of the resource.
Defined values are:

° ll1 .Oll

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

 "true" - Upload the
AutoSupport bundle.

* "false" - Do not upload
the AutoSupport
bundle.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

99



Name Type Required Description

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-asup",
"version": "1.0",
"upload": "true"
}
Response

Status: 201, Returns the newly created asup resource in the JSON response
body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.

Defined values are:

° ll1 'Oll
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#type_astra_metadata

Name

creationState

creationStateDetails

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0
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#type_astra_stateDetail

Name

upload

102

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.



Name Type Required Description

uploadState string False JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

* "completed" -
AutoSupport bundle
upload has
completed.

* "failed" - AutoSupport
bundle upload is in a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

104

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata

Type

string

type_astra_metadata

Required

True

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
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#type_astra_metadata

Example response

"application/astra-asup",

: "9950003f-alc7-5ca7-8930-06eec25f60aa",

"type" .
"version": "1.0",
"id"
"creationState":

"creationStateDetails":
"upload":
"uploadState":

"true",

"uploadStateDetails":

"triggerType":
"dataWindowStart":
"dataWindowEnd":

"metadata": {
"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationID string
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"running",

"pending",

"manual",
"2020-08-05T12:24:00.000000z2",
"2020-08-06T12:24:52.000000z",

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True
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#invalidFields

Name

title

detail

status
correlationlD

invalidFields

Example response

ntypen .
"title":

"detail":

Type
string
string
string
string

array[invalidFields]

Required Description

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/10",

"JSON resource conflict",
"The request body JSON contains a field that conflicts with

an idempotent wvalue.",

"status"

Response

Status: 403,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

108

: "409"

Forbidden

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"403"

"The requested operation isn't permitted.",


#invalidFields

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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type_astra_label

Name
name

value

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

Type
string

string

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails
invalidParams

Name

name

reason

invalidFields
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Type
array[type_astra_label]
string
string
string

string

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True
True

False

Required
True
True
True

False

Required

True

True

Description

Description

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_label
#additionalDetails

Name Type Required
name string True
reason string True

List all ASUP resources

GET /accounts/{account_id}/core/vl/asups

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type In
account_id string path
include string query
limit string query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{-Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

1M



Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
asup_1.0_get _response_
body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/ja-jp/astra-automation-2307/python/.html#asup_1_0_get_response_body
https://docs.netapp.com/ja-jp/astra-automation-2307/python/.html#asup_1_0_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-asups",

"version": "1.0",

"items": [

1,

{

}

"type": "application/astra-asup",
"version": "1.0",
"id": "80796606-79ba-480b-966c-e4c600fbf623",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "running",
"uploadStateDetails": [],
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.000000z2",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£d91b4848"

"type": "application/astra-asup",
"version": "1.0",
"id": "6503131d-8b36-4434-b34f-73661ae8100b",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "completed",
"uploadStateDetails": [1,
"triggerType": "scheduled",
"dataWindowStart": "2020-08-04T13:30:00.0000002",
"dataWindowEnd": "2020-08-05T13:30:00.000000z2",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-05T13:30:00.0123212",
"modificationTimestamp": "2020-08-05T13:30:00.012321z",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£fd91b4848"

"metadata": {
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"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True
title string True
detail string True
status string True

correlationlD string False
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Name Type Required Description

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found
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#invalidParams

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"

Definitions
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additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

asup_1.0_get response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"
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#type_astra_label

118

Name

version

creationState

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial”
states, the bundle can
be downloaded by
performing a GET of the
resource URI with an
Accept header
containing "/ or
"application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

* "completed" -
AutoSupport bundle
generation has
completed.

* "partial" -
AutoSupport bundle
generation has
completed but some
data was not
included in the
bundle.

* "failed" -
AutoSupport bundle
generation is in a
permanent failure
state.



Name

creationStateDetails

upload

Type

Required

array[type_astra_stateDe True

tail]

string

True

Description

JSON array of JSON
objects that lists
additional details about
why "creationState"
transitioned into "partial"
or "failed".

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value indicating whether
to upload the
AutoSupport bundle after
successful creation.
Defined values are:

* "true" - Upload the
AutoSupport bundle.

* "false" - Do not
upload the
AutoSupport bundle.
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#type_astra_stateDetail
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Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when
AutoSupport bundle
creation completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload
was blocked
because there is no
license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

 "completed" -
AutoSupport bundle
upload has
completed.

* "failed" -
AutoSupport bundle
upload isin a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDe False

tail]

string

string

True

True

Description

JSON array of JSON
objects that lists
additional details about
why "uploadState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The
ASUP resource and
associated
AutoSupport bundle
were created
manually.

"scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd"
key value. Maximum is 7
days before the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

121


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

dataWindowEnd string True JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

type_astra_metadata_list

Name Type Required Description
continue string False
count number False
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter
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#type_astra_label

Name Type Required Description

reason string True Reason why the query
parameter is invalid

Retrieve an ASUP resource
GET /accounts/{account id}/core/vl/asups/{asup_id}

Returns the stored ASUP API resource in the JSON response body. If the AutoSupport bundle "creationState"
is "completed" or "partial”, the AutoSupport bundle can be downloaded by specifying an Accept header
containing "/ or "application/gzip".

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
asup_id string path True ID of the asup
collection to list
Response

Status: 200, Returns the stored ASUP API resource in the JSON response
body. If the AutoSupport bundle "creationState" is "completed" or
"partial", the AutoSupport bundle can be downloaded by specifying an
Accept header containing "*/*" or "application/gzip".

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:

° ll1 .Oll
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Name

creationState

creationStateDetails

124

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

upload string True JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.
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Name

uploadState

126

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -

AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

"running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

"completed" -
AutoSupport bundle
upload has
completed.

"failed" - AutoSupport
bundle upload is in a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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Name Type Required Description

dataWindowEnd string True JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example response

"type": "application/astra-asup",
"version": "1.0",
"id": "9950003f-alc7-5ca7-8930-06eec25f60aa",
"creationState": "completed",
"creationStateDetails": [],
"upload": "false",
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.0000002",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI
found.",

"status": "404"

Definitions

wasn't
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additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

132


#additionalDetails
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Account

Account overview

The Account API represents isolated tenants in a multitenant system.

Create a new account

POST /accounts

Indicates the desired values for the Account API resource to be created.

Request Body

Indicates the desired values for the Account API resource to be created.

Name Type Required
type string True
version string True
name string True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account”

Version of the resource.
Defined values are:

. ll1 .O"

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "Testing 123"
}
Response

Status: 201, Returns the newly created account resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
account”
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#type_astra_metadata_update

Name Type Required Description

version string True Version of the resource.
Defined values are:

° ll1 .Oll

id string True Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

name string True JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

state string True JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

 "active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue
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Name

isEnabled

enabledTimestamp

accountContact

metadata

136

Type Required
string True
string False
accountContact False

type_astra_metadata_upd True
ate

Description

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "pending",

"isEnabled": "false",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name

type

title

detail

status
correlation|D

invalidFields
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Type
string
string
string
string
string

array[invalidFields]

Required

True
True
True
True
False

False

Required
True

True

True

True
False

False

Description

List of invalid request
body fields

"The supplied query parameters are invalid.",

Description

List of invalid request
body fields


#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name Type Required Description
labels array[type astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will

be empty.
Name Type Required Description
addressCountry string True JSON string containing

the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.

Defined values are:

* Minimum length: 2

* Maximum length: 2
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Name

addressLocality

addressRegion

postalCode

streetAddress1

streetAddress?2

accountContact
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Type

string

string

string

string

string

Required

True

True

True

True

False

Description

JSON string containing
the locality (for example,
city) associated with the
postal address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more.

Defined values are:

* Minimum length: 1

* Maximum length: 63



JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

lastName string True JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

companyName string False JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company nhame has not
been provided.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name Type

email string
phone string
postalAddress postalAddress

invalidParams

Name Type
name string
reason string
invalidFields

Name Type
name string
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Required

True

False

True

Required

True

True

Required

True

Description

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field


#postalAddress

Name

reason

List all accounts

GET /accounts

Description

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

include

limit

Type

string

string

query

query

Required

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll
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Name

filter

orderBy

skip
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Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n



Name Type In Required Description

count string query False Indicates if the total
number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

continue query False Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
account_1.0_get respons
e body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-accounts",
"version": "1.0",
"items": [
{
"type": "application/astra-account",
"version": "1.0",
"id": "70796606-79a-480b-966c-e4c600fbf622",
"name": "fraught-pines",
"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.25662427",
"metadata": {

"labels": [],

"creationTimestamp": "2020-08-06T12:24:52.256624272",

"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

"type": "application/astra-account",
"version": "1.0",

"id": "7976114d-35ec-48a7-ba31-22d8e9%4a8bb2",
"name": "sad-dino",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z7",
"metadata": {

"labels": [],

"creationTimestamp": "2020-08-06T12:24:52.256624z",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

}
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI
found.",

"status": "404"

Definitions

wasn't
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a

user specified long-form
first name.
Defined values are:

* Minimum length: 1

* Maximum length: 63

* This string is

internally validated to

prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email
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Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63



Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

True

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp

createdBy

Type
array[type_astra_label]
string
string

string

Required
False
False
False

False

Description
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Name

modifiedBy

account_1.0_get response_body

Name

type

version

name
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Type

string

Type

string

string

string

string

Required

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account”

Version of the resource.
Defined values are:

° Il1 .O"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name

state

isEnabled

enabledTimestamp

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating
the account is enabled.
Defined values are:

» "false" - Users are
not permitted to use
this account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field
is absent.

Defined values are:

» Conforms to the
ISO-8601 Date Time
Schema
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Name Type Required Description

accountContact accountContact False JSON object containing
user contact information
to create an owner user
at the time of account

activation.
metadata type_astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter
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Name

reason

Type

string

Retrieve an account

GET /accounts/{account_ id}

Required

True

Returns the stored Account API resource in the JSON response body.

Parameters

Name

account_id

Response

Status:
body.

Name

type

version

Type

string

path

Required

True

Description

Reason why the query
parameter is invalid

Description

ID of the account
collection to list

* example:
{{.Account}}

200, Returns the stored Account API resource in the JSON response

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema
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Name

name

state

isEnabled
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Type

string

string

string

Required

True

True

True

Description

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

e "true" - Users are
permitted to use this
account



Name

enabledTimestamp

accountContact

metadata

Type Required
string False
accountContact False

type astra_metadata_upd True
ate

Description

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.
Defined values are:

* Minimum length: 1

* Maximum length: 63
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Name Type Required

phone string False

postalAddress postalAddress True

type_astra_label

Name Type Required
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type Required
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
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#postalAddress
#type_astra_label

Name

modifiedBy

invalidParams

Name

name

reason

Modify an account

Type

string

Type

string

string

PUT /accounts/{account id}

Required

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.

Parameters
Name Type
account_id string

Request Body

Description

ID of the account
collection to list

* example:
{{.Account}}

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.
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Name

type

version

name

170

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.



Name

state

isEnabled

enabledTimestamp

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema
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Name Type Required Description

accountContact accountContact False JSON object containing
user contact information
to create an owner user at
the time of account

activation.
metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "frightened-pine"
}
Response

Status: 204, Indicates if the account resource was updated.

Response

Status: 401, Unauthorized
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#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidFields

Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields
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#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden
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Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.

"status": "404"
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string False JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string False JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string False JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string False JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string False JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string False JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.
Defined values are:

* Minimum length: 1

* Maximum length: 63
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Name Type Required

phone string False

postalAddress postalAddress False

type_astra_label

Name Type Required
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type Required
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
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#postalAddress
#type_astra_label

Name Type Required Description

modifiedBy string False
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an account

DELETE /accounts/{account id}
Removes the specified Account API resource.
Side Effects

 "deletePending" is set to "true" and the account can no longer be accessed.

Parameters
Name Type In Required Description
account_id string path True ID of the account
collection to list
* example:
{{.Account}}
Response

Status: 204, Indicates if the account resource was deleted.
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

182

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description

183



Name
status

correlationID

Type
string

string

Example error response

"type" .
"title":

"detail":
"status":

Definitions

See Definitions

invalidParams

Name

name

reason

App

App overview

Required
True

False

"https://astra.netapp.io/problems/1"
"Resource not found",

Description

"The resource specified in the request URI wasn't found.",

"404"

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The App API represents Kubernetes applications, including those unmanaged by Astra.

Create a new app for a managed cluster

POST /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Indicates the desired values for the App API resource to be created.

Parameters
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Name Type In Required
account_id string path True
managedCluster_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True
name string True

Description
ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll

° Il2-1 n
° ll2-2ll

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema
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Name Type Required

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
gl
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Description

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

e Minimum ltems: O


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceAppID,
backupID, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema
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Name

sourceClusterlD

188

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

restoreFilter

190

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.


#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0£f284377-e5dc-4dcd-bacd-3197£f2b8a347",

"namespaceScopedResources": |

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources
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Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app'

Version of the resource.
Defined values are:

° ll2-0ll
. ll2. 1 n
° ll2'2ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

194

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

196

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

198

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

200

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

202

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

True

Required

True

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

210

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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namespaceMapping

Name

source

destination

storageClassMapping

Name

source

212

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes



Name

destination

GVKN

Name

group

version

kind

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

namespaces

names

214

Type

array[string]

array[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

targetSchema
accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put
type_astra_link

Name

rel

href

type
targetSchema
title

hints

Type
string
string
string

string

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string
string
targetSchema
string

hints

namespaceScopedResources

Required Description
False
False
False

False

Required Description
False
False
False
False

False

Required Description
True

True

False

False

False

False
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

218

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

restoreFilter

Type
string

array[string]

Type
string
string
string

additionalDetails

Required
True

True

Required
True
True
True

False

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name

resourceSelectionCriteria

220

Type

string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


#additionalDetails

Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#GVKN

List the apps for a managed cluster

GET /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name

account_id

managedCluster_id

include

limit

222

Type

string

string

string

string

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll



Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
app_2.2_get response b
ody, array[]]

type astra_metadata_list

Description
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#type_astra_metadata_list

Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

226

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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227



See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

228

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

230

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping
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Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
string
string
string

string

app_2.2_get response_body

Name

type

version

links

Type

string

string

string

array[type_astra_link]

Required
False
False
False

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
aF)pll

Version of the resource.
Defined values are:

° ll2-0ll

° ll2-1 n

° ll2.2ll

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.
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#type_astra_link

Name Type Required Description

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

« Conforms to the
DNS 1123 Label

Schema
clusterScopedResources array[clusterScopedReso False JSON array of JSON
urces] objects describing the

cluster-scoped
resources that are part

of this app
namespaceScopedReso array[namespaceScoped True JSON array of JSON
urces Resources] objects describing the

resources that are part

of this app
lastResourceCollectionTi string False JSON string containing
mestamp the timestamp when the

last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet.

Defined values are:

« Conforms to the

ISO-8601 Date Time
Schema
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

* "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

240

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state.

Each JSON object
contains the fields "from"
and "to", where the
"from" value is the name
of a state, and the "to"
value is an array of
permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

242

Type Required

string False

array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected.

Defined values are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

* "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping
#namespaceMapping

Name Type Required Description

storageClassMapping array[storageClassMappi False JSON array of JSON

ng] objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.
Defined values are:

* Minimum ltems: O

clusterName string False JSON string containing
the name of the cluster
that the application is
running on.
Not returned if the
application is not
currently running.

clusterlD string False JSON string containing
the ID of the cluster that
the application is running
on.
Not returned if the
application is not
currently running.
When specified on
create, clusterID
indicates which cluster
the application must be
cloned into. If the
specified cluster does
not exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the
clone will fail.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

244

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

246

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterID is used
in conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on
create, backupID
indicates that an
application will be cloned
from an existing backup.
If the specified backup
does not exist, the clone
will fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

» Conforms to the
Astra |dentifier
Schema
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Name

snapshotID

248

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on
create, snapshotID
indicates that an
application will be cloned
from an existing
snapshot. If the specified
shapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotID
indicates the application
snapshot from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema



Name

replicationSourceAppID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the application

that is being replicated to

this application.

Only returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name Type Required Description

metadata type astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app for a managed cluster

GET
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{a