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"type": "application/astra-certificate",
"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUJJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"
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curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
-—-header 'Content-Type:

application/astra-certificate+json'
'"Accept: */*!

-—header
-—header 'Authorization: Bearer <API TOKEN>'

JSONSEA



"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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HTTP JAW4

XYy R

#&fs (Post  /accounts/ {account_id} /core/vi/credentials
)

JSON O A A4

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",
"keyStore": {
"bindDn": "dW1lkPWFkbWluLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

ANNZA=ZIZDOVWTIE ROK[UTFEL TS LY,

* bindDn B &LV password LDAPT 4 LU M) IZ#EHL TIRETE 5. LDAPEEI—tH Dbase64T > 1

—RENIENA 2 RILTUOvILTY,
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curl --location -i --request POST --data @JSONinput

bindDn (&, LDAPZI—HDEX—IL7 FL X T,

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type: application/astra-credential+json'

'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONIGEA

--header



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

RDBENTA—RITERL TS L,

‘o 1dDILTYIYILE BEOT—-IT7O0-DOFIETERALET,

3. LDAPEREDUUIDZER L X9

JRORESTAPIFUH LAEZRITLT. QUUIDZEWS L £9 astra.account.ldap Astra Control Center(Z 1
BLTWVW3ERE,

ROcurlDBITIE. VTN A—REFEAL TsettingsAL I3 >E T ILRU VT LTV
() 9, KDOIC. T L AEHBLTIRTORELBEL. #BRETCSET

astra.account.ldapo

HTTP JAW4

Xy R

g /accounts / {account_id} /core/v1/settings

H—ILDA
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSON/GE I



"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

4. LDAPEREZEHLET
KODORESTAPIMEUH L ZETL CLDAPEREZEH L. REZTTLE T, ZFEAL XTI 1id DHEIEIDAPIFE
U L CEE S N7 fE <SETTING ID> RDURL/Y X DfE,

@ configSchemaZz &AJICKRTR T DICIE. FEDKRTEICH T ICGETEKRZME ICEXEFELET,
NUCE D BEROKET « —IL FOFEEVARTEINE T,

HTTP A4
P VAV

PUT /accounts / {account_id} /core/v1/settings/ {setting_id}

JSON D A S

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9%c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ATINTA=ZIZDVWTIE. ROBITTFELTL IS,

* isEnabled ZICEREITDIMNELHD X true TT—DRETBAIEEEDLHD £,
* credentiallId ld. BIDFIETIERLI=NA Y RILT>TvILDIDTY,



* secureMode ZICERETDIHNENLNH D £9 1oar £7-1% 1DAPS BHIOFIEOBRRICEODWTHEL XY,
* RUA—Y LTHER—=FENTWVWBDIE TActive Directory] DHTTo

A—ILDFI

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

MOH LAINT % & HTTP 204DI0ENREINE T,
5.LDAPREZEUSL Y

MEIZIS LT, XORESTAPIMUHE LZRTL. LDAPEREZIME L CTEHERER TR N TEFET,

HTTP AW
Xk
E e /accounts / {account_id} /core/v1/settings/ {setting_id}
H—ILDA|
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONIGE A
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000Q"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {
"connectionHost": "10.193.61.88",
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"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d1l54",

"groupBaseDN": "ou=groups, ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

search

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

filter used."
b
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is



enabled or not."

by

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

1,
"metadata": {}

HIELET state ROKROWVWITNHDDEZFFDIGERND T 1+ —IL K,
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RRE B1E

REHTY REIOCREEXRET7IT7047 Ty FEETLTVEEA,
B3 BRIFIESEICSET L currentConfig LIGEN—L TWVWE T desiredConfige
IE_ LDAP Ejmtz‘;g&%bi L/Tuo

AstralCLDAPI > 1) % &1

Astra Control Center®ERsE 7O /N1 4 £ L CLDAP%ZERE L7=5. Astrah’'LDAPZ L 7
Vv )%= ERL TEREET ALDAPI—H %2 BIRTE X9, 11— H'AstraTAstra
Control RESTAPIZ{ER L CTAstralC 77t X3 3ICld. AstraTO—ILZFONRELDH
h%xd,

AstraZxBREL TO—ILZEDHTBICIE. 2D0DHFEDHDFT, WFIELIZDOZERLTLLETVL
"B —HZEBMLTNTRLET"

"I —TEEMLTNI Y RLES"

@ LDAPY LT > v Ilid. A—HEDERTEX—IL7 KL X LVEERIT SNT-LDAP/Y X
'7_ P_C“—a_o
BL2D1—H%=EMLTNIRLEY

LDAPSREFRICER T 28Astral—HICO—ILZBDH TR ENTEEX T, k. I—H oD EL.,
FTNZNOBEEFENERRZBEICELTUVWEY,

1. 2—H5%ZEMLEXT

RORESTAPIEDH L2317 L CTAstralc I—H%ENML. LDAPHERSE7ONA A THZ%ZRLET,
HTTP AW 4

XYy R

%% (Post /accounts/ {account_id} /core/v1/users

)

JSON D A 7716
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"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" "cn=JohnDoe, ou=users, ou=astra,dc=example, dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"

ATINTA=ZIZDOWVWTIE. ROKUTFR L TLIZE L,
* MDINTGA—ZHBRETT,
° authProvider
° authID
° email
* authID |&. LDAPTDI—H DA% (DN) TY
email AstraCERINTUVBEIIARTOIA—HII—BRTHIVELHD FT

WRISHEL T email EN—BTRHBD FEA. TF7—DELEL. BEIC409 HTTPRT—2 X O— FHIKR

nx9,

A—=ILDFI

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONIGEA

&
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"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

2.1—HoO—INA YTV T%EMLET

KRORESTAPIMUHLZRITLT. 2—HYERFEOO-ILIINTI Y RLET, BIOFIETERLI-2—Y
DUUIDZBET2HRENHD £,

HTTP AW4

XYy R

%%8 (Post /accounts/{account_id}/core/v1/roleBindings
)

JSON D A 714
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

ATINS A —=RICDOWVWTIE. ROBITSEFELTLETLY,

* DLETHERAEINIAE roleConstraint (F. WED) U —XDAstraTOAERTET X, 1—HPHxR—L
AR—ZADFIBRHFETDEY MTHRINTHE ST, IRTOR—LRAR—XIZTIVELATESZcZETRL
TWEY,

A—=ILDF

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONGZ
{
"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40d1l-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",

"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": [n*n]

-

JBEINS A—RIZDWTIE. ZIOBISSEFELTL T,
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*fBuser ZU1) v LET principalType 7«4 —ILRIE. JIL—FTlEA<a—HcO—IN1I>T+«
vOMNEMENleZRLET,

JIN—TZEBMLTNAVEFLET

LDAPEREERICEER S Astra/ IL—FICO—LZEIDHTBH I eHTEE I, Thid. I—UDZSHEHD. £
NENICELLICEBEED B2 HBRICELTUVE Y,

1.7 —TZEMLEY

RORESTAPIMEDH L2 E1T L TAstralc 7 IL—7%BI L. LDAPHERSETONA AR THA %=L ZE
ER

HTTP JAD4
AV R
&% (Post  /accounts/ {account id} /core/v1/groups

)

JSON D A 716

"type": "application/astra-group",
"version": "1.0",

"name": "Engineering",
"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

ANNZA=ZIZDOVWTIE. ROK[UTEFREL TS LY,

CRDINTA—ZHBNRETT,
° authProvider

° authID

A—=ILDFl

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' —--header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONIGEA
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"type": "application/astra-group",
"version": "1.0",

"id": "8b5b54da-ae53-497a-963d-1£c89990525b",
"name": "Engineering",

"authProvider": "ldap",

"authID":

"CN=Engineering, OU=groups, OU=astra, DC=example, DC=com",
"metadata": {

"creationTimestamp": "2022-07-21T18:42:522",

"modificationTimestamp": "2022-07-21T18:42:5272",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

27 )I—7oO—ILN1 > REEMLES

RORESTAPIRUH LZRITLT. JIL—FEZHBEOO-ILIINA Y RLET, BIOFIETHER LT IL—
TOUUIDDKETY, LDAPHEEE

ALZRITT DL JIL—TDXAYN—THDA—HIFAstralctF 1 > 1> T
TBRLIICHDET,
HTTP INA
XYy R
%%8 (Post /accounts/{account_id}/core/v1/roleBindings
)
JSON @ A A4l

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

ATIINTA=ZRIZDWVWTIE. RDOBISTFELTLIETL,

* DLETERAINIE roleConstraint |&. IREDV ) —XDAstraCOAMERATETE T, I—HHEEED
F—LZAR—RICHPBEINTEST. IRTDR—LAR—RICTIEZRATETREZRLTVET,

A—=ILDFY

17



curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONIGE
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

(-

ENTAXA—=ZRIZDWVWTIE. ROBUITSEFELTLETIL,

* B group Z7 WU LE T principalType 7«4 —ILRIE. A=IUNA 2T 2FH (A—HFTIE%EL
) JIL—FIEBmMEn=CcxRLET,

LDAPZEMICL TV bLET

WAE (G L TAstra Control CenterEA TEITTE 3. BAETIBEXIXVICIZ2DD
T a>onHDFT, LDAPRESFZ S O—/N)LICESRNIC L. LDAPRE=Z )Y TS
F9,

EE5MDT7—070—2R7ICH. ODIDHNHNETT astra.account.ldap 7A DY T VT, &
EIDOEIFHEDFMICDOWVWTIE. TLDAPH—NDERE] *2BBLTLIETV, 2BBLTLETV
"LDAPEREDUUIDZES L 9" ZERL TS IEELY,

* "LDAPEREEZ EMICL X T
* "LDAPESEEREZ )y b L E T
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LDAPERGE = EMICLE T

RORESTAPIFUH LZRITL T, HEDT R b FERIEICKH L CLDAPEREEZ 7/ O—NILICEMICT B &
NTEXT, I—IILICELK>THEFHFEINET astra.account. ldap DFEE Y isEnabled BIFICERESN
9 falseo

HTTP AW
Xy R
PUT /accounts / {account_id} /core/v1/settings/ {setting_id}

JSON D A A1

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

=DM L% EIF. ZBRL T TV HTT? 204 REDIREINE T, BEICIGL T REZDHS—
EREGLTEEZHR TS CHTEET,

LDAPEREEEREx Vv N LET

JRDORESTAPIEUH LZEITL T AstraZLDAPH—N\HD ST L. AstraCLDAPERE=ZU Y hTEZE

Fo A—ILICE > THEHISNZXT astra.account.ldap DERE E 1B connectionHost BN U 7 ENZE
ERS

DME isEnabled HICHE T AIHNENHD £ falseo CHEIX. VLY FI—ILDHICERET DD,

Dy hOA=ILDO—BRE L TCHRETDEDHTEFEXET, 22HD S —XTIE. connectionHost E&E T 7T
TRIUNEDLHD XY isEnabled BAL Uty FO—)L TlalselCREL £,
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USSP AT LDELEZFSNIBRO T, FELTLETV, M1 VAR—ENELDAPI—HE
@ FUOTI—THWIRTHIBRENFE I, Ff. Astra Control Center C{ERL L 78 &3 B Astra1—
HF— TI—TF BEINA VT 1 >J(LDAPZA NHIRTHIBRENE T,

HTTP JNZ
XV k
PUT /accounts / {account_id} /core/v1/settings/ {setting_id}

JSON D A Sl

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5ad4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

RORUITERLTLIEE LY,

* LDAPH—N\%EZET BICIE. LDAPOZEZHE ML Ty FTINENHD £ connectHost £ED
BRI LSIC. ENULLIEICEREL £ 95

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

J—IDEIML7HmE IR ZBRLTLK TV HTTE 204 IREDIRENE T, BEICIGL T REZHIS
LTEEZHRI S CHTEET,
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