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curl Dl : IRTOIA—HFDIRTOT—E2%=IRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl Dl : IRTOI—HFDEHE]. . BLUVIDEZRLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, 1d'

--header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

JSON i 736



"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%9aal0l183a6c"
]
1,

"metadata": {}
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#&fa (Post) Jaccounts / {account_id} /core/v1/users

JSON D A 776

"type" : Tapplication/astra-user",
"version"™ : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"
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curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
JSON Hi 74l
{
"metadata": {
"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "d07dac0a-a328-4840-a216-12delbbbd484",
"authProvider": "local",
"authID": "jwest@example.com",
"firstName": "John",
"lastName": "West",
"companyName": "",
"email": "jwest@example.com",
"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""
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%% (Post) /accounts/{account_id}/core/v1/roleBindings

JSON D A 7716

"type" : Tapplication/astra-roleBinding",

"version" : "1.1",

"userID" : "d07dac0a-a328-4840-a216-12delbbbd484",

"accountID" : "29el1f39f-2bf4-44ba-al191-5b84ef414c95",

"role" : "viewer",

"roleConstraints": [ "*" ]
}

H—IL DB

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
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"type" : "application/astra-credential",
"version"™ : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {

"cleartext" : "TmVOQXBwWMTIz",

"change" : "ZmFsc2U="

by

"valid" : "true"

HA—ILDFI

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
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5 %= fEA L7 LDAPERSEDRED HR— TN TVLE T,

LDAPH —N\DMETY

AstrasRiIE R ZITANTIIEG B (CIE. LDAPH—/N\HDUETY, MicrosoftddActive Directoryld. IRTE
MAstra Control Center'J 1) — X THR—FINTWVET,

LDAPH —/\AD+t ¥ 2 7 5 3Ek

AstraTLDAPHY —N\%ZHRET D3HEe. BEICIH L TEXF 2 7HEREZERZETETEd, CDFESIE. LDAPSY
O3 OFEBEENHRETT,

A—HFEIFTIN—T2/ELFT

LDAPEERAL TR T 21— EBIRT MBI HD X, ChiFx. BL4oa—HFxiFa—-—vodIL—7
FIEETBRETEITTEZXT, 7HUY MILDAPH—NTEETINRELRHD £T, Fi. TAEK
ZLDAPICELIX TEF DL DICT RIS, Astra (21 JLDAP) THATIHELHD FT,

A—HFLFITN—TEZNAVFTZHE0OO-ILOHI

IRED ) —XTINTL SAstra Control CenterTld. THR—FETNTWVWBEIZDHATY roleConstraint
T ™) Td, CnlF. I—HR—LAR—IDFIRICHFIRINTE ST, IRTDR—LAR—RIZTY
TRATEZLZRLTVET, ZBRBLTLREIV "AstralCLDAPT Y U ZENMN" ZBR L TLIET W,

LDAPY LT > vl

LDAPTERSNZ L F Yo vilicid. 1—448 EX—ILT7RLR) CEERTISN/AXT—RASE
nEv,

—BDEX—IL7RLX

Astra Control CenterfRIEC1—HRE L THKEET D2 IARTOEFX—ILT7 RL RIF. —BETHINEHLHD
9, AstralC T TICEZRINTWVWBREX—IILT7 FL ZAZHFHDOLDAPA—HZEBMIT S LIETET FHA. BEE
TREX—ILDEFEET ZBEEIE. BRIICAstrah SHIBRT Z2HBELHD T, 2BBL T LTIV "I—H%H|
fRL F 9" SFMICDULTIX. Astra Control Center® RF¥ a X > b FEBBLTLLLETL,

MBS LT, LDAPZ—HELUYT I -T2 EICERZELET

LDAP—H ¥ )L—FiE. LDAPICEEEL TLARWEESPLDAPH —N\AREINTULARWNEST
. Astra Control CenterlCIBINTE X, CUCELD. LDAPH—NEZRE T BRIICI— T IL—T%=FHH]
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ICRETEEI,

BEOLDAPY L —FICEESNII—Y

HBLDAPI—HHEHODLDAPY IL—FICB L TWT. JIL—TIlAstraTRl 4 A—/LAE D H TSN TV
2358, RAFICEDI—HOEWLO—IILHIRDIHENICFERINE T, L xiE. I—HFHRICEIDHTS
NTWBEERETY viewer group1DO—ILTIH. ICIFHH D £J member group2 THD&REIF. 21—
—DIZE|TY member, 1. AstrabMEATIEBICE OV TLWEY (BEaHS5REET) o

° Z-_j—_
* B
e

* Ea—7— (Viewer)

EHI R 7 Ao > ~EIHA

Astrald. I—H—rJIIL—T%##60W CCICLDAPY —N—BEHLF T, LI=A>T. 2—5 /35 )L—
THILDAPIZEN F 7= IZLDAPH SHIBR S5 & AstraCHIFATREICE 2 X TICRKIDHIDDIEEHLH D F
ER

LDAPEREDEMLE Ut Y

LDAPEREZ )t v b T 3HIIC. LDAPSRAIZEMICTINENH D T, F/-. LDAPH—NZZTELFT
(connectionHost) ZZ v o L. MADIREZRTIDIMNENHD FT., ZBRL TLLIETV "LDAPZ
ML Tty FLET"ZBBLTLIETL,

REST API/NS X —4&

LDAPDHRET—7 70—3F. BEDR XV %#RTTB1-OICRESTAPIUE LZERTLE T, FAPINUE
LICDWT, RARSNDB T TIVICRTELOBATINTA—REZEHDI_EHTEFEFT, #22BLTLIETL
"FSAYVDOAPI) T LU BRBRIAXY CNOBERAEICOWVWTIE. Z#BBLTLLETL,

AstraCLDAPHY —N\%ZFERATE3LSICKET D

LDAPH —/N%ZERL. SREEONAM R L TH—NEFEHT DI LS ICAstrazRET S
MEBRHD X, REXRAVIE. UTFICEHATAFIETERINTULWEY, FFIEIC
&, BE—ODRESTAPIMEDH LA EENTUVET,

1. CASEFREZEML £Y

JRORESTAPIMEU'H LZFR{TL T, AstralCCASERAZZEBML 9

@ COFIEIFEREAET. LDAPSEZFERA L T X a7 aF vy RILBATEETIIBSICOANE
T9,

HTTP INR
XYy R

%% (Post /accounts/ {account_id} /core/vi/certificates

)
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JSON D A F76

"type": "application/astra-certificate",
"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

ATINTA=ZRIZDWVWTIE. ROBISTFELTLIETLY,

* cert |, Base64TI > d— REN/PKCS-1MAFFAEZ (PEMTI Y O— RSNFEAE) 28
$ISONXFH T,

* isSelfSigned ZICRETAMUNENHD £ true SIAEHNEBCELIMRAZEDHEG, T 74/ METY

falseo

A—ILDF

curl --location -i --request POST --data Q@JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'

--header 'Content-Type: application/astra-certificate+json'

-—header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON/GE
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



ANAVRILT Y vILEEM

NAYRILTUIVIILEEMT BICIE. RORESTAPIFUH L ZRITLET,

HTTP JAW

A

%8 (Post /accounts/ {account_id} /core/v1/credentials

)

JSON O A A4l

{

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {

"bindDn": "dW1lkPWEkbWI1uLG91PXN5c3R1bQ=="",
"password": "cGFzc3dvcmQ="

ATINTA=ZRIZDOWVWTIE. ROBISFELTLIETLY,

* bindDn & U password LDAPT « L Z FUICERIL TIRETE 5. LDAPEIEI—H Dbase64T > ]
—RENTENTRILTYIv LTS, bindDn id. LDAPA—HDEX—IL7 KL X T,

A—ILDF

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type:

'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON/GE B

application/astra-credential+json' --header

11



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

RDIGENTA—ZITFRELTLEEL,
‘o 1dDILTYIYILE BEOT—-IT7O0-DOFIETERALET,

3. LDAPEREDUUIDZEREBL ¢

RORESTAPIEUH LZ3RITL T, OUUIDZEWYE L £9 astra.account.ldap Astra Control CenterlZ{d
BLTLW3RRE,

ROcurlDFITIE. VTN A—REFEAL TsettingsALI>a>x T ILRU VT LTWL
C) F9, RDDIC. T4 LAEHRLTIRTORELAIEL., #BRECTSFT

astra.account.ldapo

HTTP AW

XV R

W laccounts / {account_id} /core/v1/settings
H—IL DB

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'
--header 'Authorization: Bearer <API TOKEN>'

JSONIGEA

12



"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

4. LDAPSREZEHLEXY

KODORESTAPIMEUH L ZERTL CLDAPERE=EH L. REEZTT LEF T, ZFEALET id DHEIEIDAPIFE

U L CEE S N7 fB <SETTING ID> JXDURL/Y X DB,

@ configSchemaZ SRAIICKRTR T B ICIE. FHEDREICH T ICETEREZME IXELEFT, C

NICED. BRRDOKET « —IL R OFHIRTEINE T,

HTTP AW
Xy R
PUT laccounts / {account_id} /core/vi/settings/ {setting_id}

JSON 0D A A4

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ANNSGA=ZIZDOVWTUE ROKRUTFZLTLRRE L,

* isEnabled ZICEREITDIMNELNHD X true T7—DRETZAIEEDLHD £,
* credentialId . BIDOFIETIERLI=NA VY RILFT>2vILDIDTY,

13



* secureMode ZICERETDIHNENLNH D £9 1oar £7-1% 1DAPS BHIOFIEOBRRICEODWTHEL XY,
* RUA—Y LTHER—=FENTWVWBDIE TActive Directory] DHTTo

A—ILDFI

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

U LAEINY % & HTTP 204D ENRENE T,
5. LDAPREZHEISLEY

MBIZIG LT, XORESTAPIEUH LZFETL. LDAPREZIE L CEHZHERTAZ LA TEET,

HTTP JAW
XV bk
E e /accounts / {account_id} /core/vi1/settings/ {setting_id}
H—=IL DA
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONJEE I
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {
"connectionHost": "10.193.61.88",

14



"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d1l54",

"groupBaseDN": "ou=groups, ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

search

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

filter used."
b
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is

15



enabled or not."

by

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

1,
"metadata": {}

HIELET state ROKROWVWITNHDDEZFFDIGERND T 1+ —IL K,
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RRE B1E

REHTY REIOCREEXRET7IT7047 Ty FEETLTVEEA,
B3 BRIFIESEICSET L currentConfig LIGEN—L TWVWE T desiredConfige
IE_ LDAP Ejmtz‘;g&%bi L/Tuo

AstralCLDAPT > ~ 1) =B/

Astra Control Center®32sF 7O/ 4 £ L TLDAP%ERE L7 5. Astrah’'LDAPZ L 7
o v )%= ERL TEREET ALDAPI—H %2 EIRTE X9, F1—HYH'AstraTAstra

Control RESTAPIZ{ER L TAstrall 77 X9 3ICIE. AstraCTO—ILZFONEHLDH
D*xd,

AstrazsRE L TA—IILZEIDHTBICIF. 22D0FENBDET, RRICELLLHDEZERL T LTV
*MERDI-—YEEMLTNIFLET"
"IN —TEEMLTNARLET"

@ LDAPY LT v Ilid. A—HRBDFEATEX—ILT7 FL XE XUBEHE[IT S5 NTLDAP/N X
J— F—Ca—o
Br01—FZEMLTNIYFLET

LDAPSREERICEERA S 5 FAstral—HICO—ILZBDHTB A TEE I, Thid. - DEL<,
ENETNOEERENRGSHRICELTVLET,

1.2—HEBMLET
JRODORESTAPIMFUH L ZE1TL TAstralc A —HZEBIM L. LDAPHERSEONA A THB e RLE T,

HTTP JN R
XYy R

%8s (Post /accounts/ {account_id} /core/v1/users

)

JSON D A F76
{
"type" : "application/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",

"email" : "john.doef@example.com"

17
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ATINTA=ZIZDOWVWTIE ROKUTFR L TLIZE L,
*RDINTGA—ZDBRETT,
° authProvider
° authID
° email
* authID I&. LDAPTOI—HDi#H5I% (DN) T

* email Astra TEREINTVB IANTDI—HFIC—ETHIVENHDET

KRICIGL T email ERA—BTIEHD FtEA. TT—HRLEL. BEICI09 HTTPRT—R X O— RHRE
nx9,

HA—ILDFI

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json'

-—header 'Accept: */*!
-—header 'Authorization: Bearer <API TOKEN>'

JSONIGEA



"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

21—HoO—IN1>T1 I =BMLET

JRORESTAPIEUDH LZERITLT. I—F2BE0O—IILIINT Y RLET, BIOFIETER L2 —Y
DUUIDZRHET2HENHD X7,

HTTP INX

Xy bk

#%f8 (Post  /accounts/{account_id}/core/v1/roleBindings
)

JSON D A 34l
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

ATINS A —=RICDOWVWTIE. ROBITSEFELTLETLY,

* DLETHERAEINIAE roleConstraint (F. WED) U —XDAstraTOAERTET X, 1—HPHxR—L
AR—ZADFIBRHFETDEY MTHRINTHE ST, IRTOR—LRAR—XIZTIVELATESZcZETRL
TWEY,

A—=ILDF

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONGZ
{
"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40d1l-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",

"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": [n*n]

-

JBEINS A—RIZDWTIE. ZIOBISSEFELTL T,



*fBuser ZU1) v LET principalType 7«4 —ILRIE. JIL—FTlEA<a—HcO—IN1I>T+«
vOMNEMENleZRLET,

JIN—TFZEBMLTNIVRFLET

LDAPEREERICERA T BAstraZ JL—AICO—IILEBD Y TR ENWNTEE T, TN, I—UH2HEHD. £
NZNICELIL-EBESUYNHZI5E8ICEL TUVWED,

1.7V —T=EMLEY

RORESTAPIMEDH L2 E1T L TAstralcZ IIL—7%EBMM L. LDAPHERSETONA A THA %=L F
ER

HTTP JAW4
XYk
&%s (Post  /accounts/ {account id} /core/v1/groups

)

JSON D A A4

"type": "application/astra-group",
"version": "1.0",

"name": "Engineering",
"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

ATINTA=RIZDOWVTIE. ROBISFELTLIETL,

* MDINTA—BZHRETT,
° authProvider

° authID

A—=ILDF

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSON/GE

21



"type": "application/astra-group",
"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£c89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

20N —=70O0—=ILIN1 > RZEBMLET

RORESTAPIFUH LZRTL T, JIL—TZHEDO—ILINA VR LET. RIOFIETER LIS IL—
TDOUUIDOHETY . LDAPHERE

SEEEERITIDE. TFIL—TDOXAYN—THD1—FIFAstralctH1 1> T
TBRLDICHEDFT,
HTTP N
Xy bk
%%8 (Post  /accounts/{account_id}/core/v1/roleBindings
)
JSON D A F34l

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

ATINTA=ZRIZDWVTIE. ROBISFELTLIETL,

* D LETERATINIE roleConstraint |F. IREDV ) —XDAstraCOAMEATETE T, I—HEEFED
F—LAR—RIZHPRINTEST. IRTOR—LAR—RIZTIVELATERcZnRLTVLET,

A—ILDBAI
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONIGE
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

(-

IBENTA=FIZDOVTIE. ROK[UTFEL TS,

* B group Z7 WU LE T principalType 7«4 —ILRIE. A=IUNA 2T 2FH (A—HFTIE%EL
) JIL—FIEBmMEn=CcxRLET,

LDAPZEMICL Ty FLET

WAE (G L TAstra Control Center®EA TEITTE 3. BETIBEEXIXVICIZ2DD
FToa>hHbFrd, LDAPERIEEZ S O—/N)LICEMIC L. LDAPERE=X )Y hTE
x99,

EE5DT7—070—2X7ICH. ODIDHNMNETT astra.account.ldap 7A DY T VT, &
EIDOEIFHEDFMICDOWVWTIE. TLDAPH—NDERE] *2BBLTLIET VL, 28RBLTLETV
"LDAPEEMDMUUIDZEUF L £3" ZBRBL T TV

* "LDAPEREEZEMICL £9"
* "LDAPEREEEREZ )y b L E T
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LDAPEREEZ EMNICL £ ¢

RDORESTAPIFUH LZRITLT. HEDT R b JRIBICH L TLDAPEREEZ / O—/NILICEMICT B L
MNTEET, J=IICEL>THEFHINZET astra.account.ldap DFKE L isEnabled BIFICREIN
7 falseo

HTTP AW
Xk
PUT /accounts / {account_id} /core/vi1/settings/ {setting_id}

JSON D A 774

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

J—IDEINL7HmEIF. ZBRL T TV HTT? 204 REDIREINE T, BEICIGL T, REZDHS—
ERGLTEEZHR T CHTEET,

LDAPERGEEREZ VY b LET

RDRESTAPIEUH L RFTL T, AstraZLDAPH —/N\Hh S4J#TL. AstraCLDAPEREZ !ty hTE &

To A—ILICE > THEFHEINZXT astra.account.ldap DERE E B connectionHost BN U 7 ENZE
ERS

DME isEnabled HICHE T AIHNELHD £ falseo CHEIX. VLY FI—ILDHICERET DD,

Dy hOA—=IILO—EE LTRET D CEHTEX T, 22BDY —XATIE. connectionHost && T UT
TRIUREDLHD XY isEnabled BAL VY kO—)L TlalselCFREL £,
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NI AT LOELEZHESUIERD T, FELTLEETVL, 1V R—FINLDAPI—H%H
@ FUOTI—THWIRTHIBRENFE I, Ff. Astra Control Center C{ERL L 78 &3 B Astra1—
HF— TIL—T KREINA>T 1 VT (LDAPR A NHIRTHIFRENE T,

HTTP JNZ
XV k
PUT /accounts / {account_id} /core/v1/settings/ {setting_id}

JSON D A Sl

"type": "application/astra-setting",
"version": "1.0",
"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5ad4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

RORUITERLTLIEE LY,

* LDAPH—N\%EZET BICIE. LDAPOZEZHE ML Ty FTINENHD £ connectHost £ED
BRI LSIC. ENULLIEICEREL £ 95

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

J—IDEIML7HmE IR ZBRLTLK TV HTTE 204 IREDIRENE T, BEICIGL T REZHIS
LTEEZHRI S CHTEET,

I RA

VAR )VRARLET
KFEDY Z0 R THEAFIRLGISAZZ)ATEFXY,
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1.5 RZHERLETY

D—070—%2RT" V770 FZ)ALTLIEETW ZI )y I L, V53R ZZZTC VTV RZERLE
ER

20529 RKLET
BEDI ST RICH BV T ARERTT BICIE. RORESTAPIFUH L ZRITLE T,

HTTP INZX
XYy R
g /accounts / {account_id} /topology/v1 /ZE/ {cloud_id} / clusters

curl Dl : IRTODISRAEZDIRTOT—R%=ZRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON H A

"items": [

"type": "application/astra-cluster",
"version": "1.1",
"id": "7ce83fba-6aal-4e0c-al94-20e714f5ebdo",
"name": "openshift-clstr-ol-07",
"state": "running",
"stateUnready": [],
"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",
"clusterType": "openshift",
"accHost": "true",
"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34f32",
"namespaces": [

"default",

"kube-node-lease",
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"kube-public",

"kube-system",

"metallb-system",

"mysql",

"mysgl-clonel",

"mysgql-clone2",

"mysgql-clone3",

"mysgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",
"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
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"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-oauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreql",

"trident"
I
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a069%baf89",
"cloudID": "4f1el1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
1,
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-

only/cloudName",

"value": "private"



"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",
"createdBy": "00000000-0000-0000-0000-000000000000"

ILToIvI2ERALTI SR %ZEMT S

722 %EBIMLT. AstraTBEIBTE3LDICTBRENTEFET, Astra22.111) 1) —
ZLIP%. Astra Control Center & Astra Control Service DA TY S XX ZEBIMTET2LD
IO F L7

@ FERISTRIONAHA (AKS. EKS. GKE) OoWLWIFnhh SKubernetestr —E X #ERT
356, VI RAEADEBMIIHREDHD £ A,

1. kubeconfig7 7 1 ILZEEL T

KubernetesDEIBE £ 7-ld—E X H 5* kubconfig * 7 7 LD A —% BB T ZHELRH D £,
2. kubeconfig 7 7 1 )L Z ZEfFL £
*kubeconfig *7 7 1 JLZER Y 2H1IC. RDBEERITTIHELHD £,

771 ILEYAMLIER D 5JSONICE# L £
YAMLFEZH DkubeconfigZ 7 1 )L = Z{E L 12155 1. JSONICEIRT ZRENHD £7,

base64 TJSONZT>I1—RLXEY
base64DJSONT 7 ILEZ LTV A— R T BIMREHLRHD 7,

l
RIC. kubeconfigZ 7 1 JLZYAMLD'5JSONICZEH#E L. base64 TT > 1— R 3 3FZRLFT,

yq -o=json ~/.kube/config | base64

3.7 57 FDER

D—070—%2RT" V772 )ALLTLEEW ZI)w I L. V5 RRZEMT B0 RZ&ERL
9,

()  BmRTEESYRETSIA—FUSTROBTT,

AR EZERL XY

JRDOREST APIMEUAH L %34T L T kubeconfigZ 7 1 ILEFEHLTIL TV vILEERL 9,
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HTTP XV v INZX

&t (Post) Jaccounts / {account_id} /core/v1/credentials

JSON D A 7716

"type" : Tapplication/astra-credential",
"version" : "1.1",

"name" : "Cloud One",

"keyType" : "kubeconfig",

"keyStore" : {

"base64": encoded kubeconfig

by

"valid" : "true"

A—=ILDF

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

577 AR%EMLET

RODORESTAPIUHLZERITLTIZTRR2E I ST RICEBMLEY, OfE credentiallD AJI7 4 —JLK
3. BIOFIETRESTAPIEUE LA SEEINE T,

HTTP XV v INR

&% (Post) /accounts / {account_id} /topology/v1 /Z/ {cloud_id} / clusters

JSON D A 77451

"type" : Tapplication/astra-cluster",
"version" : "1.1",
"credentialID": credential id

A—ILDF
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curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>' --data Q@JSONinput

BENRISAAEIINLET
Astra DNIREBIE L TUL\3 Kubernetes 75 X4 %) A NTEF 7,

1.BENRISAAD—EERRLET

XD RESTAPIFFUH L ZRITLE T,

HTTP INZ
XYy R
g /accounts / {account_id} /topology/v1 / managedClusters

curl Dl : IRTODISZRAEZDIRTOT—R%=ZRLET

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters

' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
VS5 A R EIE

Kubernetes7 S XA X %= BB L T. T—H4REERTTTE I,

1.EBITBVSRFZERLET

D—0J0—%XT" V3222 )ALET" ZOoUv oL, BRDYVZREZERLEFT, 7ONT+
managedState 7 7 AXDMNTHZHENH D £ unmanageds

2HEICIGL T A ML= 5 RZERLET

HEICBLTT7—2070—%2RTLET "ASL—2IFRZ VAN LET" Z0Uv oL BHNOI ML —

VUSSR BERLET,

@ VISR EEBITBZODA ML -V ISR Z2BELBD 2 1HEIF. TT7 I EDR ML —
DUSAMERINET,

3.USRREEEBLEY

VoA EBIEBT BTCOICRDRESTAPIFUH LZEITLE T,
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HTTP A4
XYy R

&% (Post  /accounts/ {account_id} /topology/v1 / managedClusters

)

JSON D A 714

"type": "application/astra-managedCluster",

"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

H—IL DA
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

777k
U5 REYRRLTRTL
BEDTASTHIY FTEESN. BRATEBISYREUINTEET,

1.7920FDUZXE

LTFORESTAPIFUH LERITL TSV RERRLETD,

HTTP XV v | INR

g Jaccounts / {account_id} /topology/v1 /&

curldfl : IRTDI ST RDIRTDT—RZRBLEY

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

INT Y
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NTyrZD)IMLET
BEDT7ANST7HOY MRICERINSINT Y RE U NTEET,

1L.NTYybZVXMLET

RDORESTAPIFUHLZRITLTINT Y h2RRLET,

HTTP XV w R JXX
g laccounts / {account_id} /topology/v1 //\NT v K

curl D : IRTONTY FOIRTODT—RZBRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
hL—
A >

AL=C05R%Z)ARLET
FRAEBANL -V SRV A RTEEXT,

1059 REBRLET

D=0 70— 2RT" 77Uz ) ARLTLRECVW RSB ISV R ZRRLE T,

2V SRFEFERLEY

D—070—%2RT"VI7RAFZ2 VA LLET" Z20Vv I L. V5 X2Z2FRLE T,

BHEDYZAZDA ML= U SR %2—BRRLET

RDORESTAPIFUH LZEITLT. BEDISRREITITRDA ML =I5 X 2—EBRTLET,

HTTP INZ
XYy kR
e /accounts / {account_id} /topology/v1 /Z£/<CLOUD_ID> /<CLUSTER_ID> / storageClasses

curlfll : IRTDRAML =TT ADIRTOT—E2%ZIRLET

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>'
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JSON Hi 714l

"items": [
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "4bacbb3c-0727-4£58-b13c-3a2a069paf89",
"name": "ontap-basic",
"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"isDefault": "true",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",

"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
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"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []
}
by
{
"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",

"modificationTimestamp": "2022-11-03T18:40:03z2",
"labels": []

ARL—SNwITITVRZYINLET
FERAEERANL—SNY I IV RERTICEED,

INYTIIVRZ2UXMLET

XD RESTAPIFFUH L ZRITLE T,

HTTP A4
XYy k
g /accounts / {account_id} /topology/v1/storageBackends

CURL Ofl : IRTDRML—INY I IV RDIRTDT—2ZBLET

35



curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends

' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSON H 34l
{
"items": [
{

"backendCredentialsName": "10.191.77.177",

"backendName": "myinchunhcluster-1",

"backendType": "ONTAP",

"backendVersion": "9.8.0",

"configVersion": "Not applicable",

"health": "Not applicable",

"id": "46467cl6-1585-4b71-8e7f-£f0bc5££9dalsb",

"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"

by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

BOBER IS X42[|ITOEMNANF S —)L % E1]
ANFR ML= NI IV REBRBRATE-TSAR—bZFVTLIRISRAITEENRT
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TVr—=23> Ny o7y TI3581E. BRBANFT—ILKREZEMICT Z2HED

HOEFT, ChillEd. BET—ILELEREIVBEBNT D ESICERTZIH IR TS
avIDZIEEL XY,

EAYANF 7 —)LI&. Azure NetApp Files (ANF) X cL—INw oI REFERAT ZAstrah'E
Be237 75— a3 DEETT, CNBDT TV =23 a5 Ny IT7vTTdE. ki
@ R a—LHEITEZBES—ILHAstrall & > THEWICI SEICILES SN nEd,
NUZE D BNMOEANGREZ SIS B Ny I Ty THOTDBAR—IDERE
NExd, 28RBLTLLIETWVW Azure 7 ) r—23>0/)Ny o7y T BB LTLIEEL,

1. Azurety 7 X7 7> 3 VIDEEMLE Y,

XD RESTAPI U LZRITLE T,

@ HTR0) T3 vIDPH—ERX T > /NILDbase6MEZR L. FRIFEICIH L TISONAHBIZ
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JSON D A A4

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICAi1ZGlzcGxheUShbWUi01iAic3AtYXNOCMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0gICAgGINBhc3N3b3JkIjogIllLQThREkKSIVVIkZWZYMOPST
WJI1lLnpUeFBleVEOUNNWTGO9DcUJjazAiLA0gICAGInRIbmFUudCI6ICIWMTFjZGY2YyO3NTEYLTO
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNi1ZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
I
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
bo
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefb"

F—ILDF)

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'
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