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"detail": "The request is missing the required bearer token.",
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3>DI1—H—EET—
AIREER 1 TR FE S
$ JSON XF5, HhaRE
A

* keyTypehtl) vV — X |Z
FEEY. EFHTH
BEINTULARWES
&. keyTypeldE#H T
nrEUY —XUEHE
LiGIFTIER D £+
/lJO

keyTypeh'lJ V) — X |(C
FEET. BHFTE
EINTWEH

& keyTypex )Y —
ZISEBML. iz
RITITIHEIHD
x99, MAEICKML
1336 BEdRHK
LX¥d,

H LkeyTypehtl) v —
ARICFEL. B
TEEINTLARL
58, keyTypeZ{R1F
LAFNIER SR

LYo

keyTypeh') VY — XA
ICIFEEL. EH T
ESIN. I8BESH
fckeyType h'BETF
DkeyTyper —8 9§ %
8. keyTypeZ R
TRIRELHD F
ERP

* keyTypeh'l) YV — XK
ICIFEEL. EH T
ETh, F8ETHh
fckeyTypeh'BEfF
DkeyTyper B 315
B, BFEEML
3—0 /F:E% :_k TLTCTIEH
RDEHEDHTT !

* Tgenericy - ZR:EE
RISANANGRT—42
DEETY, Ch
IE. keyTypeZ E& 7
WIELRAFTY,

YRERAREE (AT D &



Name

B

validFromTimestamp

validUntilTimestamp

ZANILET

string

string

string

WA

True

False

False

GG

SEEBEmAEMHE O H
Z 9 JSONXFT, &EE&
LIcBEDT 7 )L ME
‘; rtrUeJ _C‘\-a-o E%é
N@EIFXDEeEDTY

s Ttruel; - COFREEE

HRISEAATEETT,

* Tfalses - CODERAE
BEISEA L TId%
DEEA.

SEEEmAEMIC R o7
HEETRTXALRAAY
THEELISONXFT,
N FERBEROO—T
—>avIERINE
T, EERINMEIERD
EEHTY !

* |SO-8601 Date Time
SchemalZ ZEH#L

SREEIEEROENIC A o T
HEZRI XA LARY
THEELISONXFES], =
noEENRBEROO—T
—>avIiERINE

T, EBEINEIXRD
EHEHTY !

* |ISO-8601 Date Time
SchemalZ ZE#L

25



Name ZANDLFT WA BLEE

AXAF—H "type_astra_metadata_up True 1)y —ICEBERIT B N
date" o= 95472 RBLKY

H—EXIBEDART—
Ro ERINEIXRD
eEBEHTY !

* Astra XX TF—RXF*
—VICEHL £,
ERRBFICIERE LR LY
Fea. INILDERLY
XATF—RZA T
7 MDMER SN E
o, FHFICIEES
NTLERWES.
RF—RAT U
FDIAN
JL. creationTimestam
p KU createdBy
3. ZEBLLTHRETF

INFE9,
v [EIEH
{
"type": "application/astra-credential",
"version": "1.1",
"id": "58e26f6a-a631-5122-8e0e-7afe306675c0",
"name": "myCert",
"valid": "true",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
}
}
IB\%
Status: 401, Unauthorized
Name ZANLET WA B
#AHDLET string True
24 KL string True

26


https://docs.netapp.com/ja-jp/astra-automation-2310/reference/.html#type_astra_metadata_update
https://docs.netapp.com/ja-jp/astra-automation-2310/reference/.html#type_astra_metadata_update

Name ZANDLFT WA BLEE

E=3 string True
2F— 2 string True
correlationID string False
v [E1&4)
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
ID%§

Status: 400, Bad request

Name ZANLEY WA B
#ADLET string True
XA KIL string True
=3 string True
2F—2 R string True
correlationlD string False
invalidParams Biggl["invalidParams"] False N R T TI)INS X —R
DR+
v EIEH
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
ID%§

Status: 403, Forbidden


#invalidParams

Name
ZANLEY
2418
B2
AT—HR

correlationID

v [EZ4)
{
thpe " :
"title":
"detail":
"status":
}
II>—

Status: 404,

Name
ZANLEY
21 8L
B2
AT—H R

correlationID

vV IS5—I5EDH)

ll.t:ij)e " :
"title":
"detail":

"status":

FAFEDEk

vV E&RTBR

type_astra_label

28

ZANLEY
string
string
string
string

string

Not found

ZANLEY
string
string
string
string

string

"Collection not found",

WA
True
True
True
True

False

"https://astra.netapp.io/problems/11"

"Operation not permitted",

WAE
True
True
True
True

False

"https://astra.netapp.io/problems/2",

GG

"The requested operation isn't permitted.",
"403"

Bz

"The collection specified in the request URI wasn't found.
"404"



Name EANDLEY WAZE Bz

281 string True
Value string True

type_astra_metadata_update

DY —XIEEMTONTe. IFA T AELUT—ERBEDAZT—R, ERSNIEIFRDEED
TY:

*Astra XBT—RRAFX—VICEWLF T, ERFHIIEELBEWVEE. IRNILDOBVWXRZT—R2F T
I RDMEREINE T, BFEICIEESNTULARWNEE. XET—2FT 1 bDIAR
JL. creationTimestamp & & U createdBy |&. ZEAR L THRIFINET,

Name ZANLETY WA B
NI fig5l["type astra_label'] False
B S LR Z>V T string False
modificationTimestamp  string False
ERlE string False
modifiedBy string False

invalidParams

Name ZAAILEY WA A

e2L[] string True BB ITINT A=A
D4%aHI

B string True I T INT X —ZHER
7RIEMH

DIL\DJ-.EI‘ $E€ EE? %

PUT /accounts/{account id}/core/vl/credentials/{credential id}

REINTVWBRIY —E%E, IEESNIISONV VIR FRFqICEBSFBZFIN, I——HEETE
BOWEF—EIIFRFLE T,

INTX—&
Name ZANILET ATl AR Bz
account_id string path (/YR) True AETBRITHIV

)Y —ZXDID

* %l : {{ Account}}

credential_id string path (/YX) True 1) X b9 BEREEEER
aL2>3a>onlb
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#type_astra_label

ERDAX

FREEINTVB DY —X2E%E, BESNISONV VIR MRTAICBESHZEIH. 21— —NEETE

BVF—EIXREFELET,

Name

ZANILET

N—=23y

30

ZANDLFT

AR

True

True

False

True

2567

Y —=ZDAT 14 TRA
7o BERINTEIZRD
EEHTY !

* "application/astra-
credential"

U \/_10)/\“_\\/‘\3 \/o
ERINEIIXOLE
DTY .

. "1.0“
° Il1 -1ll

Y —220780—-NI)L—
BHEAF. EERSNI(E
IFRDEEDTY :

* UUIDV4 R ¥ —<|C%E
il

A—H—hEE L 7-%a]
ST ISONXFS], 1—
-l L ToILTrY
vILDMERCNE &, &
gil&# D1 —%—nuuiD
ICRRESNE T, EES
NIEIRDEHDTY



Name

keyType

ZANILET

string

WA

False

Bz

keyStoreDRBDF T
3>DI1—H—EET—
AIREER 1 TR FE S
$ JSON XF5, HhaRE
A

* keyTypehtl) vV — X |Z
FEEY. EFHTH
BEINTULARWES
&. keyTypeldE#H T
nrEUY —XUEHE
LiGIFTIER D £+
/lJO

keyTypeh'lJ V) — X |(C
FEET. BHFTE
EINTWEH

& keyTypex )Y —
ZISEBML. iz
RITITIHEIHD
x99, MAEICKML
1336 BEdRHK
LX¥d,

H LkeyTypehtl) v —
ARICFEL. B
TEEINTLARL
58, keyTypeZ{R1F
LAFNIER SR

LYo

keyTypeh') VY — XA
ICIFEEL. EH T
ESIN. I8BESH
fckeyType h'BETF
DkeyTyper —8 9§ %
8. keyTypeZ R
TRIRELHD F
ERP

* keyTypeh'l) YV — XK
ICIFEEL. EH T
ETh, F8ETHh
fckeyTypeh'BEfF
DkeyTyper B 315
B, BFEEML
3—0 /F:E% :_k TLTCTIEH
RDEHEDHTT !

* Tgenericy - ZR:EE
RISANANGRT—42
DEETY, Ch
IE. keyTypeZ E& 7
WIELRAFTY,

YRERAREE (AT D &
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Name

keyStore

B

validFromTimestamp

validUntilTimestamp

32

ZANDLFET
"keyStore"

string

string

string

WA

True

False

False

False

GG

JSONXF7!|Z ZTJSON
71V ko keyStore
ADEXFIE. JLT
UIwILD—EERL £
T BXFIDLEINED
LTFoovIlo—E%Fk
L. W9 3+—1EIc

& #F0oL 7wl
D—EBDEHbase6sf2
THRMTNhEd, &S
NIEIXXRDEED T

* base64 Encoded Data
SchemallZE#LL TL
£9., XFIDRESE
ICHIRIEH D £
Ao

SREEIBERDBEMHE S H
%9 JSONXFF, HE&
LT3 EaDT 7 4L ME
I Ttruey TY, EES
N-EIIXRDEESEDTY

* Ttrues - COOEREEHE

HISEAFIRETT,

* Tfalse; - CDEREE
IBHRIIER L TERE
b FEH Ao

SELEImAEMIC R o T
HEZRT XA LR
THEELISONXFES,
nosiFERBHROO—T
—avIlERINE
o ERIN-EIIRD
EHhbTY:

* [SO-8601 Date Time
SchemalZ ZEH#]L

SREEIBERRDEMIC AR o
HRZRI XA LARY
THEELISONXFS, =
nsiFERBEROO—T
— g VIlERAINE

o EBIN-EIZRD
EHbTY

* [SO-8601 Date Time
SchemalZ ZE#L


https://docs.netapp.com/ja-jp/astra-automation-2310/reference/.html#keyStore

Name

ART—H

\ AUy Q7|

"type A .

ZANILET WA Bz

"type_astra_metadata_up False 1)y —ICEBERIT B N

date" oo 95472 0B&T
T—EXBEDXARZRT—
Ho ERINIMEIFZRD
EHhTY !

* Astra X2 TF—H2ZXFx

—VICERL £,
ERLBRFICIERE L2 L)
e INILDAEW
XRTF—=RATS T
7 bDMERREINE
T, BEHRICIEED
NTLRWSEE.
RF—=RAToTY
DTN

JL. creationTimestam

p KU createdBy
&, EE% L THRE
INFE9,

"application/astra-credential",

"version": "1.1",

"name" :

"oldCert",

"keyStore": {
"privKey": "SGkh",
"pubKey": "VGhpcyBpcyBhbiBleGFtcGxlLg=="

Status: 204,

Status: 403,

Name

ZANILET

Indicates if the credential resource was updated.

Forbidden
ZAALEY WA BT
string True

33
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Name ZANDLFT WA BLEE

24~ string True
=3l string True
2ATF—R 2 string True
correlationlD string False
v [EZA)
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
ID%§

Status: 406, Not acceptable

Name EASLET p7Y| SiBA
#ANDLET string True
24 KL string True
s string True
2TF—HR 2 string True
correlationlD string False
v EEH
{
"type": "https://astra.netapp.io/problems/32",
"title": "Unsupported content type",
"detail": "The response can't be returned in the requested format.",
"status": "406"
}
ID%;

Status: 500, Internal server error

34



Name ZANDLFT WA BLEE

#ANLET string True
24 KL string True
B2 string True
2AF—R 2 string True
correlationlD string False
v [EEH
{
"type": "https://astra.netapp.io/problems/34",
"title": "Internal server error",
"detail": "The server was unable to process this request.",
"status": "500"
}
:D%§

Status: 412, Precondition failed

Name ZANLEY WA Bl
#EADOLET string True
24 KL string True
B2 string True
2F— 2 string True
correlationID string False
v E1&F)
{
"type": "https://astra.netapp.io/problems/38",
"title": "Precondition not met",
"detail": "The conditional headers aren't satisfied.",
"status": "412"
}
ID%;

Status: 409, Conflict
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Name ZANDLFT WA BLEE

#ANLET string True
24 KL string True
B2 string True
2AF—R 2 string True
correlationlD string False
v [EEH
{
"type": "https://astra.netapp.io/problems/39",
"title": "Credential exists",
"detail": "A credential of this type already exists.",
"status": "409"
}
:D%§

Status: 502, Bad gateway

Name EANLET WA 58A
#EADOLET string True
24 KL string True
B2 string True
2F— 2 string True
correlationID string False
v E1&F)
{
"type": "https://astra.netapp.io/problems/40",
"title": "Communication failed",
"detail": "Communication wasn't made with downstream services.",
"status": "502"
}
ID%;

Status: 503, Service unavailable
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Name

ZANLFT
24 KL
o
AT—"2X

correlationID

v [EZ4)
{
thpe" :
"title":
"detail":
"status":
}
II>—

Status: 400,

"Currently,
1150311

Name EADLES WA
#EADOLET string True
24 KL string True
B2 string True
2F— 2 string True
correlationID string False
invalidParams Bcy["invalidParams"] False
vV TS5 GEDH
{
"type": "https://astra.netapp.io/problems/7",
"title": "Invalid JSON payload",
"detail": "The request body is not valid JSON.",
"status": "400"

ZANLEY
string
string
string
string

string

"Service not ready",

Bad request

WA
True
True
True
True

False

"https://astra.netapp.io/problems/41",

GG

the service can't respond to this request.",

Bz

MR T INS X —H
DR+
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#invalidParams

FFEDE

vV Ex=BR
keyStore

JSONXZFF % FLISONA T £V b keyStoreIDEXFFIE, VLTV vILO—EEZRLET, &
NZHDEENIIZ LTI vILD—E%FK L. MILTAF—EICIE. TDILTOOvILO—ERDE
Hlbaseb4Fo R TIHRMINE T, EBRSINEIIXRDEED TY @

* base64 Encoded Data SchemallZE#IL TWE T, XFEIORIICHIRIZIHD £t Ao
XZHHNESXFEFAD/NY S aIvEVT

type_astra_label

Name ZANILET WA B
bA-T]] string True
Value string True

type astra_metadata_update

DY —XICEEMITONTe. IFA T EELUT—ERBEDAZIT —R, ERSNIEIFRDEED
TY:

* Astra XRT—RAF—TICEML £ T, ERFFICIEELBWVIEE. INILDBVWXET—2FTI T
I RDMEREINE T, BFRFICIEESNTULAWES. XETF—42F TP DA
JL. creationTimestamp & & U createdBy |&. ZEAR L THRIFINET,

Name ZANLFEY WA B

Za91% fig5l["type astra_label'] False

ERZ A LRZ>VT string False

modificationTimestamp  string False

1ERLE string False

modifiedBy string False

invalidFields

Name ZANLET WAH B

£l string True EHRV VIR MRT o
71 —ILRO%H

B string True VOTIRAMAXT 14—
FHVER S IER

invalidParams
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#type_astra_label

Name ZANLFEY
A T]] string
I#/H string

LTI vILZHIRT %

WA

True

True

B
EHRI T INSTA—H
DEE]

T INS A — DS
AN Lilzs)

DELETE /accounts/{account id}/core/vl/credentials/{credential id}

1B SNEREEBHRAPIV Y — R ZHIFRL 9

BIfER

* HIBRXT RDEBIEIFTHRHAMBED ) Y — X RAPITHHINTWVWBIBE. HIFRICK > THOAPIR > X T LLMKIC

THIEREERADEC 5 AR D HD £ T,

INTX—&

Name EANDLET AT
account_id string path (/VX)
credential_id string path (/VX)
ID%§

WA

True

True

EA
AETZT7HAIV
)Y —XDID

* 5 : {{ Account}}

') 2 b9 BERLIER
AL 3>0ID

Status: 204, Indicates if the credential resource was deleted.

Status: 401, Unauthorized

Name ZANLEY
ZANLFEY string
21 b string
s string
AT—H R string
correlationlD string

WA
True
True
True
True

False

e
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\ B

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",

"detail": "The request is missing the required
"status": "401"

Status: 400,

Bad request

bearer token.",

Btz

BHBITINTA—R
DRk

Bz

Name ZANLFEY WA
#AHDLET string True
24 KL string True
B2 string True
2F—2 2 string True
correlationlD string False
invalidParams B5["invalidParams"] False
v EIEH
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
IB%;
Status: 403, Forbidden
Name ZAAILEY WA
ZANLEY string True
24 KL string True
=3 string True

40


#invalidParams

Name ZANDLFT WA BLEE

2AF—H2 string True
correlationID string False
v [EEH
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Io>—

Status: 404, Not found

Name ZANLEY WA Bl
ZANLEY string True

24 8L string True

S¥4M string True

ATF—R2 string True

correlationlD string False

vV TS5—5EDH

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
FAFED Rk

vV ExzEBR
invalidParams

Name ZANDLET WA FEA
2T string True BNRITIINTA—4
DAl

41
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Name

R

ZANLET

string

WA

True

GG

T TV INT R —ZHER
IR
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