sERASE

Astra Automation

NetApp
September 02, 2026

This PDF was generated from https://docs.netapp.com/ja-jp/astra-automation-
2310/reference/certificate_endpoints.html on September 02, 2026. Always check docs.netapp.com for the

latest.



=P/

EBR . 1
AstraAPl (ACC) EEFHZE T U RRA b 1
FLWEEBBZEEERR T D - - - 1

IN T X =B o 1
BRI - o o 1
T 4
T 9
e 10
O 10
T B 11
o 2 11
FHEEM R . 12
TARTOEEIBEZE —EIRIR - - - o o 13
IN T A= 13
e 15
e 16
e B 16
N 17
N B 17
o 18
FHEED R - - o 19
SERAZAEUE T B - 24
IN T X =B 24
TN S 24
TN S 29
O 29
T 30
TN B 31
O S 31
o 32
FHEEDER - - 32
SEAAZEAZEEE T B - o 33
IN T X =B o 34
BRI - o o 34
TN B 38
O 38
T 39
TN B 40

RSB 40



N B 41
2 41
FHEEMD R . o 42

SERAZEZHUBRT B - 43
IN T A=A 43
e 43
e 43
o 2 44



SEFAE
Astra APl (ACC) SFFAET Y RAR1 >k~

FEEAE 7 TUAPIZ, X EEGORIICER SN EREERAZEzRLE T,

# L WS Z 1B Y %

POST /accounts/{account id}/core/vl/certificates

ERL 9 BEEEAEAPIV Y — X DMHELEZRL £ T,

INTAX—R

Name ZANILET AN WAE Bz

account_id string path (/YX) True aETB3ThHIV

)Y —ZXDID
* 3] : {{_Account}}

BRDAEAX

{YERR I EEEAZAPIV Y —XOREREZRL X T,

Name ZANDLET WAB B

ZASILEY string True DY —=XDATF 4 TR2A
7o BEINIMEIZRD
EEHTY

* "application/astra-
certificate"

N—3 Y string True DY —=ZDON—=2 3,
EEINEIIXRDES
DTY .

. ll1-0ll
° Il1 -1ll



Name

certUse

cert

ZANILET

string

string

WAZE Bz
False SERRZEDFERRRE R

JJISONXF%, I8E L%
W&, TrootCAl H
FTIAILLERDET,
ERINEIEIXDEE
DTY:

* TrootCAl - CDIE
BAZE L. ZDREE
(CA) ICL->TE%
INTEERREZERE
TBDIFERTIN
2505E/F (CA) 3iEFA
ETY,

* TlintermediateCAJ -
C DEEEEEIE. IL—
FCAICEK > THITT
NI-HECASEEBE T
ERS

True Baseb4TL>1— KRN
7=PKCS-1MEXDEEERZE
(PEM) Z=ZEEJSONX
FI, EHBINTEIZX
DEEHTY

* base64 Encoded Data
SchemallZ ZEH#L



Name

isSelfSigned

trustStateDesired

ZANILET

string

string

WA

False

False

Bz

SERAENHEEBSZ INT
WaHhESh%ERTISON
XFF), 1ERBFICIEES
NS, BlET7 7
JLRT Tfalsel IChD &
o EHEF:

*ENFEESNTLS
BRI TOEDME
i Rey g Sy

*fENIEESNTES
I hOEHICT
certy] 74 —ILRME
FNTLBIBE. E
|& Tfalsel ICERES

nxJ,

cENEESINTES
9. Tcerty Za4—JL
RABEFHICEENT
WERWEEIE. BE
DENMRIFEINE
T, EEINIMEI
KDEEDTT ©

* Ttrues -EEFAZEIZBE
CELTNTULE
ER

* Tfalse) -EERAE(IX
BoEB&ATINTLE
Ao

SEFAENMEFEIN TV DS
hESHhERTEZS
$ISONXF5, 1EREFIC
EBELBRWNES. 774
JU MBS "trusted"|C 72 D
9. EEINEIZNK
DELEHTY @

* Tuntrusted] - ZEPH
ENMEEINTUVE
Ao

* Ttrusted) - FFRAZEIZ
FETE b L
TIY—7ENTVE
ERS



Name ZANDLFT WA BLEE

AXAF—H "type_astra_metadata_up False 1)y —ICEBERIT B N
date" Tes 23472 ELT

H—EXIBEDART—
Ro ERINEIXRD
eEBEHTY !

* Astra XX TF—RXF*
—VICEHL £,
ERRBFICIERE LR LY
Fea. INILDERLY
XATF—RZA T
7 MDMER SN E
o, FHFICIEES
NTLERWES.
RF—RAT U
FDIAN
JL. creationTimestam
p KU createdBy
3. ZEBLLTHRETF

INFE9,
v UOIZ G
{
"type": "application/astra-certificate",
"version": "1.1",
"certUse": "rootCA",
"cert":

"LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUZYyVENDQTVXZ0F3MVIHbnFGbUJSSWR
yV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOt"
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"type": "application/astra-certificate",
"version": "1.1",
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"certUse": "rootCA",
"cert":

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUZYVENDQTVXZ0OF3MVJIHbnFGbUJSSWR
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"trustStateDesired": "trusted",
"trustStateDetails": [],
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Name ZANDLFT V7= e

ZANDLET string True

24 k)L string True

S¥HA string True

2F—2 2 string True

correlation|D string False

invalidFields Bo B[ invalidFields"] False RV VTR NRT «

Z14—=ILEDUR K

v EIEH
{
"type": "https://astra.netapp.io/problems/7",
"title": "Invalid JSON payload",
"detail": "The request body is not wvalid JSON.",

"status": "400"


#invalidFields

Status: 403, Forbidden

Name EANLET WA 58A
#ANLET string True
2414 KL string True
B2 string True
2AF—H 2 string True
correlationlD string False
v [EEH
{
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"title": "Internal server error",
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"status": "500"
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Status: 503, Service unavailable
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}
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"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",

"status": "401"

11



FFEDE

VvV EEZSR
type_astra_label

Name ZANLETY
281 string
Value string

type_astra_metadata_update

WA
True

True

388

DY —XIEEMTONTe. I5A T EELUT—ERBEDAZT—R, ERSNIEIFRDEED

TY

* Astra X AT —HAFX—TICEHLEX T, ERBICIEELARVES. SNILDBEWXEIT—RF TS T
I RBMERINE T, FHEICIEEINTULARWES. XEF—24 TS DA

JL. creationTimestamp & & U createdBy |&. ZEA L THRIFINE T,

Name ZANILFEY
NI Big%l["type_astra_label"]
TER 2 A LRZ > T string

modificationTimestamp  string

ERLE string
modifiedBy string

type_astra_stateTransition

Name ZANLET
- string
- array[string]

additionalDetails

type_astra_stateDetail

Name ZANLEY
ZANLEY string

24 kL string

E=3 ! string
additionalDetails "additionalDetails"
invalidFields

12

False
False
False
False

False

WA
True

True

WAZE
True
True
True

False

Bz

Bz

38


#type_astra_label
https://docs.netapp.com/ja-jp/astra-automation-2310/reference/.html#additionalDetails

Name ZANDLET

A T]] string
I#/H string

TATOIRBE—BRT

GET /accounts/{account_id}/core/vl/certificates

WA

True

True

\EHR) IR NRT 1
T4 =)L RD%&H]

DOITRANEX 71—l
R AOERN A IR

AL a>AO—HTEZIIRTDI)Y —XDISONEHZIRLET, UIIXMTEFD T 1« —IL RHEE
TNTWVWBIBE. 71 TLDISONEFICIZ. —TBARIY —RICHLTEREINI T —ILRD IBET

nrlEFTEENE T,

INT A=A

Name ZANDLET
account_id string

HeiT

AT

path (/YX)

query

WA

True

False

B2

CEEKYE A2
)Y —ZDID

* il : {{ Account}}

) X kDR % B
95 b=02 %L
9,

URL®DA

. "continue=<contin
ue token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPID

. "<continue
token="" from=
collection=""
metadata="">"</cont
inue>&lt;/continue&g
t;

13



Name

TqILR

HIFR  ( Limit )

14

ZANDLET

string

string

string

A7
query

query

query

WA

False

False

False

&R

aALooarvuz=s—g
KRTBEIC. Y
—RZRTI=HICE
D714—ILRE—H
IEHIZINELHBZH
ZzmLFET,

HR—FEThhTW3S
ARL—=RIIIDE
DOTT:

‘eq-FS

*lt/igt- KDNE
LWV/EDKREL

* lte/gte - LUTF/IX
+

URLDAI
. "filter=field%20eq
%20%27value%27"

OpenAP| O
Mield eq
'value']

*
. certUse%20e
q%20’rootCA'

aALo>a>vx—&
KRNI BEIC. £D
Ta14—ILRZRTH
ZIERELET,

URL®D
: "include=id". "incl
ude=id,name"

OpenAPI O : "id"

* il id. cn
. isSelfSigned
Lo avz—%g
KT BBFIRETN
31)Y —XDHRAKE
ZRLET,

URL®DA : "limit=2"

OpenAPI O @ "2"



Name EANLET AT WA Bzl

OrderBy string query False AL o> ayvs=—&8
KRRTBED. VY
— 2D VEZRL

9,

URLDA
. "orderBy=name"

. "orderBy=name%

20desc"

OpenAPI D
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Status: 200, Returns a JSON array of all matching resources in the

collection. If individual fields are specified in the request,

JSON array will contain the fields requested for each matching resource in

the order specified.
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{
"type": "application/astra-certificates",
"version": "1.1",
"items": [

[
"£97£3441-075e-4£f9b-9d1le-47£9f62a3fc4",

"prod.region-1.example.com",

"true"

"5e365b4d-034f-4f13-95ef-d3a7fbc0df3d",
"prod.region-2.example.com",
"false"

"11ceb350-1999-4b79-80a6-46a980a27856",

the items
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"prod.example.com",
"false"
]
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Status: 401, Unauthorized

Name ZANLEY WA B
#ANDLET string True
24 KL string True
B string True
2ATF—R 2 string True
correlationlD string False
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{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
:D%§

Status: 400, Bad request
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EAHDLET string True
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{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
IE\%:
Status: 503, Service unavailable
Name ZANILEY AR B
#ANDLET string True
24 k)L string True
s string True
2TF—R 2 string True
correlationlD string False
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{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
IB\%
Status: 409, Conflict
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{

"type": "https://astra.netapp.io/problems/164",

"title": "Requested resource in unexpected state",

"detail": "The requested resource can't be returned because it isn't

in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"
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Status: 404, Not found
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correlationID string False
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"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't found.",
"status": "404"
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ART—%

type_astra_metadata_list

Name

etT

horhk

ZXI)L

B R A LAV

modificationTimestamp

ERE
modifiedBy

invalidParams

Name

2T

ZANLET
[l

['type_astra_stateDetail"]

WA

True

"type_astra_metadata_up True

date"

ZAAILET

string

BHS

BLl["type astra_label"]
string

string

string

string

ZANDLFET

string

False
False
False
False
False
False

False

WA

True

GG

SEERZE DEFEIRAEICRE T
ZEHAERET —EBERTY
3JSONA T o b
MDJSONEZF, FFHMIEHR
HFATETHRVNEE.
DEFIFZEICHED £9,

CERNTATLE:O

)Y —XICEEMITSN
7=« 95472 hBLUT
H—ERIBEDAZT—
R, ERINTEIZRD
eEHTY !

* Astra XX 5T —RX*
—TICERLFT,
ERBFICHERE L 7L
28, SNILDEL
XATF—=RZA T
7 DMER SN E
T BHEFICIEES
NTLERWES.
RF—RATI U
DN
JL. creationTimesta
mp & & U createdBy
&, ZER L THRE
SNEJ,

Bz

=EA

ENRIT)INTA—R
DA
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#type_astra_label

Name EANDLEY WAZE Bz

B string True JI)INT X—ZHEH
HIEH

= A=
SEAAZE Z S 9 5
GET /accounts/{account_id}/core/vl/certificates/{certificate id}

JSONL R7R> RRT 1 ICF&HA S L 7=Certificate APIJ Y — X &R L T,

INTX—&
Name ZANILET AT AR Bz
account_id string path (/¥YR) True AETBRITHIV

)Y —ZXDID

* %l : {{ Account}}

certificate_id string path (/YR) True —E R BEAZE
L2 3>olb

IE\K

=

Status: 200, Returns the stored Certificate API resource in the JSON
response body.

Name HEANDLET WAZE AR

EANOLET string True )Y —ZADAXT4TRA
700 E%éhtﬂﬁ‘i?ﬂ@
EEDHTY

* "application/astra-
certificate"
N—g Y string True )Y —=Z2DN—2 3>,
ERINIEIZIRODCE
DTY:
° ll1 -Oll
° ll1 -1 n

ID string True )y —22070—/N)L—
B#EAF. EERINTME
IERODEED T :

* UUIDVAR ¥ —IC#E
HL

24



Name

certUse

cert

cn

expiryTimestamp

ZANILET

string

string

string

string

WA

True

True

True

True

GG

SERAEDFERRREZ R
JJISONXF%, I8E L%
W&, TrootCAl H
FTIAILLERDET,
ERINEIEIXDEE
DTY:

* TrootCAl - CDIE
BAZE L. ZDREE
(CA) ICL->TE%
INTEERREZERE
TBDIFERTIN
2505E/F (CA) 3iEFA
ETY,

* TlintermediateCAJ -
C DEEEEEIE. IL—
FCAICEK > THITT
NI-HECASEEBE T
ERS

Base64T>1— K31
7=PKCS-1MEXDEEERZE
(PEM) Z=ZEEJSONX
FI, EHBINTEIZX
DEEHTY

* base64 Encoded Data
SchemallZ ZEH#L

SERRE D S I N fcH
B % T ISONXFT,
EERINTBEIIROCE
DTY:

cBIRE 1
*RART 1511

SERREDBMERZE R Y
BA LRI TS
TCJISONXFF, EEEN
TEIFRDEEDTY !

* [SO-8601 Date Time
SchemalZ ZEH#L
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Name

isSelfSigned

26

ZANILET

string

WA

True

Bz

SERAENHEEBSZ INT
WaHhESh%ERTISON
XFF), 1ERBFICIEES
NS, BlET7 7
JLRT Tfalsel IChD &
o EHEF:

*ENFEESNTLS
BRI TOEDME
i Rey g Sy

*fENIEESNTES
I hOEHICT
certy] 74 —ILRME
FNTLBIBE. E
|& Tfalsel ICERES

nxJ,

cENEESINTES
9. Tcerty Za4—JL
RABEFHICEENT
WERWEEIE. BE
DENMRIFEINE
T, EEINIMEI
KDEEDTT ©

* Ttrues -EEFAZEIZBE
CELTNTULE
ER

* Tfalse) -EERAE(IX
BoEB&ATINTLE
Ao



Name

trustState

trustStateTransitions

trustStateDesired

ZANILET

string

[l
["type_astra_stateTransiti
OI’]"]

string

WA

True

True

False

Bz

SEEAENMERE STV S
NESHZERT. FIES
nifEoty bD>5501
DZZTISONXFF, E
RENTEIXIRDODEED
TY :

* Tuntrusted] - iFFH
ENMEEINTLE
Ao

* Ttrusted) - EEPFAZEIE
EfETEdbnr L
TY—7TNTLE
ER

« THARRYIM, -EEERE
DBEEARHITINT
W37=%. EEIN
TLWBrHEEIN
TULWARWECDHHERT
3 i-tj.—/bo

JSONA T bk
MDJSONEEF, AT x
7 hME. HEDEREBEH
REDS DFFR] INTK
EBROLY FERLE
9o FISONA T o~
IZl& Tfromy & Ttol &
WS 7a0—ILRHAEEN
THED. Tfromy DfEI
REDAF]. o) DE
| IEFRI S NT=FEFLIRRED
fid%T9,

SEEREMMEFEINTVS
hESHhERTEZS
$JISONXF5, {ERLEFIC
BELRWEE. 774
JL MEIL "trusted"IZ 7D
£9, EEINTMEIFKX
DEEDTY .

* Tuntrusted) - ZEPA
ENMEEINTLE
Ao

* Ttrusted) - EERAZEIE
FEETETH DL
TY—JENTLVE
ER
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#type_astra_stateTransition
#type_astra_stateTransition

Name ZANDLFT WA BLEE

trustStateDetails il True SRR (D(SEREE (CRT &
["type_astra_stateDetail"] ZEFERZE —EBRRT

%JSONF T2V b
DJSONEEH, FFlfEERH
FATEARWVES. CO
A ZEICHE D £9,

CERNTATLE:O

AXAF—H "type_astra_metadata_up True 1)y —ZICEBERIT BN
date" =« 95472 RBLY
H—ERIEEDAET—
R, EBEINTEBIEXD
EHEHTY

* Astra XX T —RXF*
—TICERMLFT,
YERBFICIERE L 7L
Fa. INILDRRLY
XATF—RZATI T
7 MDMER SN E
o FHFICIEES
NTLERWVES.
RF—RA T
FDIAN
JL. creationTimestam
p &K U createdBy
. BER L THRE

INE9,
v E1&F)
{
"type": "application/astra-certificate",
"version": "1.1",
"id": "a26cbed4-2183-58ce-aal9-e37ca8b0531a",
"certUse": "rootCA",
"cert":

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUZYVENDQTVXZ0OF3MVJIHbnFGbUJSSWR
yV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOtL",
"cn": "vcenter.example.com",
"expiryTimestamp": "2022-03-23T16:48:38.52334612",
"isSelfSigned": "true",
"trustState": "untrusted",
"trustStateTransitions": [
{
"from": "untrusted",
"to": [
"trusted"
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]
bo
{
"from": "trusted",
"to": [
"untrusted"

}

I

"trustStateDetails": T[],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Status: 401, Unauthorized

Name ZANLEY WA Bl
#ANDLET string True
214 KNI string True
B2 string True
2TF—R 2 string True
correlationlD string False
v [EIEH
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
ID%;
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Status: 400, Bad request

Name EANLET WA Si8A
#ANLET string True
24 KL string True
B2 string True
2AF—R 2 string True
correlationlD string False
invalidParams Big%["invalidParams"] False IR T T INT X —H
DR+
v EIEH
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
:D%%

Status: 403, Forbidden

Name ZANLEY WA BLE]
#ADLET string True
24 k)L string True
E=3 string True
2F— 2 string True
correlation|D string False
v [E1&5)
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
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#invalidParams

Status: 503, Service unavailable

Name ZANLEY WA B
#ANLET string True
2414 KL string True
B string True
2AF—H 2 string True
correlationlD string False
v [EEH
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
ID%§

Status: 409, Conflict

Name ZAALEY WA BT
#AHDLET string True
24 kL string True
B2 string True
2F— 2 string True
correlationlD string False
v [E1&4)
{
"type": "https://astra.netapp.io/problems/164",
"title": "Requested resource in unexpected state",
"detail": "The requested resource can't be returned because it isn't

in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"



TS5-

Status: 404, Not found

Name EANLET VB STl
#AHDLET string True

24 k)L string True

B2 string True

2F—2 2 string True

correlationlD string False

VY IS5—5EDH)

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't found.",
"status": "404"
}
FAEEDEK

vV E&zER
type astra_stateTransition

Name ZANLET WA FrEA
- string True
- array([string] True

additionalDetails

type_astra_stateDetail

Name ZANILET WA B
ZANLEY string True

24 k)L string True

E=2 ] string True

additionalDetails "additionalDetails" False
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type_astra_label

Name ZANILET WA B
bA-T]] string True
Value string True

type astra_metadata_update

DY —XICEEMITONTe. IFA T EELUT—ERBEDAZT —R, ERSNIEIFRDESD
TY:

*Astra XRT—RRAF—TICEML £ T, ERFFICIEELBWVIEE. INILDBVWXET—2F T
I EDMEREINE T, BFRFICIEESNTULAWES. XETF—2F TP bDIAR
JL. creationTimestamp & & U createdBy |&. ZEAR L THRIFINET,

Name ZANLET WA B
SRIL Bc5["type astra label'] False
ERRA LZAZ> T string False
modificationTimestamp  string False
1ERLE string False
modifiedBy string False

invalidParams

Name ZANLET WAZE 5rEH

%H1 string True MR T INS X —H
DE&HI

2 string True T )INTA—EHEHN
AIER

AEFAE 2 ZEE T3
PUT /accounts/{account_id}/core/vl/certificates/{certificate_id}
FREINTVWBDY —2f%, IBEINISONU I I M RT A ICBE]I 7,
Il

* BRI CAEERREN F SR MR T TEFHINF T,

* BFOEREACAIIAENMERE TSI R B o 1IBE. BEIAMTHSHIRENE T,

* SERAEARAENLEF INIEE ((Tecerty 71 —ILK) « FILVAERAZ DREZ R I 7-%IC lisSelfSigned.
AT —REEHZIHNELRHD XTI, ZDIHBE. lisSelfSignedl 1 > Ir—2HAEFENTULAEWNES
B, fBlF Tfalse) ICREINZE T,

s BHICK o TCEEBRERIE ( Teerty 71 —JLR) BEEINAHVES. lisSelfSigned] 1> —42—I(%
73 THD. BELLEWVSGSIIEEDENMFRIEFEINE T,
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#type_astra_label

34

N—=23>

INTA—H

Name ZANILET AL WAZR A
account_id string path (/VX) True AEITBTHIVE
)Y —X®DID
* 5] : {{_Account}}
certificate_id string path (/VX) True —ERNY DIAE
ERDAEAX

L2 3>nID
FEEINTWVWBRIUY X%, IEESNIISONY VT MRT A ICESRI T T,
BIfFA

* EIIENI CASEFAEDN F S XA M X NP TEHEINE T,

s BEFEOEEZACAIIRAZENEHETI ALK A-I5E. EBEINTTHSHIBREINE T,

* SEFREARMAEDEF INIBE (Teerty 704 —JLR) « FLWIEFAZDREZ R I7=8(C TisSelfSigned.
AV —REEDZIRENHDET, CDHAE. lisSelfSigned] 1 T —2HBEFENTUVRWVIEG
&. Bl Tfalsel ICRREINZE T,

s FHICK > TEEHERE ( Tecerty 71 —ILR) HEBEINRWVEE.
F7a3>THH. BELBVWSSISBEDENMFEFINE T,
Name

lisSelfSigned) 1 > 27r—2—I%
ZANLEY
ZANDLFET

WA T
string True

VY —=ZXDRXT 1 T7RA
7o BERINIABEIZRD
EHEHTY !

* "application/astra-
certificate"
string True

U \/_X@/\‘_&“E yo
ERESNIEIRDES
NDTY:
° "1.0"
° "1.1“
string False Y =207 0—/NIL—

HHEAF. EREINIAE
BRDEHEDTY !

* UUIDV4 X ¥ —IC#
#



Name

certUse

cert

cn

expiryTimestamp

ZANILET

string

string

string

string

WA

False

False

False

False

GG

SERAEDFERRREZ R
JJISONXF%, I8E L%
W&, TrootCAl H
FTIAILLERDET,
ERINEIEIXDEE
DTY:

* TrootCAl - CDIE
BAZE L. ZDREE
(CA) ICL->TE%
INTEERREZERE
TBDIFERTIN
2505E/F (CA) 3iEFA
ETY,

* TlintermediateCAJ -
C DEEEEEIE. IL—
FCAICEK > THITT
NI-HECASEEBE T
ERS

Base64T>1— K31
7=PKCS-1MEXDEEERZE
(PEM) Z=ZEEJSONX
FI, EHBINTEIZX
DEEHTY

* base64 Encoded Data
SchemallZ ZEH#L

SERRE D S I N fcH
B % T ISONXFT,
EERINTBEIIROCE
DTY:

cBIRE 1
*RART 1511

SERREDBMERZE R Y
BA LRI TS
TCJISONXFF, EEEN
TEIFRDEEDTY !

* [SO-8601 Date Time
SchemalZ ZEH#L
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Name

isSelfSigned

36

ZANILET

string

WA

False

Bz

SERAENHEEBSZ INT
WaHhESh%ERTISON
XFF), 1ERBFICIEES
NS, BlET7 7
JLRT Tfalsel IChD &
o EHEF:

*ENFEESNTLS
BRI TOEDME
i Rey g Sy

*fENIEESNTES
I hOEHICT
certy] 74 —ILRME
FNTLBIBE. E
|& Tfalsel ICERES

nxJ,

cENEESINTES
9. Tcerty Za4—JL
RABEFHICEENT
WERWEEIE. BE
DENMRIFEINE
T, EEINIMEI
KDEEDTT ©

* Ttrues -EEFAZEIZBE
CELTNTULE
ER

* Tfalse) -EERAE(IX
BoEB&ATINTLE
Ao



Name

trustState

trustStateTransitions

trustStateDesired

ZANILET

string

[l
["type_astra_stateTransiti
OI’]"]

string

WA

False

False

False

Bz

SEEAENMERE STV S
NESHZERT. FIES
nifEoty bD>5501
DZZTISONXFF, E
RENTEIXIRDODEED
TY :

* Tuntrusted] - iFFH
ENMEEINTLE
Ao

* Ttrusted) - EEPFAZEIE
EfETEdbnr L
TY—7TNTLE
ER

« THARRYIM, -EEERE
DBEEARHITINT
W37=%. EEIN
TLWBrHEEIN
TULWARWECDHHERT
3 i-tj.—/bo

JSONA T bk
MDJSONEEF, AT x
7 hME. HEDEREBEH
REDS DFFR] INTK
EBROLY FERLE
9o FISONA T o~
IZl& Tfromy & Ttol &
WS 7a0—ILRHAEEN
THED. Tfromy DfEI
REDAF]. o) DE
| IEFRI S NT=FEFLIRRED
fid%T9,

SEEREMMEFEINTVS
hESHhERTEZS
$JISONXF5, {ERLEFIC
BELRWEE. 774
JL MEIL "trusted"IZ 7D
£9, EEINTMEIFKX
DEEDTY .

* Tuntrusted) - ZEPA
ENMEEINTLE
Ao

* Ttrusted) - EERAZEIE
FEETETH DL
TY—JENTLVE
ER
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#type_astra_stateTransition
#type_astra_stateTransition

Name ZANDLFT WA BLEE

trustStateDetails el False SEREDEFEIREICE T
["type_astra_stateDetail"] ZEFERZE —EBRRT

%JSONA T T b
DJSONER, FElTEIRA
FEATETHEWEE. CO
Aoy ZEICAR D 95,

CERNTATLE:O

AXAF—H "type_astra_metadata_up False 1)y —ZICEBERIT BN
date" oo 95472 0B&T

H—ERIBEDAZT—
Ro EERINEIXRD
cEHTY !

* Astra XX T —RXF*
—TICERMLFT,
YERBFICIERE L 7L
Fa. INILDRRLY
XATF—RZATI T
7 MDMER SN E
o FHFICIEES
NTLERWVES.
RF—RA T
FDIAN
JL. creationTimestam
p &K U createdBy
. BER L THRE

INE9,
v UOITR N
{
"type": "application/astra-certificate",
"version": "1.1",
"trustStateDesired": "trusted"
}
IE\%:

Status: 204, Indicates if the certificate resource was updated.

Status: 401, Unauthorized
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Name
ZANLEY
2418
B2
AT—HR

correlationID

v [EZ4)
{
thpe " :
"title":
"detail":
"status":
}
:D%§

Status: 400,

Name
ZANLEY
21 8L
2t
AT—H R
correlationID

invalidFields

v [@ZEA

"type":

"title":
"detail":
"status":

ZANLEY
string
string
string
string

string

"Missing bearer token",

Bad request

ZANLEY
string
string
string
string

string

BcH["invalidFields"]

True
True
True
True

False

"https://astra.netapp.io/problems/3",

WAE
True
True
True
True
False

False

"https://astra.netapp.io/problems/5",
"Invalid query parameters",
"The supplied query parameters are invalid.",
"400"

Bz

"The request is missing the required bearer token.",
"401"

Bz

BWHRVIIRXMRT 1
T4 —ILFEDIJRF
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#invalidFields

Status: 409, Conflict

Name ZANIILET WAZE B

ZANLEY string True

24 8L string True

XM string True

AT—HR string True

correlationlD string False

invalidFields E2Fl["invalidFields"] False |mHRY I I NRT o

Z14—=ILFDU X+

v [E1&5)
{
"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with

an idempotent wvalue.",
"status": "409"

Status: 403, Forbidden

Name ZANLEY WAE Bl
#ANDLET string True
24 KL string True
B2 string True
2ATF—R2 string True
correlationlD string False
v EEH
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
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#invalidFields

"status": "403"

Status: 503, Service unavailable

Name ZANLEY WA B
#ANDLET string True
24 KL string True
B2 string True
2ATF—R2 string True
correlationlD string False
v EEH
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
Io—

Status: 404, Not found

Name ZANLEY AR Bl
#ANDLET string True

24 KL string True

=2 string True

2TF—HR 2 string True

correlationID string False

Y IS5 —REDH

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",



"detail": "The collection specified in the request URI wasn't found.",
"status": "404"

FFEDE

vV E&=ER
type_astra_stateTransition

Name EASLET WA SHER
- string True
- array[string] True

additionalDetails

type_astra_stateDetall

Name ZANLET WA =B
ADLET string True

24 kL string True

= | string True

additionalDetails "additionalDetails" False

type_astra_label

Name ZANILET WAE B
28 string True
Value string True

type_astra_metadata_update

DY —=XICEEMTONTe. IFA TV EELUT—ERBEDAZT—8R, ERSNIEIFRDODEED
TY:

* Astra X BT —RZAF—TICEHLET, EREICIEELARWVEE. SNILOBRWXET—2A4 T
I EDMERESNE T, BFIRFICIEESNTLWAWEE., XXTF—X2FA TV bDIR
JL. creationTimestamp & & Uf createdBy (3. ZEA L THRIEFINE T,

Name ZANDLEY AR FEA
NI fig%["type astra_label'] False
TER R 1 LB > string False
modificationTimestamp  string False
YERRE string False
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#type_astra_label

Name

modifiedBy

invalidParams

Name

2L

2

invalidFields

Name

2T

il

ZANLET

string

ZANILET

string

string

ZANDLFET

string

string

AEPRE Z HIFRS B

DELETE /accounts/{account id}/core/vl/certificates/{certificate id}

WA

False

AR

True

True

WAIE

True

True

IEESNTEERAE API VY —XZHIFRL £ 9,

INTX—A
Name

account_id

certificate_id

Status: 204,

Status: 503,

ZANDLET

string

string

Indicates if the

AT WAE
path (/YX) True
path (/VX) True

=EA

598

MR T INSAX—H
DHH]

I IV INS X—ZHESN
HIEH

=EA

YR IR MRT ¢
T4 —IL RD%&HEI

DOTRMERX 71 —)L
R AN AR TR

BTl
WETZIT7HI>E
)Y —ZXDID

* 1 : {{ Account}}

—RRT Y SAE
AL 3>0ID

certificate resource was deleted.

Service unavailable
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Name ZANDLFT WA BLEE

#ANLET string True
24 KL string True
B2 string True
2AF—R 2 string True
correlationlD string False
v [EEH
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
I>—

Status: 403, Forbidden

Name ZANLEY AR Bl
#EADOLET string True

24 KL string True

B2 string True

2F— 2 string True

correlationID string False

vV ITS5—5EDH

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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