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%8 (Post /accounts/ {account_id} /core/vi/certificates

)
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curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/certificates" \
--include \

--header "Content-Type: application/astra-certificate+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput
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"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",

"isSelfSigned": "true"
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal0-63£f3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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%% (Post /accounts/ {account_id} /core/v1/credentials
)
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curl --request POST \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/credentials" \
-—-include \

--header "Content-Type: application/astra-certificate+json" \
—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

JSON D A #3451
{
"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": ({
"bindDn": "dW1lkPWEFkbW1uLG91PXN5c3R1bo==",
"password": "cGFzc3dvcmQ="
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"type": "application/astra-credential",
"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada9-2£428£14cl137"
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g /accounts / {account_id} /core/vi/settings
H—IL DB

curl --request GET \
--location
"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings?filter=na

me%$20eg%20'astra.account.ldap'&include=name, id" \
--include \

--header "Accept: */*" \
--header "Authorization: Bearer $API TOKEN" \
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"items": |
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

I

"metadata": {}
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PUT /accounts / {account_id} /core/vi/settings/ {setting_id}
H—IL D)

curl --request PUT \
—--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

-—-header "Content-Type: application/astra-setting+json" \
-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput
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"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}
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curl --request GET \

--location

"'https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings/<SETTING
_ID>" \

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Bearer SAPI TOKEN"

JSON i /361

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",

"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users, ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

b

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
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"vendor": "Active Directory"

by

"configSchema": {
"$schema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
b
"isEnabled": {
"type": "string",
"description": "This property determines i1if this setting is

enabled or not."

by

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "String",
"description": "The filter used to search for users according a

11



search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
bo
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

}
I

"metadata": {}

ROXRDVWTNDDEEIFOIGERD'state’ 7+ —IL RERLET

N B

REHFTY EFOVCRIEELTIOT147 T FREETLTVEEA.

B3 BRISEEICET LE LT, B&E®D MCurrentConfigy & desiredConfig) &—2L %
ERS

I>— LDAPERE 7Ot XICKHML £ LT,

AstralCcLDAPI > 1) Z &1

Astra Control Center®EREE 7 O/N1 X £ L TLDAP%ZERE L 7=5. Astrah’LDAPZ L T
Vv )L %ZERL TEREE T ALDAPA—HZBIRTET X9, F1—HYH'AstraTAstra

Control RESTAPIZ{ERA L TAstraiC 77 X 3ICIE. AstraTO—ILZFH ONELDH
%9,

AstrazsRE L TO—ILZEIDHTBICIE. 22DFEDHBDFT, RIRIELILDDZZRL T LT L,
*MELZDI-YEEMLTNIRFLET"
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"I —TEEMLTNI Y RLET"

@ LDAPZ LT v L. A—HROHRATEX—ILT7 KL XE K UVBELEIT 5 7-LDAP/Y X
U_F_C“—a_o

EBe2DI1—-FZEMLTNIFLET

LDAPEREIRICERA T 2 RAstral—ICO—IILZEDOY TR A TEEXEY, gk, 22— o#HHrdia<
FNZNOEEFENERRZBEICELTUVEY,

FE1: 2—9%EMTS
RORESTAPIMEDH L Z23E1T L CTAstralc I—H%ENML. LDAPHERSE7ONA A THBZ%ZRLET,

HTTPXY w RE IV RKRA >V b+
CDRESTAPIFUH L TId. RDOXY Yy REIYRRA> bZERALE Y,

HTTP JN R
XYy R

&% (Post  /accounts/ {account id} /core/vi1/users

)
A—ILDBl

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/vl/users"
\

-—include \

--header "Content-Type: application/astra-user+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON @ A /14
{
"type" : Tapplication/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",
"email" : "john.doe@example.com"

ANNZA=ZIZDOVWTIE ROKUTFRL TS L,

N
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* RDINTRA—=EHBETT,
° TauthProvider] DKL SICEELFT
> Tauthidl
° MEFX—IL
* Tauthidl |&. LDAPOI1—HD#HFI% (DN) TT
* Temaily (3. AstraTEBREINLIARTDIA—HII—EBETHIVELHD T

femaill] DMEH—ETHWVGEIFZ. T5—DFKEL. BBIC409 HTTPRTF—RX X I—RHARINE T,

JSON i /341
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:18z2",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7b5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe,ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode": ""
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""
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Flg2 : 2—%—0O—ILNT> RZEMT S

RORESTAPIEOEHELZEIT LT, I—H=2R_E0O—ILICNAI Y RLET, BIOFIEBTIER L =21 —Y
DUUIDZRHETINELHD £,

HTTPXY w RE IV RRA Y
CDORESTAPIFUH L TlE. ROXY Y RETYRKRA Y b2fERALET,

HTTP AW

XYy R

%%8 (Post /accounts/{account_id}/core/v1/roleBindings
)

A—ILDA

curl —--request POST \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \
—--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON D A 716
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]

ATINTA=ZRIZDOWVWTIE. ROBUSFELTLIETL,

* R TroleConstraint] DfEIX. AstraDIRFED ) ) —X TERTE M —DA T3> Td, 2—H
Z—=LAR—ZADFRHFETDOLY MIFIERINTEST. IRTOR—LAR=RICTIELATETSRZ L
#FLRLTWED,
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JSONESEH

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:24z2",

"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

—

BN A—=RIZDOWVWTIE. ROBISEFELTLIET L,

* TprincipalTypel 7«1 —JLR®DME Tuser) (& (FIL—TFTld%m<) 2—HFicO—IN1>T1 > IHB
mEnf=CczxrLExd,

JIN—T2EMLTNAVEFLET

LDAPSREERICEEA S BAstra/ IL—FICO—/LZEIDHTB e TEET, Chid. I—UHN2HBHO. £
NENICELLICEBFENHBHZRICELTVE T,

FlE1 : JIL—TZEMT S

RORESTAPIMEDH L2 E1T L TAstralcZ IL—7%EBM L. LDAPHERSETONA A THA %=L F
XS

HTTPXY W RE IV RRA >k
CDRESTAPIMEUH L TldF. WOXY Y REIYVRRA > b EFERALET,

HTTP INZR
Xy R

&% (Post  /accounts/ {account id} /core/v1/groups

)
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A—ILDFI

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/v1/groups"
\

--include \

--header "Content-Type: application/astra-group+json" \

—-—header "Accept: */x" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON D A A4l
{
"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

ANNZA=ZIZDOVWTIE ROK[UTEFREL TS LY,

* MDINSGA—BZHRETT,
o TauthProvider] O & SICIEEL S

> Tauthid
JSONJGE A
{

"type": "application/astra-group",

"version": "1.0",

"id": "8b5b54da-ae53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
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Flg2: FIL—FoO—ILNA > REEBMT3

RORESTAPIFUH LZRTL T, JIL—TFZRHEDO—ILINA VR LET. BIOFIETER LT IL—
TDUUIDNKET T, LDAPHEREEZRITI B L. JIL—T DX N—=TH B 1—H(FAstrall T 1>+ > T
TBLIICHEDFET,

HTTPXY w REI Y RAKRA > b
CDORESTAPIFUH L TlE. ROXYV Y REIVRRAY bZ2FRALEY,

HTTP A4
XYy R

%78 (Post /accounts/{account_id}/core/v1/roleBindings

)
N—ILDfl

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON @ A /14
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",
"roleConstraints": ["*"]

AFTINTA=ZRIZDOWVWTIE. ROBITFELTLIETL,

* Bk TroleConstraint] DOfEIE. AstraDIREED ) ) —X THERATEA3MH—DA TS 3> Td, I—HH
BEDR—LAR—=XIZFHFIRETNTEST. IRTDR—LAR—RICTIEVITERZ 2R LTVE
ERS
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JSONESEH

"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£14c137",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

—

BENZA—=ZIIDOVWTIE. ROR[USEREL T LT

* ISAEYREAT) T4 —ILEDME Tgroups &, (2—HTRBL) JU—FICA—AATIYF 1>
IrBmEnEl e ERLEY,

LDAPZENICL Tty FLET

WAE I L TAstra Control CenterEB A TRETTE 5. BAETIEIEBXXVICIF2DD
FFa>hHD ET, LDAPSRIZ S O—/N)LICESHIC L. LDAPERE=Z Y TS
= I

5507 —20 70O—43 XTIZH Astrer.account.ldap AstraiR E D IDHHE T IR EIDDEF A EDEHEICD
WTld. TLDAPH—NODOFRE] *#BBLTLLETIV, ZBBLTL ATV LDAPHEEDUUIDZEEL £9
EEELTLIEETV

* "LDAPEREEZEMICLET"

* "LDAPEREEEREZ Yy R L XTI
LDAPEREEZ ENICLE T

JRDORESTAPIMFUH L ZEITL T, "T‘#E@} A M SRIBEIC L CLDAPEREEZ 7/ O0—/NILICEMICT B &
M TEFEY, O—JLIX Astra .account.|dap’sRiE %= E#7 L 'IsEnabled Bl false’ |[CFRE SN E T

HTTPXY Y REIVRIKRA Y b+
CDORESTAPIMEUH L Tld. ROXYVwREIVRRA YV b EERALET,
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HTTP A4
XYy R

PUT laccounts / {account_id} /core/v1/settings/ {setting_id}

curl --request PUT \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING

ID>" \

--include \

--header "Content-Type: application/astra-setting+json"
--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON O A 116
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

Od— LA RIS B &’ HTTP 204 B MRENEFTHREBICKH LT, BEZDH S —ERNE L EEEHEREIZL

HTETEI,

LDAPEREEREZ VY R LET

I

ZRORESTAPIFEDH L ZFETL T, AstraZLDAPH—/\h' 58] L. AstraCLDAPEREZ ') tw hTE %

9o d—JLIE Astra .account.ldap’ DE%FE & 'connectionHost DIEZ EHT L £

ISEnabledD{Ed false’ ICERE T AHNELH D I ZDEIF. DLy FOA—ILORIICKRETDZcH. Vv bk

d—IILD—EBELTHRETDEDHTETET, 2&HDIZEE. lconnectionHosty (£21') 7 L.
IZEILY 'y b Od—)L TfalsellERE T IMRELRDHD £9,
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NI AT LOELEZHESUIERD T, FELTLEETVL, 1V R—FINLDAPI—H%H
@ FUOTI—THWIRTHIBRENFE I, Ff. Astra Control Center C{ERL L 78 &3 B Astra1—
HF— TIL—T KREINA>T 1 VT (LDAPR A NHIRTHIFRENE T,

HTTPXY W RE IV RKRA > b
CDRESTAPIFUH L TIE. ROXY Yy REIYRRAY bERLET,

HTTP AW
XYy R
PUT laccounts / {account_id} /core/v1/settings/ {setting_id}

curl --request PUT \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING

ID>" \

--include \

--header "Content-Type: application/astra-setting+json"
--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"
--data @JSONinput

JSON D A 116
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ROR[UTFEFRL TS L,

* LDAPH—NEZETBICIZTEHEDOFICTT LS ICLDAPEEMICL TH S B
BICEBITZINELNHD FT

=% L T'connecthost % null

s A= )L RIS B & HTTP 204 I EDRENFITHEICHL T, REZBIEL TEEEZHRTACH

TEET,
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