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curl Ol : IRTOI—HFDITRTOTFT—2=ZRLET

curl --request GET \

--location "https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl/users" \
-—-include \

--header "Accept: */*" \
--header "Authorization: Bearer SAPI TOKEN"

curlDBF: IR THDIA—H—D%. . BLVIDZRT

curl --request GET \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl/users?include=firstN
ame, lastName, id" \

--include \

-—-header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"



JSON H /34

{
"items": |
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed%aal0l183a6c"
]
1,

"metadata": {}
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curl --request POST \

--location "https://astra.netapp.io/accounts/$ACCOUNT ID/core/v1/users" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON D A 716
{
"type" : "application/astra-user",
"version" : "1.1",
"firstName" : "John",
"lastName" : "West",
"email" : "jwest@example.com"



JSON H /74

"metadata": {
"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []
by
"type": "application/astra-user",
"version": "1.2",
"id": "dO0O7dac0a-a328-4840-a2l16-12delobbd484",
"authProvider": "local",
"authID": "jwest@example.com",
"firstName": "John",
"lastName": "West",
"companyName": "",
"email": "jwest@example.com",
"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""
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curl --request POST \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON D A 714
{
"type" : "application/astra-roleBinding",
"version" : "1.1",
"userID" : "dO7dac0a-a328-4840-a216-12delbbbd484",
"accountID" : "29elf39f-2bfd4-44ba-al91-5b84efd14c95",
"role" : "viewer",
"roleConstraints": [ "*" ]
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&t (Post) Jaccounts / {account_id} /core/v1/credentials
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curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON D A 114
{

"type" : "application/astra-credential",

"version" : "1.1",

"name" : "d07dac0a-a328-4840-a216-12del6bbd484",

"keyType" : "passwordHash",

"keyStore" : {
"cleartext" : "TmVOQXBwWMTIz",
"change" : "ZmFsc2U="

b

"valid" : "true"
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HTTP A4
XYy R

%% (Post /accounts/ {account_id} /core/vi/certificates

)
H—ILDFl

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/certificates" \
--include \

--header "Content-Type: application/astra-certificate+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON D A A4l

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUJJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUMyVEN",
"isSelfSigned": "true"

ATINTA=ZRIZDOWVTIE. ROBISFELTLIETL,

* Tcert) (. Base64 TI > d— R EINTPKCS-117 #—< v FEBAEZ(PEMI > O— R)Z 2L JISONXF
)T,

* SEFAEHNBCELINTUVLBIHEEIXisSelfSignedEtruelCERE T AUELHD £IT 7 +JL M T false |
TY,
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JSON H /74

"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal0-63£f3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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FlE2 : NAVRILTFOIYILEEMNT S
NAVRILTOOYILEEBIMT 3ICIE. RORESTAPIREUHE LEZEITLE T,
HTTPXY W RE IV RRA >k

CDRESTAPIMEUH L TldF. OXY Y REIVRRA Y b EFERALET,
HTTP N

XYy R

#%%8 (Post /accounts/ {account_id} /core/v1/credentials

)

A—ILDF

curl --request POST \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/credentials" \
--include \

--header "Content-Type: application/astra-certificate+json" \
—--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \
--data @JSONinput

JSON D A A4
{
"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {
"bindDn": "dW1lkPWEFkbW1uLG91PXN5c3R1bo==",
"password": "cGFzc3dvcmQ="

AINSTAXA—=RIZDWVWTIE. TOEITEFELTLEETL,

'BindDNJ & Tpassword] |&. LDAPT « L& b U |ZHEK: L TIRER T E 3LDAPEIE 11— DBase64 TL
YA—RINNAYRILTYOvILTY, TBindDNJ I&. LDAPZ—HDEX—IL7RL XTI,
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JSON H /34

"type": "application/astra-credential",
"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada9-2£428£14cl137"

RDOBEINSTA—ZITFELTLIEEL,
FREFBERD Tidy & UEOT—2o 7O0—0OFETERAINE T,
F|iE3 : LDAPREDUUIDZEE T 3

JRODRESTAPIFEUH L 23217 L T'Astra Control CenterlZ & £41 T L) 3 Astra .account.ldap’s&E DUUID % BX
BLEY

(D RDOcurlDFITIE. ZTVINTA—REFEAL TsettingsALI>a>xE T ILRZY 2T LTL

£9, ODIZT 1 IILRZZHIFRL TIRTOREZEIF L 'Astra .account.ldap’ Z &3 95 &
HTETET

HTTPXY Y REIY RV
CDRESTAPIFFUHL TId. ROAY Y REIYRRA> b2ERLET,

HTTP JAW

XYYk

g /accounts / {account_id} /core/vi/settings
H—IL DB

curl --request GET \
--location

"https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings?filter=na
me%20eg%20'astra.account.ldap'&include=name, id" \
--include \

--header "Accept: */*" \
--header "Authorization: Bearer $SAPI TOKEN" \
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JSON H /34

"items": |
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1y

"metadata": {}

FlE4 : LDAPEE*EH TS

JRORESTAPIUH LAZRITL CLDAPREZEFH L. BEETTLEFT. UTFDURL/NX
M Tl<Setting ID>") OfEICIE. BIDAPIEUH L TEYE L7 Tid) {EZFERAL X9,

@ configSchema%x RAIICKR T BICIE. HFEDHKREICH T ZCETERZMBE IXELET,
NICED. BEROKET « —IL ROFHEIRRIINE T,

(1

HTTPXY w RE IV RRA U b
CDRESTAPIFUH L TId. ROAXY Y REIVRRA2 b 2ERLEY,

HTTP JN R

XV bk

PUT Jaccounts / {account_id} /core/v1/settings/ {setting_id}
=L DA

curl --request PUT \
--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

—-—-include \

--header "Content-Type: application/astra-setting+json" \
--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \
--data @JSONinput
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JSON D A A4

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ANNZA=ZIZDOVWTIE. ROK[UTEREL TS LY,

* IsEnabled(E'true’ ICERET DU ELHD X T EFS LBV TS —HDRETBA[6EMELHD FT
* Tcredentialld] (& BIICIERLT=ZNAM > RILTFYO v ILDIDTY,

* TsecureMode] &, BIDFIETHRE LI=ARICEDWVWT MNdaps F7=1& TLDAPS] ICERET Z2HENH
Dxd,

*RUA— LTHR=EETNTWVWBDIE lActive Directory] DH T,
IEOH LARRINIT 3 . HTTP 204D EMRENE T,
FIE5 : LDAPEREXEIE T 5
MEBEIZIHLC T, RORESTAPIEDH LZE1TL. LDAPHREZIMEL CTEFEZHERITZILNTEET,

HTTPXY W RE IV RAKRA > b
CDORESTAPIFUH L TlE. XOXYV Y REIVRRAY b2FRALEY,

HTTP A4
XYy R
e laccounts / {account_id} /core/vi/settings/ {setting_id}
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A—ILDFI

curl --request GET \

--location

"'https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings/<SETTING
_ID>" \

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Bearer SAPI TOKEN"

JSON i /361

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",

"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users, ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

b

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
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"vendor": "Active Directory"

by

"configSchema": {
"$schema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
b
"isEnabled": {
"type": "string",
"description": "This property determines i1if this setting is

enabled or not."

by

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "String",
"description": "The filter used to search for users according a
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search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
bo
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

}
I

"metadata": {}

ROXRDVWTNDDEEIFOIGERD'state’ 7+ —IL RERLET

N B

REHFTY EFOVCRIEELTIOT147 T FREETLTVEEA.

B3 BRISEEICET LE LT, B&E®D MCurrentConfigy & desiredConfig) &—2L %
ERS

I>— LDAPERE 7Ot XICKHML £ LT,

AstralCLDAPI > k1) Z B0

Astra Control CenterDE8sE 7 O/N1 X £ L CTLDAPZERE L 7=5. Astrah’LDAPZ L 7
Vv )%= ERL TEREE T ALDAPI—HZBIRTE X9, F1—HYH'AstraTAstra

Control RESTAPIZ{ER L TAstralc 77t X 9§31l AstraTO— /L =FOHNELDH
hxd,

AstrazsRE L TA—ILZEDHTBICIF. 22D0FENHBDET, RFRICELILHDZERL T LTV

*MELZDI-—YEEMLTNIRFLET"
"IN —TEEMLTNARLET"
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@ LDAPZ L 7> v ilid. A—HHDERATEX—ILT FL B XVEEIT S5 NTLDAP/YX
'7_ I\“_t“j_o

EeD1—H=EMLTNIFLET

LDAPEREIRICHER T 2 BAstral—HFICO—IILZEIDH TR A TEFEXT, k. I—HFo#Hrdia<.,
FNZENOEEFEINERDZISGEICELTVWET,

Flg1 : 2—H%EBMTS

RORESTAPIMEDH L2317 L CTAstralc I—H%ENM L. LDAPHEREE/ONA A THBc%ZRLET,
HTTPXY Y REI YV RKRA Y b+

CDORESTAPIMEUH L Tld. ROXYVwREIVRRA Y b EERALET,

HTTP ¥

XYy bk

#&fs (Post  /accounts/ {account_id} /core/vi/users

)

7—ILDF)

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/vl/users"
\

--include \

--header "Content-Type: application/astra-user+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON @ A /14
{
"type" : Tapplication/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",
"email" : "john.doel@example.com"

ATINTA=ZRIZDOWVWTIE. ROBUTFELTLIET L,

* RDINFR—=EHRBETT,
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° TauthProvider] D& SICIEELFT
o Tauthidl
° MEFX—ILI
* Tauthidl . LDAPOI—HD#HAI% (DN) TH
* Temaill |F. AstraCEREINTCIRTOI—HII—BETHIUNELNHDFT

femail] DEHN—EBTHWVGEIE. T5—DFEL. BEIC409 HTTPRATF—2 X I—RANRENE T,

JSON H 776
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {
"addressCountry”": "",
"addressLocality": "",

"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"

b

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-07-21T17:44:182",

"lastActTimestamp": ""

Flg2 : a——nO—JLIN1 >V REEMT S

KRORESTAPIMUHLZRITLT. 2—HYERFEOO-ILIINTIYRLET., BIOFIETIERLI-2—H
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DUUIDZRE I 3RENHD X9,

HTTPXY w RE IV RARA Y+
CDRESTAPIEUHE L TIE. KOXY W RETIYVRRA >V bEFEARALET,

HTTP INZR
AV R

#Bfe (Post /accounts/{account_id}/core/v1/roleBindings

)

H—ILDBI

curl --request POST \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \
--data @JSONinput

JSON DA S
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7bb5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]

ATIINTA=ZRICDWVWTIE. RORISFELTLIETL,

* 1R TroleConstraint] DOfElX. AstraDIRED ) ) —X TERATE M —DA T3> Td, 2—N
Z—LAR—ZADFHPBRLAETDOLEY FMIFRINTEST. IRTDOR—LAR—I|ICTIEITESRZ L
ERLTVWET,
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JSONESEH

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:24z2",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "user",

"version": "1.1",

"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

—

BN A—=RIZDOWVWTIE. ROBISEFELTLIET L,

* TprincipalTypel 7«1 —JLR®DME Tuser) (& (FIL—TFTld%m<) 2—HFicO—IN1>T1 > IHB
mEnf=CczxrLExd,

TJIN—T=ZEMLTNAFLET

LDAPEREIRICER T BAstraZ IL—FICO—ILZBIDHTB A TEFEXT, Chldk. I—HZHHD. %
NZNICELL-EBEMIH I I5EICEL TUVLWET,

FIE1: JIL—T=ZEMT S

RDORESTAPIFU I LZ2E1TL TAstralCJ IL—TZEML. LDAPHEREETONA A THBZ 2R L&
ER

HTTPXY Y REI Y RRA >~
CDORESTAPIMEUH L Tld. ROXYV Wy REIVRRA YV b EFERALET,

HTTP JN R
P OVAVAN

&% (Post  /accounts/ {account id} /core/vi1/groups

)
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A—ILDFI

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/v1/groups"
\

--include \

--header "Content-Type: application/astra-group+json" \

—-—header "Accept: */x" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON D A A4l
{
"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

ANNZA=ZIZDOVWTIE ROK[UTEFREL TS LY,

* MDINSGA—BZHRETT,
o TauthProvider] O & SICIEEL S

> Tauthid
JSONJGZE
{

"type": "application/astra-group",

"version": "1.0",

"id": "8b5b54da-ae53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
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FlE2 : JIL—FoO—JLINA > REEMT 3

RDORESTAPIFUOH LZRITL T JIL—TZREDO—ILICNA 2V RLET, BIOFIRTER LT IL—
TOUUIDHRBETY . LDAPHEREIZRITI B L. JIL—TDX Y N=THBA—HIFAstralctF 1> > T
EBLIICBDET,

HTTPXY w RE IV KRRV
CORESTAPIFUH L TlE. RDOXY Y RETYRKRA Y b2fERALET,

HTTP JAZ4
Xk

%%8 (Post /accounts/{account_id}/core/v1/roleBindings

)

A—ILDA

curl --request POST \
—--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \
—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON D A 734
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"role": "viewer",
"roleConstraints": ["*"]

ATINTA=ZIZDVWTUE. ROBITTFELTL I,

* R TroleConstraint) DfEIX. AstraDIRED ) ) —XTERATEA3MH—DA T3> Td, I—H
BEDLX—LAR—RICHEBEINTE ST, IRTOR—LAR—=RIZTIVATETZIERLTLE
ER
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JSONESEH

"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£14c137",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

—

BENZA—=ZIIDOVWTIE. ROR[USEREL T LT

* ISAEYREAT) T4 —ILEDME Tgroups &, (2—HTRBL) JU—FICA—AATIYF 1>
IrBmEnEl e ERLEY,

LDAPZEMICL Ty FLET

WAE |G L TAstra Control Center®EB A TEITTET S, BAETIEIEXXZICIF2DD
A7 hHD Fd, LDAPEIF# S O—/NJLICESNIC L. LDAPEEXZ Y TS
F£9,

E55NT—2 7H0—4R XUIZH Astrer.account. Idap AstrasgZ EDIDH M E T HEIDDEIEHEDFFMICD
WTlE. TLDAPH—NODERE] *Z2BRLTLET V. ZBBL T TV 'LDAPEKEDUUIDZEYG L £9
EEBLTLETVL

* "LDAPEREEZEMICL £9"

* "LDAPEREEEREZ )y b L E "
LDAPEREE = ERNICL £ ¢

ROREST APIFUH LZRITL T, HEDT R k TRIRICH L TLDAPERGEZE J/ O —/NLICEMICT 5 2 &
MTEFY, O—JLIF Astra .account.|dap’s&E = B #7 L IsEnabled Bl false’ ICERE I NE T

HTTPXY w REI Y RAKRA > b
CDRESTAPIFUHE L TIE. XOXY Y REIYRRAY b ZERLET,
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HTTP A4
XYy R

PUT laccounts / {account_id} /core/v1/settings/ {setting_id}

curl --request PUT \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING

ID>" \

--include \

--header "Content-Type: application/astra-setting+json"
--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON O A 116
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

Od— LA RIS B &’ HTTP 204 B MRENEFTHREBICKH LT, BEZDH S —ERNE L EEEHEREIZL

HTETEI,

LDAPSRGEERE= v b LET

IRORESTAPIFEDE L ZFETL T, AstraZLDAPH —/\h' 5]l L. AstraCLDAPEREZ ')ty hTE %

9o d—JLIE Astra .account.ldap’ DE%FE & 'connectionHost DfEZ EFT L £ 9

IsSEnabledD{Ed false’ ICERE T AHELHD I ZDEIF. DLy FO—ILORICKRET DD, Vv bk

dA—IILDO—EBELTHRETDEDHTETET, 2&BHDIZEE. lconnectionHosty 1£271') 7 L.
IFECYUty kO—)L TfalsellFRETDINELHD £,
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NI AT LOELEZHESUIERD T, FELTLEETVL, 1V R—FINLDAPI—H%H
@ FUOTI—THWIRTHIBRENFE I, Ff. Astra Control Center C{ERL L 78 &3 B Astra1—
HF— TIL—T KREINA>T 1 VT (LDAPR A NHIRTHIFRENE T,

HTTPXY W RE IV RKRA > b
CDRESTAPIFUH L TIE. ROXY Yy REIYRRAY bERLET,

HTTP AW
XYy R
PUT laccounts / {account_id} /core/v1/settings/ {setting_id}

curl --request PUT \
--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING

ID>" \

--include \

--header "Content-Type: application/astra-setting+json"
--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"
--data @JSONinput

JSON D A 116
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

ROR[UTFEFRL TS L,

* LDAPH—NEZETBICIZTEHEDOFICTT LS ICLDAPEEMICL TH S B
BICEBITZINELNHD FT

=% L T'connecthost % null

s A= )L RIS B & HTTP 204 I EDRENFITHEICHL T, REZBIEL TEEEZHRTACH

TEET,
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T AR
U528%VANLET
HEDY ST R TEREAELEYSZALEY X R TEET,

ATV MU0 REERTS

D—070—%2RT" V7TV Z)ZALLTLEEW ZI Uy I L. V5 RRZZELCI IV RZERLE
ED

Flg2: V5 RAE%=I)ALTS
BEDISIRICHZ IS AR ERTT BICIE. KRORESTAPIMUHLZRTLET,

HTTPXY W REI Y RAKRA > b
CDRESTAPIFUH L TIE. RDOXY Y REIYRRAY b ZERLET,

HTTP AW
XYy R
e /accounts / {account_id} /topology/v1 /ZE/ {cloud_id} / clusters

curl D) : TRTDISTARZDITRTDT—A2EIRLET

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

JSON 734

"items": [

{

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-al94-206e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState": "managed",

"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
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"snapshotSupported": "true",

"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",

"inUse": "true",

"clusterType": "openshift",

"accHost": "true",

"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",

"namespaces": [

"default",

"kube-node-lease",

"kube-public",

"kube-system",

"metallb-system",

"mysql",

"mysqgl-clonel",

"mysgl-clone2",

"mysqgl-clone3",

"mysqgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
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"openshift-etcd",

"openshift-etcd-operator",

"openshift-host-network",

"openshift-image-registry",

"openshift-infra",

"openshift-ingress",

"openshift-ingress-
"openshift-ingress-

canary",

operator",

"openshift-insights",

"openshift-kni-infra",

"openshift-kube-apiserver",

"openshift-kube-apiserver-operator",

"openshift-kube-controller-manager",

"openshift-kube-controller-manager-operator",

"openshift-kube-scheduler",

"openshift-kube-scheduler-operator",

"openshift-kube-storage-version-migrator",

"openshift-kube-storage-version-migrator-operator",

"openshift-machine-
"openshift-machine-

apin,
config-operator",

"openshift-marketplace",

"openshift-monitoring",

"openshift-multus",

"openshift-network-diagnostics",

"openshift-network-

"openshift-node",

operator",

"openshift-ocauth-apiserver",

"openshift-openstack-infra",

"openshift-operator-lifecycle-manager",

"openshift-operators",

"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-

"openshift-service-

Ca",

ca-operator",

"openshift-user-workload-monitoring",

"openshift-vsphere-

"pcloud",
"postgreqgql",
"trident"
]I
"defaultStorageClass":

infra",

"4dbacbb3c-0727-4£58-b13c-3a2a069%paf89",

"cloudID": "4f1el086-f415-4451-a051-c7299cdo672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",

"tridentManagedStateAllowed": [

"unmanaged"



1,
"tridentVersion": "22.10.0",

"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-

only/cloudName",

"value": "private"
}
I
"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",

"createdBy": "00000000-0000-0000-0000-000000000000"

ILToov I eEALTI SR %ZEMT S

IS RAA%EEINMLT. AstraTBEIBTEZLSICTR N TEET, Astra22.111) 1) —
ZLIPE. Astra Control Center & Astra Control ServiceD A TY S XX = BITEF3LD
127D F L1,

@ FELRISTRZIONAA (AKS. EKS. GKE) oW\ nhh 5Kubernetestr —E X #ERT
3HE. VS XADEBMIHREHD £ A,

FIlE1 : kubeconfigZ 7 1 ILEZEF§ %
KubernetesDEIEE F /=i —E XH 5* kubconfig * 7 71 LD A —%2EUE T ZHENH D £7,

F|E2 : kubeconfig?7 7 1 L = %fEd 3
*kubeconfig *7 7 1 L ZER T ZH0IC. RDBRIEERITTI2HELHD X9,
1. 774 YAMLFEEX D 5 ISONFERICEIR L £ 95
YAMLFZZ Dkubeconfig7 7 1 L= ZE L T21HE1E. JSONICERT ZIMRBLH D £,
2. base64 TJSONZIT>OA—RL XY,

base64DJSONT 7 ILEZ LTV A— R T BIMREHLHD 7,

il
R« kubeconfigZ 7 JLZYAMLD'S5JSONICEH L. base64 TI>A— R 3MZERLE T,
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yqg -o=json ~/.kube/config | base64

ATYvT3I VTV RZERT S

D—070—%2RT"IV7TFZ)ALLTLEEW ZI )y L. V5 RRZEMT B30T RZ&ERL
9,

()  BmRTEEUSYRETSIA—FISTROBTT,

FlE4: LT v ILZERT S
RDORESTAPIMEUH L #R1TL T kubeconfig7 7 1 ILEERALTIL T vILEERLE T,

HTTPXY w RE IV RRA U b
CDRESTAPIFFUHL TId. ROAY Y REIVRRA> b2ERLET,

HTTP XV v R JADZ
& (Post) laccounts / {account_id} /core/v1/credentials
H—ILDBFI

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON O A /14l
{
"type" : "application/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
by
"valid" : "true"

FE5 : 75X %BMT D

RORESTAPIUHLZERITLTIZTRAEZE I ST RICEBMLEY, OfE credentiallD AJI 74 —JLK
. BIDFIETRESTAPIMUH LA SEEINE T,
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HTTPXYw R IV RIRI > b
CDORESTAPIMEUHE L Tld. ROXYVwREIVRRA YV b EERALET,

HTTP XV v R X2
#&fa (Post) laccounts / {account_id} /topology/v1 /ZE/ {cloud_id} / clusters
=L DA

curl —--request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON @ A /14
{
"type" : "application/astra-cluster",
"version" : "1.1",
"credentialID": credential id

BIENRISAXEYIAMLET
Astra BNIRTEEIE L TUL\S Kubernetes 75 X4 %) A NTEF T,

XD RESTAPI FUH LZRITLE T,

HTTPXY w RE IV RRA >V b+
CDRESTAPIFUH L TIdF. RDOXY Y REIVRRAY bZERALE Y,

HTTP JAW4
XV R
g /accounts / {account_id} /topology/v1 / managedClusters
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curl D) : TRTDISTARZDTARTDT—H2EIRLET

curl --request GET \
--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/managedClusters"
\

-—include \
--header "Accept: */*" \
--header "Authorization: Bearer SAPI TOKEN"

PS5 AR EIER
Kubernetes?V S A A= BB LT, T—XREZETTETEI,

FlE1 : BT B3I RXZEIRT B

D—070—%ZXT" V73222 )ALEFT" ZOoUv o L. BRDYVZREZERLEY, 7ONT+
managedState 7 7 XAXDHTHBIMNENH D £ unmanageds

FlE2 : REICISEL T APL—20 558 RLET,

HEICHLTT7—2070—%2RTLET "ASL—2I5RZJANLET" Z0Uv oL BHRNORI ML —
VUSSR BERLET,

@ VISR EEBITBODA ML -V I IR Z2BELBD 21HEIF. TT7FILEDI L —
DUSANMERINET,

FlE3: V5 X 2% EET S

VSRR BRI BT-DICRDRESTAPIFEUH LZEITLE T,
HTTPXY Y R IV RRA >k

CDORESTAPIFUHE L TIE. ROXV Y REIVRRAY b2ERALE Y,

HTTP JAZ4
Xy R

&% (Post  /accounts/ {account_id} /topology/v1 / managedClusters

)
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A—ILDFI

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/managedClusters"
\

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON D A A4l
{
"type": "application/astra-managedCluster",
"version": "1.0",

"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

A

50 RZJARLTLEESV

REDTALZTHIY FTERSN. ERARGRI IV RZ)ARTEXT,
WUTFORESTAPIFUH L ZETL TSV RZRTLET,

HTTPXY w REIY RRA >k

CORESTAPIEUH L TIE DXV y RETY RRA Y b EBALET,

HTTP XV v K AP

g /accounts / {account_id} /topology/v1 /E&
curlOf) : IRTDIZTITRDIRTDT—RZRLET

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"



INT Y b
NTy hZUIRLET
BEDTARSTHYY FRICEESNSINT Y R E X RTEET,

RORESTAPIFUHLZRITLTINT Y h2XRRLET,
HTTPXAY Y REI YV RERA > b

CDRESTAPIFUH L TIE. MDXY W REIVRRAY b EFERALET,
HTTP XV w R JXX

g laccounts / {account_id} /topology/v1 //\NT K

curl Of : IRTONTY FOIRTDT—RERLFT

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/buckets" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

AbL—2

AbL=U0ZR%JARLET

ERAAERANL =05 R%Z )X RTEET,

ATV IV REERT B

V=070 Z2RT"IVIORE)ARLTLLEEW BRI RISV RZERLE Y,

FlR2: V5 X 2%ERT 3
D—O7O—%2RT"VIRAZZ)ALLET" 20V v I L. V57X 22FRLET,

FIE3 : FEDIVZRAADA ML =I5 RAERRT S
RORESTAPIRUHLZRITLT. HEDISAREITITRDAML—CUS5—EBRTLET,

HTTPXY w RE IV RRA Y
CDRESTAPIFUHL TIE. ROAY Y REIVRRA2 b2ERLET,
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HTTP N

g laccounts / {account_id} /topology/v1 /Z£/<CLOUD_ID> /<CLUSTER_ID> / storageClasses
curlOf] : IRTDARL =D RADIRTDT—RZIRLET

curl --request GET \

—--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters/<CLUSTER ID>/storageClasses" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

JSON A%

"items": [

"type": "application/astra-storageClass",

"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",

"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"isDefault": "true",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

}

by
{

"type": "application/astra-storageClass",

"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",

"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",

"available": "ineligible",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"metadata": {
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"createdBy": "system",

"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

}

"type": "application/astra-storageClass",

"version": "1.1",

"id": "7c6ab5c58-6a0d-4cb6-98a0-8202ad2de74a",

"name": "thin-csi",

"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []
}
"type": "application/astra-storageClass",
"version": "1.1",

"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9%a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion”: "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:03z2",
"labels": []



ARL=NY OV RZI)RAMLETY
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HTTPX Yy RE IV RARA Vb
CDORESTAPIFUH L Tld. ROXY Yy RET Y RRA Y b 2fERALET,

HTTP A4
XYy R
g laccounts / {account_id} /topology/v1/storageBackends

cURL Ofll : IRTDRAML =Ny IIVRODITRTOT—2%EIRLET

curl --request GET \
--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/storageBackends"

\

--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"
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JSON H /74

"items": |
{
"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable",
"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dal’b",
"location": "nalab2",
"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"
by
"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [
"10.191.77.177",
"10.191.77.179"
]
by
"protectionPolicy": "Not applicable",
"region": "Not applicable",
"state": "Running",
"stateUnready": [],
"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"
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HTTP A4
P OVAVAN

%8 (Post /accounts/ {account_id} /core/v1/credentials

)
N—ILDfl

curl —--request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

--header "Content-Type: application/astra-credential+json"

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput
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JSON D A A4

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICAi1ZGlzcGxheUShbWUi01iAic3AtYXNOCMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0gICAgGINBhc3N3b3JkIjogIllLQThREkKSIVVIkZWZYMOPST
WJI1lLnpUeFBleVEOUNNWTGO9DcUJjazAiLA0gICAGInRIbmFUudCI6ICIWMTFjZGY2YyO3NTEYLTO
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNi1ZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
bo
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefb"
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