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STEP 1/3: CREDENTIALS

CREDENTIALS

Provide Astra Control access to your Kubernetes and OpenShift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.

Upload file  Paste from clipboard

Kubeconfig YAML file

Mo file selected 1 Credential name
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2 Add cluster

STEP 2/3: STORAGE

CONFIGURE STORAGE

Existing storage classes are discovered and verified as eligible for use with Astra. You can use your existing default, or choose to set a new default at this time.
Applications with persistent volumes on eligible storage classes are validated for use with Astra

Default Storage class Storage provisioner Reclaim policy Binding mode Eligible
® basic-csi csitndent.netapp.io Delete

thin kubernetes.io/vspherg-volume Delete
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FHICOWVWTIE. CB56%CEBLIES

* "Astra Control API % "
* "BFXIDREE"

5 RAEZIEMY %1 DREIHERMG

IS RAREEBMT BE1IC. AIREFGENELINTVWE L ZRERTIHNENHDET, . BRFIVIZ
RITLT P7ARZAYO-LEYE—ICI SRR ZEMIT BE R TETTVB L ZHERT IHEDHD
9,

U5 AR EEMY BHIICHELEE
*ROWVWITNDDEATDISRAR .

° OpenShift 4.4.8. 4.7. 4.8, £7lF4.9ZERTLTVWE I T AHX

° RKE1Zf#f L TRancher 2.5.8. 2.5.9. ¥7:(32.6ZXTLTW\3% YT X%

° Kubernetes 1.20 ~1.23%Z X179 %50 7 XX

° VMware Tanzu Kubernetes Grid 1.4 321TL TW3 7 5 X &

° VMware Tanzu Kubernetes Grid Integrated Edition 1.12.2Z 317937 5 XX

IIRABZIC1 DUEDT—H—/—RHBHD. TLAMIH—EIXDEITICIF 1GB UL ED RAM HYE
AT TWBZ ez LE T,

BEWROOAVEa2a—T4 >V —XR L T2 DD OpenShift46. 4.7. £7:134.8

@ IS5 AR %EBMT 35E1d. AstraTrident /R 2 —LRF v T 3w MEBENERNICH -
TWABEZHRTDIVELHD XTI, Ry b7y TDAR Astra Trident z &L 2LV
FJE" Trident ZfEE L T. R') 2—L Snapshot #BMCLTTF A ML TL T,

* THEA S M 7-Astra Trident StorageClasses "t/ 7/R— F TNZ A L= /N VTV R (TRTDRATD
U5 RARIRHE)

* Astra Control Center Z R L T7 U Tr—>3 >N I T7 Yy THEEIMETITBODICNYITVS
ONTAP ¥ RTLATRESNIA—N—21—F—BLVI—HF—ID, ONTAP OIX Y RS Y TROIAX
VRERERITLET, [ export-policy rule modify -vserver <storage virtual machine name> -policyname
<policy name> -ruleindex 1 -superuser sysm — anon 65534 |

s BEE(ICK > TEZR TN Astra Trident 'volumesnapshotclass' 472 £ & kAstra Trident D5¥ill % ZHE
A2V "FE" Trident ZfEA L T, /R 2—L Snapshot ZBMICL TTF AR LTLIEE L,

* Kubernetes 7S5 R ZICT T A FDRA ML =SS5 ZAD DETEREINTVWARZ EEZREELF T,

BERFIvIZERITLET

KOBERF T v I %E{TL T, Astra Control Center ICV S XX EBINT ZERMNTIT TV & =ERL
XS

FiE
1. Trident D/N— 3 V% HESR
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kubectl get tridentversions -n trident

Trident B’EES 2B EIE. XOLSBHEANRTEINE T,

NAME VERSION
trident 21.04.0

Trident BEELRVEEIZ. XOLSBHANRTREINET,

error: the server doesn't have a resource type "tridentversions"

Trident B’ Y A b —ILETNTVLHRWEER, 1 VX F—ILENTVWEIN—J 3 VDM T
(D) muBaE. RICECHEICRE/—Y = >0 Trident £ X b— L3 ZUENBD %7
ZBRLTLLEEW "Trident D FF 2 X2 R FIRICOWTIF. Z8RL

2. HR—b3INTWS Trident RSANZX L= S ZDMERLTVWSHESHhERERLET, FOE
gz JEHEEDHFNIE [ csitrident.netapp.io” | ICTR3RENRHD £T, XDFIZzERL TS
LYo

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

admin O —JL® kubeconfig #ER L £
FIEZRKITT RIS IOVICRDBDHH D e =R L TLIEE L,

* kubect’'V1.19 LIEN A VX b—ILENTUVET
CTOTA7RAVTIFAMD Y S AXEEREIERD$H S 7 U T« 77 kubeconfig TY

Fg
1. ROFIBTH—ERT7HIY EERLET,

a. T astracontrol-service-account.yaml | C WS &BIDH—EXT7HTI> M7 71 I EERLE T,

LRI CRAERZHEICISCTHRELE T, CCTERZToI5EIF. UROFIBETHLREAILEEZ
BATZRENHD XY,
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<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default
a—EXT7AHUY I ZERLE,
kubectl apply -f astracontrol-service-account.yaml

2. (A7 av) ERAEERY ROERZHF I LABAVWHIRAE SRy RExa TR >—%2 IS XATHE
BALTWAGE, £FHIEARYy ROV TFFHFROTOELXZIIL—rI—H LTEITTEELSICLTULAEL
H&ald. Astra Control TRy REERELVBIETESLSIC. VS AXBOARZLRY REXal)
FTAaR)—HERLET, FIBICOWTIE. ZBBLTLKIEIVW"HAZLORY REFa TR
S—%FERRLET

B RDODESICUV S RAEBREERERNSLET,

a. [ astracontrol-clusterrolbinding.yaml ;] & W5 %&#i®d [ ClusterRoleBinding 1 7 71 JLZ{ER L %
EP

HEICIGC T, T—EXT7AT Y bOERKICEE L - e C BRI EEZzREBLE I,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account
namespace: default

11



a JZ220O0-IN1Y RZERLET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. T<context>] ZA VAP —J)LOELVWIAYTFIMIBZFERZAT. Y—EXT7ADY D=L vV b
#UZAMLET,

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json

HADKEIFRDESICBD T

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

'ecsL v b 'EEFSINDBBRDA VT v I AL 0D 51RED £9 LEEDHFTIE. T astracontrol-service-
account-dockercfg-vhz87 | M+ > 7w XI& 0 IC7% D, T astracontrol-service-account-token-r59kr | M
ATV IRF1ICHEDET, AT, "token" LWSBEENEEFNZIH—EXT LT NGO VT Y
PAZAXAELTLIZEL,

5. D &K S IC kubeconfig ZER L £

a. T create-kubeconfig .sh® 7 7 1)Ll ZERRLF T, XDX U T ~DFEIZHS token_index | %
IELWMBICEZH®RIET,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

S oS #= o =

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

12



--context ${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

--context ${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp
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b. 3T R%EY—XIZL. Kubernetes 75 X IERAL £,
source create-kubeconfig.sh

6. (*71'7"/3/ ) IS5 RRICHH DR T VLEINIC I econfig DEEIZZEBELET, VS5REDILT
DIvI)IERELEFT,

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

RDFIE
AIRRMARL SN TV S S EERRLES, RIBEFATETVET "0 5 X2 EEBM'

FHMICOWTIE. TBEH6&HCEBLIETWV

* "Trident DR Fa X k"
* "Astra Control API % {&EF"

DAL TLS SERAEZEMLE T

BEZEOECEL TLSIBRZZHIR L T, 858 (CA) NEBLL/- TLSIFREICB I3 N TEX
ER

WMERHD
* Astra Control Center = > X k—JL L 7= Kubernetes 7 5 X%
CUSRALEOOATUR - DTILICEET7 XL T 'kubect ARV RERITLET

*CADWMERBERT 7AILLIRE T 7 1)L

BCERMAEZHIRLET
BFOECER TLS AIREEHIRLE T,

1. SSH %#fEA L T. Astra Control Center Z7K X k9% Kubernetes 7 5 X R ICBEBI—Hr L TOg1 >
LEd,

2. @RV FZFRALT. REDHASICEEMTOSNTVE TLS >—J Ly b ERERLEFT, T
<ACC-deployment-namespace> | |&. Astra Control Center ERBE&BIZEMICE IHRZ T LTV

kubectl get certificate -n <ACC-deployment-namespace>

3 XRDAYYREFHALT. HEA VYA M=ILENTWESY—o Ly FESEBRZEFHIKRL 9,

14


https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

FTLVWEERAZE ZEML XS

CAICK>TELINFHFLWTLS SEEBZZEBML £,

1L XOOAT YV REFEALT. CAOWMERB I 7AIILCHRE T 71 IILEZERALTHLLWTLS >—JL v b %E
B L. $E0 <> D5 |z EYRISRICESI BRI E7,

kubectl create secret tls <secret-name> --key <private-key-filename>

--cert <certificate-filename> -n <ACC-deployment-namespace>
2 ROIARV R eBIZERLT. VSREZARZL)Y—REE (CRD) 77 )LzfRgEL. T

pec.selfSigned’ | MDfE% I pec.ca.secretName' | ICEEL T, BIOFIETIERLIZTLS >—o L v b %

2RLFET,
kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret-name>

3 mDAT Y ReEAF%EFRALT. BEHNELL. VT AEDIAZEXRIICTET D REICH D Z & ZHER
I <ACC-deployment-namespace> | |3 Astra Control Center B FIZERICBE I TS

L&,
LYo
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kubectl describe clusterissuers.cert-manager.io/cert-manager-

certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

ROB)7ZE LT 'certificate.yaml 7 7 1 )L Z{ERR L £ 9385 <> DT L — RFILAEZ BY)RBRICE S
BzEY

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

ROIAR Y FzfERL TARE=1EHL £9,

kubectl apply -f certificate.yaml

ROAR Y ReHBIEFERL T, SEFAENELKER SN TWVWE Z 8. B XTERMBFICIEE L 72518 (
%Ei. HBRE. E#FHEAPR. DNS &4 YY) ZFERALTVWS xR LE T,



kubectl describe certificate -n <ACC-deployment-

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

namespace>

date and has not expired

7. OOV RELVHZFEBLT. AJJICRDTLS A a>aiREL. FTLWIRAES - L v b %EiE

ELET, il <> DT L —RARIAEZBYRERICESHRI LI,

17



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. Web 7' 5% L T. Astra Control Center DEA IP 7 RL RICT7IEALET,
9. SEFREDFFMN A VA =)L LT-FIAZE DM —ML TWA e R LE T,
10. SFRAZEZ TV X R— bk L. f&R%E Web 7SUHDIBAEYR—TJvICAI VY R—FLET,

NARLDRY REFa T R) S —2ZERLET

Astra Control Tld. BIEXNRD Y S5 X XIZ Kubernetes Ry REER L TEEBITIMNERHD FT, VTXHE
T. &Ry ROERZHFIT LABAVERMGERY REFxa T4 RS —2FERALTVWBRIEES. £HldRY R
AVTFFRO 7O RA%ZIIL—hA—HE LTRITTEDLSICHFT L TLARWEEIE. ROV HEVWERY Rt
Fal)TaR)>—%ER LT, AstraControl BCNEDRY REERSIVBETETEELSICTIHREN
HOET,

FIE

1L FT 4L b EDHHIBDENS S ZAD PoD £F 21U F 1 KU S —#ERLTT 71 ILICRELET,
f:
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2 Ry REFaUTFqoRU—OFLVO—ILEZERLEFT,

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

S FHLLWO—IZH—EXT7HYI Y MINTYRLET,

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*
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