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EE:L Add cluster STEP 1/3: CREDENTIALS

CREDENTIALS

Provide Astra Control access to your Kubernetes and OpenShift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.
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CONFIGURE STORAGE

Existing storage classes are discovered and verified as eligible for use with Astra. You can use your existing default, or choose to set a new default at th
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with persistent volumes on eligible storage classes are validated for use with Asira
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export-policy rule modify -vserver <storage virtual machine name> -policyname
<policy name> -ruleindex 1 -superuser sysm —--anon 65534

* Astra Trident volumesnapshotclass BIE&ICK D TEERSNIA T U b, Astra Trident DEFll%
CHESR L 2T W "FE" Trident ZEHA L T, 7R 2—L Snapshot #B#ICLTTF AL TLIETL,

* Kubernetes 7 5 X RICT 7 A MDA ML =205 AP DEITERINTWBRZ EEESRELE T,

BERFIvIZEITLET

KRDBRF T v %2E{TLT. Astra Control Center IC7 S XA X% BT R3E BN TIT TVWBR I #ERELE
ER

FIE
1. Trident D/N—0 3 > % HESR

kubectl get tridentversions -n trident
Trident BMFEET 2% EIE. RDEL S BHANKRRIEINEF T,

NAME VERSION
trident 21.04.0

Trident EFE L BRVFEIF. ROK S BHADVKRTIEINE T,

error: the server doesn't have a resource type "tridentversions"

Trident 1 XA F—J)LENTUVLWHRWVWEEP. 1A F=JILENTWVWEIN—23 DRRIT
() mLBAR. RICECHEICRI/S—Y 3 >0 Trident 1 X b— L SUENBD %7
HEBRBLTLLETIWVW " Trident O RF a2 X2 R FEICOWVWTIE. #28BL

2. HR—FEINTWS Trident RSANEIRL =0 S ADMERLTVWEHQESHERRLET,. 7OE
D3z o EYEDOEHNIFE LET csi.trident.netapp.ioco RDFEEBBRL TSIV,

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false 6d
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admin O0—JL® kubeconfig #1ER L £ ¢
FlEZEITT I ITPVICRODBLDHLH D C 2R LTI,
* kubectl V1 19L& A Y 2 h—ILENTWVS
CTOTATRIAVTIFAMD Y S AXEBEIERD H S 70 T« 77 kubeconfig TY

FIE
1. ROFIBTH—ERTAT Y b ZERLEFT,

a YWOSERDH—EXT7HIV T 70ILEERK L X astracontrol-service-

account.yamlo

LRICRAZEBRZHGEICISCTHRELE T, CCTERZToI5EIF. UBROFIBETHLRAILEEZ
BRI ZIBENHD ET,

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astracontrol-service-—-account
namespace: default

a J—EXT7AIY FEBERLET,

kubectl apply -f astracontrol-service-account.yaml

2. (FT7>ary) HERHGERY FOERZHFI LBVEIRMEIRY REFxa2 0T RIS —%2 05X THE

BALTWA5EE, FHIERy ROV TFFHFROTOEREZIIL—rI—H LTEITTETEILSICLTULAEL
HEld. Astra Control TRY REERELUVBIEBTEEELSIC. V5 XAXADODARELRYy REXal)
Ta4RI)—%ZERLET, FBICOWVWTIE. 28BLTLKETVW"HAZLORYy FEFa)7aHRD
O—%FERRLE T

3 RDEIICY ST ALEEEEREZNLSLET,

a. Z{ERY L £ CclusterRoleBinding EWSHBID T 71 JLTY astracontrol-
clusterrolebinding.yamlo

HEICIGC T, T—EXT7AT Y bOERFICEE L /- e C BRI ERZzREBLE I,

<strong>astracontrol-clusterrolebinding.yaml</strong>

11



4.

5.
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a JZ3RZO0-INA>VRZEBLET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

Y—EXT7HI D=Ly b E—EBRRLET (BEFHEZAET) <context> A VAR—JLICEL
72aA T A bZFEBALT. ROBEZITVWED,

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HAADKEIFRDELSICHED T,

"secrets": |
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

RNOZBRDA VT vYI X secrets PLAIEONBIHRED XY, LERRDHFITIE. OV FT VI RXRTY
astracontrol-service-account-dockercfg-vhz87 0. D1 VT v I ATT astracontrol-
service-account-token-r59kr (F1TY, HIIT. "token" L WS EEAZTENZIH—EXT7HDU Y
DA VT v I REXELTLETL,

KD &K S IC kubeconfig &R L 9,

a. Z1E L %9 create-kubeconfig.sh 771 Jlo KL T I L) TOKEN INDEX KD RV 1) S
hDFEERICIELWMEZ AT L E T

<strong>create-kubeconfig.sh</strong>



Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user

13



kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. OY > RKR%EY —XICL. Kubernetes 75 XA ICERAL XTI,

source create-kubeconfig.sh

6. (*ATF>ar*) UFRZICHMDPTUVLFICAN econfig DEAFIZEELET, VTXAZDILT
DIvIINERELET,

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

RDOFIE
AIREUD B SN TVB L ERR LIS, RIBEFHITETLEY "I 522 %EM

FHMICOWTIE. TBEH5&EEBLLfFTWn

* "Trident DR Fa XK
* "Astra Control APl % {&EF"

HDAZLTLS SEFAEZEML X T

BFOBECER TLSAAEZHIRL T, 586E/ (CA) NBRE LI TLSHAZICES A BN TER
ERS

MBRHOD
* Astra Control Center =1 > X k—JL L7z Kubernetes 7 5 X%
c BT IRUVSARLEOOAT RO T IADEIET7 UVt X xubectl AY VR
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*CADMBE T 7AILEIIBAEZE T 7 1)L

BCEXLREZHIRLET
BEOECES TLS AREEHIRL £,

1. SSH %#fEA L T. Astra Control Center Z7~R X k9% Kubernetes 7 5 X R ICEEBI1—HLTOJ 1>

LETo

2. R0y FEFEAL T, REOHEHEICEEMITSNTVRTLSY—I Ly bERELFY <acc-
deployment-namespace> Astra Control CenteriE AR — L ZAR—XZFEHAL T. XOEEEZITVET,

kubectl get certificate -n <ACC-deployment-namespace>
CROOAR Y FZFERALT REAMN VA —ILENTWES—oI Ly M ECEEREZHIBRLF T,

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

FMLWVWAIRAEZEML £9
CAICk > TERINLH LV TLS AHEEEMLE T,

1L XOAT YV REFEALT. CAOWMERB I 7AILCHRAE T 7ML EZERALTHLLWTLS >—JL v b %E
B L. $E0 <> D5 | EEYRISRICES BRI ET,

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

- RODARY P eFZERALT. 95 XAZARRZL)Y —XEE (CRD) 771 ZHwmEL. 2EELEXT

spec.selfSigned DE spec.ca.secretName MENCIERR L7ZTLS>—2o Ly hEBBT BICIE. K
DOFIEZRITLET
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kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. RDATR Y R eEABIZFERL T BEEAELVWIE. BLUKIRT ZAEE T 7 XX TR S % %fE
MTETTVWB ez L F£F9 <acC-deployment-namespace> Astra Control Center& AR — L AR —
AZERALT. ROERZITVET,

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4 ZERL 9 certificate.yaml XOFIZEFHALTI7 7L EER L. Fill<>D T L — AR E%E
PRBRICETHRZ T,
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

- ROAR Y FeERAL TAREZ R L 9,

kubectl apply -f certificate.yaml

CROATY R HAGEERL T SASENEL RSN TVE . BLOEREICIERE L15I# (

%Ei. HBRE. EFHEAPE. DNS &R YY) ZFERALTVWA ez LE Y,
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. OOV RELVHZFEBLT. AJJICRDTLS A a>aiREL. FTLWIRAES - L v b %EiE
ELET, 11 <> DL —RARIIAEZBYLIBERICEZTTRZIFT,
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. Web 7' 5% L T. Astra Control Center DEA IP 7 RL RICT7IEALET,
9. SEFREDFFMN A VA =)L LT-FIAZE DM —ML TWA e R LE T,
10. SFRAZEZ TV X R— bk L. f&R%E Web 7SUHDIBAEYR—TJvICAI VY R—FLET,

NARLDRY REFa T R) S —2ZERLET

Astra Control Tld. BIEXNRD Y S5 X XIZ Kubernetes Ry REER L TEEBITIMNERHD FT, VTXHE
T. &Ry ROERZHFIT LABAVERMGERY REFxa T4 RS —2FERALTVWBRIEES. £HldRY R
AVTFFRO 7O RA%ZIIL—hA—HE LTRITTEDLSICHFT L TLARWEEIE. ROV HEVWERY Rt
Fal)TaR)>—%ER LT, AstraControl BCNEDRY REERSIVBETETEELSICTIHREN
HOET,

FIE

1L FT 4L b EDHHIBDENS S ZAD PoD £F 21U F 1 KU S —#ERLTT 71 ILICRELET,
f:
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2 Ry REFaUTFqoRU—OFLVO—ILEZERLEFT,

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

S FHLLWO—IZH—EXT7HYI Y MINTYRLET,

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

20
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