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Docker T3
1. tarball®IL— b, T LI FUICEBILET, ROT7AILETa LI FUDKRTINE T,

acc.manifest.bundle.yaml
acc/

2. Astra Control CenterD A X—2JF 4 LI MJICH DNy T —JAAXA—=2#O—HILLS I RIS
wialEd, £EITITBHEIC. ROBHREZITo>TLIL IV push-images AX Y RERITLET
> <BUNDLE_FILE> % Astra Control/A\> RIL 7 7 A ILDEHIICBE I BRI ET

(acc.manlfest.bundle.yaml)o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7 R R DURLICEZHRX £9, KICHZERL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY _USER> # 1—H'&ICEZEZI £,
° <MY_REGISTRY _TOKEN> % L Y X F U DFREEEA M—O VICEZIHRZIE T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

AR
1. tarballDIL— b F o LI FUICKBILET, XOT7AILETa LI NUDRREINET,

acc.manifest.bundle.yaml
acc/

2. LoZ2M0)icagd14>LEd,

podman login <YOUR REGISTRY>

3. AT BPodmanD/N— I VICEDETHREIAITNIEROVWTNHADR I ) T hZ#Ef|KL T
E1TLEJ. <MY_FULL_REGISTRY PATH> Z'HJF s Lo ) EEL VRIS M DURLICE
3]

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

@ LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

RAMEHZFHOLPAMIDR—LAR—RE =Ly b ZRELFT

1. Astra Control Center’i X k2 5 X ZFHDKUBECONFIGZ LTV X7 R— kL E T,



export KUBECONFIG=[file path]

A4 —ILERT 3 381IC. KUBECONFIGAH'Astra Control Centerz 1 > X b—I)L$ 3
() 5x&%ELTVBCLERRAL T 2T, KUBECONFIGKK. 120X FFX b
AESZSHDZIENTETED,

2. BBINBERL DR MU ZERAY 25513 ROFIRZRITIIHENHD T,

a. Z{ER L £9 netapp-acc-operator F—LAR—2 !

kubectl create ns netapp-acc-operator

S -
namespace/netapp-acc-operator created

b. D=2 Lw bZ1ERL £9 netapp-acc-operator *—LAX~R—X : Docker [E#H%ZEBIML TXD
IRV RZRITLET.

7L —RKRILA your registry path ENCT v FO— R LICEIRDBRIE—HT

@ BRENHDFT (Bl : [Registry URL]/netapp/astra/astracc/23.04.2-7
) o

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—-username=[username] --docker-password=[token]
[E1EA

secret/astra-registry-cred created

C) =Ly FDERBICKR—LIR—IAZHIRLISGEIE. 2F—LAR—IZBIERK
L. ZF—LAR—RD>—0UL v rE2BERKLET,

C. ZER L £ 9 netapp-acc (EIFHDAZLA) XF—LAR—Z,

kubectl create ns [netapp-acc or custom namespace]

[EIEH) :

16



namespace/netapp-acc created

d O>—2ULw b ZERLE T netapp-ace (FFIEHXRLE) F—LAR—2R, Docker [FiRk% B
MLTROIARY R EEITLET,

kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]
IL,\/’E:

secret/astra-registry-cred created

Astra Control Center A XL — 42 %R EL X9

L. F4L O IZEELFT,

cd manifests

2. Astra Control CenterA XL — A EEBYAMLZIREL X

(astra_control center operator deploy.yaml)ZERLT. O—ANILLIX V> —IL v bk

ZERLTLLEE W,

vim astra control center operator deploy.yaml

() ERESH Y TUYAMLBUFOFIRCHL T,

BRI EBRL DA M) EERTZHEIE. OT 74N MTZEFTHZX £9 imagePullSecrets:
[1 ROEMZHI-THE -

imagePullSecrets: [{name: astra-registry-cred}]

. Z& [your registry path] Z71)w 2 L% kube-rbac-proxy TAX—JZFv>alril
SZARIUNZIADA A= BiDF|[E,

. B&E [your registry path] 27 )w I L&Y acc-operator-controller-manager C- X
=Ty allcLPARMNINZIADA X—2 GIDF/E,

<strong>astra control center operator deploy.yaml</strong>

17
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apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- --metrics-bind-address=127.0.0.1:8080
- ——-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: [your_registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15



periodSeconds: 20
name: manager
readinessProbe:

httpGet:

path: /readyz

port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center 7z XL —4% A > b—)LLF T,

kubectl apply -f astra control center operator deploy.yaml

[EIEH :

19



namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created
4. Ry RPETHRTHBZ e ZzMHRLET

kubectl get pods -n netapp-acc-operator

Astra Control Center Z5&E L F7
1. Astra Control CenterA X2 Li1)Y/—2R (CR) 771 IL%Z#REL £7 (astra control center.yaml)
THIY b YR—b LR MU, BELVEDOMOUBELREZITOICIF. ROFIEZERITLET,

vim astra control center.yaml

() HREEY U TAYVAMLBUTOFIBICRVE T,

2 ROBEZEREEIFRELET T,

20



<code>accountName</code>

Ea—

ax k&

accountName

<code>astraVersion</code>

B —]

ax A&

astraVersion

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
accountName stringlC

|&. Astra Control

Center7 A7 > MCES
ETT2%FZEEL

X9, 7HoY &R
DEFTY,

HA4 2> (Guidance ZAHDLFET
)

i A 9 BAstra Control  XXF7F
Center®/N\—> 3 >,
CDEREICITED D 5
MEHDATETNTWDS

7=, WIFARET

3_0

il

Example

il

23.04.2-7

21
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<code>astraAddress</code>

Ea—

ax k&

astraAddress

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
astraAddress 757
HTEAT SFQDN (
HERE) FIXIPTRL
X%IEEL T, Astra
Control Centeric 77t
ALEY, COT7RL
RlE. T—R2ER—
“CAstra Control Center
HroksicmEtHEh
2hEEELET, C
D7 RLRIE. TTHE
ICO— KNS HH5
o =>4 L
7cFQDNX7=IXIP7 R L
R EELTY "Astra
Control Center D &4

o

A LIEERLABVWTC
72 Whttp:// £l&
https:// &0 )wP
L¥xd. CDFQDN %
JE—LTTERLE
9 BDFIE,

il

astra.example.com



<code>autoSupport</code>

SOt avTERIBZBILET, Xy b7y 7OTAT7 I T THR= T TV r—>3
. NetAppActive IQ . BEFLVT—HDEBHRDEESICEMITEIHIDNREDET, 12—y b
ERHIBETY (R—1h442) o HR—bT—RIEIRTERILINET,

RIE f£/A HAA>Z (Guid ZAALET i

ance)
autoSupport.en F7:zld enrolled Z®E enrolled & 7 —IUE false (F7#JL
rolled Ffoldurl 70— BRLZF ~ &)

ILR7Z#EIRY B4 9§ AutoSupport

ERHDET false 1A —%
w MRS T
WaARWLD, £l
FEFEINTWS Y
1 b true TEHTE
nTWwWadt-a b
Ho DT true
HR— B TE
%7 — 42 % NetApp
ICEETESED
ICLEd. 774
JLEDFERIETY
false LU,
HR—cF—42H
Ty b7y FITE

BFEnsnwiez
~LET,
autoSupport.ur F7-lf enrolled ZODOURLIZEZT XFF https://suppor
1 Floldurl 74— —FOEEKZER t.netapp.com/
IRZEIRTZHN ELFT, asupprod/post/
ENHDFT 1.0/postAsup

23


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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<code>email</code>

Ea—

ax k&

email

<code>firstName</code>

Bl

i e

firstName

<code>LastName</code>

B —l

ax e

lastName

H14Z> R (Guidance ZAHLFT
)

HZBLET email T XF5
7 # )L b DOYEIEIEE
FRLRAZRIXF
o COEX—=ILT7FR
LX%ZQE—LTTE
BALEXY 2OFE, C
DEX—IL7 FL XilZ.
=D T o> kHUI
iIcaJ+a4 >33
—HHE LTERT
. Astra Control®D -
Ry BRI E
ERS

HA4 K> R (Guidance ZAHLFT
)

TRANSTHIY RIS
BEIF 5N TULS4])
HAEEEDSA,, ZC
TEAL4B1E. 7
EOJ 1 >ZICUIDER
HLUICRREINETD,

X5

HAA >R (Guidance ZAHNLFT
)

TR THIYRIC
REETIT 5N TWLSH]
HEBEEDOU T, =
C CTERA L 7=4miIE.
fEOy 1 > &ICUID
?mbtiﬁéni

X+

il

admin@example.com

il

SRE

2l

Admin



<code>imageRegistry</code>

DU aryTEIRTZ L. Astra7” T r— 3 >4 X—( Astra Control Center Operator
. Astra Control Center Heim /R b ) ZRZA M FTZAVTFAKX—JL A MIDBERINE T,

B —l

X TE fEF

imageRegistry. WE

name

imageRegistry. ICAJILT=XZFF

secret DEZEIEHETY
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this

“secret A VD

A
imageRegistry
Sy ol = N G S
— VORI L &
3_0

HAZ>X (Guid ZAHLET
ance)

TAA=THTYy XFF)
SallfcaA X=2

L X R D%H]
BIDOFE, AL
TVWTLL TV

http:// ¥7cl&
https:// ZL ¥
AMDBIZEML

x79,

AX—=JLTR b
1) TOEIEEICER
9 % Kubernetes>
—JLv D%
8o

X5

l

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

Ea—

ax k&

storageClass

H14Z> R (Guidance ZAHLFT
)

ZEELFY
storageClass D'5 D
fE ontap-gold 1 >~ X
b —ILIRIETHERR]
D Astra Trident
storageClass!) ¥/ — X
ICBRELEI, AV
FzERITLET
kubectl get sc Z?¥
Jw o LT, REBH
DEEEDRNL—0
SAzHRLF

9, Astra TridentX— X
DAL= TZZD
WIhhrzvx=Z7x X
7 71ILICANT S
MERHD XY
(astra-control-
center-
<version>.manifes
t) &% Astra PVSICfE
FALF¥EFY. BESINT
WRWEEIF. T4
IWEDRML—=D05
ADMEHEINE T,

XE:TTAIEDX
=203 IDHRE
TNTVWBIEEIF. T
Tx N bDT I T—=2
IVHREINTWVS
H—DXLL—0F
ATHBczhERml
TSRS LY,

X735

il

ontap-gold



<code>volumeReclaimPolicy</code>

EA—]

ax k&

volumeReclaimPoli
cy

H14Z> R (Guidance ZAHLFT
)

CHICK D, Astra XF75
DPVSOBFER >
—hRESNET, C
DRI —ZITHREL
TUWXJ Retain Astra
DRI NT=H &Ik
FARRY 2 —LER
BIOR) S —%ICFH
ELTULWXT Delete
Astrah‘BlIBR S N7icH &
ISKBRIAR Y 2 — L%
HIBR Y %, CDEHER
ETINTLARLIEG

&. PVSIZREICNE
-a-o

73> (Options
)

* Retain (F7#JL
~iB)

®* Delete
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<code>ingressType</code>



29



RE )7]“’('}"“/1 (Guidance ZASILZEY )2'7’*‘/3 > ( Options

ingressType RDANZATOWS  XF7F * Generic (F7+#
nhHEFERLET, JL ~MiE)
. ®* AccTraefik
Generic
(ingressType:
"Generic") (F7#
LK)

AT aviE. 7l
DODAHA> b O—F%
FRLTWVWBIEE. £
iFmEOA LIV
O—>%ZERY 558
ICER L £9, Astra
Control CenterzEA L
o6, ZRET IHE
MRHbFEIT"AHNI>E
O—Z"URLZMERL
“CAstra Control Center
=RHELET,

AccTraefik
(ingressType:
"AccTraefik")
ABDI>bO—>%%
ELBWESIE. D
7 arzEFERLE
9o CNITED. Astra
Control Centerh’ & A &
NEXT traefik
Gateway as a
Kubernetes
LoadBalancer type
service D&,

Astra Control Center
&, 24

- TLoadBalancers @
H—EXZ@ERALE
9o (svc/traefik
Astra Control Center®
£giZEf[E) T 7Ot
ZAR[REAEBIP T R L
AHEOHE TS ATV
BUELNHDET, b
FEVDERETO— RN
ZUUAEFFREINTL
T, RESTNTLVAEL
BElE. MetalLBFE -1
BlOANSBH—ERO—
RN UHZERLT
NP7 KL X EH—
EXICEIDHTR L
MNTEF£9, NS DNS
B —/\H Tl&. Astra



<code>scaleSize</code>

Ea—

ax k&

scaleSize

H14Z> R (Guidance ZAHLFT
)

FT74JL FTIE. Astra XFF

TaUBM (HA) H\E
BEnhZxd,
scaleSize @D
Medium IFEAE DY
—EX%aAICEA L.
NEMZHERT 270
ICEBOL ) haE
ALEY, =B
“scaleSize & LT
Small Astrald. HE
BEHIBTAHD%
BY—EXEZRSE. ¢
RTOH—EZRDL T
DABzEIRL £,

EF: "Medium iR
EIFHI100DR Y R T
BRI TWEYS (—
MR —o0—Rik
SENFEEA) o 1001E
DRy R, 32D X
R—/)—R¥E3DDT—
H—/—RHERICED
WTWET) o 8FICT
AR AN)D
F AR T BB
. RIECHE RS
AREMEND H DRy KRB
DRy b7 — IR
ISEELTLIETL,

Z 723> (Options
)

®* Small

* Medium (F7#JL
N ED
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Ea—

ax k&

astraResourcesSca
ler

<code>astraResourcesScaler</code>

H14Z> R (Guidance ZAHLFT
)

AstraeControlCenter!) X5
V—GHRDORT—1)
VOF T AT T H
JL ETlE. Astra
Control Center|dAstra
ADIFEALEDIVR
- hIXLTUY
—2AEBEREZHZRELTE
RLEXJ. COMERIC
&b, 7FU5—=3
> DEfRCHREN S
WERIETIE. Astra
Control CenterY 7 7
ITREYTDINT #
—IVADMEMELZE
ERS

fere Ly INRIR R REH
FLWETRAMNIZRE
ZERTZFUAT
¥, CR7 1 —ILRZfE
BLZEYT
astraResourcesSca
lar ICRETETEY
Offo CHUZKD. U
Y — RERDEIC
D, NRIEL D S XK
ANDEANTTREICZTRD
x5,

73> (Options
)

* Default (F7#
JL ~ME)

* Off



<code>additionalValues</code>

c PAKLZIIAY ,O—ILtE Y2 —& K UCloud Insights JBETl&. TLSEEFBEDKIEIZT 7 7L
M TEMICHE>TUVWET, DROEI S 3>%ZENML T, Cloud Insights & Astra Control Center
DRRANIZRAREBEEBXRY T XZOEADREIDBFEICK L TCTLSIEAZ DIRE=BR/ICT
N TEFXY additionalvalueso

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false
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<code>crds</code>

ZDEITarTERLIEAAICEK o T, Astra Control Center COCRDDALIEAEIRED £,

RE )7]“'(5'\‘/Z (Guidance ZAHNLET Gl
crds.externalCert ANIEAETXR—T v T—ILIE False (T7#JLME
Manager ZERAT 358 & )

BELEXT

externalCertManag
er 7T . trueo F7
#JL b false Astra
Control Centerh', - >~
2 b= ILBFICIHB DEE
BBEVY®*—Y v CRD%Z
AVRA=ILTBELD
IcLFET,

SSDIF T 5 XA XKD
FITORTHD.
75 22 DMMDERIC
B RIFITEEEED
HOET, CDTZY
HERATD . N5
MDCRD»HAstra Control
CenterONEBICH B D
TARBEEICLEST
AR M=ILELVE
HEIN3ZzAstra
Control CenteriZ{Gz %
e TEET,

crds.externalTrae T J#JLETIld. Astra T—JL{E False (F7#J) MME
fik Control Centerl3 4 E )

3 Traefik CRD%Z 1 > X

F—JLLE T, SSDIF

DI ARLEDA TS

TV RTHD. V35X

ZDMDEBR I E

RiFgalgeEn'H D £

To CDIT ST EFER

gHE. CNH5DCRD

H'Astra Control Center

DHNERICH BT TR

BEBEICE>D>TTI VR

F—=ILBELUVEEIN

% C & % Astra Control

CenterlZfzx 2 &h

TEET,



@ AVA b= ZTRTIBFIC. BRICSELIEA ML =TS REANZA T2 ERLTWVWSC
CMERLTLIEE L,

<strong>astra control center.yaml</strong>

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"”
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"

astraResourcesScaler: "Default"
additionalValues: {}
crds:

externalTraefik: false
externalCertManager: false

Astra Control Center £ 7 RL —4 DA VA= I)LZRTLET

1. HIOFIETEETo>TVWRWNEEIE. ZER L £Y netapp-ace (FRIEFHARAEZL) F—LAR—ZX

kubectl create ns [netapp-acc or custom namespace]

[E&EHA

namespace/netapp-acc created



2. |ZAstra Control Centerz f > X2 b —JLL £ netapp-acc (FIFARXEZLD) F—LAR—R !

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

[EIEH) :

astracontrolcenter.astra.netapp.io/astra created

Astra Control Center® A XL — 2 W RIEBEEHOBFF T v I/ 2 RTHO FEA "E4"ER T

C) A4 22— )LHKET B . Astra Control CenterDNIEE ICEIfEL R WVWATREMER B D £ T, 5
BLTLESTW IO a3 Y BV ATALATF IV IICEETZEEAyE—S%F v oL
£9,

VATLRT R AR LET

kubectt IX > RZFERTR L. Y RATLRXT—RRAZHERTET X9, OpenShift ZzERAT 3551 BFD
OC AV Y RZREFIBICERTE XY,

Fig
1L AV M= TOCVRATHRIEF TV IICEETZEEX v E—UHER TN AD T e 2R LE T,

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp—-acc or custom namespace] -o yaml

C) ZDMDESL X vtz —|F. Astra Control Center A R L —&ZO45 THIREINE T,
2. Bt NI BEF I v IICL > THRETN-BEOREXEELE T,

C) BREEERT ZICIE. REAEBEELTWVWBR I e E2ERELET "E4" (Astra Control
Center[@!¥) o

B IRTDVATLAVER—RY MHERBICA VA M—IILENcC R LET,
kubectl get pods -n [netapp-acc or custom namespace]

BRYRDRAT—RZIANICHE>TWVWBRHERHD £9 Runninge Y XTLRY RABRAINS ETICH
DHDBHhHDET,
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(

NAME READY STATUS
RESTARTS AGE

acc-helm-repo-6cc7696d8f-pmhm8 1/1 Running
9h

activity-597fb656dc-5rd4l 1/1 Running
9h

activity-597fb656dc-mgmcw 1/1 Running
9h

api-token-authentication-62f84 1/1 Running
9h

api-token-authentication-68nlf 1/1 Running
9h

api-token-authentication-ztgrm 1/1 Running
9h

asup-669d4ddbc4-fnmwp 1/1 Running
(9h ago) Sh

authentication-78789d7549-1k686 1/1 Running
9h

bucketservice-65c7d95496-24x71 1/1 Running
(9h ago) Sh

cert-manager-c9f9fbf9f-k8zqg2 1/1 Running
9h

cert-manager-c9f9fbfo9f-gjlzm 1/1 Running
9h

cert-manager-cainjector-dbbbd8447-b5qll 1/1 Running
9h

cert-manager-cainjector-dbbbd8447-p5whs 1/1 Running
9h

cert-manager-webhook-6£97bb7d84-4722b 1/1 Running
9h

cert-manager-webhook-6£97bb7d84-86kv5 1/1 Running
9h

certificates-59d9f6£f4bd-2j899 1/1 Running
9h

certificates-59d9f6£f4bd-9d9%k6 1/1 Running
9h

certificates-expiry-check-28011180--1-81kxz 0/1 Completed
9h

cloud-extension-5c9c9958£f8-jdhrp 1/1 Running
9h

cloud-insights-service-5cdd5f7f-pp8r5 1/1 Running
9h

composite-compute-66585789f4-hxnbw 1/1 Running
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9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

39



40

9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (FF>3ay) AVRA=IDRT LI EZERTSICIE. B8R LTIV acc-operator XD
AV RZzERLTOJZERLE T,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

accHost 7 7 AZDEHRISRBDIUIEDI1DTYT, BHICKBL THERERE OEAIFKEL
(D) #th. OVICISAEBRIS—PREINTVSHAE, 266 L CBEEREHT
TEETUITOZREZT—070—zENMLEIT" I AP,

5. TRTDRY RHARITHDIBZEIF. 1 VAM—ILDBERICKET LIl =R LEY (READY IETT
True) %Z{EMA L T. Astra Control CenterlCOJ 1 >3 SIIERITZHHEY 7 v TITNRNRT—R%
BELXY,

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

X

NAME UUID VERSION ADDRESS

READY
astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.04.2-7 10.111.111.111

True

@ UUIDOEZ OE—L£J, /NXT—FRIETY acc- HlF TUUIDDE=EIEE L £ (acc-
[UUID] £7ld. CDHITIX. ACC-9aa5fdae-4214-4cb7-9976-5d8b4dc0ce27f) o

A—RFNSUOVTROANZRELET

Y —EINONRT V2 Xz EE Y BKubernetes ANV FO—SZHRETEE T, CNSDFIETIF. T
7N EDZFERLEBEOAALDY FO—SOHFRERFZIRLET ingressType: "Generic" Astra
Control Center® A1 XX [s')Y) — R (astra control center.yaml) . ZIEELTHE. COFIE ZEA
FTRINEIFHD FHA ingressType: "AccTraefik" Astra Control Center® A XX L)Y —2X

(astra control center. yaml) o

Astra Control Center BRI L 7=5. Astra Control Center # URL TRHET B LSICAHIY FO—S%HE
FTEAIREHLHD XTI,

y c7yTFIEIE. FRITZANIEO—ZDRA1 FICE>TELED X9, Astra Control Centerld. %
KOADAY rA—Z 214 TF%=HR—rLTVWET, ThH5DEY M7y FFIETIE. ROAHLI>Y FO—F
XA TDFIEDHZRL £,

* IstioAS

*nginx AZ73d> kO—3

* OpenShift AZ7d> bO—3
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ERZFIm Y HIC
*HPBETY "ANIAYEFO=F"ITICEATNTVEIREDR DD T,
‘o "ANNTZAANAY FA-FICHRT B3HDOH T TIERN SN TVWIHENHD T,

Istio Ingress D F|[E
1. Istio Ingress %= REL £,

@ COFIBETIE. TF7x)Lb1 OBETO7 71 ILZFERL TstoNMBEAIThTWE L
ZRMRE LTWVWET,

2 ANT— b T AICRELIIRE CWER T 7 ML ENE X ISER L 9,

CABRIIREXIZECEBRAMAEZEATETE Y, HEKIFAstra” KL X (FQDN) THB3HEH B
D&Y,

O R

openssl reg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out
tls.crt

=Ly hEEMLEXT tls secret name ZAJILE T kubernetes.io/tls TTLSHAEHE & FEFA
E%HHY3HE istio-system namespace TLSY—Z L v FTEHBINTWVWS L SIS,

ORI
kubectl create secret tls [tls secret name] —--key="tls.key"
-—cert="tls.crt" -n istio-system

=0 Lvw bDAFIFE—HTEIHENHD £J spec.tls.secretName CleEINE
9 istio-ingress.yaml 7 7 Jlo

4 [CAAVY —R%ZBEL £Y netapp-ace (FRIEDRXZLR—LAR—R) o AF—TICIFvIUY —
224 THERLET (istio-Ingress.yaml (RDFITERAINTUVET) o
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apiVersion: networking.k8s.io/vl

kind: IngressClass
metadata:

name: istio
spec:

controller: istio

.1o/ingress-controller

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:

name: ingress

namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:

- host: [ACC address]

http:
paths:
- path: /

pathType: Prefix

backend:

service:

name: traefik

port:

number: 80

- BEZBRALET,

kubectl apply -f istio-Ingress.yaml

ANDRT—Z 2R LE T,

kubectl get ingress

X

NAME CLASS HOSTS

ingress istio astra

-n [netapp-acc or custom namespace]

ADDRESS PORTS AGE
.example.com 172.16.103.248 80, 443 1h
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7. Astra Control Centerd 1 > A b—J)LEZZT LF T,

Nginx Ingress Controller O

1. 147D —20 Ly b EVERL T kubernetes.io/tls CILSOMZFRC AFAERFRT 355
netapp-acc (FIEAXZLEETE) Z—LAR—R, #BBLTLETVW'TLS > —2IL v k%

2. AUV —X%ICEEEB L £9 netapp-ace (FRIEAREZLRZ—LAR—R) o AF—7ICIIviVY —
2214 TEERLET (nginx-Ingress.yanl [RDOFITHERAINTVET) o

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

S XE=HEALET,

kubectl apply -f nginx-Ingress.yaml

@ FZw 7w T TIE nginxAY FO—FZ TIIBCEARBELTA VA M—IILT B 2 HEE
L £9 daemonSeto

OpenShift A77J> tO—>OF|E

1. SEBAEZFHZEL . OpenShift L— FTHERTE S L SICF—. HAE. BLUCAT7MIILEERBLE
ERS

2. OpenShift L— M EER L £ 95
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oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center Ul ([COJ 1> LE T

Astra Control Center &1 Y X b—JLL7E. T 7 bOBEED/NIT—R%ZE L. Astra Control
CenterUl & v aR—RicOd14>LET,

FIE

1. 7593 T, (#8T) FADNEZ AL $ nttps:// FL T4 v I R) ZFEHALFT astradddress
ZBRB L TLLEE W astra control center.yaml CR When (Eff]) Astra Control Center Z - > 2
F—IL L/Tv:o

2. JOVT MRFShIS, HRERIRREARLET,
()  »RELERBEOS T CBICERTEET,

3. Astra Control Center® 7'« > R—I T, I[CERALEZANILET email 1V F
astra control center.yaml CR When (KfiE]) Astra Control Center # Y2 b—ILLTcZ o U wY
L. RICIEREY b7y TINRAT7—REAHNDLET (ACC- [UUID]) o

(D) Bor/ART—REIEANTHL. BRETHYY NI 15 9BV I SNET,

4. [Login] &KL £9,
S. AV T EHRRINSSE. NRAT—REZZELET,

MHTOT A > LI ELNRT— RERN, OBBI—FTHY > MERIERSh
() TUBLBER. EERMLBDE TV Ry h Ty THE— b XD — REEOY K
— b EBIF B

6. (FF2ar) BIFOBECER TLSEAEZHIBRL T, ICBEEHR XY "S86LE (CA) MEHLEAXR
& L\ TLS FEBAE"

AVAM=INDES TN a—T4 VT TVET

WIND DT —EZXNICH DIBE Error AT—XAEMHERTD . O EFARDZ e TET £, 400 ~500
DEHD API S IA—FRE2BERLET, CNSIEEENRELGFAIETRLET,

Z 7> 3> (Options)
* Astra Control Center DA RL —X2OJ ZFARBICIE. RDELSICAHALET,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

* Astra Control Center CROH =R T BICId. KDFIEZEITLE T,
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kubectl get acc -n [netapp-acc or custom namespace] -o yaml

RDRTw S

s (AT ay) BEVDOEEICIGL T, 1A M=ILRBICETLET "HEFIE
cEETLTEAZRTLET "V R T Y TDERAT,
NEBFERREY R —C v ZRELET

Kubernetes? 5 X ZICEEBAZE Y X —2 vy B T TICTFET 3% S &, Astra Control Center
THBOIRAZETRX—S vy BRI I b=ILTNBEVESIC. WS OHDHIIRRBGE R D
FlExERTITIHNELHD £,

FIE
1. SEBBIR— Vv H A VR F—LEN TV B LERBL T,

kubectl get pods -A | grep 'cert-manager'

[EEH :
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. DFFFREC F—DRT7EEM L £ 9 astraAddress FQDN :

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

[EIEH :

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

S LENCEM L7 7ML ZERAL T —I Ly FEERLE Y,
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n
<cert-manager—-namespace>

[EEH :

secret/selfsigned-tls created

4 H{ER L E 9 ClusterIssuer *C X2 <KEL* DT 71 ), 2L, ODLREBDBANSENET

cert-manager Ky RBAA VXA M=ILENET,

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

EEH

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

- SR L E Y ClusterIssuer NEEICEH L X L7co Ready IFTHIMBELHD X9 True XOFIE
ICETHIIC. XOFIBE

kubectl get ClusterIssuer

[E)ZF)
NAME READY AGE
astra-ca-clusterissuer True 9s

. #3217 L £ "Astra Control Center D1 > X =)L 7O+ X", B&H D FJ "Astra Control Center’ 5 X
SYAMLONEDHEFIE CRDEZZEEL T, FSEAEVR—J v DABBICA VX =L TWB L
%R L 9, Astra Control CenterDAEBEIRAE Y R —J v ERMIT DL SIS, 1 VX M=ILEICCDOFE
ERTTIRENHDET,
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OpensShift OperatorHub % f§£F L T Astra Control Center -1 >~ XA F—JLL X9

Red Hat OpenShift # B9 235 5l%. Red Hat S8 EA XL —4%fEA L T Astra

Control Center #f > XA b—JLTEXJ, COFIEZ{ERL T. H 5 Astra Control
Center 1 > A M—J)LLEX T "Red Hat TOAT A7 LAAXOT" £7=1&. Red Hat

OpenShift Container Platform Z R L £,

COFIEZTT LIS, AVAM—IIFIBICR->TZRITIBRVEDNHBDET "EHODRAT v T A X b—
LB LTch ESh 2R L. OV LET,

ERZFIm Y BHIC

s BRIBAHRES G EB/I-LTWS @ "1V X b—I)L%ZRB T %81IC. Astra Control Center DEAIRIE* %(iE L
e

*RBEBISAZFRL—REAPIT—EX
° OpenShifty ZAZHN5. IRTDISFRAIARL—ENEBBIREICH D ZMHEBLFT,

oc get clusteroperators
° OpenShiftZ S X 2Hh 5. TRTDAPIY—EXNEELRRETHB e 2#BRELE T,
oc get apiservices

* * FQDN address * . T —& 1tz >4 —®DAstra Control Center®FQDN7 KL X ZEWEL 9,

* * OpenShift Permissions * : 3#BASNTWVWE 1 Y A M= ILFIB% R1TT 27 DICKBERIERZTEIF L. Red
Hat OpenShift Container PlatformiC 7 27t XL £ 9,

* cert manager configure;&#: 7 7 XA X ZcetY¥ 2—J v AT TICHEET 2B BTV O ZRITT IHE
RHD F9 "SFICHELTFIE FD =8, Astra Control CenterldIEBE DEFEAEEEY —)LEZ1 VX =)L
LEHA. T74JL LTIE. Astra Control Centerldf > X b —LEICIMBOIFEAZEY R —S v &1 VX b
_)I/ L/i-a_o

* *Kubernetes A1V hO—5*: VS XARX—KROO—RNZ OO VIREDY—ERNOHNRT I/ X%
EIEJ DKubernetesA1dY FO—Sh'H 3B E1d. Astra Control CenterCER T3 LS5IctEy 7 v
TEAIREHLHD XTI,

a. operatorr—LAR—IAEERR L X7,

OC create namespace netapp-acc-operator

b. "w k7Y TERET"ANANO—ZDRA T,

FiE
* Astra Control Centerz 47> O— R LTREBELET
* v 7w SAstrakubectl ST A > HF A M=)
C[AA=TEO—HILLSZAMUISEML £97]
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C[ARL—BRA VA= IR=DZEERLET]
*[ARL—REZAAM—=ILLZET]
* Astra Control Center &1 > A —JLL XY

Astra Control Centerz XV >O—RLTEBEALEXT

1. {272t X L £ "Astra Control Centerd A ™7 > O— K R—I" %2 1) w2 L % 9 NetApp Support Site o
2. Astra Control Centerz ST /N> RILEA T >O—RKRLE Y (astra-control-center-

[version] .tar. gz) o

3. (HEETIHAA TS 3>) Astra Control CenterDFEFAE E BRD/NY RILZR TV O— KL% T (astra-

control-center-certs-[version] .tar.gz) NV RILOBGAZHER T DICIF. ROFIEEZERTLE
ER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-

control-center-[version] .tar.gz

HAOICIRERREINET verified OK RIED'RINLT=H & 1T,

4. Astra Control Center/\> RILH'6A X =% B L E T,

tar -vxzf astra-control-center-[version].tar.gz

v k7w SAstrakubectl 751> %A1 =)L

NetApp Astra kubectt AY > R4 > FS5 54 V& FERALT. O—HILDDocker ) R FJIZAX—=C% Ty
91—63 353_0

EXE =AY 580IC

FZY STV TTIE CPUT—FTIFvRARL =T VI RTLNCTZTA>DONAF ) ZiRHL T
WEd, CDERIERTIDAIC. FRHLTWACPUEARL =T 1 VIV AT LRIERL THEBED
HHFET,

Flig

1. fEFA]BEZANetApp Astra kubectl 7551 Y DNA F U %ERRL. ARL—FT0 VI AT LECPUT —
FTOFVICBEBERTI 71ILOAFIZXELET,

@ kubectl 757 1> ZA4TSidtarNY RILO—EBTH D T+ IAIEREINET

kubectl-astrao
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1ls kubectl-astra/

2. FLWNALFUERIEONRICEE L. LRiZICZEL XY kubectl-astra :

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

AX=T2O—AILSZAMJIZEMLET
1. AVFFI OV TEFIEEZETLE S,
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Docker T3
1. tarball®IL— b, T LI FUICEBILET, ROT7AILETa LI FUDKRTINE T,

acc.manifest.bundle.yaml
acc/

2. Astra Control CenterD A X—2JF 4 LI MJICH DNy T —JAAXA—=2#O—HILLS I RIS
wialEd, £EITITBHEIC. ROBHREZITo>TLIL IV push-images AX Y RERITLET
> <BUNDLE_FILE> % Astra Control/A\> RIL 7 7 A ILDEHIICBE I BRI ET

(acc.manlfest.bundle.yaml)o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7 R R DURLICEZHRX £9, KICHZERL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY _USER> # 1—H'&ICEZEZI £,
° <MY_REGISTRY _TOKEN> % L Y X F U DFREEEA M—O VICEZIHRZIE T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

AR
1. tarballDIL— b F o LI FUICKBILET, XOT7AILETa LI NUDRREINET,

acc.manifest.bundle.yaml
acc/

2. LoZ2M0)icagd14>LEd,

podman login <YOUR REGISTRY>

3. AT BPodmanD/N— I VICEDETHREIAITNIEROVWTNHADR I ) T hZ#Ef|KL T
E1TLEJ. <MY_FULL_REGISTRY PATH> Z'HJF s Lo ) EEL VRIS M DURLICE
3]

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

C) LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

FARL—=BA VA= )IR—TEHZRELET
1. XOWVWTNHDFIELZETL T ARL—FA VA =IR=JICTIEALET,
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° Red Hat OpenShift ® Web O >V —ILH5 @

i. OpenShift Container Platform Ul (CO4J' 1 > L £ 9,
i. o/ RXZa—h5. *EEF > OperatorHub * &R L £ 7,
iii. NetApp Astra Control Centerd XL — 2 Z# &R L GEIRL £,

@ netapp-acc-operator x

Latestversion

Capability level

@ Basic Install
How to deploy Astra Control
Refer to Installation Procedure to deploy Astra Control Center using the Operator

Jouree Documentation

Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

°RedHat LY X T LAZATHS !
i. NetApp Astra Control Center #:#iRL £9 "EEF"
ii. [Deploy and Use] %3&RL £9,

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers o T

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview

FRL—=FZA VA —LLET

1. T* AR b= ARL =8 * ] R=DIIBBBEZANL. ARL—REA VI +=ILLET,
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()  ARL—BBIARTDISRER—LAR—ATEATSET.

a. operator®B BRI £ 713 %ZEIR L £ 9 netapp-acc-operator ARL—ZDA VA F—ILD—ERL
LT, LEZEEPESNICEREINE T,

b. FEXIFBBDERHEZFRLE T,

C) FERICLBEENHRINE T, 1 DDISAKXTEITIBZIEREFAVRAAVRIF 1D
ZIF T,

c. l*Install* ] ZFERLZET,

@ FHERAXZBRLIIBEIE. COARL—RDOFEHA VX b—ILetBEZHEEET 5 &
SICKRHENFT,

2. 3>V —)LT. OperatorHub X= a2 —|CBEIL T. ARL—ZHEEICA VX b=ILENZ & EZREEL
9,

Astra Control Center 1 > X b—JLLE T

1. Astra Control Center# X L — X MD[Astra Control Center]X 7R®D 1> —LH 5 [*Create
AstraControlCenter *|Z3&IRL £ ¢

Project: netapp-acc-operator

Installed Operators > Operator details

netapp-acc-operator
%} 2340 provided by NetApp Actions  «

Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces O Current namespace only

No operands found

Operands are declarative components used to define the behavicr of the
application.

2. #R{7L %9 Create AstraControlCenter 7 #4#—L 71 —JLK

a. Astra Control Center D& B Z RFFRTITHAEL X9,
b. Astra Control Center® SARJLZEBML £,
C. AutoSupportz BN £ 7o IFEMIC L £9 . Auto Support HEBEDRIFEZHELF T,

d. Astra Control Center®FQDNE 7=IZIP7 RL XZ AL EF T ASBHBVWTLIEEV http:// £l
https:// 22w LET,

€. Astra Control Centerdd/N\—> 3 > % AL F9T (Bl © 23.04.2-7) ©
L. 7HAU ra. EX—IL7RLR, BLUBEEOHZANLET,

9 R a—LBRARIS—%EFIRLTLEI VWV Retain, Recycle £7lE “Deletes T 7#IbK
fEIETY Retaino
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h. £ > X k=)L ®DscaleSize#ER L 7,

T 7 #I)LNTIE. AstraCTaAl Y (HA) DMEAINET, scaleSize D Medium' IF

@ CAEDY—ERXRZHAICEAL. TEMZHERTZOHICERDOL TV HZEALE
¥, ZfEA “scaleSize & LT Small'Astrald. JHEEZE%ZHIM T3 -HONEH—E
2RI, IRTOY—EXRDL 7Y AE=EEHIRL X,

L ANZA TBERLET,

* Generic (ingressType: "Generic") (F7#JLE)

COATTavid. MOAANDY b O—ZZEFHALTVWAIEE. FRFMEBOANLIY NO—7F
EZERATIHERICMER L X T, Astra Control CenterFEBA L5, ZHRETIVELRHDEFT "A
713> FO—5" URL%Z{ER L TAstra Control Centerz N8 L £ 9,

" AccTraefik (ingressType: "AccTraefik")

ADD>bO—Z%HRELBWVEEIF. COA T araEFERLEYT, ZhiZLD. Astra Control
CenterB’BAINET traefik &'— b7 1 ZKubernetes® TLoadBalancer; 21 7Dt —¢
A LTERLED,

Astra Control Centerld. &~ TLoadBalancer; O —EXZEHELFXd, (svc/traefikAstra
Control CenterD & HIZEME) T. 77 XAABEBASBIPT RLADEDHTESNTVWEIHENHD £
T, BEVDOREBTO—RNTIUYDFAIINTUVT, BETNTULERWGEIEZ. MetalLBX 7=I35D
AEH—EZRO—RNT Y ZFERALTAHIP7RLAZY—EXICEIDH TR N TEXT, K
ZB8 DNS H—/\#8 Tl&. Astra Control Center |Z3#IRL7- DNS &%, B9 IP 7 R L XIZIBET
BPUREHLHDET,

@ MLoadBalancer] & UingressDH—E X2+ FOFEMICDOWVWTIE. 2BBLTLETL
"B,

O]

. *Image Registry * (. O—AINIAYTFTFAX—CDLIRAMNINAZANLET. ABBWVWTLEET
Whttp:// £fld nttps:// 20w I LET,

b. BANBELA X— UL IR b UEEATHBEE. 1 X—Vo—5Ly FEANLET,
(D) REPUELLURNUEERTEHAR. SR8 TI—ILy bEFRLET,

C. EEEDRZANILET,
d. Y —XDYERZEER T 5.
e FTIAINMDAML—UOSRZBELE T,

C) FTIAILFDA ML= IS ABRESINTUVIBIREIX. TOXML—JI95ZADTT
FINEDT /) FTF—2 3w OE—DIANL—SU0SATHREEZRERLET,

f. CRDMMIBDRIBREEZEEZL F I,
3. YAMLE 2 —%:&IRL T, BIRLI-ZBREERRLE I,
4. BRI B4 S>3 Createo

55



LXMDY —=TLy bZ2ERLET

ESEEDMBRL A M) ZEAT B5E1E. OpenShifty S X2 TY—2U Ly MEERL. IC>—2L v M
#AJILZE T Create AstraControlCenter 7 4—L 71 —JL K,

1. Astra Control Center4 XL — &2 D&BIZEREIZER L £ 3

oc create ns [netapp-acc-operator or custom namespace]

2. ZOZEIZEBICY—ILy FEERLE T,

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
-—-docker username=[username] --docker-password=[token]

@ Astra Controlld. DockerL X KU —2oLw bDAEHTR—MLET,
3. DFEDODT 4 —)LRICEZ AN L X9 Create AstraControlCenter 7 # — /s « 7«1 —JL Ko

KDRTw S

HRITLET "D DT v 7" Astra Control CenterDNIEEICA VA M—=ILENT-C =R T BICIE. A
ZI/ fO—2 (AF>3ay) #Z2y b7y L. UNCOTA Y LET, £/-. 22T I230ENHDOET "z
Ty TDAZAI"A VA R=ILHTT L5,

Cloud Volumes ONTAP X L —2/N\w o I > KRIC Astra Control Center =1 > X k—
IJLET

Astra Control Center Z{EH 9 % ¥. Kubernetes 7 5 X4 ¥ Cloud Volumes ONTAP -
VARV AEHCEBEBIARET. NMITUYRISOURRIETCT ) r—>arvezsE
IBTE X9, Astra Control Center |&. > 7L = XD Kubernetes 7 5 XX, £7ldv
S REBIEROB D EEER Kubernetes 75 XX DWVWITNMNMCEATET T,

N5OVWTNHDIEETIE. Cloud Volumes ONTAP Z X L —SNw O IV RELTERLT. 77U
= a3 TF—A20BEBMIEBXRITTEET, N\vIT7vTE2—y b LTSINTY FERETBDEHT
TF9,

Amazon Web Services (AWS) . Google Cloud Platform (GCP) . & & UfCloud Volumes ONTAP X kL —
PNy oI Y R%EERTY BMicrosoft AzurelCAstra Control Centerz 1 > X b —JL$ 3 ICIE. 757 REREBIC
CTRDFIEZEITLEF T,

* Amazon Web Services | Astra Control Center # & A
* Astra Control Center%z Google Cloud Platform|ZE A
* Microsoft Azure |Z Astra Control Center =& A

OpenShift Container Platform (OCP) 7% ¢ ®B2EEE Kubernetes? 7 XX ZFEALT. T4 AU Ea2—

56



2avHAOT7TIVr—2a3> BB TEEJ, Astra Control Center2BA T3 -HICHKEIFSNDIDIE. B

oEEEDOCPY S XZDATTY,

Amazon Web Services |C Astra Control Center =& A

Amazon Web Services (AWS) NTUw oIS RTHRININZIBEZEEE D Kubernetes 75 XX |(C

Astra Control Center Z A TE £ 9,

AWS|CIAERH D

AWS [ Astra Control Center ZE A 9§ 3HIIC. XOHDHHNETT,

* Astra Control Center 51t > X,

%208 L T 72\ "Astra Control Center D5 1 7 > X E 4",

* "Astra Control Center DE4 % &=,

* NetApp Cloud Central 7 ho > ~

* OCP% AT 3%, EIE. Red Hat
—LNZANR—ZLAN)L)

s NNy N AR R %EVERRT BT
* AWS 777> bk Elastic Containe

OpenShift Container Platform (OCP) #&FfR (R R%&E{ERRT 37D *

DDIERZFRFDODAWS LTI v). 7U€XID. >—JLvwbkF—
rRegistry (ECR) 77t Luvad« >

* AWS B RRXA RT3V —>¥ Route 53 T kU |d. AstraControl Ul ICT7 VAT B-OICHNETT

AWS DERRIEDEH

Astra Control Center Z{EH T 3ICI1&. AWS AITICRDERBREBNNETI,

* Red Hat OpenShift Container Platform 4.8 Di5&

@ Astra Control Center Z 7K

ARTEARL =T« VI RT LD BEORKRF a2 XY MIE

HINTVLWBREERNABDY —XBHZ®HILTWA e zERBLET,

Astra Control Center Tld. BIEDUY —IXBHICNZ. KDY —IADRETT,

JVR—x> bk

N2 I KE®D NetApp Cloud
Volumes ONTAP X kL —CR&E

J—H—/—F (AWSEC2 DE
1)

O— kNS4

FQDN

2
300GB AEDT—EHHD XY

DYip<eH3ID2OT—H—/—RHBETT, vCPU O7 4 &, RAM
ITENEN 12GB TY

FERBI SAANDY —ERICEXESNBZIAN NS T4 v IICERT
T3 —E X% I LoadBalancer |

Astra Control Center ® FQDN #O0— KNS > >4 IP 7 KL RICHE
EdDAE
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dAVR—x>k ZH

Astra Trident (L{Fi?DCloud Trident 21.04 UUEHD A >V X b —ILE L UVERE I 1. NetApp ONTAP /\
Manager C. Kubernetes?V 2 X2 —2 3> 95BN RANL—I Ny IIVRELTA YR E=ILENT
BRHEDO—EFE L TNetApp BlueXP W3BREHAH D 9

214> X k=)L)

AX=JLTRR Astra Control Center DEJL R A X =% w2 TES. AWS Elastic
Container Registry R E DEIED TS A RX— LA MUK ETT,
AX=T% Ty TO—RTEZ3AA=JLTAR)D URL ZIEET D40
ERHDET,

Restic R—ZADA A= %FERLTT7 IV r—a>xz
@ NI T7yvTEXVETT BICIE. Astra Control Center

RAMNISRAREBEEWRISAZADNE LA AXA—=JLY

ZAMVICTOECRTEZRELNHDET,

Astra Trident / ONTAP #&5% Astra Control Center Z{FH T 31213, ANL—S0 S5 X%EERLTT
THILEDRAML—C IS RELTRETSDVEDHD XY, Astra
Control Centerld. Kubernetes? 5 X &% % NetApp BlueXP (|HCloud
Manager) IC4 VR— k92 LS ICIER T NS RDONTAP Kubernetes
AbL—=05R%HR—bLET, AstraTrident IC& > TIRIEEINS
HEEIIRDEHED T,

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

NSDEHIL. ERARETEITSINTVWAH—DT7 )5 — 3 >H' Astra Control Center
() <cohacrEmRILTVET, BETENOT Uy —> 3 V2 EFLTVAHAR. ¢h
LTINS DRNEHERELE T,

@ AWS LY ZX b =223 12 BETHIRRYINICA D, FD% Docker 1 X—J DL IR M)
=Ly NEBEHITIHNELHD FI,

AWS DEADHEZBRL TIETL
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az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

Sl

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $SAZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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kubectl get gquota —-n [netapp-acc or custom namespace]

XTI
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRIANICIRTDIY =R+ —RZHIFRLE T,

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. THIPREEFE ZEIF L £ 9 netapp-acc (FIZDRARXLA) XF—LAR—X

kubectl get limits -n [netapp-acc or custom namespace]

X -
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NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. HIPRECEZ LRI THIFRL £ 9,

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

F—LAR—ABDORY bT—IBEZBMLET

—ERDEIRE TIE. NetworkPolicyiBEEZEFERA L THR—LRR—IABDO ST v I %ZHIBRL £, Astra

Control Center#d R L — 4 ¥ Astra Control Centerld B2 2 &FIZEMICHD T, CNESDEBBZR—LAR—

ARDOY—ERE, HEIOBETIZUEDNDDET, COBBZAR—TIICTBICIE. ROFIEZET
9,

Fli&
1. Astra Control Center&BiZERICTE1E 9 S NetworkPolicy ) YV — X & R THIBRL £ 95

kubectl get networkpolicy -n [netapp-acc or custom namespace]

2. g AX > RTIRENF=ENetworkPolicyZd 72 =7 MIDWT, ROOT > REFERAL THIBRL
9, [object name]x. WINFcA TP TV FDOERIICEZIHRIET,

kubectl delete networkpolicy [OBJECT NAME] -n [netapp-acc or custom

namespace]

XKDV —=RT7 74N %= BRALTZERELET acc-avp-network-policy # 7TV F&ERL

L

T. Astral 55 1 > —E Xh 5Astra Control Centerthr —EZADERZHTLF T, AN > ZHDIE

HReRBEADOBRICETHRIET,
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN NAMESPACE NAME

4 XDV =770 2BRELTEZREL XY acc-operator-network-policy Astra Control Center
FRL—%&HAstra Control Centertf —EZREBETIBLDICTREHDA TV b AN > ZADE
RERBERNOBRICEZHIF T,

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

DAL TLSSEFREZEBMLET
Astra Control Centerid. AN FO—5 b5 T70 v Y (—EDREDH) HLXUWebT S T TDWeb Ul

SOsEics T 7 AN B TEHCERTLSHAREZHEAL XY, BIFOBCESR TLSiFAZZHIFRL T FB:6EE (
CA) NMEBRALI TLSAFAEICEZT A BN TEE T,
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T4 FOBCELIRAZIE. RO2BEOESKICERAINE T,
* Astra Control Center Web UINDHTTPS#E#%

@ AN rO—Z+5Tavo (BPDOHBEDH) ingressType: "AccTraefik" ZFMO/N
TAIETHRES

ENFE L7 astra control center.yaml Astra Control Center® -1 > X b+
—ILHRICT 7 1)Lz {ERK)

NEDEHGOREICFERINZASIE. T 74/ FOTLSEEFASICES BRI SNE T,
EE=RIRT 2 HIIC
* Astra Control Center Z - > X k—JL L 7= Kubernetes 7 5 X%
* RITBRIVSAFXLEDAT VR TIADEET UV X kubectl AXV R
*CADWMEHE T 7AILEIIAE 7 71l
BOELMHEEXHRLEY

BEOBE2ER TLS SIFAZZHIRL 7,

1. SSH %#fEA L T. Astra Control Center Z7rR X k9% Kubernetes 7 5 X R ICEEBI1—H L TOJ 1>
L9,

2. R0IAR Y FEFEAL T, REOHEHEICEEMITSNTVRTLSY—I Ly bERELFY <acc-
deployment-namespace> Astra Control CenteriE AR — L ZAR—XZFEHAL T. XOEEEZITVET,

kubectl get certificate -n <ACC-deployment-namespace>
B RDIARYRZFEAL T REA VI M—IILETNTVWES—T Ly MEAEAZZHIBRL £7,

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ARV 2ERLTHLVIREZEMLET

CAICE > TELAINTFH LW TLS SFFAZEEEML £,

1L XOA YV REFEALT. CAOWMERBI 7AILCHRE T 7 IILEFEARALTHLWLWTLS >—JL v b %
ER L. $E30 <> D5 |1 B ABRICESIHRIE T,

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. kDAY REFAEFEALT. 9S5RAFAHNREZLIY—REE (CRD) 77 %Z2iREL. #2ZELET

spec.selfSigned DI spec.ca.secretName UFNIIER L 7TLSS — o Ly b BRI BICIE. Xk
DOFIEZERITLET
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kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. RDATR Y R eEABIZFERL T BEEAELVWIE. BLUKIRT ZAEE T 7 XX TR S % %fE
MTETTVWB ez L F£F9 <acC-deployment-namespace> Astra Control Center& AR — L AR —
AZERALT. ROERZITVET,

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4 ZERL 9 certificate.yaml XOFIZEFHALTI7 7L EER L. Fill<>D T L — AR E%E
PRBRICETHRZ T,
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

- ROAR Y FeERAL TAREZ R L 9,

kubectl apply -f certificate.yaml

CROATY R HAGEERL T SASENEL RSN TVE . BLOEREICIERE L15I# (

%Ei. HBRE. EFHEAPE. DNS &R YY) ZFERALTVWA ez LE Y,
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. OOV RELVHZFEBLT. AJJICRDTLS A a>aiREL. FTLWIRAES - L v b %EiE
ELET, 11 <> DL —RARIIAEZBYLIBERICEZTTRZIFT,
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. Web 7' 5% L T. Astra Control Center DEA IP 7 RL RICT7IEALET,
9. SAIFHZDFMAN 1 VA M—JLLIEERZOFME—B L TWA e 2L E T,
10. SFRAZEZ TV X R— bk L. f&R%E Web 7SUHDIBAEYR—TJvICAI VY R—FLET,

Astra Control Center ztz v k7 v L X7

Astra Control Centerz - > X k—JLL. UNCOJ A LTINRTD—REZELES. 5
122Dty b7y V5 XARDEMN. REEDEM L. A L—JDFE. N7y
FDEMZITSCEHNTEEXY,
RRY

* Astra Control Center D> 1> XA%ZEBIMLET

* Astra ControlZEF L T. 75X XBED-HDERIBEZ KT 3

* [V 5 AR%ZIENM]

*ONTAP A bL—U Ny I IV RTRIAEBEMILET

C[REL—=INYIIYRZEMLEY]

* [Ny bZEEBMLET]

Astra Control Center DS 1t X%=EBMLET

Astra Control Centerz - > X b—I)L T3 . HAAADFHERZ A AT TICA VA M=ILENTULE
9, Astra Control Centerz i g 23Zald. COFIEEZEETETXI,

HLWS 1> XRIE. Astra Control UIE7-I3%FER L TEIMTE X9 "API
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https://docs.netapp.com/us-en/astra-automation/index.html

Astra Control CenterZ -1 > Xl&. Kubernetes CPUIZw bEFERALTCPUUY —XZAIEL. IXRTOD
BIEXRKubernetes7 S XA ZDT—H—/—RICBEIDHTSNCPUN Y —XEZEZELEXT, 17X
IEFVCPUDBREICEDVWTWVWEY, F17 Y RDFAEAEDFMICOVWTIE. Z8RBLTKETVW"I1¢
VA"

@ AR M= SA A¥EBZ 3. Astra Control Center IZEFTLW 7 FUr—> 3> %
BIETIRADET, REEBRZET7S5—MRRTINET,

@ BEOFBEREI/IFTILSAEAZ2EFHITBICIE. 2BRBLTKLTVWEIFEDOS 22X
BT B

1z Btad H0IC
* 1L <A >R k=)L L7zAstra Control Center-f >~ X2 > AADT 7€ X,
© BEEO—)LOER,
ARy ETYTSAZT AL (NLF) o

FIE

1. Astra Control Center Ul ICAJ 1> L £ ¥,

2. T*FHAOUY R *>* S48V ZFRLET,

3. T*SA4E>YRDEM* 1 ZFRLET,

4 Ao>O—RLIESAEYXT7A)L (NLF) Z8RBLET,

S. T*SAEYXDEM* 1 ZFRLET,

Account>*License* R—J(CIF. TV REHR. BB, 172X UT7IVES. 7HAOVEID &
SOMEATNTWLWA CPUIZ Y FARRINET,

MBS 1 > X% BB T AutoSupport ICT—2 % XfE L TLARWEEIL. Astra Control
(D) CentericBEARELLLEcF—EHEDNAENE SIS, THYY MDESTRELT 7

Tl

Astra ControlZfEHAL T. 75X XBEBOI-0ODRE%Z#{ET 3

IS ZAX%EEBMT BH0IC. KOFHREEEEI-L TWA 2 BRTIMNERHD T, T BRFT VY
#E{TLT. U5 XX %Astra Control CenterlBIIL. 75 AXEEDREIZER T DE RN TITTULBC
EEHERTIHNEBEHEHD XTI,

ERZRIm Y BHIC

* USRAEADT—H—/—RTEYBA L= FSANDRESNTVWES L ZHERELET, CNICE
D RYRBPNYIIVRIML—JEBETETELSICHDET,

s BBIEBICE > TW3 "EREEDZEMH" Astra Trident £ Astra Control Center|C i,
* Astra Trident®—/\—< 3 > "Astra Control CenterlC K > THR—FENET" DA b=ILTNTWVDS
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BJRE T "Astra TridentZE A" Astra TridentA R L —4& (F&1ZxfzldHelmF v — = EH

@ ) F7-l3%{FEMAH tridentctl, Astra TridentD 1 VXA M—IILFzIZT7 v I L—RK%E1TS
BIIC. ZERBL TV R— N2 70 RV R, NI VR, BLUERZE
A"

° * Astra Trident X b L — /N WO T RDKE* - Astra Trident A FL— N w I Ty RV EH1
DNRETT "ZHELEFT"IFTXADR) O —FEER LTI,

° * Astra TridentX kL —J 0 5 X ERE - Astra Trident A AL —S 0 S X2V R EH1DRET D04
BRAHDFT"ZRELEFT" ITREADRI—HEHERLTLIEEW, TTIAIL DR L=
ADBETNTWVEEEIE. DR NL—=J0 BT IHILENDT /) T—2 3 0% FOHE—DX b
L—S0SRATHBe=MHERLET,

° *Astra Trident’h) a—LARXFwFoay b b O—Z8R)a—LRAFyFoay IS ADT>
AR=ILBLURESINTWVWS* R a—LARXFTy T3y b2 bA—SHTHIRELRHD XY
" VA R—)LEH" Astra Control TR Fw T3y b EERTESLSICLE T, Astra Tridenth 7
< ¥$H1D vVolumeSnapshotClass IEW "tz k7w 7" EIBEICK 5,

* KubeconfigiC 7 7 ATJEEIC TV XA TE XY "U T A Zkubeconfig" AV TF X MEBREMOREITEFE
nx9,

* *ONTAP Z L7 >+ JL* . Astra Control Centerz R L TCT7 TV —> 3> amaNvIT7 v THELTI X
E7F3ICIE INw T T7wTONTAP > AT LTONTAP L F oo v I)ILER—N—1——ID%HRET D
MNEBERHD XTI,

ONTAP IR Y RSAYTROIAR Y FZRITLE T,
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* rancher®&: RancherlRIBETT7 U —> 3> 05 A2 % BB S 355, rancherh'Sigitah
Tekubeconfig 7 7 A ILTT7 TV —> 3> 05 RZDT 74NN AV TEF IR ZZEEL T. rancher APIH
—NIAVTFFRAITRERZCANO-LTL—2aYTF A EFERALET. CNISED. Rancher API
H—NOEFHERIN. NTA—<I VDB ELEFT,

BRFIvIZRITLET

KRDBRF v %2RE{TLT. Astra Control Center IC7 S XA X% BT R3E RN TIT TVWBR I #ERELE
ER

FIE
1. Astra Tridentd/N\—<0 3 > & HESR

kubectl get tridentversions -n trident

Astra Tridenth' 127§ 2Bl XDESHEAHNTRRINE T,
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NAME VERSION
trident 22.10.0

Astra Tridenth' ZE LBEWVWSEIE. RO LS HBEAVRRTIINE T,

error: the server doesn't have a resource type "tridentversions"

Astra Tridenth' 1 > X b= ILETNTULERWGERTI VA F=ILTNTWVWBN—2 3 UDRH
() THUBBE. T BAICERI/ N~ 3> DAstra TridentE 1 > b—ILF B BEHB D
¥9, BEBLTLIET VW "Astra Trident D RF 2 X > b FEICDWTIX. Z2BL

2. Ry FHARITINTVWB  ZzHERELE T,
kubectl get pods -n trident

3 HR—FEINTWVWBAstraTrident RS A NZ AL —C O SXTHERALTVWRDNE SHZRERIOEY 3
ZoBUEDAHNIFE LEXT csi.trident.netapp.ioe KDFEBEL TLETL,

kubectl get sc

[E1EA
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

FIREN7=o 5 X2 0O—)Lkubeconfig%= ER L £

MBS LC T. Astra Control CenterDfREEIEEO—ILZERTET £9, Zfld. Astra Control Centerdtz
w7y FICHERFIE TIEHD FtA. COFIE ZFEHETZ . BIENRDT T XX DAstra ControltER
= HIBR 9 B Bl DkubeconfigE fER TE £ 95

ERZRInd a0IC
FIE OFIEZETITBHIC. BETEIITXARICRDBEHRDH B & =2HRL TIIEE L,

* kubectl V1231 VX F=)LTNTWLS
* Astra Control Centerz BB L TEMP LUVBEBTZITAZADT IR

@ CDFIJE TiE. Astra Control CenterxE{TLTW3E T 5 XX IZkubectl TF7 I AT ZNE
IEHD £ A
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CTFUOTA7RAVTEFAMD Y S AXEBEDIERTEIE TSV T XRZDT VT« 775 kubeconfig T
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FIE

1. H—EX7Hho > b EERLET,

a YWOSHEIDH—EXT7HIV T 7A4ILEERL X astracontrol-service-

account.yamlo

LRI BRI ZEEZHBICISCTHELE T, CCTEEZToI5EIE. UBOFIETHRLE
B ERAIZIBENHD I,

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a Y—EX7HU b zBRALEY,

kubectl apply -f astracontrol-service-account.yaml

2. Astra Control T S A 2% EBIR S 3 - DICHERR/NROIEREZFD. FIRETETDI/>X420—-)L%
ER L £9,

a. ZE L £9 ClusterRole EWSEHID T 7L T astra-admin-account.yamlo

LR BRI ERZ B EICSCTHRELET, CCTEEZTOBRIE. UBOFIETHRALE
B EATIRENDD XTI,

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

84



Necessary to backup

apiGroups:

]

resources:

(]

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror

apiGroups:

nmn

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.1io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

Jjobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets

and restore all resources in an app

failover
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- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

# Watch resources
# Necessary to monitor progress
- apiGroups:
wn

resources:

- pods

- replicationcontrollers

- replicationcontrollers/scale

verbs:

- watch

# Update resources
- apiGroups:
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

— use

a 5220 )Lz@ERALET,



kubectl apply -f astra-admin-account.yaml

B HY—ERTHIVMADISRAO—INA Y REBIC. 2520 I)LZEHRLFT,

a. Z{ERL L £ CclusterRoleBinding EWSHABID T 71 JLTY astracontrol-
clusterrolebinding.yamlo

HEICIGC T, T—EXT7AT Y bOERKFICEE L /- e C BRI EEZzREBLE T,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a JZ220O0-IN1Y RZERLET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

4 H—EXT7HAHO D=Ly b E—EBRRLEYT (BFHLIET) <context> 1 VA FR—JLIC
BLIEEOYTFAMZFERALT. ROBEZITVET,

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HADKEIFRDESICBD T
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"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

HOBEZREDA VT VI X secrets 7 LAIIODBWBED XY, LEROHITIE. DIV TFTYIRT
9 astracontrol-service-account-dockercfg-vhz87 |30, D1 >FT VI RXTY
astracontrol-service-account-token-r59kr 1 T9, HIT. "token" & WS EEMNS F
NBZT—EXTHIVNEDA T v I REXELTLIEEL,

5. KD & 5 IC kubeconfig Z4ER L £ 9

a. Z{ER L ¥ create-kubeconfig.sh 7 71 )L, 3L T /ZE L) TOKEN INDEX RDX Y
7 hDOFERICIELWMEZATILET,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value
from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN7DATA} | base64d -d)
# Create dedicated kubeconfig

# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp



6.

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW_CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. ¥ > R#EY—XIZL. Kubernetes 75X ZICERALE T,

source create-kubeconfig.sh

(FTF>aY) V3 ZAZICHOMDRTVERNICIN—ARNFa1—D&EIZEELE T,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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RDFIE
AIRRENELEINTVB e ZHEE LS. RIFEFITEITVWET 7524 %EN,

75 X5 %6

TIVr—o 3> 0BBERBRT3ICIE. Kubernetes 75 X4 %FEML. AYEa—Fa > UY—XEL
TEIELZXY, Kubernetes 7 U —> 3 > &H T 3ICIE. Astra Control Center D0 5 XA 2% BINY %44

BNHOFET,

fttad 7 > X 2 % Astra Control Center [ZEAN L TEE 9 SHIIC. Astra Control Center B &z#]IC

BALISREZEZEBEBITZAxZEHOLET, BIESLUVNS TN a—FTo Y TAHD
Kubemetrics T—R &V S ARABET —REIXET BICIFE. RVIDIV S RAZZEETICEET
BPRELNHDET,

ERZRIBd Ba0IC
* USRBFEEBMT BHIC. BERZRERL. RITLTEETIT AERG BT,

FIE
1. 8y aR—RERIEEISRAEAZ2—DWTNHO D SBEL £,
c DY =RYIVD*A Y aR—R*T, IFREIRA D SEMZERLET,
c EIOFET -2 3 VBT, "I A ZERL. VT RAIR=IUH 5T T X ZDEM ZERL &
ER

2 RREINIISAZDEBIM* V4V RUT, 27 v 7O—RLZET kubeconfig.yaml DRBE T 7L
F7IFBED T £ T kubeconfig.yaml 7 71 Lo

@ o kubeconfig.yaml 7 7 ILICIE 1DDITZRARDIVZARILT OO vILDHZR
HIBENHD £

B TEM T 3% E1E kubeconfig 7 7 A JLICIE. *1DD*AVTHFARIL XAV FDOH
EEBITDIVENHDEFT, #BBLTLLIEEIV) "Kubernetes DR F a2 X2 " #BBLT

@ {72&\ kubeconfig 7 7). ZEAL T, FIRENKY 5 X 20O—)LDkubeconfigz
R L7388 L2 70t X T DOFIETIE. kubeconfig® 7w 70— R £ 728D 13T
<TEELY,

3. JLTYIVIAEIBELE T, TI7A4ILETR. JLTYIVILANI S RE2DFE L TEENICA
HENFE,

4. T=A* | ZFRLE D,
5. T DKubernetesZ S A RIERTBTIAINEFDI ML =05 X %EZBIRL. *Next *Z3BIRL £ 9,

@ ONTAP R hL—2%AR—X & § BAstra TridentX b L—U 0 S XA 28R IBENH D X
ERS

6. IBMERR L. INTHRFABZEIF. MEMI ZF#RLEXT,
&R

22 XZH T discovering *1 KEEICZ D, THealthy *1 IZZEH D FF, TMNT. Astra Control Center’ {83
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LTISREZEETEDLSICHD T LT

Astra Control Center TEIET 37 S XX ZEMLIcH . BERARL —XDEEBICHI DD S
BahdbErd, FNETIE. BRM7AAVHKRICEDLD, *EZXZV ISV MRT
—RAFT VIR AR IHEREINET, COMBIFEBLTHEFVEHA. BEIF.

@ Astra Control Center NIEL WA T—R XZEIS L7 FICHBRLEFT. OB THHE D
BRLABWVGEIE. V7 ARICBEL TZETLET oc get pods -n netapp-
monitoring ZFMRE L TEELET, MEET /NI TBICIF. ERARL—2OOT%
ARZBELHD £7,

ONTAP X L —INw I TV RTERIEEBEMICLET
Astra Control CenteriCld. ONTAP /N\w I T RDEEEEICRD2DDE—RHHD £,

C LTI wILR—RDERET - WELIERZIFDOONTAP 1—H D1 —HEZ /N AT — K, ONTAP O/\—
CayvrOEHEMERARICED BIZIE. admin®vsadminR ¥ DEFIESEINEEXF a2 FoO5 1Y
O—I)LZERTI3HRELNHD £,

* SFRAZE N — X DEREE : Astra Control Centerid. NI IV RICA VA R—=ILENTWBEEREEFEAL
TONTAP VS RACBETRIIEHTEET, 7517 MEAE, ¥—. BLMMEFEINI-CASIERE
EHATD (R ,

BTHFEONYII Y RZEHLT. 3521 TORIANSHIDHEICBITIZENTERT, —EICHR
— FENBRIARIS1 DRI TT

ILTYIvIR—ZADFEAZBMILEFT

Astra Control Center(Cld. 75X AEZNMRELTEILT UV ILDRETTY admin ONTAP Nw I IV RYE
BIET D0, BRIEERINIBEDO—I (RY) ZFEATIHNELNHD XY admine CHUZEKD. Astra
Control Center® 5D 1) 1) — XA TEA T ZHEEAPIDN RSN B TEMDH S, FFEDONTAP U ) — D
I EBREDERINE T,

@ HRBZLDEF2) T 074 >0O—)LidAstra Control Center CIERL L TERTE £ 3H. H#
BEInxztAo

Ny I IV REZDHZRICELET,

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

ILTUIvIIDRTL—VTHFIAMTHRESNBZDIE. NI IV REEDATYT, LTI vILOREN
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MEBEDIE. Ny ITIY ROEREIIEFHLEITTY, D=, KubernetesBIBE F/-IZX ML —J IR
ENRETITIDIIEIEESEHDIRETT,
SERAER—XDOREEEEMICLET

Astra Control CenterTld. SEFAZE%#FHAL THRP LI UVEFOONTAP NI IV REBETEET, NvY
TV RERICIE. ROBHREANTIHELRHD XY,

* clientCertificate:Z 54 7> MEEFRE,
* clientPrivateKey:B&E(T T 5 NIRRT,

* trustedCACertificate SRS NT-CASIRRE, NI CAZFEARATIIHEIE. CO/NTA—F%
IBETAINELNHDXT, EBHEINZ CANMERSTNTULAVBEIFERLTHEVEHE A,

ROWTNHDRA TOFEEREZERTET X I,
© HOERIMHE

* H—RFN—7 1 DIRE
HOBRIREICLZRIEEMLET

— R T—0 70— RDFIBTERINE T,

FIE

1. 75’(7\/ FEEEHEKA:_;&EEEEL/i?o EEEEE%L:\ mquLt—ﬁﬁﬁj%ONTAPj- "j-tt-:/tgL% (CN) %ni
ELFzT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. BRATHDISA T FFBBEZ A VA M—)LLE T client-ca EFXF—%ONTAP AHLZF T,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

B.ONTAP Dt FalUFTOJ 40 YO—ILHERESRMARE T R— L TWVWA 2R LE T,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4 S U7-EERREEFER L CGRIEIET A ML E S, ONTAP EIBLIF> & <vserver name> Z'EIEDIP X &BiIC
BIHITLLET L, LIFOY—ERR) S —RBICHESNTVWR I EERTINELRHDEFT

default-data-managemento
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. BIOFIETHE-{EZ{FEAL T. Astra Control CenterQUITA L —INw I IV REBMLET,

Y—RN—T 1 DFRBICL BT EMCLET

H—RN—T 1 DARED H BB EIE. ROFIETIAREN-XADFAZRE TS X,

FIE

1.

o &~ W BN

MERECSRZERLFXT,

openssl reqg -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

CSRZWindows CA (—R/N\—F«CA) ITEL. BREHMAZSEZME LE T,
ELEAIAEEAT>O—R L. Tlontap_signed certcrty £ WS &R ZFITET,
Windows CA (H#—R/N\—F«CA) D'5)L— FEBAEZ IV XAR— b L F T,
CDT7AILICERZIITET ca_root.crt

CNT. RDIDDT 7 A ILHMERENE LT

° MEH . ontap_signed request.key (CTHUUF. ONTAP OH —/NFERAEICHE T 5F—TT,
—/N\NFEFAEDA VX b= ILEFICHETY) o

o BRBAIAE | ontap signed cert.crt (THUdE. ONTAP D_server certificate_in & H M
£9) o

° JL— MCAZGERAE : ca_root.crt (Z#lE. ONTAP O_server-ca certificate_in& HIEENFT) o

CNSDHFAEXONTAP ICA YA —=ILLET, EHLTA X b—=ILLE T server BLUY server-
ca ONTAP DiFRAZE,

Fiflidsample.yamlZ BB L T 2T W
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# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.
security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
certificates {yln}: n



The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—-connect <ONTAP CLUSTER FQODN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

CINZAD—REFEALEVEERICECRRANDYS1 7> FERZ%ER L £ 9, Astra Control Center
. 07Ot X %ZERAL TONTAP EBEL XY,

- IS4 7 2 MEERREZER L TONTAP (L1 X h—ILLE T,

SflEsample.yamlZE BB L T2 E L
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.
The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only
certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

"records": [



{
"uuid": "f84e0a%-e72£f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d03%a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039ea50375c"
}

}

bo

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a%b-e72f-4431-88c4-
4pf5378b41bd"

}

}

}

1y

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

o

9. Astra Control CenterQUITRX L —JNw I IV RZEBIML. XOEEZIEELET,

° U247 > MIERAZE | ontap_test_client.pem

° TR  ontap_test_client.key

° {SFE I NI-CAZIRAZE : ontap_signed_cert.crt
ANL—=U NI IVRZEMLET
BIFFDONTAP X kL —2/\w U T > K %ZAstra Control CenterlZEML T, €DV Y —XZzEETEX Y,
ARL—=INywOII>YRELTAstraControl DA ML —J 0S5 XA%EEBITZIE T, KR a—L4 (
PVS) EARL—INY I IV RORBD U 7r—OZBETERRITTERLS, BMDOR b —UiEEDHEUE
TEEY,

LTV v )L EIISEIRERAEER % 5 E L7125, Astra Control CenteriZBEfZDONTAP X kL —J /Ny &
IVRZEMLTYY —XZEBETETEY,

FIE
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1. ERDFES —> 3 VEEHOAH v S 2 R— R T, *Backends *Z#RL £,

2. T8 Z&RLES,

3. [Add storage backend]’R— < D[Use existing]Z 27 > 3 > T. * ONTAP *%:&IRL £7,
4. xoVwWgnhEERLET,

c BIBEDIULTYIUVILEFER ONTAP VS RABEBIP7RLREBEEDILTYOvILEANIL
£9, VLTIV IEITREALEDI LTV VILTHAINRELHD £,

CCTABNTBZILToovIl0a—HE, ZHFoTVWBAREDLHD £9 ontapi

ONTAP 7 5 X ZMONTAP System ManagerCEXICAR > TWB3A—HOJ1 V70t
@ AFiE. SnapMirrorL U r—> 3 0%z ERT2581E. 7O RBFENEESTN

7z Tadming O—I)LDIA—HIL T vI)LZBRELEY ontapi & W http. V—

AELTRATAFZ—2aYDEADONTAP U5 2%, BB LTIV 'ONTAP R+

AXVED TO—H—=T7HO Y FOEE] Z2RLTL TV ZBRBL TSV,

o SERAZE A ERA [ HFAEAX 7Y O—RL XY .pem 771, SEAAZEFX— .key 77T IL%ZEIBEL.
MBI TR 7 7 1L ZIBEL XY,
5. *xmA*) ZFERLFT,
6. NwIIYRDFMZHEL. *Manage * ZEIRL £7,

R
NYIIYRPICRTRINZET online U R MIHEEBBREZRTLET,

() Ny sI EREREINB&S K- UEBHT SUENHZHEDBD T,

NTY b ZEMLEY

Ny B &, Astra Control Ul 7o i3 ERA L TEBMTE X T "APIs 7 U5 — 3V EkENR ML —D%
NV I TV TTBRIRER. VSAZBTT IV r—2a3a> 0 o0— 20 %3588 . 7T I LT
N7y R Z7ONA A DOEBMHAARAIRN TS, Astra Control (. TNH5DONY I 7y FEIFIvO—2%, &
L7 TSz R NNy RMTHRIIL X T,

TIVr—oa Bl kENINL—C%2FLCI7 SR RCoO0—220 9 358, Astra ControllZ /N w b
EERR T AUEBIIHD FHA. 7TV — 3> DSnapshotiBEICIZNT v MIKEH D FH Ao

EE%ZBIRT B R0IC
* Astra Control CenterCBIEL TWBA I S XA BEETETZINT v ks

CNTYRDILTYI v,
*ROEATDINT Y b

> NetApp ONTAP S3(MDHEg

> NetApp StorageGRID S3 D&

o Microsoft Azure

° JNA S3
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