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TRIENHDET, EEKE LT ROFIEZETLET,

1. 95y alcRy REZEERLEY,
kubectl -n netapp-monitoring get pod | grep Error
RDESBHADRREINET,

NAME READY STATUS RESTARTS AGE
telegraf-rs-fhhrh 1/2 Error 2 (26s ago) 32s

2. 95yalfeRy REBEE L. XL ET <pod name from output> FE%ZZTITZRY ROHHE]
ZANLFET,

kubectl -n netapp-monitoring delete pod <pod name from output>
RDESBHEAPRTEINE T,
pod "telegraf-rs-fhhrh" deleted
3. PODA'BEEEI L. ErmorlREETH W L ZFEEEL £ 95
kubectl -n netapp-monitoring get pod
RDESBEAPRTEINE T,

NAME READY STATUS RESTARTS AGE
telegraf-rs-rrnsb 2/2 Running 0 1ls
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1. ZIREL £ 9 kubeadm-config BT Y 7 :

kubectl edit configmaps -n kube-system kubeadm-config
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apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERDL2tCcjZ5K3E2Njk4eQot LEXAMpLEORCBDRVJUSUZJQOFURSOtxxXxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
name: kubernetes-admin@kubernetes

current-context: kubernetes-admin@Rkubernetes
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https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5

2Ty TDT=0HICER
a. LR bhUAOOTA VIS EL Astra Control 7 Ho > RIDZEEEEL £ 9,

7 777> ~IDIEAstra Control Service Web UITHEEE TE X, R—JALOKT7 1 IV % &R
L. *APIZ72ER*%ZIRLT. 7HU Y FDEZEEFEHE T,

b. ALR—UHS*APIN—2 > DER*ZFEIRL. API—0 U XFF %7 )y FPR—RICOE—L
TIT42—ICRELE T,
C. Astra ControlL. X b cOFd1 > LE T,

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* H—EXX WP a%i&ET [ Astra Control’ R X I S R A DBEF v xILIF. "HR—FEN3Hh—EZX

wa's
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Istiot  —E X X w1 D
IstotfF—EXX v a%zERTRICIE. ROFIE=ETITIHELHD £,

° ZEBMLZEY, istio-injection:enabled 7N/l ICF7 Ut X L TH BAstra Control Center
TEBATIMNENHD T,

o ERAL XY Generic AJTERE DA VILRAERMELET, ALO—RNZ>2 2T,

° Red Hat OpenShift7 5 X X Di5&|d. NetworkAttachmentDefinition BIEIIFSNTLS
I AN TDAstra Control Center-r— /s XAX— X (netapp-acc-operator. netapp-accs
netapp-monitoring 7 IV =3 VIS AZDFE. FRIFEBRINIHRARZLR—LR
R—ZADIFE) o

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

* *ONTAP SANR S+ /N\D&* : ONTAP SANR S A NEFEHRA L TWLWBIBEIE. TRTDKubernetes? 5 X
RTIINFINADEMCHE>TVWBR I EZEELTLIEEWL,

FiE
Astra Control Center Z1 > X b—JL§ 3ICIE. IOFIBEICREVE T,
* Astra Control Centerz 47 O— R L TRELET
e Xw k7w FAstrakubectl 751> A VA =)L
C[AA=TEO—HILLSZMIISEML £9]
* FREEEHZROLAMNIDR—LAR—R>—2UL vy b ZRELET]
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* Astra Control Center # XL —XZHBEL F£7

* Astra Control Center Z5XEL £¢

* Astra Control Center £ AL —Z DA VA +—ILZETLET
C[PRTLRT—RRZMHERLFT]
*[A=—RNSOIVTROANZREL X T]

* Astra Control Center Ul ICOJ 1 > LE T

Astra Control Center7 XL —4& (fcX ZIE. kubectl delete -f
@ astra control center operator deploy.yaml)Astra Control Center®d-f > X k—JLH
FASRIERIEIVDOTH, Ry FZHIRLBVESICLET,

Astra Control Centerz 4 7 >O—RLTEBRALET

NetApp Support Siteh* 5 Astra Control Center/\> RI)LZ A > O— R 3h. Dockerz{EHH L TAstra
Controlf —EZXDA X—JLIZRAMNIDBNY RILVERIGTEE T,
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NetApp Support Site

1. Astra Control Centerx ST /N> R)ILZA > O— R LZ£Y (astra-control-center-
[version].tar.gz) ZZ w2 L% "Astra Control Center® A ™7 > [O— R R—J",

2. (HRETINA S 3) Astra Control CenterDIFBAEZ X ZBLON Y RIILZA DY O—RLET
(astra-control-center-certs-[version].tar.qgz) ZZUv 2L T. NVRILDITRF
v LE T,

B L Tz &R

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz

HAOICIXERREINET verified OK RIEED'BRIHL 7= & 1T,

3. Astra Control Center/A\> RILH 54 X—JFHHE L F 9,

tar -vxzf astra-control-center-[version].tar.gz

Astra Control-f X— L X k1)
1. Astra Control ServicelcaAZ 1> L %9,

2. & a2R— KT, *[Deploy a self-managed instance of Astra Control]*Z 3R L £ 9

3. FJEIZHE > TAstra Control¥ X—J DL X k1 ICO4 - > L. Astra Control Center® -1 > X k—)JL
AX=VFEREBELTAA—=—CZERLEDS,

2w k7w JAstra kubectl 7S5 1> %A =)L

NetApp Astra kubectl AR >V RS540 > F 554 > FERALT. O—HJ)LDDocker ) R MICA XK=& Ty
2aTEET,

ERZRIBY BH0IC

2y b7 YTTIE CPUT—FTIF v RARL—T A VIS RTLRICTSTADNAF ) 2RRH LT
WET, CORRIZHRTIBHIC. FALTVWBCPUEARL —T 1 VI RXT LZIBEL TEKHED
HHEI,

PEIDA YA =D 5 TITA DA VA =ILENTVWEHEEIF. "SFN—Ja i1 F—LEn
TWB I eZzR LTIV TS DFIEZRITT 3511

FIE
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

1. {EFABJAE%:NetApp Astra kubectl 7551 Y DNAF+ ) E—BRTLE T,

@ kubectt 721> 54 TS )idtar/N> RILO—ETH D T I RICRRINFT

kubectl-astrao

ls kubectl-astra/

2. ARL—FA VIV RATFLECPUT7 —F T I FVICREBER T 7 IILEREDNRICBEIL. XOLRICE
BL*X9J, kubectl-astra .

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

AX=TH%O—AHILLSRAMUICEMLES
1. AT FIVP VIR CIFIEEZEITLE T,
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Docker T

1. tarballDIL— b T4 LT FUIZBEILE T, RDKLSICKRRINET,
acc.manifest.bundle.yaml 7 71JILERDTs LI K ¢

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. Astra Control CenterD A X—JF 4 LI RMVICHBZINY T —JAX—=2HO—AILL ISR RIS
wialET, BRITITBAIIC. ROB#EZEIT>TLETL) push-images AV Y RERTLET
° <BUNDLE_FILE> ZAstra Control/A\> RIL 7 71 ILDEHIICEZHRAEYT

(acc.manifest.bundle.yaml) o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7RY MU DURLICEZH#Z £9, XRicHlzmRL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY_USER> Z 1 —HHICBI I £,
° <MY_REGISTRY_TOKEN> Z L P X b DFREEEA b — O VICEBETHZIEX T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

AR
1 tarball®IL— b T LI FUICBEBILE T, XOT7AILETa LI FUDRRTINE T,
acc/

kubectl-astra/
acc.manifest.bundle.yaml

2. L2804 > LFEd,

podman login <YOUR REGISTRY>

3. FAT BPodmanD/N—2a VICEDETHREIAIINIEROWVWTNDADRI ) T hE#{HL T
E1TLEJI, <MY_FULL_REGISTRY PATH> #H 75 Lo c)ZSL VRIS M) DURLICE T
ZAFT

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

@ LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

RAMEHZFHOLPAMIDR—LAR—RE =Ly b ZRELFT

1. Astra Control Center’i X k27 5 X X Mkubeconfigk T2 X;R— kL9,
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34

export KUBECONFIG=[file path]

@ 4> —IL%ETT 3 B81IC. Astra Control Centers 1 VX b—ILT BT TIAHA
% kubeconfig CIEEL TWA e ZRER L TLEE L,

AL RBR L IR MU ZERT 25813 ROFIEZXRTIILEDNHD T,

2Ty TDT=0HICER

a. #{ER L £9 netapp-acc-operator F—LAR—2X !

kubectl create ns netapp-acc-operator

b. D>—2o L w bZ1ERL £9 netapp-acc-operator #—LAX~R—X : Docker [&#H%=EBIML
TROOARXYRZEEITLET,

TL—RKRILA your registry path MEIICT v FO— R LIcEIRDIGZPRE —
HyswENHDEY F:
[Registry URL]/netapp/astra/astracc/23.10.0-68) o

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]

@ =Ly bDERRICK—LAR—IZHIRLIIHBEIZ. RF—LAXR—RZH
B L. X—LAR=ADI—TL v b ZBERLET,

C. ZERL L £ 9 netapp-acc (EIFHDAZLA) XF—LAR—Z,

kubectl create ns [netapp-acc or custom namespace]

d o= Ly bEVERL £9 netapp-ace (FIEHRZLE) F—LAR—ZR, Docker 15
ZEBMLTROOAY Y REERTLET,

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] —--docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]



Astra Control Center A XL —42%HEL X

1. 74L O )ZEBELET,

cd manifests

2. Astra Control CenterdA RL — X BBYAMLEfREL £
(astra_control center operator deploy.yaml)ZEHRLT. O—AILIZX MV EI—IL v b
ZBRLTIZEL,

vim astra control center operator deploy.yaml

(D) ERE Y TUYAMLBUFOFIRCHL £ 7,

a FRAHDMEBRL A MN) ZFERATZHRIE. DT 7L MTZEZTHERX XY imagePullSecrets:
[1 ROE B Z/mI-TI5E :

imagePullSecrets: [{name: astra-registry-cred}]

b. ZF88 ASTRA IMAGE_REGISTRY 2% ') w ¥ L &Y kube-rbac-proxy CA A== Fyialfl
PZARUYNZADA X =2 HIDFE,

C. ZZ88 ASTRA IMAGE REGISTRY Z% )WY L&Y acc-operator-controller-manager C- X
=TV alLTLIRAMINRIADA X—T BIDFIE,
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36

1> 7 )lastra_control_center_operator_deploy.yaml®D &R

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center 7z RL —4% A > b—)LLE T,

kubectl apply -f astra control center operator deploy.yaml
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EEGlZzRTTBICITEBLET,

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4 Ry RDETHPTHE e ZRERBLEFT

kubectl get pods -n netapp-acc-operator

Astra Control Center 258 EL £
1. Astra Control Center1 22 L)Y —2Z (CR) 771 %Z#REL X T (astra control center.yaml)
THAIY R HR=—F LX) BLUVZOMOMBELRHFREEZITOICIF. ROFIEZETLET,

vim astra control center.yaml

() ERESHYTUYAMLBUFOFIRCHL £ T,

2 ROBEZEEEIFFHELE T,
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<code>accountName</code>

Ea—

ax k&

accountName

<code>astraVersion</code>

B —]

ax A&

astraVersion

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
accountName stringlC

|&. Astra Control

Center7 A7 > MCES
ETT2%FZEEL

X9, 7HoY &R
DEFTY,

HA4 2> (Guidance ZAHDLFET
)

i A 9 BAstra Control  XXF7F
Center®/N\—> 3 >,
CDEREICITED D 5
MEHDATETNTWDS

7=, WIFARET

3_0

il

Example

il

23.10.0-68
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40

<code>astraAddress</code>

Ea—

ax k&

astraAddress

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
astraAddress 757
HTEAT SFQDN (
HERE) FIXIPTRL
X%IEEL T, Astra
Control Centeric 77t
ALEY, COT7RL
RlE. T—R2ER—
“CAstra Control Center
HroksicmEtHEh
2hEEELET, C
D7 RLRIE. TTHE
ICO— KNS HH5
o =>4 L
7cFQDNX7=IXIP7 R L
R EELTY "Astra
Control Center D &4

o

A LIEERLABVWTC
72 Whttp:// £l&
https:// &0 )wP
L¥xd. CDFQDN %
JE—LTTERLE
9 BDFIE,

il

astra.example.com



<code>autoSupport</code>

CDto aryGERLIENBICE ST NetAppD 7OAT7 I T4 THR— 7TV =3, 7
SEILNT RNAY, BLUVT—ROREENREDE T, 12 —Fv MEGRHRBRETY (R—
£442) o HR—FF—RIFITRTERILINET,

Ea—

ax k&

autoSupport.en F7clf enrolled
Fleldurl 74—

rolled

autoSupport.ur F7ld enrolled ZDURLIZEZRT XF7F

1

e

LR Z2ERY 20
ENHOEY

HAEZ>YR (Guid ZAHLET

ance)

Z®E enrolled & J—ILE

BERLF

9 AutoSupport
false 1 XA —X%
w MRS T
WaARWLD, £l
FEFEINTWS Y
1 b true TEHTE
nTWwWadt-a b
Ho DT true
HR— BN TE
%7 — 42 % NetApp
ICEETESED
ICLEd. 774
JLEDFERIETY
false LU,
HR—cF—42H
v b7y TITE
BFEngVnwicez
~LET,

Flcldurl 74— —RDRXEFZR

LR ZZEIRY B4
ENHOIEY

ELFT,

il

false (F7#JL
~1iE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup
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https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

42

<code>email</code>

Ea—

ax k&

email

<code>firstName</code>

Bl

i e

firstName

<code>LastName</code>

B —l

ax e

lastName

H14Z> R (Guidance ZAHLFT
)

HZBLET email T XF5
7 # )L b DOYEIEIEE
FRLRAZRIXF
o COEX—=ILT7FR
LX%ZQE—LTTE
BALEXY 2OFE, C
DEX—IL7 FL XilZ.
=D T o> kHUI
iIcaJ+a4 >33
—HHE LTERT
. Astra Control®D -
Ry BRI E
ERS

HA4 K> R (Guidance ZAHLFT
)

TRANSTHIY RIS
BEIF 5N TULS4])
HAEEEDSA,, ZC
TEAL4B1E. 7
EOJ 1 >ZICUIDER
HLUICRREINETD,

X5

HAA >R (Guidance ZAHNLFT
)

TR THIYRIC
REETIT 5N TWLSH]
HEBEEDOU T, =
C CTERA L 7=4miIE.
fEOy 1 > &ICUID
?mbtiﬁéni

X+

il

admin@example.com

il

SRE

2l

Admin



<code>imageRegistry</code>

DU aryTEIRTZ L. Astra7” T r— 3 >4 X—( Astra Control Center Operator
. Astra Control Center Heim /R b ) ZRZA M FTZAVTFAKX—JL A MIDBERINE T,

B —l

X TE fEF

imageRegistry. WE

name

imageRegistry. ICAJILT=XZFF

secret DEZEIEHETY
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this

“secret A VD

A
imageRegistry
Sy ol = N G S
— VORI L &
3_0

HAZ>X (Guid ZAHLET
ance)

TAA=THTYy XFF)
SallfcaA X=2

L X R D%H]
BIDOFE, AL
TVWTLL TV

http:// ¥7cl&
https:// ZL ¥
AMDBIZEML

x79,

AX—=JLTR b
1) TOEIEEICER
9 % Kubernetes>
—JLv D%
8o

X5

l

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

Ea—

ax k&

storageClass

H14Z> R (Guidance ZAHLFT
)

ZEELFY
storageClass D'5 D
fE ontap-gold 1 >~ X
b —ILIRIETHERR]
D Astra Trident
storageClass!) ¥/ — X
ICBRELEI, AV
FzERITLET
kubectl get sc Z?¥
Jw o LT, REBH
DEEEDODRNL—0
SAzHRLF

9, Astra TridentX— X
DAL= TZZD
WIhhrzvx=7x X
7 71ILICANT S
MERBHD XY
(astra-control-
center-
<version>.manifes
t) &% Astra PVSICfE
FALF¥EFY. BESINT
WRWEEIF. T4
IWEDRML—=D05
ADMEHEINE T,

XE:TTAIEDX
=203 IDHRE
TNTVWBIEEIF. T
Tx N bDT I T—=2
IVHREINTWVS
H—DXLL—0F
ATHBczhERml
TSRS LY,

X735

il

ontap-gold



<code>volumeReclaimPolicy</code>

EA—]

ax k&

volumeReclaimPoli
cy

H14Z> R (Guidance ZAHLFT
)

CHICK D, Astra XF75
DPVSOBFER >
—hRESNET, C
DRI —ZITHREL
TUWXJ Retain Astra
DRI NT=H &Ik
FARRY 2 —LER
BIOR) S —%ICFH
ELTULWXT Delete
Astrah‘BlIBR S N7icH &
ISKBRIAR Y 2 — L%
HIBR Y %, CDEHER
ETINTLARLIEG

&. PVSIZREICNE
-a-o

73> (Options
)

* Retain (F7#JL
~iB)

®* Delete
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<code>ingressType</code>






48

B —

ax e

ingressType

HAA >R (Guidance ZAHNLFT
)

RDANZATDWVWG  XF5
nhefERLEI,

Generic*
(ingressType:
"Generic") (F7=#
LK)
AT aviE. 7l
DODAHA> b O—F%
FERALTWVWEEE
iFmEOA LIV
AO—>%ZEA73%%8
ICER L £9, Astra
Control CenterZE A L
=6, ZRETIHNE
RHbOFIT"ANI>E
O—Z"URLZMERL
“CAstra Control Center
~HELFET.

EE . Astra Control
CenterTH—E XX v
PazfFERYTREE
l¥. Generic AJIXA
T LTAAL. #E
DREEZITVWET, "A
Aharro-—3>"

AccTraefik
(ingressType:
"AccTraefik")
AAZd>rO—-5%%
ELBWEEIE. D
FFoarvaEFERLE
T, UL D, Astra
Control CenterhV&E A &
NEXT traefik
Gateway as a
Kubernetes
LoadBalancer type
service DB&,

Astra Control Center
lF. 24

~ TLoadBalancer] @
T—EXZFERLE
9, (svc/traefik
Astra Control Center®
XTﬁE?&%*BIPJ RL
AHNEDHTENTWL
BDRELRHDET, &
FLDRETO— RN

F 7> 3> (Options
)

* Generic (F7#
JL ME)

* AccTraefik



<code>scaleSize</code>

Ea—

ax k&

scaleSize

H14Z> R (Guidance ZAHLFT
)

FT74JL FTIE. Astra XFF

TaUBM (HA) H\E
BEnhZxd,
scaleSize @D
Medium IFEAE DY
—EX%aAICEA L.
NEMZHERT 270
ICEBOL ) haE
ALEY, =B
“scaleSize & LT
Small Astrald. HE
BEHIBTAHD%
BY—EXEZRSE. ¢
RTOH—EZRDL T
DABzEIRL £,

EF: "Medium iR
EIFHI100DR Y R T
BRI TWEYS (—
MR —o0—Rik
SENFEEA) o 1001E
DRy R, 32D X
R—/)—R¥E3DDT—
H—/—RHERICED
WTWET) o 8FICT
AR AN)D
F AR T BB
. RIECHE RS
AREMEND H DRy KRB
DRy b7 — IR
ISEELTLIETL,

Z 723> (Options
)

®* Small

* Medium (F7#JL
N ED
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Ea—

ax k&

astraResourcesSca
ler

<code>astraResourcesScaler</code>

H14Z> R (Guidance ZAHLFT
)

AstraeControlCenter!) X5
V—GHRDORT—1)
VOF T AT T H
JL ETlE. Astra
Control Center|dAstra
ADIFEALEDIVR
- hIXLTUY
—2AEBEREZHZRELTE
RLEXJ. COMERIC
&b, 7FU5—=3
> DEfRCHREN S
WERIETIE. Astra
Control CenterY 7 7
ITREYTDINT #
—IVADMEMELZE
ERS

fere Ly INRIR R REH
FLWETRAMNIZRE
ZERTZFUAT
¥, CR7 1 —ILRZfE
BLZEYT
astraResourcesSca
lar ICRETETEY
Offo CHUZKD. U
Y — RERDEIC
D, NRIER D S XK
ANDEANTREICTRD
x5,

73> (Options
)

* Default (F7#
JL ~ME)

* Off



<code>additionalValues</code>

(D A= I)LEICEROBEIRTINARLE SIS, Astra Control Centerd® CRICRD
ExEBMLET,

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° FZRS)LAY hO—)LE > Z—& & UCloud Insights BIETIE. TLSIEREDRIFET 7 4L
R TEMICE>TVET, DRDEI S 3>%ZEMLT. Cloud Insights & Astra Control Center
DRA ISR CEBWRY 5 AXDOEADEDBEICK L TTLSIHEAZEDREZEMICT S
CEMTEFXY additionalvValuess

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false
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<code>crds</code>

ZDEITarTERLIEAAICEK o T, Astra Control Center COCRDDALIEAEIRED £,

RE )7]“'(5'\‘/Z (Guidance ZAHNLET Gl
crds.externalCert ANIEAETXR—T v T—ILIE False (T7#JLME
Manager ZERAT 358 & )

BELEXT

externalCertManag
er 7T . trueo F7
#JL b false Astra
Control Centerh', - >~
2 b= ILBFICIHB DEE
BBEVY®*—Y v CRD%Z
AVRA=ILTBELD
IcLFET,

SSDIF T 5 XA XKD
FITORTHD.
75 22 DMMDERIC
B RIFITEEEED
HOET, CDTZY
HERATD . N5
MDCRD»HAstra Control
CenterONEBICH B D
TAXBEEICEST
AR M=ILELVE
HEIN3ZzAstra
Control CenteriZ{Gz %
EHhTEET,

crds.externalTrae T J#JLETIld. Astra T—JL{E False (F7#J) MME
fik Control Centerl3 4 E )

3 Traefik CRD%Z 1 > X

F—JLLE T, SSDIF

DI ARLEDA TS

TV RTHD. V35X

ZDMDEBR I E

RiFgalgeEn'H D £

To CDIT ST EFER

gHE. CNH5DCRD

H'Astra Control Center

DNERICH BT FRA

BEEICK>D>TTI VR

F—=ILBELUVEEIN

% C & % Astra Control

CenterlZfzx 2 &h

TEET,



@ AVA b= ZTRTIBFIC. BRICSELIEA ML =TS REANZA T2 ERLTWVWSC
CeMRL TS

Lo

> 7 )l Dastra_control_center.yamlz BRI L £9,

apiVersion: astra.netapp.io/vl

kind: AstraControlCenter

metadata:
name: astra

spec:

accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

autoSupport:

enrolled: true

email: "[admin@example.com]"

firstName: "SRE"
lastName: "Admin"

imageRegistry:

name: "[your registry path]"

secret: "astra-registry-cred"

storageClass: "ontap-gold"

volumeReclaimPolicy: "Retain"

ingressType: "Generic"

scaleSize: "Medium"

astraResourcesScaler: "Default"

additionalValues:

keycloak-operator:

livenessProbe:

initialDelaySeconds: 180

readinessProbe:

initialDelaySeconds: 180

crds:

externalTraefik: false

externalCertManager: false

Astra Control Center & ARL —2 DA VA —ILEZTTLET

1. FIOFIEBTEREIT>TVWAEWVEEIE. ZEHRL £9 netapp-ace (FRIEFHDRXEZL) F—LAR—ZX !

kubectl create ns

[netapp-acc or custom namespace]

2. Astra Control CenterCTH—E XX W a%ZFHL TWVWEHEIE. netapp-acc £IFAXZLXR—LZR
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@ ANZA T (ingressType) ZICRETIVELNHD £9, Generic COAXYVRZER
179 380IC. Astra Control Center CRTHEER T AMENH D £9,

kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled
3. (f¥%) "EELBMILZBEMICT 3" Istoh —EXX vy 1DIFE !

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. |CAstra Control Centerz 1 Y X h—JLL £ 9 netapp-acc (FEIEHDRXEZLD) XF—LAR—R:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

Astra Control Center® A XL — 2 W RIEBEEHOBIFF v I/ 2 RTHO FEA "E4"RE T
@ 42— )LHKET B . Astra Control CenterDNIEE ICEIfEL AR WATREMER B D £ T, 5
BLTLLIETWIDOEI 3y BRI AT LAF TV IICEETREEXA v E—C2F v oL
£9,
VRATFLRT—RRATERLEFT

kubectt AV Y REMHET R . PXATLRT—R AR TE XY, OpenShift zERAT 3ESIX. RFD
OC OX Y RZRIEFIBICERATE XY,

FIE
1L AYZA =L TOCRTRIF TV IICBET ZEEX v E—UHER SN AL o e e 2B L £ Y5

kubectl get acc [astra or custom Astra Control Center CR name] -n
[netapp-acc or custom namespace] -o yaml

@ ZDMDESL X wtz—|d. Astra Control Center AR L —AZO5 THIREINX T,
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/

2 HEMbEINBRF o v ZICL > THRE SN RIBOBEZEBIELE T,

@ RIEZ R BICIF. BEAZHBI-LTVWAI e EZRERL X "E4" (Astra Control
Centerf@ly) o

3 IRTOIZATLAVR—RY MPERICA VA =Ll e zmRLET,
kubectl get pods -n [netapp-acc or custom namespace]

BRYRDRAT—RANICHE > TWVWBRHENHD £9 Runninge P AT LRY RHABRATINS XTI
DHDBHhHD XY,
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B TILREDT-OICEH

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (F7>3Y) acc-operator EWRREERIT IO :

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

accHost 75 AXDEHFRIIHEDUIEND1DTY, BHICKML THERE OBEAIXKKL
(D) #Fth. OVICISREBRIS—PREINTVSHAE, 266 L CBEEREHT
TEETUITOZREZT—070—zZENMLEIT" X AP,

5. TRTDRY RERITHDIBEIE. 1 VA M=IDERBICRT LI ZHERLEX T (READY X TY
True) %Z{FMA L T. Astra Control CenterlCOJ 1 >3 SIERITZHHEY hT7 v TITNRNRAT—R%
BFLET,

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

X -

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4clOce27f 23.10.0-68
10.111.111.111 True

@ UUDDfEZ OE—L &9, /NAT—RIETY acc- T TUUIDDEZIEE L £ (acc-
[UUID] F7ld. CDHITIE. ACC-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

A—RNSYOVTHODANEZRELET

H—EXNDOHNERT I X2 EIEY 5Kubernetes ATIY FAO—SZRETCETE I, CNODFIETIF. T
7N EDZFERLEBEOATIY FO—SOHFREFZIRLET ingressType: "Generic" Astra
Control Center® 71 XX [s1)Y) — R (astra control center.yaml) . ZIEELTHE. COFIE ZEA
FTRINEIFHD FHA ingressType: "AccTraefik" Astra Control Center® A XX L)Y —2X

(astra_control center.yaml) o

Astra Control Center Z&RB L 7=5. Astra Control Center % URL TR T3 LIICAAHIY FO—S%HTE
TEAIREHLHD XTI,

ty b7y TFIBIZ. FRITAIANIEO—-FDRA FICE>TEAED F£9, Astra Control Centerld. %
COANTY FO—5 84 THHHE—FLTUVET, Z T —BO—ROAANTY FO—5 81 TOHE
EFIEDFIERLET,

EE#Z AT SHIIC
CHRMETT "ANIY FO—F" TTICEBATNTVWRIHRELHD X9,
o "ANVTZZATANAY FA=FIZH/IETRHDONT TIERINTWVWRIHRELHD £,
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Istio Ingress D F|[E
1. Istio Ingress=REL £,

C) COFIETIE. TF74)Ib) OBETOT7 70 ILZFERAL TstiohBA TN TWLS
CrHEBBELTVES,

2. ANT— b T AICRELIIRE CWER T 7 ML EINE X ISER L 9,

CABRIIRAEXIIECEBRAMAEZEATET XY, HERKIFAstra” KL X (FQDN) TH3HE
NHOET,

O KA

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key
-out tls.crt

3. o—UL vy rEERLEY tls secret name ZASIL X T kubernetes.io/tls TTLSIRE
CEIFAE * FH 9 %155 istio-system namespace TLS—2 L w FTHBAINTWLWSE L SIC.

ORI
kubectl create secret tls [tls secret name] —--key="tls.key"
--cert="tls.crt" -n istio-system

=L vw bDEFINTE—HITEIVENHD £9 spec.tls.secretName TR
NET istio-ingress.yaml 7 71 Jlo

4 [CAAVY —R%EBEL XY netapp-acc (FFRIEHARZLR—LAR—R) o ZF—TICIEv1)
V=221 FTEFEBLETY (istio-Ingress.yanl [ FXDHTHEBETNTVET) o
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

TEZBEALET,

kubectl apply -f istio-Ingress.yaml

6. AHORT—R A=A LET,

kubectl get ingress -n [netapp-acc or custom namespace]

X

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Centerd 1 > A b—J)LEZZT LF T,

Nginx Ingress Controller O

1. 147D —2U Ly b EVERL T kubernetes.io/tls CILSOMZFRCAFAERFRT 355
netapp-acc (FIEARXRZLEETE) Z—LAR—R, #BBLTLLETVW'TLS V=2 L v
[

2. AHVY—R%ICEEE L £9 netapp-ace (FRIEFARZLRL—LIAR—R) o AF—7ICIFviD
V=221 FHEALEY (nginx-Ingress.yaml [ZROFTEAINTVET)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

S ZEZBEALZET,

kubectl apply -f nginx-Ingress.yaml

@ Zw 7w T TIE nginxAY FO—ZZ TIRIBCEARBELTA VYA M—ILT B L
L £ 9 daemonSeto
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OpenShift Af1d> FO—SDFI|E

1. SFEAZ #FZE L. OpenShift L— FTHEATEZLSICF—. SIAE. BLUCAT71ILZEEL
£,

2. OpenShift L— b EEFRL £,

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center Ul ([COJ 1> LET

Astra Control Center #1 Y X b—JLL7=%&. T 7L bOBEED/NIT—R%ZZE L. Astra Control
CenterUl A v > arR—RICO1 > LET,

FIE

1. 7593 T, (E80) FRDNZ AL E$ nttps:// TL T4 v R) ZFEHALFT astrahddress
ZBRBL T E W astra control center.yaml CR When (EffE]) Astra Control Center Z - > 2
F—IL L/TCO

2. FOVT MAERESNES, BRELTREERRLET,
()  »RELERBEOICBICERTEET,

3. Astra Control Center® 5 1 > R—I T, (CEALIEZANILET enail 1 2F
astra_control center.yaml CR When (KsfE]) Astra Control Center # Y X b—ILLTcZ o U wo
L. RICHIEREY F 7y TINRT—REASDLET (acCc-[UUID]) o

(D)  BorfzT-—RESEANTRL. BREFHYY ME15HMOY I SNET.

4. [Login] Z3#&RL £9,
S. OV EHMRREINIBH. NAT—REZZEBELET,

MHTOT > LI L EILART— RETN, HOBEL—FTHY > FAELERSH
() TUBLBER. EERMLBDE TV Ry F Ty THE— b NRT— REEOY R
— FEBBIld

6. (A7 3y BFOBECER TLSIAZZHIBRL T, ICBIH|XFT "S86E (CA) HEZLEAX
A L\ TLS ZFBAZE",

AVAM=IWDEZ TN a—Ta4 0% TVET

WIND DY —EXDICH BIBE Error AT—RXRAZHRIT DL O ZHARBIEHTEE Y, 400 ~ 500
DEHED API HEI—FZRELE T, INSIBBENRELIGRZRLET,

F 7> 3> (Options)
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* Astra Control Center DA RL —RX O %FARDBICIE. ROESICAHALET,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CROH %R T B IClF. KDFIEZEITLE T,

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

KDRTw S

* (T2 aYy) BEVORERICIGL T, A YA M—ILBICRITLET "HEFIE
* ZRTLTEAZRTLET "y b7y TDHERIY,

NEBEERAE Y R —J v = REL X T
Kubernetes? 5 X ZICEEBAZE Y X —2 vy T TICTFET B35S 1E. Astra Control Center
THBEDIFRAEYTX—J vy DRI YA R=ILETNBEVLSIC. WS ODDEHREEE R D
FIEZETITI2HELHD £,

FIE

1. SFRREVR—J vy A YR M=ILENTWBRZ e EERELEF T,

kubectl get pods -A

EEH :

cert-manager
Running 0
cert-manager
Running 0
cert-manager

Running 0

grep 'cert-manager'

essential-cert-manager-84446£49d5-sf2zd
6d5h
essential-cert-manager-cainjector-66dc99cc56-91dmt
6d5h
essential-cert-manager-webhook-56b76db9cc-fjgqrg
6d5h

2. DIAFAE L F—DRTZER L FJ astraAddress FQDN :

1/1

1/1

1/1

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out

tls.crt
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

S LRNCER L7 7MLl eERAL TS —o Ly b=ERL 95

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

[EIEH :

secret/selfsigned-tls created

4. ZER L EJ ClusterIssuer *C EFo7=<K<EL*OT7 71 )l, =2 L. OZBIEBDIBFAN S ENE T

cert-manager RY RHBA VA M=LENFET,

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

EIEH :

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. #HEER L ¥ 9 ClusterIssuer DNIEFEICEEFL F LT
ISETHIIC, RDOFE

kubectl get Clusterlssuer

[EIEH :
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Ready I3 THBIMENH D £ True XDFIE



NAME READY AGE
astra-ca-clusterissuer True 9s

6. #3217 L F 9 "Astra Control Center D1 > X b—)L 7Ot R", H&H D F§ "Astra Control Center 5 X
SYAMLONEDFHEFIE CRDEZZEEL T, GSEAESYR—J v DABBICA VX =L TWB L
%R L 9, Astra Control CenterDASBIRAE T R —J v ERBM T DL SIS, 1 VX M=ILEICCDOFE
ERTTIRENHDET,

OpenShift OperatorHub % £ L T Astra Control Center # 1 > X b—J)LL X7

Red Hat OpenShift # B9 335 &ld. Red Hat BREARL —42 % {FHH L T Astra
Control Center =1 X ;—JLTEXJ, COFIERMFEEL T. 5 Astra Control
Center#f VA —J)LLE 9 "Red Hat TOA AT LAHXOT" £7-1%. Red Hat
OpenShift Container Platform ZfEH L £ 9,

COFEZTT LIS, A VAM—IFIBICR->TZRITIBVEDNHDIT "EHODAT v T" 1A b—
LB LTehESh iR L. OJF Y LET,

ERZFms 3HiC

* RIBZHEBIELTWVWS | "1 XA M=)LEHIBT HIIC. Astra Control Center DE ARG #fmL £
I

* EEBYUSRAARL—XEAPIY—E X =EHER -
° OpenShiftZ I XAXAHNSE. IRTDYI STARARL —ZHEERIREICHZ =2 EERLET,

oc get clusteroperators
° OpenShift7 S XA AH'5. TRTDAPIH—EIHNERELRRETHBZ e 2HALE T,
oc get apiservices

* *)L—F ¢ > AREZFQDN * . T BAstra FRDN%Z I S ARSI —FT 4 T TR =HELET,
DFED, AEEDNS H—/NNICDNS T FUAHBZH. T TICERSINTVLWSI7 URLIL—FEFERALT
WEd,

* * OpenShift DMERZENE T 3TN TWVWSE 1 VX F—ILFIEZETT BICIF. BDELRITRTOER
¥ Red Hat OpenShift Container PlatformA\D 7 7 AHDKBET Y,

* SIAEVTXR—J VY DRE: TV T RARIGIAET R —C vy I TICHEIET 25E1F. —SBOMRAEITR—J v
HERITIIHNEHNHDET, "SHICHNELFE" FDT=8. Astra Control Centeri$IHB DIEFEEEIRY —
IWEA VA R=ILLEEA. T 7 4JLETIL. Astra Control Centerld-f > X b — LEICIRBE DEFEAE T =
—JyvEAVAM=ILLET,

* H—ERXX v a%i&ET [ Astra ControllR XA I S R A DBEF v xILIF. "HR—+FEN3H—EZX
wa's
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Istiot  —E X X w1 D
IstotfF—EXX v a%zERTRICIE. ROFIE=ETITIHELHD £,

° #BMLEJ, istio-injection:enabled Astra Control Center®&E A 9 B R1IC. Astrak—
LZAR=ZICSNILEMITET,

o HfERAL XY Generic AJIRE BOA VI LA EIRELET, "AEO—KRNZ>2 2T,

° Red Hat OpenShifty 5 X 2 DIFE 1. NetworkAttachmentDefinition BEfFIFSENTWVS
I AN TDAstra Control Center-r— /s XAX— X (netapp-acc-operator. netapp-accs
netapp-monitoring 7 IV =3 VIS AZDFE. FRIFEBRINIHRARZLR—LR
R—ZADHFE) o

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

* *Kubernetes AV FO—5*: VS AX—KHNDODO— KRNSO VT REDGT—EIAANDONRT It X%
BEIR 9 ZKubernetes A1 FO—SHH3HSIE. Astra Control CenterCERT3LSIcEy b7y S
FTEAIREHLHD XTI,

a. operatorft— L AR—IXZ{ERR L £9,

OC Ccreate namespace netapp-acc-operator

b. "w k7Y TERET"ANAYNO—ZDRA T,
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* *ONTAP SANR S+ /N\D&* : ONTAP SANR S A NZEFERA L TWLWBIBEIE. TRTDKubernetes? 5 X

RTYIWFNRDBEMICBE>TWVWB 2L T,

FIE

* Astra Control Centerz 4 7 >O— R L TRBEALET

* v k7w SAstrakubectl ST A v EA VA =)L

A AXA=CZO—AILPIMUIZEML £7]

C[ARL—BRA VA= IIR=DZBRLFT]

C[ARL—REAVRA—=ILLFT]

* Astra Control Center 21 X b—J)LLET

Astra Control Centerz 4 7 >O—RLTEBRALET

NetApp Support Siteh* 5 Astra Control Center/\> RI)LZ 4> > O— R 3h. Dockerz{EHH L TAstra
Controlf —EZXDA X—JLIZRAMNIDBNY RILVERIGTEE T,
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NetApp Support Site

1. Astra Control Centerx ST /N> R)ILZA > O— R LZ£Y (astra-control-center-
[version].tar.gz) ZZ w2 L% "Astra Control Center® A ™7 > [O— R R—J",

2. (HEBRTIHNA TS 3) Astra Control CenterDSFBBZE X 2L\ RIILEX Y >O—RLET

(astra-control-center-certs-[version].tar.qgz) ZZUv 2L T. NVRILDITRF
v LE T,

B L Tz &R

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
HAOICIXERREINET verified OK RIEED'BRIHL 7= & 1T,

3. Astra Control Center/A\> RILH 54 X—JFHHE L F 9,

tar -vxzf astra-control-center-[version].tar.gz

Astra Control-f X—J LI X K1)
1. Astra Control Servicelc O 1 > L £ 95
2. A4 a27R— R T, *[Deploy a self-managed instance of Astra Control*Z &R L £ 9,

3. FJEIZHE > TAstra Control¥ X—J DL X k1 ICO4 - > L. Astra Control Center® -1 > X k—)JL
AX=VFEREBELTAA—=—CZERLEDS,

2w k7w JAstra kubectl 7S5 1> %A =)L

NetApp Astra kubectt AX > R 54 > FS5 54 V& FERLT. O—HI/LDDocker ) R FJIZAX—=S% Ty
2aTEET,

E¥E =AY 580IC

ZY RV TTIE CPUT—FTIFvRARL =T VIS RTLANCTZTADONAF ) ZiRHL T
WEd, CDRRIERTIBAIC. FRHLTWACPUEARL —T 10 VI AT LXIBRL TELHBED
HOEY,

FliE

1. {EFAAEIREZ NetApp Astra kubectt S5 1 > DNAF ) ERTR L. ARL—F 4 VIS XAFLECPUT —
FTFIOFVICHEBER T 7AILO&EIZXELEXT,

70


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

C) kubectl 7S5 71> SA4TSdtarNY RILO—ETH D T+ IAIEREINET

kubectl-astrao

1ls kubectl-astra/

2 FLWNLFUERREONRICBEL. BRiZICEEL XY kubectl-astra :

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

AAX=2%O—HAILLDZARYICEMLEYT
1. AVFFI VPV TFIEEETLE T,
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Docker T

1. tarballDIL— b T4 LT FUIZBEILE T, RDKLSICKRRINET,
acc.manifest.bundle.yaml 7 71JILERDTs LI K ¢

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. Astra Control CenterD A X—JF 4 LI RMVICHBZINY T —JAX—=2HO—AILL ISR RIS
wialET, BRITITBAIIC. ROB#EZEIT>TLETL) push-images AV Y RERTLET
° <BUNDLE_FILE> ZAstra Control/A\> RIL 7 71 ILDEHIICEZHRAEYT

(acc.manifest.bundle.yaml) o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7RY MU DURLICEZH#Z £9, XRicHlzmRL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY_USER> Z 1 —HHICBI I £,
° <MY_REGISTRY_TOKEN> Z L P X b DFREEEA b — O VICEBETHZIEX T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

AR
1 tarball®IL— b T LI FUICBEBILE T, XOT7AILETa LI FUDRRTINE T,
acc/

kubectl-astra/
acc.manifest.bundle.yaml

2. L2804 > LFEd,

podman login <YOUR REGISTRY>

3. FAT BPodmanD/N—2a VICEDETHREIAIINIEROWVWTNDADRI ) T hE#{HL T
E1TLEJI, <MY_FULL_REGISTRY PATH> #H 75 Lo c)ZSL VRIS M) DURLICE T
ZAFT

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

C) LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

FARL—=BA VA= )IR—TEHZRELET
1. XOWVWTNHDFIELZETL T ARL—FA VA =IR=JICTIEALET,



° Red Hat OpenShift WebJ >V — L 5 XRDFIEERITLE T,
i. OpenShift Container Platform Ul (COJ' 1 >~ L £ 9,
i. 1/ RXZa—h5. *EEF > OperatorHub * & RL £ 7,

@ CDOARL—2%EFERALTWVWBIHEEIZ. Astra Control Center&\EHF/N—> 3 »IZD
BTV TITL—RTETED,

iii. NetApp Astra Control CenterdA XL — &2 %% L TRIRL £,

@ netapp-acc-operator x

Latest version

Capability level
© Basic Install

Refer to Installation

Jource Documentation

Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

°RedHat LAY X T LAZOTHS !
i. NetApp Astra Control Center % 3&R L £9 "EEF"
ii. [Deploy and Use] %3&IRL £9,

Red Hat "
Ecosystem Catalog Hardware Software Cloud & service providers

Help Resources Al Red Hat

Home > Software » Oper operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Have feedback?

Overview
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FRL—=B%ZA VA =ILLET
1T AR b=IARL =8 * | R=DIIBRBREZASL. AL —FZA VX +—=LLET,

()  ARL—BBTRTOISRER—LAR—ATEATSET.

a. operator@&BiZEM £ 7213 %Z B IR L £ 9 netapp-acc-operator ARL—ZDA VA M=)LD—IRE
L/_C\ %ﬁfj:gEFﬁﬂb{EgJE,\J‘:«EﬁEéhiTo

b. FENXIZBBDEGHEZERL T,

C) FERICLBEDEIHRINE T, 1 DDISAKXTEITIBZIEEFAVRAEVRIF1D
ZIFTY,

c. T*Install* )] ZFBIRLZX,

C) FERERARETBIRLIEESIE. COARL—ZDOFH AR M—)LEHEZERT D L

SIKHENET,
2. >V =)L T. OperatorHub X= a2 —|CBEILT. ARL—EZHWEEICA VR b=ILTN=Z & EZRESEL
£,
Astra Control Center -1 > X b—)LLFT
1. Astra Control Center# R L — 4 M[Astra Control Center]Z JRD 1> —)LH 5'[*Create
AstraControlCenter *|%&IRL £
Project: netapp-acc-operator »
Installed Operators > Operator details
neta —-acc-operator
23.40psrovidedzy NetApp Actions =
Details  YAML  Subscription  Events  Astra Control Center
AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. #E17L %9 Create AstraControlCenter 7 #4#—L 71 —JLK

a. Astra Control Center D& Z RIFLIFTHEL £75
b. Astra Control Center® S RJLZEBML £,
C. AutoSupportZx Bxh £ 7= IXERIC L £9 . Auto Support IEREDIRIFEHREL £,

d. Astra Control Center®FQDNZ 7=IZIP7 R L XZ AL E T ASBWVWTL TV http:// i
https:// Z2J)v o LZET,

e. Astra Control Centerd/N\— 3> AN LS (i : 23.10.0-68) »
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76

L 7ADYRE. EX—IT7RLR BLVEBEOHRZANLFT,

g AR a—LBRREARYS—%EFRLTLEE V) Retainy Recycle £Fld 'Deletes T7FI
fBIFTY Retaino

h. £ > X k=)L DscaleSize##IR L F£9,

T 7 A4IL b TlE. AstraTERIAM (HA) AMERINE T, scaleSize D Medium' X

@ CAEDY—ERXZHAICEAL. TRMEZHBERTZDICEBRDODL TV HZEALE
9o ZfEA “scaleSize £ LT Small'Astrald. HEEZ%ZHIR T 3-0ODNEY—E
2ERE. IRTOY—ERDL 7)) HE=HBL £7,

L ANRATEERLEFT,

" Generic (ingressType: "Generic") (F7#JLE)

COFTavid. OAANIAY  O—ZZFEHALTVWR5E. £RFBOANIY NO—7
HERTIHBEICERL F9., Astra Control Center2BA L7=5. ZRETIMNELRAHD FT "A
710> FO—5" URL%E{ER L TAstra Control Centerz 2B L £,

" AccTraefik (ingressType: "AccTraefik")

AN rO—Z%ZRBELABVGEIEX. COAT>a>aEFERLET, LD, Astra Control
Centerh'EATINZET traefik ©'— b 1 ZKubernetes® lLoadBalancery 21 7OHY—E
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BTY,

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/$image SGCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA_REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml
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manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image $SAZ ACR REGISTRY/$image
docker push $SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml
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. ARV ANFELTWVWBS e ZzEEE L. ORI RICYIDBEZEXT,

Azure 7 L
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Cloud Manager

Q

AZUTE | WESIUSZ | ® AT

] azurecioudmanager

Azure | centraluseusp

[[] evo-aws-connector

] ovo-connector-gep
Google Cloud | us-eastd

TestazHA

azure-cannector

Connectors Add Connectar

ve

= Active

AWS | us-east-l | ® Active

= Active

Azure | westus? | = Active

Azure | westus? | w Inactive

®)

Manage Connectors

Goto Local Ul A

Gote Local Ul 2

Go to Local Ul A

Go to Local Ul A

Goto Local Ul 2

Cancel Q

757 RRIEOERRIZER

a. /A T Microsoft Azure 1 o
b. T Cloud Volumes ONTAPHA | Y AZIL Y,

- Account » Worlk: e 4 Connector v
Cloud Manager b g

netapp.com-05. Works

Replication Backup & Restore Data Sense File Cache Compute Syne All Services (+9) v

Add Working Environment Choose a Location

[ 1]
= aws [ =]
Microsaft Azure Amaion Web Services Google Cloud Platform On-Premises
Choose Type

o
©) @ ® ®

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files Kubernetes Cluster

Q, if you want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

OpenShift 7 S A% A4 VR— b LET. ERLIEERBICO S A ADERINE T,




a Xy bTPYvTUSRAADOFEMERT T BICIE. *K8s * > * Cluster list * > * Cluster Details * %3&iR L
E I

Cloud Manager Accaunt

hetapgcom-05.

Canvas Replication Backup & Restore Kés ata Sense File Cache Compute Sync All Services (+9) v

Cluster List » Cluster Detalls »

targetazacc
Statuss Cluster Version Added by Volumes VPC Date Added Trident Version Pravider
~ i - HR Microsoft
\) Running w1.21.6+bb8d50a Import 3 April 14,2022 v21.04.1 B Arire
1 Working Environments Q
Name *  Provider = Region * | Zone % Subnet = Capacity
testHAenvaz m il Z’:..":“’" westus2 10.0.0.0M16 .00 used of 500 6B available
1-10f1
3 storage Classes Q
Storage Class ID = Provisioner % volumes
managed-premium m= 0
trident
Xr1HsSpd-ha
vsaworkingenvironment-kr1hsSpd-ha-nas 1 NetApp 3 T
trident netano.loforotacol=pAS <1

o

b. 5 EIC%H BAstra Tridentd/N—> 3 V&R L F T,

C. Cloud Volumes ONTAP V S RADRA ML —T OS5 RF. FOES 3= F9Y—I)Le L TRy b7y
EEALTVWBRZEISEBLTLETL,

ZHNUCE D, RedHatOpenShift 75 XAV R—rEN, TTAILFDA ML= 0 FZADEIDHT
bNET. ANL—COSXEBRLET,
Astra Tridentld. ¥ Y R— b CFEEO 7O I TEHFMICA VA M—=ILENET,

6. Z ?DCloud Volumes ONTAP BIERND IR TOXEGEAR) 2 —LEeR)a—LEXELEFT,

7. Cloud Volumes ONTAP (. > F I/ —REFRIEINATFRASEYTF o LTHETCEE T, HADED
ICH > TWBIEEIE. Azure TEITTINTWBAHART—HRYE /) —REART—HA=ZHERELET,

Azure[d |} Astra Control Center® 1 > X b — )L Y E&TE

Astra Control Center Z12# T4 VX h—=)LLET "7 VX —ILFE",

Astra Control Center Z{#EH L T. Azure N7 v FZEBIMT 3, ZERL TL/ZE L) "Astra Control Center %
ty b7y Tl N7y hEEIMT S

-« > X k—)L#IC_Astra Control CenterzsRE L £ 9

B8 (- K > TlE. Astra Control Centerd - > X b — LR ICEBINDERENKEICRDIEE
RHD ET,
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DY —Z2DHRZEFELET

—ERDEIE TIL. ResourceQuotas# 7 ¥ k LimitRangest 72 7 b FEHL T, Z—LXR—IHD
)Y —ZNT S XA EOFERAIRERCPUE X EUEZIARTHELAWKLSICL X, Astra Control Center T
EERMNEFRESINTVARWD, 5DV Y —RZEHLTVEEA, CORFETREZERL TWVWSRIEE
|&. Astra Control Centerzf Y XA R —ILTBR—LAR=ZIAHWBE VY —X%HIRTIHEHLHD £,

NS5DTA—REEIEZMES LVHIBRT3ICIE. XOFIEZERITLET, Ch5DFITIE. OXY RED
IFaAY Y RBHDERICKRREINE T,

FI&E
1. TUY—RU4—R%BE L ET netapp-acc (FlFHhXRLR) F—LAR—ZR

kubectl get gquota —-n [netapp-acc or custom namespace]

XTI
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRIANICIRTDIY =R+ —RZHIFRLE T,

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. THIPREEFE ZEIF L £ 9 netapp-acc (FIZDRARXLA) XF—LAR—X

kubectl get limits -n [netapp-acc or custom namespace]

X -
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NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. HIPRECEZ LRI THIFRL £ 9,

kubectl delete limitrange cpu-limit-range -n
namespace]

[netapp-acc or custom

ARZLTLS SERAEZEML E Y

Astra Control Centerld. AXJI>bO—F S5 T710 v P (—EDEREDH) EXLUWebT T TH TDWeb Ul
FREEIC. T 7 AN TEHCELTLSIIBEAFERLE Y, BIF0BCESR TLSSEFHZEXHIR L T, BB (
CA) WEBHLTLSHIREICETHRA SN TEFED,

T 74~ DBECELMFAER. RO2BEOERICFERINET,

* Astra Control Center Web UINDHTTPSHE#E

@ ANV FO—=F T TavY (DBDHBEDH) ingressType: "AccTraefik" ZFO/N
TAIFTRESNE LT astra control center.yaml Astra Control Center®-f >~ X k
—IILHRICT 71 L= 1ERK)

NS DEGOFREEICERATNZAREIF. T 74 FOTLSEEAZICEST I SNE T,

EXZRtad a0IC
* Astra Control Center Z -1 > X ;k—)L L 7c Kubernetes 7 5 XX
*RTIBZVFAFZLEDARY RV TIILADEET V£ R kubectl AX VK
*CADMER I 7AIILCIBET 71

BOELIAEZHIRLET

BFOECES TLS SERREZHIFRL £ 9,

1. SSH %#{£MA L T. Astra Control Center 7R X k93 Kubernetes 7 S X RICBEBI1—HrLTOd1 >

L&,

2. k0O Y FZFERALT. REOIEBASICEEMITONTWVWSTLSY—I Ly b EREL FT <acc-
deployment-namespace> Astra Control CenteriE AR — L ZXR—XAZER L T. ROEEEZTVWET,

kubectl get certificate -n <ACC-deployment-namespace>

3. XYY REFERALT. BEA VA —ILEhTWVWES =T Ly MCEEREZHIBRLF T,
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kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ARV RSV ZERLTHLVGERSEZEML EY
CAICK > TELTNIH LV TLS AEAEZEML £5,

1L XOOAT Y REFEALT. CAOWMERB I 7AIILCHRE T 7ML EERALTHLLWTLS >—JL v b %E
B L. $E0 <> D5 | EEYRIBRICESI BRI ET,

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. kQAT VR EeFEFEALT. VS XZAREZLIY—XEE (CRD) 771 %REL. 2ZBELET
spec.selfSigned DfE spec.ca.secretName UEIICIER L7ZTLSS—o L w b BT 3ICIE. K

DFIRZRITLET

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>
CRD :

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3 ROAT Y ReHAH%EFERLT. BEHNELWVWI . BLURBET ZAER U S5 XX THRILS % %&ElE
NTETVWB xR L £9 <ACC-deployment-namespace> Astra Control CenteriE A r— L A R—
AzFEALT. XOEEZITVWE T,

kubectl describe clusterissuers.cert-manager.io/cert-manager-

certificates -n <ACC-deployment-namespace>

X -
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Status:
Conditions:

Last Transition Time:

Message:
Reason:
Status:
Type:
Events:

2021-07-01T23:50:27Z
Signing CA verified
KeyPairVerified

True

Ready

<none>

4 HIERLE T certificate.yaml XOFIZFEBR LTI 7MILEZER L. IEl<>D T L —RKRILAERE

PIRBERICESHRAE T,

apiVersion: cert-manager.io/vl

kind: Certificate
metadata:

<strong>name: <certifi

cate-name></strong>

namespace: <ACC-deployment-namespace>

spec:

<strong>secretName: <certificate-secret-name></strong>

duration: 2160h # 90d
renewBefore: 360h # 15
dnsNames:

d

<strong>- <astra.dnsname.example.com></strong> #Replace with the

correct Astra Control Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

S. RMDIAY Y R%E(FER L CAFRZE % £

BELET,

kubectl apply -f certificate.yaml

6. x> ReHAfEFERAL T

SERRZEAELLKIERI SN TWVWB Z 8. BIUERBFICIEE LT=518 (
%uEi. HBRE. E#FHEAPE. DNS &R YY) ZFERALTVWA xR LE T,

kubectl describe certificate -n <ACC-deployment-namespace>

XHIG
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Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417%
Revision: 1
Events: <none>

RO R ez ER L TTLS Stores CRDZERE L Eill<>D 7L —RARILAEZ BYRIBRICES
BRET,

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD :

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

- ROARYEBLUVHEFEBLT. AJJCRDTLS 7723V %=fREL. HLVIRES —J L v b2
ELEY, il <> 0T L—RRILZEZ BYLBERICESHRIE T,

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD :



tls:
secretName: <certificate-secret-name>
9. Web 75 #% R L T. Astra Control Center DEA IP 7KL XICT7I7EXALET,

10. SEBAE DFHEN 1 > X b—IL LIGEREORHME — L TV B L 2R L £,
. SEBFEE T RR— L. #ER% Web TS5 IHDIABEIR—TvIc1 Y R—FLET,

Astra Control Center ztz v k7 v L X9

Astra Control Centerz 1 X F—JLL. UNCOJ A > LTNRT—REZZELS. T
TEXRDEY b7y T IS RZDEM. DR, A L—JDFE. N7y
FDEMZITOENTEERT,
RRY

* Astra Control Center DS X%ZEBMLET

* Astra ControlzfFA L T. 75 XXBEDI-OHDERREZERT S

* [0 Z RR%ZIEM]

*ONTAP A RL—U Ny O IY RTRAEBEMILET

C[REL=UNYIIVRZEMLEY]

[Ny hZEEBMLET]

Astra Control Center D> 1> XZEBNMLET

Astra Control Centerz 1 > X =)L §B . #HARAADFHER S AL AT TICA VA M=ILENTULE
9, Astra Control Centerz §1lid 23S ld. COFIEZEETTET,

FLWS 1t > XIE. Astra Control UlE /=13 % B L TEMTE £ 9 "Astra Control API DEE",

Astra Control Center5 -1 2> ZX|%. Kubernetes CPUZ=w rZ{FHALTCPUUY —XZHEL. TRTOE
EByt®RKubernetes7 S XX DT —H—/—RICBIDYTS5N/CPUD Y —X%ZZELEXT, 7tV X
IFVCPUDERZICEDVWTWVWE T, S RDFHERAZEDFFMICOVWTIE. ZBBL TSV " STt
A"

@ A A=A A EEBZ 3. Astra Control Center [ZFT LW U r—> 3> %
BIETIRIARDET, BE2BRZET7I—MDRRINZE T,

@ BEOFBRE I TILSAE AZEFHITBICIE. Z2BRLTKLETVWEBIFEDOS 12X
ZBHITB"

EX%BIAS B R0IC
* L A >R =)L L7Astra Control Center-f > XXV AANDT It X,

* BEEEO-ILOER,
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CA"ZY TV TSAEYRT7AIL" (NLF) »

=2}

1. Astra Control Center Ul ICAJ 1> L %9,

2. T*FHAOY R *>* S48 >2 %] ZBRLET,

3. I*SA4E>XMEM* 1 ZFRLFT,

4 Ao>O—RLIESAEYZXT741)L (NLF) Z8RBLET,
S IM* At XDEM* 1 ZFERLET,

Account>*License* R—J(CIF. TV RIEHR. BB, 1> UTILES. 7HAOVRID. &
SFEAINTUVB CPU IZY FARTEINE T,

SHMEER S 1> X% BB T, AutoSupport [ICT7—2 % XE L TULWARWEE(IX. Astra Control
() CentericMENHAE LI L FCF—AHEDNBVES IS, THY Y NDEBTRIELT 72
U,

Astra ControlZfEF L T. 75 XAABEBOI-HDREZ#FT D

IS A2 %BMTBH0C. KORHREEERIZL TWBA I 2BRTIMNERHD T, T BRFT VY
H#FE{TLT. 75 XA %Astra Control CenteriZBIIL. 75 XX EBEBOERE)ZIERT 3 E /I TETTVWS
CZTERTI2VEHHDET,

E£ % Bt B R0IC
 IBOHHREREZE LTV | IJIED "EREEDOZEM" Astra Trident & Astra Control Center(Z &,

*ID—H—/—ROBEARY EHBNYIIVRIAML—JERETEELDIC. I REZADT—H—/ —
Rz@BUBRIAML—RSANTHERELEY,

* * kubeconfigz 7 7 XABEICT %% "T 7 4 )L DU T X Zkubeconfig" FHUUd "1 > X k— JLEFIZEEE"S

c SREIRICEETREEBEIE . ST MR- MRIEE (CA) &89 Dkubeconfig7 7 1 IILEZFERALTY T R4
BN %% alE. cluster kubeconfigZ 71 ILDE I 3 >HBBLTLETL, CHICED. Astra
Control T S AR %ZEBIMTEF £,

insecure-skip-tls-verify: true

* *PSAKIRZBRICT S* : Kubernetes 1.25UB& DU S XA TIZETH IRy REF 2T 7RI v
3 VRGO BEICAE > TVWBIGEIE. ROBLFIZER CTPSABIRZBMICT 2RELHD XY,

° netapp-acc-operator f—LRANR—2

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring RF—LANR—X
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * Astra TridentD E4* .

e HR—FINTWVWBN—3> %A1 >R =)L Astra Trident® /N —< 3 > "Astra Control Center|Z &
STHR—FEINEFIT" DAV =)LTNTUVS

BJRE T "Astra TridentZ & A" Astra TridentA XL — 4 (FEZE fzldHelmF v — L= 1{E

@ H) F7ld%&EAH tridentctlo, Astra TridentD1 Y X b—JLEEZT7 v T L—R%
To5EIC. 2B LTKETVW Y R— SN2 70V IR Ny VR, &
UORZ MBS

° *Astra TridentX FL— Ny I T2 FORE ¢ < EH1DDAstra TridentX kL—I Ny I TV
RO "ZBELET" ISRAZDAR) O —EHERLTLIEEL,

° *Astra Trident A hL— 0 S XERE - DR EH1DDAstra Trident A FL—S 05 X% "ZREL
FT"UTRARADR) =R LTSIV, TTAHIL MDA ML= SIDRESNTVBRIES
IEF. FDRANL—=2O0SADTFIAINNDT /) T—2 a3 % FOH—DIANL—JUSIATHB L
ZHERLET,

° * Astra Trident’R!) 22— LASnapshotd> FO—ZZFKE L. R 2—LSnapshoty T X% A VX k—
JL* 1 R1) a—LALSnapshotd > fO—F (3 "1 > A b —JLiEH" Astra Control TR+ v I 3w b EE
BTE3EL5ICLET, Astra Tridenth' 72 < £ H1D VolumeSnapshotClass (&L "2y k77w 7"
EEEICL S,

* * Astra Control Provisioner * . Astra Control Provisioner & E L BB A FL— O Y 3 =>4
HEBEZ fER 9 B 113, Astra Trident 23.10L4f%% 1 > X b—JL L. "Astra Control Provisioner®&gE",

* *ONTAP Z L5 >+ )L* : Astra Control Centerz= R L T7 U —>a>E Ny o7 v TELUVUX
E7F3ICIE Nw T T7wTONTAP Y AT LTONTAP LT v IILER—N—1—F—IDZHRET D
MBEHRHD XTI,

ONTAP YV RSAYTRODIAY Y REETLE T,

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* rancher®&: RancherlRIBTT7 TV —> 3> 0 5 A2 % BB S 355, rancherh'Sigtah
Tekubeconfig 7 7 A ILTT7 TV r—> 3> 05 RZDT 74N AV TE XS ZZEE L T. rancher APIH
—N\NIAVTFFRAITRERZCANO-ILTL—2aYTF XM EFERALEFT. CNISED. Rancher API
H—NOEFHERIN. NTA—<IVPEELFT,

BRFIvIZRITLET

KRDBRF T v x2E{TLT. Astra Control Center IC7 S XA X% BT R3E BN TIT TVWBR I Z#ERELE
XS

FIE

101


https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html#choose-the-deployment-method
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploying-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#step-1-set-up-a-volumesnapshotclass

1. Astra TridentdD/\—2 3 > Z FEER

kubectl get tridentversions -n trident

Astra Tridenth' 21 9 2B 5ld. KDL S HBHEIDTRRINE T,

NAME VERSION
trident 23.XX.X

Astra Tridenth' ZE LBEWVWGEEIE. RO LS HBEABRIINE T,

error: the server doesn't have a resource type "tridentversions"

Astra Tridenth’' 1 > X F—=I)LENTUVRWEERA VA M=ILENTWVWBN— 3 DR
@ THRWESIE. T 3FICRIF/N— 3 > DAstra Tridentz 1 > XA b— LT B3HERH D
F9, ZBRBLTLIET VW "Astra Trident D R 2 X > R FBICDOWTIX. Z2BL

2. Ry RORRITINTVWBR =R LE T,
kubectl get pods -n trident

3. HR—FINTWBAstraTrident RSANEX L= O S X THERALTVWSHE SHZREEIOEY 3
ZOBUEDAHNIFE LET csi.trident.netapp.ioe RDFNEBEL TLETIL,

kubectl get sc

[E1EA
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

25 XA 0O—)LkubeconfigZz {ERL L £ 9
HEIZH LT Astra Control CenterFIDFRE SNTAER F 7o IFILR S NIAEREEEO— L ZEL TS &

9, kubeconfigidAstra Control Center®tw b 7w FTE TICREINTWE . CNISHEDFIETIEH
DEtHA, "TVAL—)LTOEZR

COFIEZERIT L. ROVWTNHDLF ) A TRIFEZRIRT 3HEIC. BlDkubeconfigZ {ERL T E &
ED
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s BIEWRD Y S XAICK$ B Astra Control DIERZFHIPR 3 3

*HBEBOICTEFRMZERL. AR M—ILEIIERE ST 7 # )L k DAstra Control kubeconfigld &/
TEFERA. Flelo B—D AV TFAMZHFEORESNO—JLIFIRIETIIHEL FHA.

ERZFms 3HiIC
FIE OFIEZEITI BRI, BEIT BT T AXIRDERDH S e 2R LTI LY,

* kubectl v1.23LAEN 1 VXA R=)LEINTLS

* Astra Control Centerz BB L TEMP LUVBETZ IS AEZADT IR

@ C DFJE Ti&. Astra Control CenterxE{TL TW3 Y 5 XX ICkubecti T7 VX9 ZHE
IEH0O FE Ao

CTIOTATRIAVTFAMND IS RARXEBIBEDHRTEIRT 307 5 XXDT U T« 77 kubeconfigT9

FIE
1. H—EXT7HhoY b EERLE T,

a YWOERDH—EXT7HI T 7L EER L X astracontrol-service-

account.yamlo

LRI C BRI ZERZHEICISCTHRELE T, CCTERZT2I5813. UBROFIETHLRAILEEZ
BERT2HEDHD T,

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a H—EXT7AIY EBERLET,

kubectl apply -f astracontrol-service-account.yaml

2. ROVWTFNH DTS ZEZO—)LZVER L. Astra Control CEIET 30 S ARICHKERIERZ DY TE
XS

° S ZAZO—)LOFIE : ThOO—)LICIE. Astra Control T S XX %= BIE T 3 1-HICHERR/NED
MRDAZENE T,
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2Ty TDT=0HICER

i. Z{ERL L £ 9 ClusterRole EWSERID T 71 ), il | astra-admin-

account.yamlo

LR BRI Z R EICSCTHELET, CCTEEZTo21HEIE. UBEOFIETHE
CEBEZERIZHVENHD XTI,

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

—_ T %0

resources:
— T %0
verbs:

- get

- list

— Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
wn
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.1io
- trident.netapp.io
resources:
- configmaps
- cronjobs



- daemonsets

- deployments

- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

- build.openshift.io
- image.openshift.io
resources:

- builds/details
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- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers

- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

i. (OpenShifty 5 X ZMDIBEDFH) astra-admin-account.yaml 7 7T ILETIE # Use
PodSecurityPolicies T3>,

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use
ii. 75220—)LzBEBALET,

kubectl apply -f astra-admin-account.yaml

° 7S 2AMO—)LDILAR © Astra Control TEIE S %0 5 XA DERDILENS EFNET, CoO—IL
. EEOI>VTFIMEFEAL. 1 VX M—=ILEICEREINT=T 7 +JL k DAstra Control
kubeconfigz FATE A WVWHEEPY. BE—DIAVTF X M EFORESINIO—IIHIERETHERELA W
BEICERATEEY,

RDE S0 £ clusterRole FlEIFKubernetesD—HEHI BB TS, CTHEADER
(D) BCEEOFECOUTIE. CEAOKubemetes? 1 A FJE 21— 2D RFL XY
FEBERL T RS,
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ATy TD1-HICEM
i Z{ERL L £9 ClusterRole EWSEBID T 71 Lo H: astra-admin-account.yamlo

LR BRI ERZ B EICSCTHRELET, CCTEEZTOHRIE. UBOFIETHRALE
BreEATIRENDD XTI,

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

- apiGroups:

I o |

resources:

— LIS |

verbs:

(|

- nonResourceURLs:

I |

verbs:

B I |

i. 75 2420—)LzBRALFT,

kubectl apply -f astra-admin-account.yaml

3 H—ERXRT7HIY RADISREZO—ILNA Y RAIC. 25 X20-I)LEZERL F T,

a. #{ERL L £ 9 ClusterRoleBinding ¥WSHABID T 71 JLTY astracontrol-
clusterrolebinding.yamlo

HEIZHL T, T—ERXRT7AT Y bOEREFICEE L BRI C R R ZRB LT,

<strong>astracontrol-clusterrolebinding.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a JZ220O0-IN1Y RZERLET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. c=o> =Ly bEERLTERLET,
a YWSHRD =02 —0Ly b7 70 EZERLEX T, secret-astracontrol-service-

account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. h—o > —oLy hZBERALET,

kubectl apply -f secret-astracontrol-service-account.yaml

S =0 1=V L v hD&AHI% secrets Array CRDFIDREDIT)
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kubectl edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452"
name: astracontrol-service-account
namespace: default
resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%ec3£89
secrets:
- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. F—EXTAIYrDI—U Ly bE—BRRLET (BEHRIET) <context> 1Y b—JLICEL
EAYTF AL EEALT. ROBIFEZITVET,

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HADKEIFRDESICBD o

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RDBERDA VT VI R secrets PLAIFONBIBED XY, LERDBFITIE. D> FT VI RXTY
astracontrol-service-account-dockercfg-48xhx 0. D1 >FT v I X T secret-
astracontrol-service-account |F1T9, HAT. Y —ERXT7ATV I —OL Yy DAV TVD
ABBZAELET, COTMVTYvIREBSIIROFIETREICAED £,

7. RD & 5 IZ kubeconfig Z4ERM L £ 9

a. Z{E L ¥ create-kubeconfig.sh 7 71 JLo L T EE L) TOKEN INDEX RDR )T
bDFFEICIEL WMEZATILE T,
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<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

+H H= H= H

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \
—-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 Jjsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG_FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

rename—-context ${CONTEXT} ${NEW_CONTEXT}

# Create token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
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set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
-—-token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. ¥ > R#%EY—XICL. Kubernetes 75 XZICEALET,

source create-kubeconfig.sh
8. (A7 3aY) VSRFICOHMDRTVEFICIN-ANF1—DLFIZEELEXT,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

RDFIE
AIRFHDEL TN TVWBRCEZHR LS. RIFERPITEITVWERYT 757 XX ZEN.

75 X 5% BN

TV r—oa>0EBERBT 3I1CIE. Kubernetes 75 X2 %EBIML. AYEa—F4>F )Y —R&L
TEELZXY, Kubernetes 7 U4 —> 3 > &H T 3ICIE. Astra Control Center D0 5 X 2% BIY %44
BEAHDET,

fthad 7 > X2 % Astra Control Center (ZENIL TEE Y 3HIIC. Astra Control Center H'&#(C

BALLISRARZEEBTR 2O LET, BESLV NS TN a—FTo Y IHD
Kubemetrics T—R & VS AABET — R EIXET BICIFE. RVIDIV S A ZEETICEET
BZREHHD XY,

ERZRIm Y BHIC
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* UTRAREEMT BRIC. HERZHRL. RITLTESTIT AIREHCLEF T,

* ONTAP SANR SANZFERA L TWVWBHEIE. TNTDKubernetesZ 5 XX TIILFNADBEMICHE ST
WB el £xd,

FIE
1. By aR—RELERBIFRAEXZa—DWThHHSBEL FT,
c Y=YV D* Ry aR—F* T IS RXERA DS EMZERLET,

c EIOFET -2 3 VT, "I A EERL. VT RAIR=IUH 5T T X ZDEM ZERL &
ERS

2 RRINISAZDEBIMN* V4 Y RUT, 27 v 7O—RLZET kubeconfig.yaml DRBE T 7L
F7oIEBED T £ kubeconfig.yaml 7 71 o

@ o kubeconfig.yaml Z 7 ILICIE. 1DDITARDISRARAILTOIOYILDAIES
DIMBELHD £I*

BRTEM T 3% E1E kubeconfig 7 7 M JLICIE. *1DD*AVTHFARILAY FDOH
EERTIUNENHDET, #BBLTLLIEE V) "Kubernetes D RF a2 X2 " #BRELT
() <70 kuvecontig 771 )be EEALT. SRS N2 5 2% O—)LOkubeconfigk

R L7388 L2 70t X T DOFIETIE. kubeconfigZ 7w 70— R 728D 13T
12T W,

B LTIy IIARIEELE T, TIAINETIE. LTIV ILEN IS RE2D&HETE L TEHMICA
AEhEd,

4. T=hA* | #FRLE D,

5. TMKubernetesZ7 S ARICFERA TR T IAIL DAL —S 05X %EBIRL. *Next *ZEIRL F 9,

@ ONTAP R b L —S%AR— 9 BAstra Trident A AL —S 0 S 2AEEIRTIMBENRHD £
ER

6. BIRZHEIE L. INTHRFRIBEIE. MEM ZFRLE T,

ER

25 XZH T discovering *1 KEEICZ D, THealthy *1 IZZEH D FJ, TMNT. Astra Control Center’ {3
LTUSREEBETEEZLSICHADF LT

Astra Control Center TEIET 37X X ZEMLIcH L. BERARL —XDEEBICHI DD S
BahdbExd, FNETIE. BRM7AAVHKRICEDLD, *ETZXZ) IV MRT
—RAFT VIR AR IHEREINET, COMBIFEBLTHEFVEHA. BEIF.
@ Astra Control Center NIEL WA T—R XZEUS L7 FICHBRLEF T, BHOoRBR->THHED
BRLABWVGEIE. V7 ARICBEL TZETLET oc get pods -n netapp-

monitoring ZRMBRE LTHEELE T, MEZT/NvI T3 BERAXRL-FZ0OT%
ARBBEN DD T,

ONTAP X hL—U NI IT Y RTEREFZEMICLET

Astra Control CenterlCl&. ONTAP /\w o T RDOFBIFICRD2DODE—RHAEHD T,
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C LTI wILR—RDERET | WELIERZIFDOONTAP 1—H D1 —HEZ /N AT — K, ONTAP O/\—
CavrDEHEMERARICEHBICIE. admin®vsadminRE OEFIEEIN XU F O 1Y
O—I)LZERTI3HRENHD £,

* SFBAZE AR — X MEREE : Astra Control Centerld. /Nw oI IV RICA VR I\—)L*X’L’C WBERE = FAL
TONTAP VSRR LBEETBRHTEET, V517 MNIAE . BLUOEEIN-CAGIHE
EATZ (R .

BTEHFONY I IV RZEEHLT. B3R TOFENDSRIDFEICBITIZ AN TEERT, —EICTR
- |\ _kn%m.\nEjj__t 3:197:_ H-_C_a_o

7 b;yQ/V)L’\‘_Z@ulb\nE%ﬁXjﬂu L/gi_g-

Astra Control Centerilld. 75X AEZWRELTZIL T vILDUETY adnin ONTAP Nw I IV RE
BIET DD, BRICERINIBEDO—IL (RY) ZFEATIHNELHD XY admine CHUZEKD. Astra
Control Center® 5D 1) 1) — XA TEA T ZHEEAPIDN RSN B TEMDH S, FEDONTAP U ) — D
A EBREDERINE T,

@ HRRZLDEF2) T 071 >0O—)LidAstra Control Center CERL L TERTE £ 3H. H#
BEInxztAo

Ny I IV REZDHZRICELET,

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

IJLTOIVYIDTL—2TEFIANTREINDIDIE. NI IVRERDATT. LT v ILOR#ED
MBRDIE. NV IITY ROEREIESEFRILITTY, D=8, KubernetesBEIEEX/-IIX ML —JEE
ENEFTTIDIIEEEERHDIRETT,

DIEEHE/\ X@nlu\nIE%ﬁ)‘j”t_ Léﬁ?‘

Astra Control CenterTld. FEFAE%EFERL THRAS LUVBEEDONTAP Ny I IV REBETEXT, N\v 7
TV RERICIE. ROBHREANDTBZHRELHD XY,

* clientCertificate:Z 741 7> MEEBAE,

* clientPrivateKey:BH&E T 5 NI-MWERE,

* trustedCACertificate SRS NICASIRAZ, FHEINI CAZFERATIHEIE. CONTXA—42%
BETBIRELNDHD XY, EREINZCAHNMEAINTLARVEEIFEEBLTHEFVEEA,
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RODWITNHDDRA TDIARAEZERTET X I,

* BCELXGRE
* Y—RN—F 1 OIRAE

BCEBLIREICLZBIEEMICLET
—fREV7R T =7 T O—ERDFIETHBRINE T,

FIE

1. 9347 MERREBE F—ZHM L F 9. EMFRIC. FREEICER T SO0NTAP 1 —HICHiEH (CN) Z&&
ELFT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. BATHDISA 7 FaFBEZ A VA M—)LLE T client-ca EF—%ONTAP AHLZF T,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

3. ONTAP Ot * a7« OJ4 > O—ILhGERAERE AR E Y R— b LTWB L ZHRL XY,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4 SR L7-GIRRExFERA L Rz T A ML E T, ONTAP BEIBLIF> ¥ <vserver name> ZEIEDIP L &HiIC
BFZITLIEEL, LIFDY—ERXRR) S —HICHRESNTWBR R ERTAINERHD FT

default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. BIOFIETHE-{EZFEAL T. Astra Control CenterQUITA L —INw oIV REBMLET,

Y—RN—T 1 OFREICL ZREEZBIICLET

H—RN—T 1 DABRED BB HEIE. ROFIETHAREN - XD ZRE TS X,
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FIE
1. MR ECSRZER L F7,

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS :<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

. CSR%ZWindows CA (H—RK/N—F 1 CA) ICEL. BRLEHIPHEEME LFT,

C BYBAAZE AU O—R L. lontap_signed certert) WS &RIETITE T,
. Windows CA (Y — R/N\—F7+CA) h5IL— FEBEZ TV R R—FLEX T,

- CDTFAICEFIZMITET ca root.crt

a A~ W DN

INT. RD3DDT 7D ENE LT,

° WEH . ontap signed request.key (Z#UUF. ONTAP OH —/NFEAEICHIGT 5F—TY.
—NEEREZED A VX b= LRFIZRRETY)

o BRRBAHIEAE | ontap signed cert.crt (THUd. ONTAP OD_server certificate_in & HIFEIEN
£9) o

° JL— FCASEBBZ : ca root.crt (T#ld. ONTAP O_server-ca certificate_in& HIFIENET)

6. CTNHSDIAAZEZEONTAP ICA YA b—=ILLFET. EHLTA YA F—=ILLE T server KU server-
ca ONTAP DiFFAZ,
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sample.yam| D ERS

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate

116



certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. N2AD—REFEBRLAVEBEERICEILRIA DI SA 7> MEERZ%#ER L £ 9, Astra Control Center
IZ. SO7OX%EERLTONTAP L@EfEL 9,

8. USAT7 Y MEPAZEE LM L TONTAP ICA/ YA b—JLL E 9,
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sample.yam| D ERS

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. Astra Control CenterQUITR fL—U Ny I TV REBAL. RDEEIBEL X7,
° 54 7> hEERAZ : ontap_test_client.pem
° TRZBHE  ontap_test_client.key
° {SEE TN T-CAZIBEZE : ontap_signed_cert.crt

AL=—UNwOIRZEBMLET

LTS v )L F1-ISEEREREEHR Z K/ E L 7= 5. Astra Control CenterlCEEfZDONTAP X kL —/\w &
IVREEMLTUY —XEZEEBTETEI,

ARL—SNwOIYRELTAstraControl DA ML —S 0S5 22 EBT BRI E T iR a—L4 (
PVS) XML — Ny I TV ROBD o —J%# B TEZREITTARL, BIMOX kL —UEEHEE
TTET,

_ Astra Control Provisionerd® _ : NetApp Control Center 23.10L4p& TAstra Control Provisioner® B%hIZ L
TW3I5E. Astra Control Center CONTAPX L —J Ny I T Y ROEBMEERIEA 3> TY,
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F&E
1. Bl FES —> a YBEEOA v 27R— R T, *Backends *% &R L £ 7,
2. T+Efm Z&RLEI,
3. [Add storage backend]’R— < MD[Use existing]z 2 > 3 > T. * ONTAP *%Z:3&RL £ 9,
4. rownwgnhzERL £,

c BIBEDILTYIUVILEER ONTAP VS RABEBIP7RLREBEEDILT YO vILEANIL
F9, VLTIV T REALEDI LTI vILTHAIRELHD £,

CCTABNTBZILT7oovIIlDa—HE. ZHFoTVWBARELHD £9 ontapi

ONTAP 7 5 X ZMDONTAP System ManagerCEXICAR > TW3A—HOJ 1> 70t
@ RFE. SnapMirrorL 7 r—o 3>z @EHET 3581, 77 XAENBESIN

7= Tadminy O—J)ILOA—HY I LT v I)ILZBRALET ontapi HLXY http, V—

RAETRATAZ—a>YDWADONTAP V5 X R, ZBBLTL IV "ONTAP R

AXVED TDO—H—=T7HO Y FOERE] Z8RBL TV ZBRBL TSV,

c SFFAEZFEA [ IREZ 7wy O—RL XY .pem 77 A1), SEAEFX— key 77 TILZIBEL
REICIGC TR 7 7ML EIBELE T,
S. I*ra*] Z#RLFT,
6. NwIIYRDFMZHEL. *Manage * ZiFEIRL £7,

wmR
NYIIYVRPICRREINET online VX MIBEERE=RTLE T,

() NIV ERERENBESIR-UEBHTIUENHIHENBD T

INTy hEEMLET

INTw <&, Astra Control UlE 7zid%Z A L TEIMTE £ "Astra Control APl D&, 7 ) r—2 3>k
B NL—22NY O Ty T35 VS RZBTT ) r— /3/®7D—_/7%“5%Am\
TSNy b 7ONAZDEBMDRAIRTY, Astra Control &, TNSD/NY I 7w TETIE
JO0—>%, EBELEATS IRy MICKERIILE T,

TIVr—o g UBREKGENINL—C2FL 7S5 RRZIC00—=2>0 9 3388, Astra ControllZ /N7 w b
EER T AUEBIIHD FHA. 7TV — 3> DSnapshotiEICIZNT v MMIKEH D FH Ao

EE=RIRT 2HIIC
* Astra Control CenterCBIEINTWA IS XANSEETESAN\Try rx2HELE T,

CNTYRDILTUIvINHB e ZERELET,

* NTY EDRROVWTNHDDEATTHB L 2B LE T,
> NetApp ONTAP S3(MDHEg
> NetApp StorageGRID S3 D&
> Microsoft Azure

° JAF S3
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Configure v

Replication relationship

Source Destination STATUS

@ @ (© Healthy | Established
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2023/08/0117:18 UTC

Sync duration: 32 seconds

b. F¥MZREEL. (T AINA—N—TZBRLTT A F—N-TOtXZzREL I,
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1. 7S04 1R M=ILENTVEDESHERESELE T,
kubectl astra

2 ROWThHhZERITLET,

o SSTAIUNA VA M—=IILTNTWVWASEIE. OY Y RICK>Tkubectl 551 VDAL THRE
. BIFED/IN— 3 > Dkubectl-AstrazZHIBR CEF £ 9, delete /usr/local/bin/kubectl-

astrao
c AR YRS IZ—HIRENBERIE. TI3TAHRA VA R—ILENTVWEEA. RDOFIEISEA
TAVAR=ILLTLETLY,

3. FSIJA4 %A VR M—ILLET,

a. fEFARIEE% NetApp Astra kubectl 75T 4 > DNAF U ZRTR L. AXL—T 4 VT AT LECPUT
—FTIFVICHEBR T 7MIILDOGAFIEXELET,

@ kubectl 7501 >S54 TS Uldtar/N\>Y RILO—ERTHD . T IIAICHEESNE T

kubectl-astrao

1ls kubectl-astra/

a FLWNALFUZREONRICEBEL. BEZIcZEEL XY kubectl-astra -

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

s

AX=2Z0O—AILPIMVISEMLET
3

1. AVFFI OISR TFIEEZETLE S,
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Docker T

1. tarballDIL— b T4 LT FUIZBEILE T, RDKLSICKRRINET,
acc.manifest.bundle.yaml 7 71JILERDTs LI K ¢

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. Astra Control CenterD A X—JF 4 LI RMVICHBZINY T —JAX—=2HO—AILL ISR RIS
wialET, BRITITBAIIC. ROB#EZEIT>TLETL) push-images AV Y RERTLET
° <BUNDLE_FILE> ZAstra Control/A\> RIL 7 71 ILDEHIICEZHRAEYT

(acc.manifest.bundle.yaml) o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7RY MU DURLICEZH#Z £9, XRicHlzmRL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY_USER> Z 1 —HHICBI I £,
° <MY_REGISTRY_TOKEN> Z L P X b DFREEEA b — O VICEBETHZIEX T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

AR
1 tarball®IL— b T LI FUICBEBILE T, XOT7AILETa LI FUDRRTINE T,
acc/

kubectl-astra/
acc.manifest.bundle.yaml

2. L2804 > LFEd,

podman login <YOUR REGISTRY>

3. FAT BPodmanD/N—2a VICEDETHREIAIINIEROWVWTNDADRI ) T hE#{HL T
E1TLEJI, <MY_FULL_REGISTRY PATH> #H 75 Lo c)ZSL VRIS M) DURLICE T
ZAFT

<strong>Podman 4</strong>

223



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

C) LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

EFH 7z Astra Control Center A XL —X%Z A AM—I)LLET
1. FoLOb)ZEZEBELED,
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cd manifests

2. Astra Control Center4# XL — X EEBYAMLEZIREL £
(astra_control center operator deploy.yaml)ZERLT. O—ANIL IRV —IL v bk
ZERLTLLEET L,

vim astra control center operator deploy.yaml

a RN RBELRL AN ZFAT 256 OTFT 74 MIZEBRELIIRELET
imagePullSecrets: [] ROFZEHZHLITHS .

imagePullSecrets: [{name: astra-registry-cred}]

b. Z'& ASTRA IMAGE REGISTRY Z7 ') wZ LET kube-rbac-proxy CAX—J% Fyialil
TR MYINZADA X— HIDFE,

C. ZZ8E ASTRA IMAGE REGISTRY Z7 U w¥J L&Y acc-operator TAA—I%Z2FyialftLPR
FUNZIADA X—2 GIDOFIE,

d [ZXRDEZEBMLES env £ 3>,

- name: ACCOP HELM UPGRADETIMEOUT

value: 300m
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Astra control_center_operator_deploy.yamIDf| :

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. T iz Astra Control Center AL —2%EZ 1>V —JLLE T,

kubectl apply -f astra control center operator deploy.yaml

227



=0

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4 Ry RDETHPTHE e ZRERBLEFT

kubectl get pods -n netapp-acc-operator

Astra Control Center # 7wy U L—RLZXT

1. Astra Control Centerh XX L)YV —2X (CR) %#{R&ELF T,

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. AstraDN—T 3 VB EBEZEL T (astraversion DAL spec) N5 23.07.0# 7T 23.10.0:
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spec:
accountName: "Example"
astraVersion: "[Version number]"

B AAX=JLIRRNINAD AX=SHETT Y allcLPRMNINRE—HITZCZELET 5iD
FlE, TH imageRegistry DAER spec HIEID A > X b—=JLURRICL A FUDHEEINTUVBIHEE,

imageRegistry:
name: "[your registry path]"

4 |TROIEBEZEML X9 crds ODRBEBDERTE spec -

crds:
shouldUpgrade: true

S RICKRDITZEBML £Y additionalvalues DHER spec Astra Control Center CRT. XD FE% ETT
LEx9d,

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

6. 77N IT 4 2ZREFLTRTLEY, EBEHEHIN. Ty FIL—RHHBRINET,
1. (#723ay) Ry P T L. BUOERRBEICR > ZHaRL £,

watch kubectl get pods -n [netapp-acc or custom namespace]

8 7y I L—RHIPRT LTHEBNTETZEETRTISH. Astra ControlD X T —2 ZIRENRREIND £
THRHEBET (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

X -
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NAME UUID VERSTION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.10.0-68
10.111.111.111 True

MBROT7 Y FIL—RRT—EXAZ2HERTBICE ROAIX Y RZERTLET,
(D kubectl get AstraControlCenter -o yaml -n [netapp-acc or custom
namespace]

Astra Control CenterO A XL —RZOJ ZFANRBICIF. KOOIV RFZEITLEFT,
(D kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

i/J(iFlailil—-5?3(%Eﬁ§wuL,35?r

1. Astra Control Center ICOZ 1 > L 9,
2 N=2 a3 b Ty TIL—RENI e EERLEY, UID* Support *R—JSH BB LT T
3 ITRTOBENRI SRR T TV r—2a>oh5|EHSEEL. RESNTVLWB I ZHERELE S,

Astra Control Provisionerz 55hiC 3 3

Astra Trident/\—<> 3 >23.10LAB#IC (. Astra Control Provisionerz 9 34 > 3>
HAEESINTWVWEY, COA T a>zERTDI . 1712 X%ZEE L f-Astra
Control1—%#id. BERIAML—FOES I Z VI #EEICT VX TE XS, Astra
Control Provisionerld. Astra Trident CSIN— X DIZEREEEICINZ T, Z OILGEEREH IR
HLED,

51 MAstra Control DEF Tld. Astra Control Provisionerh*Astra Control 7 —F* 727 F v DX L —>7OE
S ELU AT A ML —RE L TAstra TridenticfXhHh 35D EHD FF, EDI=H. Astra Control®
a1 —1F(EAstra Control Provisionerz BMICT 2 Z & @< #HE L £9, Astra Tridentid5 | TSI A —T> Y —
XA THD. NetAppDFT L L\CSINEDMDEEETI V=R X>TF2U R HR—b BFEINET,
CDRRAIIZDWT

Astra Control Center® 5 - 7> X Z#EN{8 L TWLT. Astra Control Provisionertége={ER 3 383, CDF
BICTES UKEBEHHD £9, F£7=. Astra Tridentx EF L TLVT. Astra Control Provisionerh‘tgit 3 2 BNkEEE
% Astra Controlx fEBE I ICFERA T 3EEH. COFIBEICRSHURELRHD X,

Y5 5NEEH. Astra Trident 23.10TIEFOES 3=V — LiEEIZ T 7 # )L R TIZERICAGD B A
P, OO R EFERLTEMICTZENTEET,

E£%BIRT B R0IC
Astra Control Provisionerz BIC T 3B ald. FITXROFIEEXEITLE T,
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Astra Control 7O E > 3 =>4y —)L1—1} ¥ Astra Control Center

* * Astra Control CenterZ -1 £ > X MEWE* . "Astra Control Center® = - 1z > 2" Astra Control
ProvisionerzBxIC L. IBHINDIEREICT I XT3,

* * Astra Control Center 23.10% 1 > X b—JL £ 7137 v 74 L — K* . Astra Control Provisioner
% Astra Control CfER§ 35 8ld. CON—2 3 DR EBICED 9,

* USRZRICAMDGAY AT LT —F T U F v h'dp 3 Z & &SR T D . Astra Control Provisioner-f X —
JIZAMD64 ¥ ARMBADEHDCPUT —F 72U F ¥ TRt I E I H'. Astra Control Center CH7R—
FNENBDIFAMDBAD AT o

* LY X MUT Ut ZXEDAstra Controltt—E X 7 H7 > k% B © NetApp Support Site Tld7
< Astra Control L .~ X k1) Z {5/ L TAstra Control Provisionerf X—> %4 > O— R§ 35581
"Astra Controltt —EZDT7H TV Ry T4 —LICKHERIEZ AL TEEL. BlueXP7ho > h%
{ERL$ % & . Astra Control Service® &S5 CFEX—ILHAEZF T,

* * Astra Tridenth’'f Y X b—ILTNTWVWBIFEIE. N—2arh4) ) —XEBARTHZ e =R L
TL &V Astra Tridenth'/N\—2 3 2231004 1) 1) — ZEAEIRN T HNUE. Astra Control
Provisioner%z £/ L TAstra Trident 23.10\DEHE 7w I L —REZR{TTET X7, 7z XIE. Astra
Trident 22.10H9 523 10ICE#E 7Y UL —RTE XY,

Astra Control Provisioner® & 1 —1

* * Astra Control Center> -1 > X DEWS* . "Astra Control Center® < -1 +z > 2" Astra Control
Provisionerz BRIC L. IBRIHINBEEEICT IR T3,

* * Astra Tridenth' 1 Y X b= JILEINTWBHEEIE. N—23oh4) ) — BN TH D Z e =SS0
TL 2TV 1 Astra Tridentht/N\—2 3 >23.1004 1) 1) — ZEBREIR T H UL, Astra Control
ProvisionerZ% f£F3 L TAstra Trident 23.10\DE#& 7w I L —RFZRTTEXJ, LRI, Astra
Trident 22.10h'523.10ICE#E 7Y UL —RTE XY,

c LYRAMNUT Ut XEDAstra Controltf—E X717 > k% EX4g : Astra Control Provisioner-f X —
CHEATVO-RTBICIFE. LZRMNIADTIEINRETT, FEHEZEEBTDICIX. "Astra
Controltf —EZDT7HT > 'y TH—LICBREBEZ AL TEEL. BlueXP7HU > b ZERT
% . Astra Control ServiceD &5 CFEX—ILHAEZT XY,

(¥)E1) Astra Control Provisionerz4 7> O— R L TERELZE T,

Astra Control Centerd® 1 —1|&. NetApp Support Site & 7=I&Astra Control D L X U AR EFEHA L TA X —
SHAIVO—RTEFEJ, Astra ControlZ 9 ICAstra Control Provisionerz R $ 2 &lE. LY X+
UAREFERTZ2HELNHD £7,

(7> 3>) NetApp Support Site

1. Astra Control Provisioner/\> R)LZ A > O— R (trident-acp-[version].tar) ZZ Uy I LFT
"Astra Control Center® X7 > O— RR—2",

2. (82, f=f2LAF> 3 >) Astra Control Center®sEBAZ ¥ &4 % F v /\> KL (astra-control-center-
certs-[version].tar.gz) A&~ >O— K L T. trident-acp-[version]tar/\> RILD> T 2 F v =R L X,
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B L (aFlz R

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-
acp-[version].tar

3. Astra Control Provisionerddf X—<%#O— R L EF 9,

docker load < trident-acp-23.10.0.tar
X
Loaded image: trident-acp:23.10.0-linux-amd6c4
4 BRICZTZMITET,

docker tag trident-acp:23.10.0-linux-amd64 <my custom registry>/trident-
acp:23.10.0

S AX=DZARRZLLIZAMIIC Ty a2 L&D,

docker push <my custom registry>/trident-acp:23.10.0

(#77>3>) AstraControlf X— LI X k1)

@ COFIED AT > RIS, Dockerdfih b IcPodman% fEATE &9 WindowsHIFZ ML
TW3I5E(1E. PowerShellz#EE L £,
1. NetApp Astra Controlf X—S DL X MJIZT7IOE2ALET,
a. Astra Control Service Web UNNCAJ A > L. R—SDELICH IR T AV ZERLET,
b. [API access*| = #EIRL £ 9,
C 7HUYNDEEZZFEOHET,

d ALR=—SHS*APIN—2 > OER*ZFEIRL. APIF—0 UXZFFE )y FR—RICOE—LTT
TARA—IFREFELED,

e. EFBEMDAHZETAstra ControlL S X b icOg 1> LE T,
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docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-token>

2. HRZLLPZ MU ZERALTVWRBEIR. A X—JZAZXZLLZANIICBEITSAEICIGC T R
DFIEZRTLET, LYZXMIZFERLTLRWEEIE. "XOtEI> 3 2%

@ DAY RIZiE. DockerdfLhH D ICPodmanz A TE £9, WindowsEBIEZFHAL T
W3BIEEI%. PowerShell=#E L 7,
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Docker CT9¢
a. Astra Control Provisioner® 1 X—>%# LS X KD SEEL F 9,

@ TILENFcA XA=DFEHDO Ty T+ —L%EHR—rE9 . Linux AMD647%
EAX=2HFILLIERRA MRS Y M T 4—LDAETR—MLET,

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform <cluster platform>

ll

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform linux/amd64

b. BRICZ T Z T T,

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

CAX—IZARILLIZAMIICTYySaLET,

docker push <my custom registry>/trident-acp:23.10.0

gL—->
a. Astra Control ProvisionerO ¥ =7 T A b EHAXZLL A MDICOE—LE T,

crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

(X5 2) Astra TridentTTAstra Control Provisionerz B%hiC 3 3
TTDA VA R=ILAET FLT. TOAEICR > CEYIAFIEZZTT LE T,

Astra Control Provisionerd®BZMbICIEHelmIZER LABEWTL TV, TTDT1 VX —IL
THelmZERA L TLWEEREZ23.10IC7 v 74U L— R 3§ 3551F. TrdentARL —X F 7
|ZtridentctlZ 1§/ L TAstra Control ProvisionerZ B3IC T 3MEARH D £,
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Astra TridentEBE
1. "Astra Tridentf Y X b—S5% 4o >O— K LTERMR"

2. Astra TridentZx £720 VXA F—JLLTULARWEE. 7Tt DAstra TridentIRIED S5 AR L — 2 & Hl
FrL7=%E1E. ROFIEZETLE T,

a. CRDZERL X,

kubectl create -f

deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y
aml

b. Tridentt— L XR—X%Z{ERY (kubectl create namespace trident) F7ziETrident—L
AR—ZAMNEZFET B ZHESR (kubectl get all -n trident) o R—LIAR—IHHE]
BREINTWREHERIF. B5—EERKLEFT,

3. Astra Tridentz23.10.0/C 57 :

U2 A8 TKubernetes 1.24LFIZXTL TV BIEEIE. ZEALET
@ bundle pre 1 25.yaml, ¥ 7 X% TKubernetes 1.25LA[&% E1TL TL\3IHFEId.
Z{ERAL £ bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

4. Astra Tridenth'RITINTWVWBR 2R L E 9,
kubectl get torc -n trident
XIS

NAME AGE
trident 21lm

S. [pull-secrets]]>>—2 Lw b & ERTZ LU X MUNH B5HEIE. Astra Control Provisioner-f X — M
WBICERTZ>—I Ly FEERLE T,

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. TridentOrchestrator CRZ#R&E L. XOBEEITVLE T,
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kubectl edit torc trident -n trident

a. Astra Tridentf X—2 DARZLL P X b DIFFRZEHRTE T $H\ Astra ControlL P X kD5
BV (tridentImage: <my custom registry>/trident:23.10.0 7l
tridentImage: netapp/trident:23.10. 0) o

b. Astra Control Provisionerz BIC Y % (enableACP: true) o

C. Astra Control Provisioner{ X—DAXRLL T R M DFFR%ZERET 5D Astra ControlL ¥
A ~UDSEIE (acpImage: <my custom registry>/trident-acp:23.10.0 &7l
acpImage: cr.astra.netapp.io/astra/trident—acp:23.10.0)o

d HLHBREDNEGERTIL>—o Ly COFIETIF. CCTRETETET,
(imagePullSecrets: - <secret name>) o BIDFIETHELLLACEAL—I LY A
ZERALET,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret_ name>

1. 771N ZRELTETLET,. EAOLINBEFNICHBINE T,
8. operator. deployment. & & UReplicaSets ' MERLINTWB Z e 2R L £,

kubectl get all -n trident

@ Kubernetes 7 5 X RICIE. ARL—FZDAVRAAVAD*1 DLHEELHEVELSIC

LTLETV, Astra TridentA R L — 2 EHDRIBICEA TS CIBITTLRES
l/\o

9. #HESRL £9 trident-acp AV T FHEITHT. acpVersion FTY 23.10.0 AT7T—X X :
Installed :

kubectl get torc -o yaml

G
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status:
acpVersion: 23.10.0
currentInstallationParams:

acpImage: <registry>/trident-acp:23.10.0
enableACP: "true"

status: Installed

Tridentctl
1. "Astra Tridentf Y X b—Z %4> >0O— K LTEHE"

2. "BifZMAstra Tridenth'd 2355 1E. EDTridentz RA S L TWBR IS AEZNSE T U1V X =)L
3. Astra Control Provisionerz B%fIC L TAstra Tridentx -f > X b —JL (--enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:23.10

4. Astra Control Provisionerh'BMICH > TWA xR L £ 9,

./tridentctl -n trident version

XIS
i o o + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | +----—--——-—————- e
e + | 23.10.0 | 23.10.0 | 23.10.0. | +-—-——-——————————
Fomm e b +
S

Astra Control ProvisionerD#&EEDNBMICE > TH D, ITLTWVWBR/N—2 3 > THEHARTBER TR TDIEEE
FERETEEY,

(Astra Control Center—1'MD &) Astra Control Provisionerz -1 > X k—)L 9% &. Astra Control Center Ul

TOES 3= 0V —ILEBRIARLTWE YT S XHAICACP version fihDIZ Trident version 7+ —
IREREA I M=IILENTVWEN—D 3 VU ES,
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

HEBEL TSIV,
* "Astra Trident® 7w 7 L—RICEATBRFa X2 k"

Astra Control Center z 7> 1> AM—=JLLET

SEARDS ZIN—=23 ORBICT Yy T L—RI3EE1d. Astra Control Center
OAVR—2> FOHIBRHADREIZL S Z e H D £9, Astra Control Center & Astra
Control Center Operator ZHIFR9 2ICIE. COFIETHAINTLWSITY Y RZIEICE
TLES,

ToAYVRAM—IICHBEDRHBZHEIE. ZBRLTKETV [ 7oA YA F—I)LICETSMED R Z 7L a
_7__{ \/7\]0

ERZRIRY BHIC
1L "gRTOT7 IV T—2a>OBBZHBRLET" V5 X%,
2. "gRTDIFRAIDEBRZMHIRLE T

FIE

1. Astra Control Center ZHIBRL £ 9o, XOOAT Y RFIEF. TTAIL DA VI M—=ILICEDWVWTWVWET,
ARZLBHREZERLIZESIE. OV REZEELET,

kubectl delete -f astra control center.yaml -n netapp-acc
LS

astracontrolcenter.astra.netapp.io "astra" deleted

2. ZHPRI BIIE. OO Y REFERL X9 netapp-ace (FRIFAXZLR) ZF—LAR—Z
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kubectl delete ns [netapp-acc or custom namespace]

FER DA

namespace "netapp-acc" deleted

3. Astra Control Center 7z RL —2 S AT LAVR—2 2 b EHIBRTZICIE. ROOAX Y REFEALE T,

kubectl delete -f astra control center operator deploy.yaml

ER

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

TIOAVAM=I)LICEATABED N TINa—FTa >y
Astra Control Center D7 > VXA =)L TRE L-RBICHN T B ICIF. IOBEEZETLET,.

Astra Control Center # 7> 1 VX b—JLLTH. BENRISAATEBEAIRL—FRYy KRBV —-27F
W FEINRLN

Astra Control Center 27 > A Y A =)L T BRINCTI S AZDEEZEKR L TLWAEWESIZ. ZOOTV R%E
FRLT. RY 7Y TERER—LAR—REXZ—LAR—ZAADRY RE=FHTHIRTEET,

FIE

1. B acc-monitoring T—J T > b !
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kubectl delete agents acc-monitoring -n netapp-monitoring

ER

agent.monitoring.netapp.com "acc-monitoring" deleted

2. X—LZAR—ZAZHIRLE T,

kubectl delete ns netapp-monitoring

ER

namespace "netapp-monitoring" deleted

3. VY —XDHIRZHEEL XY,

kubectl get pods -n netapp-monitoring

&R

No resources found in netapp-monitoring namespace.

4 BRI —U 1y MRS NI S AR

kubectl get crd|grep agent

YO FIVER -

agents.monitoring.netapp.com 2021-07-21T06:08:13%

o NAZ L)Y —REHE (CRD) BEHRDHIRR :

kubectl delete crds agents.monitoring.netapp.com

&R
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customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com" deleted

Astra Control Center # 7> 1 > XA h—J)LLTH. Traefik CRD 20 ') —>T7 v T TEFRL

Traefik CRD ZFETHIFR TEE 9, CRD IF7/O—NILIVY—XTHD. BRI BRI RX EOMDT T

Dr—2a ICREZEZZABMEDHD T,

FIE
1. S RZCA VA R=)LENTLS Traefik CRD #&RRL £ 9,

kubectl get crds |grep -E 'traefik'

ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us
middlewares.traefik.containo.us
middlewaretcps.traefik.containo.us
serverstransports.traefik.containo.us
tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us
traefikservices.traefik.containo.us

2. CRD #HIBRL£9J,

2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:

kubectl delete crd ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us

ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us

serverstransports.traefik.containo.us tlsoptions.traefik.containo.us

29:
29:
29:
29:
29:
29:
29:
29:
29:

117
117
127
127
127
13Z
137
147
157

tlsstores.traefik.containo.us traefikservices.traefik.containo.us

middlewaretcps.traefik.containo.us

- STk, BS54 CBCEI0

*"ToA YA M—ILICETY BRI OREE"
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Astra Control 7OES g = >0y — )L =R

ARL—=NY Oy ROBEEIEDETE

Astra Control Provisionerz {33 . BIEWNRISRAREANL—NYIIVRD
DS T4 v IDEBSILEBNCTRIET. T—R792REFXa2) T4 %#38(LT
TFI,

Astra Control Provisionerld. XD2FEFED X L —/\w o T K TKerberosBEStZHR— L FE T,

* *F > L I XMONTAP *- Astra Control Provisionerid. Red Hat OpenShift5 &K U7y X ) —L
DKubernetesZ S XA A6 A4 > FL T ZADONTAPAR ) 2 — LAANDNFSV3H & 'NFSv41E#RE TKerberoshg
Bz AR—tLET,

* * Azure NetApp Files *- Astra Control Provisionerl&. 77w 77X k1) — LMDKubernetes?Z 5 X X Hh 5 Azure
NetApp Files7h 1) 2 — LAANDNFSv4. 13t TKerberoskg St x 7 R— kL X9,

Epk. HIBR. YA XEE. XFvFoavh, 70—, sidBODEROIO—=1EH L. NFSEESLZ
FERTER)a—LZEAYR—bFLET,

Z > 7L I AOONTAPR ) 2 — L THEREFKerberoskE St DERE

BIENRISAAEA YV TLIZAODONTAPA L —S NI IV ROBIOA ML= RS 70w oL
TKerberostg St ZzBMCT B ENTEF £,

@ FUTFLZRADONTAPR L= Ny I TV REFERTBNFS S 71w IICx 9 SKerberos
BES{bld. ontap-nas ANL—U RZ1/Y%

R =R BH0IC

* BIEWR Y S XA TAstra Control ProvisionerB'BRICE > TWB e ZHEELEF T, #8BLTLIETW
"Astra Control Provisionerz B3IC9 3" FIBEICDWTld. ZESBL

T ITEATERH®MERELET, tridentctl A—FT 4 U T4,
* ONTAPR L —SNY I IV RADOEBEBE 7V AENHZ 2R LET,
* ONTAPR FL =Ny I IV RDSHETEZHR) 2a—LOARIZHERLTHIITET,

* NFS/R ) 22— LDKerberosBESt =R — kT3 &5 ICONTAP Storage VMZ Zfi L TE K BENH D %
o BBBLTLLETWVW"T—4 LIF T Kerberos ZEWICL 9" FIBICDOWTIE. ZEBL

* KerberosBE St TEHE T ANFSV4R ) a— LD ELKERESNTVWBR e 2L Ed, INetApp
NFSVA R X VERTE) Dt o> 3y (13R—=) #BEBLTLEEL, " INetApp NFSv4
Enhancements and Best Practices GuideJ ",

ONTAPT Y XR— rRUS—ZEBMEIZEET S

BIFDONTAPI Y R7R— bR S —IZ)L—)LZEM T 5H. ONTAP Storage VMDJ)L— bR a—LHB KLY
7w XK —LDOKubernetes? 5 X2 HBF T BZ0NTAPKR ) 21— LK L TKerberoskg St 2 HR— ~
BPHLWIVRR— bR —%ZERTI2BREDHD ET, BIMTRZIYRR—LRUS—)L—)LEITFHHR
ICER T DTV RAR—FRUD—TIE ROT727EX7ORIIN T 7 XEBHIHR— TN TULBIHED
HOET,
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FoEZ7OR3IL
NFS. NFSv3. BLUNFSVADR 7o/t X 7O ZERALTCIIVRAR— bR —%2BELET,

il 7z HEsR
R)a—LDZ—XIZIHEL T, RO3DON=23>DOVWIFNHZRETETF T,

* * Kerberos 5 *- (FREE & BE51t)
* * Kerberos 5i *- (ID1REIC & 2R BES1L)
* * Kerberos 5p *- (IDB LV TSNS —1REICK B3RS L UEES1L)
WY 70t X1 ER%ZIEE L TONTAPZ I XA R— R RUS—I)L—ILZREL X T, - ZIX. Kerberos 5ifF

=1t & Kerberos 5pESLHYEEL TWANFSR) 2 —L%E IS XRICRY TV MT35EIE. ROT UV X%
EzFERALET.

ZANDLEY MAMDERT7 /LR FAWMDIEZIAARTIE A—N—21—HT7ItX
A
M UNIX J B E=Ey) E=Ey)
Kerberos 5i 5% B8%h E=Ey)
Kerberos 5p E=Ey) E=Ey) E=Ey)

ONTAPTZ O RR— b RS —BLIVITIRR— LRI —IL—=ILODERAEICOWVWTIE. KORFa X2k
EFEBLTLLETL

*"LYURR— RIS —HVERHRT B"

C "L RAR— MRS —IZIL—)LEEMT 3"

ARL= Ny oI ROER
KerberosEE2{t#8E%# = ¢ Astra Control ProvisionerR kL — N O T REERZEERTE 9

CDRRAIICDWT

KerberosBES1LZRET DA ML —S NV I IV REBR T 71 L EERT D L EIC,
spec.nfsMountOptions /N\TX—4& .

spec.nfsMountOptions: sec=krb5 (EREELFES1L)

spec.nfsMountOptions: sec=krb5i (IDIR:EICKZERELEFES1L)

spec.nfsMountOptions: sec=krb5p (IDBELUVT A /NI —REICK DRSS L UVIESML)

KerberosL RILEIDIEIFIEE L TL T WV, INT X=X X b TEHDKerberostEBS{L L NILEIEE L T35
Bld. BUDA T a>oIH:PMEREINET,

FIE

1. BEWRI SAFT. RO[IZFEALTAML—I NI IV RERT 7 ILEERL £, 1EN<>DfE
iF. RIEOBEHRTESHRIFTT,
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIETIER LB 7 7 M ILEERALT. Ny I IV RZEERLET,

tridentctl create backend -f <backend-configuration-file>

Ny IV ROERICKRBLIESZEIE. Ny I Iy ROREICAIEBENHD £, ROIAXYY RZ2ET
T3, OJZRRFLTRAZHETEE T,

tridentctl logs

7 71 CRIEZRHELTEIEL S, create AV REBERTTCIE,

X |‘[/—°/‘\752%ﬂ55‘2'§_50
AbL—=2 90 FX%ZERM L Ty Kerberostg5bzEAL TR 2a—LZ7OES 3 Z VI TEXT,

CDRRAIICDWT
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AML=20ZRFTO2 U b 2ERT B SIS, ZFERLT3IDDERDZ/N—2 3 > DKerberoshES{ED L
ITNHZIRETEEI, mountOptions /INTA—H !

* mountOptions: sec=krb5 (EREfrES1t)

* mountOptions: sec=krb5i (IDIRZEICKLDERELCEESIL)

* mountOptions: sec=krb5p (IDBKIUVTTA /NS —1REICKBEREAS &K UBES1L)
KerberosL RILE1DFEIFIEEL TL LTV, NTX—=F1) X FTEHDKerberosBESL L NILEISE L 1215

Bl RUIDA T a>OHIMMEREINE T, AFL—I NV I IV FERTEE LICES{ELANILAZ L
—JUSRATP TV PTHERELLELANILERRSBEIE. AML—V03RF T HBREINE T,

FlE
1. R fF|%=ER L T, StorageClass Kubernetes#t 7 7 b % 1ER L £ 9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. L= U SREERLE T,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3 APL—=2USRMMERENTVWS C e ZMERL £,
kubectl get sc ontap—-nas-sc
RDESBHADVKRTIEINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

AR)a—LoFO g=>y
ARL=SNYIIVRER ML= 5REER LIS, R)a—LETOES 3 =20 TERL3ICAHD
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Fllo FIREICOWTUE, ZBBLTKEEVW R a—-—LAZT70O0ED 3 =TT 3%

Azure NetApp Files7R!) 2 — LA TDErixH Kerberostg St DERE

BIENRY S5 XX L B—DAzure NetApp FilesX kL —/\w 2 T R F7ldAzure NetApp FilesX kL —
NIV RORET—ILDOEIDA L= b Z 7 0w 212X L TKerberoshE Stz BMICT D ENTE X
ERS

ERZFImY BHIC

* FEWRDRed Hat OpenShiftZ7 = X Z TAstra Control ProvisionerhB’"BZICHE > TWBS & Z ML
o BB L T 72E L "Astra Control Provisionerz B3IC ¢ 2" FIBEICDWTIE. Z2BEL

T IVERTEBe%EELE I, tridentctl A—TFT 4 UT 4o

s Bz L. ROFIEICHE > T KerberosBE S 1L DAzure NetApp Files A fL—I NNy I TV ROD#EE
BT LTWVWA e ZmEL £, "Azure NetApp Files D RF 2 X > k'

* KerberosBE 51t TEAT BANFSVAR) 2 — LD IELLKEREINT L\% =R LET. NetApp
NFSV4 R XA VETEI Do 3> (13R— /)%%Ebf<t o " PNetApp NFSv4
Enhancements and Best Practices GuideJ "

AML—= Ny O RDOIERR
KerberoshS21L#EE % ST Azure NetApp FilessR FL—S Ny O TV RIERZEERTE 95

CDRRAIICDWT

KerberosfE St ZRET DA ML= NV II Y RBET 71N ZERT 2581E. KRD2DDLARLDOWT
NHTHEHREITZLSICERTTED,

* ARL=INYyIITYVRLARNIZEHRLT spec.kerberos 74 —JL R
* RET—=ILLARIL*%ZEREL T spec.storage.kerberos 71 —JLK
RET—ILLARILTHERZERT DHE. A ML= ROIRIVEFERLTT—ILDEREINE T,

EE5DLANILTH. KD3DD/N— 3 > DKerberoslES{LOWVWITFNH EIEETE X,

* kerberos: sec=krb5 (GRiFCHEES1t)
* kerberos: sec=krb5i (IDIREICLDFEECEESIL)
* kerberos: sec=krbS5p (IDBEKIVTZA /NS —REICKBEGEES L UVES1E)

FIE

1. BEWNRISARAT. ANL=—UNYI IV REERTIZIMVENHDHFA (REL—S Ny IITVRLAR
IWERIFRET—ILLARIL) IZHLET. ZOWTNHDBIZFERBLTANL—SNY I IV RIERT 710
IWEER L £, IEl<>DfEld. BREDBRTEIHRZIEI,
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ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

RET—ILLXILOBF
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret

2. HIOFIBTYER LB 7 7 M ILEERL T Ny I IV RZEERLF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANBERHD £, ROAXY R Z2FE1T
T3, OV ZRFLTRERRAZRHETEE Y,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AML—0 S AEERT Do
AbL—=20 5 X%ZERM L T KerberostgS bz AL TR 2a—LZ 7O 3 Z VI TEEXTD,

FiE
1. Jxff)%ER L T. StorageClass Kubernetes4 72 1o M EER L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. A=Y 0S5 R=EBLET,

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3 AML—=USAAMER TN TVWB e 2L T,

kubectl get sc anf-sc-nfs

RDESBHADVKRRIEINE T,

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h

R)a—Lo7OESs=>y

APL=—YNYIITVRERML—=DT TR 2B LTIcS. R a—LZ2T7O0ED3a =T TEBRLSICAD
Fllo FIBIIOVWTIE, ZBBLTKLETVW" R a—LAZzT7OED 3 =209 3%

Snapshotz{HERHL7A) a—LFT—2D) /XD

Astra Control Provisionerz {9 % & . Snapshoth'5R ) a—L%ExA > FL—XATTIX
PLUXAR7TEEXY, TridentActionSnapshotRestore (TASR) CR, Z®MCR
I&KubernetesDWABT7 VS 3> LTHEEL. IBORTERPHIFINEE A,
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Astra Control Provisionerld. ET®dDSnapshot® ') X k7% HR—FL %9, ontap-san. ontap-san-

economy. ontap-nas. ontap-nas-flexgroup. azure-netapp-files. gcp-cvs HELU
‘solidfire-san RS54 /\,

EE%BAY 80IC
N Y RENTPVCERABER R 12— LSnapshoth R E T,

*PVCRT—RADPNA Y RENTWB e ZzMHRLET,

kubectl get pvc

* R 2—LSnapshotz FRA T3 E /N TLTVWE L ZMHELEF T,

kubectl get vs

FIE
1. TASR CRZ1ER L £9. RIC. PVCEDCRZEM T B~ L£T. pvcl R 2—LSnapshot pvel-

snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. 24y Foay b5 )X NTIBICIFCREERLEF T, CDFITIE. Snapshoth 5 1) A T LE T,
pvcle

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R

Astra Control Provisionerh'Snapshoth* 57 —2%Z 1) A 7 L %9, SnapshotD!) X b7 AT —R XAz HERT
TFEI
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:

- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore

metadata:

creationTimestamp: "2023-04-14T0O0

generation: 3
name: this-doesnt-matter

namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20

state: Succeeded
kind: List
metadata:

resourceVersion: ""

CIFEAEDRE. BENFELE LT- ¥ FIAstra Control Provisioner CALIEANBE&IMICERTT
INFtHA. COREEBERITIZINENHD T,

() s BIBET UVt AR F A VKubernetes 11—, 75— 3 R —LAR—R
ICTASR CRZ1ER S 7. BEENSHREZMEINRITNIEBRSBWVGENHD £

EE

SnapMirrorlc K 3R 2—LDL T7VTr—k

:20:332"

:372"

Astra Control Provisionerz= {32 . T4 XAZVANURBIZT—X2%EZL U5 —k
TBDIC. — DI ZRAEZDY —RR) a—LEETIVSREADTRAT4X—>3Y
AR a—LDOBICS S—BEREZERTETET, BEIZEMARXRZLYY —XEE (CRD)

ZERALT. ROBFERITTEX I,

*RJa—L (PVC) MDIZ>—BEFzERT S

* R a—LEDI 5 —BEROAIR
* ST —BREHERT B

c KER (TxAILA—N=) ICEAYRIRY 2 —LZFETS

C USREANSISRAIANDT TIT— 3> OOX L ABITOET GHEMNAR I T AILA—N—F71-135

1785)

251



L) —> 3> oriiRsktt
EE% IR T 2H1IC. ROBHRERGEZHEI-LTWB I e ZREEL TLIETL,

ONTAP 7 5 XX

* * Astra Control Provisioner * : ONTAPZ/\N\w 2 LY R LTHATRY —RETRXT4X2—> a3 >Omh
MDKubernetes? 5 X 4. Astra Control Provisioner/\—< 3 > 22 10U ERNKE T,

* 541t > X : Data Protection BundleZ {3 2 ONTAP SnapMirrordfEAZ 1 > AN, V—R T AT
%= 3 VDEADONTAPY S REATEMICHE > TVRIHRELAHD £9, #BBL T /ZIL)'ONTAP
MDSnapMirrorZ 1 2> ZDHE" #BR L TLIEEL,

eru>yg

**JSRARESVM* i ONTAPRX L —I NI TV RICETEBIHRESNTULWIRELRHD FT, &5
BLTLIETW"YSZAZE SYMOET7D) VI OE" Z#2BLTLIEETL,

() 2DMDONTAPY S RABDOL F)r—2 3 VR THER INESVMEN—RBTHBI %
FESSLTLIET L,

* * Astra Control Provisioner& SVM * : E7BRICH D) E— FSVMHB TR T 1 Z—> 3 T 5 XX DAstra
Control ProvisionerCEERIRETH AN ELHD £7,

YR— P TNB RSN
« RUa—LLTUT—> 3 2id. ONTAP-NAS K51 /NEONTAP-SAN K 51 NTHHE— kS hE 7,

= S5 —PVCOD{ERK

UTOFIEICHE>T. CRDOFIZFERLTTSAYIR)a—LetEAYAIR) 2a—LORBICSS—BE%
ERRLE T,

FIE
1. 754 < )Kubernetes? S A X TROFIEZEITLET,

a. Z#{#FME L CStorageClassA 7Y 17 % {ER{L X9, trident.netapp.io/replication: true
INTAX—R

l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. LIATICYERY L 7=StorageClassZ £/ L TPVCEER L £ 3
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il

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. O—HILiE#R%Z &L MirrorRelationship CRZEERL L £

:ll

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisionerid. ") 2 —LDOAPBERE A 2 —LDIREDT—2RE (DP) DKREZ
7 v F L. MirrorRelationship®status 7 «+ —JL RICfEZ AL £,

d. TridentMirrorRelationship CRZEfF L T. PVCOREPH ESVMEERL £95

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. H>A 1) Kubernetesy S A X THRDOFIEZEITLE T,

254

a. trident.netapp.io/replication: true/X\ > X — X %z #F L TStorageClassZER L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. 7271 x—> 3>V —XDEHR% E L MirrorRelationship CRZER L £

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”



Astra Control Provisionerld. :&E SN7=BEF%R) > —% (ONTAPDIGEIET 7 +IL k) =FERL
TSnapMirrorBBRZER L. #FIHRMEL £9

C. EhH>A) (SnapMirrorT A7« %—>3Y>) & L TH#AEEd % StorageClass% ER L TPVCZERL L
9,

il

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra Control Provisionerld TridentMirrorRelationship CRD%ZREE3 L. BAGEHAEZELBVSEIEAR) 2
—LDERICKE L £7, BRHMEFEET 3155 (d. Astra Control ProvisioneriZ & 2T #7 L LFlexVol
HMirrorRelationship CEEINTWLWB U E— FSVME ET7RERICH ZSYMICEEBINE T,

R)a—LLFPUTr—2 3 > DIREE
Trident Mirror Relationship (TMR) &, PVCEIDOL 7V —> 3 VBGRDO—iFERICRDTT. TAT 1 %

—> 3 YTMRDIREEIZ T. Astra Control ProvisionerlC A ERIRENTREINE T, BEATMRORKEIZXDE H
DTY,

s BEXBEA  O—AIPVCIEZIS—BRDT AT % —>avR)a—LTHD. CHIFFHLVEHRTT,
* B#& . O—AHIJLPVCIZReadWrite TY U Y REJRETH D . = T —BRIFIBEBWTIEIH D FH A

* *reestablished * : O—AILPVCIZS S—BFRDT AT %—>3a>»R)a—LTHD. UBIEEDIS5—
BfRICEENTLWE LT

o FRTFTA4X—a VR ) a—LIZTRTF4 =3 R) a—LORBTE LEZTEH. V—RR
) a— L DEFRIEILINT-C e HHB3551E. reestablishedREEZXFERTINELHD £,

° R a—LHLENCY —REDBRICHED o TmE. BREIKREIFRBL I T,

HEN T T —ILF—N—EICEhA UPVCEERT S
tH>A& ) Kubernetes?Z 5 A X TROFIEEERTLET,
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