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1. fEFA]BEZA NetApp Astra kubectl 755 1 V> DNA F ) = —EBRRL X9,

@ kubectt 721> 54 TS )idtar/N> RILO—ETH D T I RICRRINFT

kubectl-astrao

ls kubectl-astra/

2. ARL—FA VIV RATFLECPUT7 —F T I FVICREBER T 7 IILEREDNRICBEIL. XOLRICE
BL*X9J, kubectl-astra .

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

AX=2ZO—AILPRAMJISEMLET

1. AVFFI VPV TFIEEETLE S,



Docker T

1. tarballDIL— b T4 LT FUIZBEILE T, RDKLSICKRRINET,
acc.manifest.bundle.yaml 7 71JILERDTs LI K ¢

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. Astra Control CenterD A X—JF 4 LI RMVICHBZINY T —JAX—=2HO—AILL ISR RIS
wialET, BRITITBAIIC. ROB#EZEIT>TLETL) push-images AV Y RERTLET
° <BUNDLE_FILE> ZAstra Control/A\> RIL 7 71 ILDEHIICEZHRAEYT

(acc.manifest.bundle.yaml) o

° &It;MY_FULL_REGISTRY_PATH&gt; ZDocker'J7RY MU DURLICEZH#Z £9, XRicHlzmRL
¥ 9, "<a href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-
registry&gt;"</a>,

° <MY_REGISTRY_USER> Z 1 —HHICBI I £,
° <MY_REGISTRY_TOKEN> Z L P X b DFREEEA b — O VICEBETHZIEX T,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

RER >
1. tarballDIL— b7 LY FUICBEILE T, ROT7AILET« LY MUBRRENET,

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. L2804 > LFEd,

podman login <YOUR REGISTRY>

3. FAT BPodmanD/N—2a VICEDETHREIAIINIEROWVWTNDADRI ) T hE#{HL T
E1TLEJI, <MY_FULL_REGISTRY PATH> #H 75 Lo h)ZSL VRIS ) DURLICE T
ZAFT

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

C) LYZAMUREICHLE T, RTVTEDMERT 24 X = NRIERDESICHED &
ER

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version



DIL\DJ-.E%{L.F%?%O l/ \“Z I‘ U @*_IAZ/\O—Z K>_7 l/ b
RELXTY

1. Astra Control Center’sR X k2 5 X X Mkubeconfigk TJ A R— kL £,

export KUBECONFIG=[file path]

@ a4 I\—)VZET@’é BilC. Astra Control Center’&’r VAR=ILTBIUTAAR
Zkubeconfig TIEEL TWA ZC ZHERRL T T

2. SREINMER LA M) Z2ERT 35013 ROFIEZRITIZBEDNHD XY,

k&



2Ty TDT=0HICER

a. Z{ERL L £9 netapp-acc-operator F—LAR—2X !

kubectl create ns netapp-acc-operator

b.d>—2o L w bZ1ERRL £ netapp-acc-operator #—LAX~R—X : Docker [E#H%xEBIML
TROOAT Y RERITLED,

TL—RKRILA your registry path MEIICT v FO— R LIcEIRDIZPRE —
Hy3wENHDEY F:
[Registry URL]/netapp/astra/astracc/23.10.0-68) o

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]

@ =Ly FDERRICK—LAR—RXAZHIRLIIHBEIZ. R—LAXR—RZH
B L. X—LAR—ADI—TL v b ZBERLET,

C. ZER L £ 9 netapp-acc (EIFHDAZLA) XF—LAR—Z,

kubectl create ns [netapp-acc or custom namespace]

d o>—2L vy bE{EFRL £ netapp-ace (FIEHREZLE) F—LRXR—2R, Docker 15
ZEMLTROOYY RERITLET,

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] —--docker

-server=[your registry path] --docker-username=[username]
—-—docker-password=[token]

Astra Control Center A XL —4%#EHZELFT
1. Fo L) EZEBLED,

cd manifests

2. Astra Control CenterA XL — X EBYAMLZIREL £

10



(astra_control center operator deploy.yaml)ZERLT. O—AILLIZX MV EI—IL v b
ZBRBLTIZEL,

vim astra control center operator deploy.yaml

() HREEY U TAYVAMLBUTOFIRICHV £ T,

a FREIHMMEBRL SN ZFEBET3581F. DT 7FILMTEBZHRZ XY imagePullSecrets:
[1 ROEHZ/BI-ITHS -

imagePullSecrets: [{name: astra-registry-cred}]

b. Z'& ASTRA IMAGE REGISTRY 27 !)w ¥ LET kube-rbac-proxy CAX—=S% Fwyialil
SRARINZADA A= HIDF|E,

C. ZZ8E ASTRA IMAGE REGISTRY Z%7 Jw¥J L&Y acc-operator-controller-manager C- X
—2% Ty alltLI A MUNIANDA X— 5D FE,

11
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1> 7 )lastra_control_center_operator_deploy.yaml®D &R

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Astra Control Center 7z RL —4% A > b—)LLE T,

kubectl apply -f astra control center operator deploy.yaml
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EEGlzRTTBICITEBLET,

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4 Ry RDETHPTHE e ZRERBLEFT

kubectl get pods -n netapp-acc-operator

Astra Control Center Z:8FE L 7

1. Astra Control CenterA X2 L)Y/ —2R (CR) 771 )L%Z#REL £7 (astra _control center.yaml)
TAOY A YR=b LIXM) BLUVEOMOUBELRREZITOICIF. ROFIEZEITLE T,

vim astra control center.yaml

() BRESTS FIUYAMLBA T OFIBICHG £ T,

2. ROBEEEBHIISHEL T
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<code>accountName</code>

Ea—

ax k&

accountName

<code>astraVersion</code>

B —]

ax A&

astraVersion

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
accountName stringlC

|&. Astra Control

Center7 A7 > MCES
ETT2%FZEEL

X9, 7HoY &R
DEFTY,

HA4 2> (Guidance ZAHDLFET
)

i A 9 BAstra Control  XXF7F
Center®/N\—> 3 >,
CDEREICITED D 5
MEHDATETNTWDS

7=, WIFARET

3_0

il

Example

il

23.10.0-68

15



16

<code>astraAddress</code>

Ea—

ax k&

astraAddress

H14Z> R (Guidance ZAHLFT
)

EEELXT XF75
astraAddress 757
HTEAT SFQDN (
HERE) FIXIPTRL
X%IEEL T, Astra
Control Centeric 77t
ALEY, COT7RL
RlE. T—R2ER—
“CAstra Control Center
HroksicmEtHEh
2hEEELET, C
D7 RLRIE. TTHE
ICO— KNS HHh5
o =>4 L
7cFQDNX7=IXIP7 R L
R EELTTY "Astra
Control Center D &4

o

A LIEERLABVWTC
72 Whttp:// £l&
https:// &0 )wP
L¥xd. CDFQDN %
JE—LTTERLE
9 BDFIE,

il

astra.example.com
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<code>autoSupport</code>

SOt avTERIBZBILET, Xy b7y 7OTAT7 I T THR= T TV r—>3
. NetAppActive IQ . BEFLVT—HDEBHRDEESICEMITEIHIDNREDET, 12—y b
ERHIBETY (R—1h442) o HR—bT—RIEIRTERILINET,

RIE f£/A HAA>Z (Guid ZAALET i

ance)
autoSupport.en F7:zld enrolled Z®E enrolled & 7 —IUE false (F7#JL
rolled Ffoldurl 70— BRLZF ~ &)

ILR7Z#EIRY B4 9§ AutoSupport

ERHDET false 1A —%
w MRS T
WaARWLD, £l
FEFEINTWS Y
1 b true TEHTE
nTWwWadt-a b
Ho DT true
HR— B TE
%7 — 42 % NetApp
ICEETESED
ICLEd. 774
JLEDFERIETY
false LU,
HR—cF—42H
Ty b7y FITE

BFEnsnwiez
~LET,
autoSupport.ur F7-lf enrolled ZODOURLIZEZT XFF https://suppor
1 Floldurl 74— —FOEEKZER t.netapp.com/
IRZEIRTZHN ELFT, asupprod/post/
ENHDFT 1.0/postAsup
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<code>email</code>

Ea—

ax k&

email

<code>firstName</code>

Bl

i e

firstName

<code>LastName</code>

B —l

ax e

lastName

H14Z> R (Guidance ZAHLFT
)

HZBLET email T XF5
7 # )L b DOYEIEIEE
FRLRAZRIXF
o COEX—=ILT7R
LX%ZIE—LTTE#E
BALEXY 2OFE, C
DEX—IL7 FL XilZ.
=D T o> kHUI
iIcaJ+a4 >33
—HHE LTERT
. Astra Control®D -
Ry BRI E
ERS

HA4 K> R (Guidance ZAHLFT
)

TRANSTHIY RIS
BEIF 5N TULS4])
HAEEEDSA,, ZC
TEAL4B1E. 7
EOJ 1 >ZICUIDER
HLUICRREINETD,

X5

HAA >R (Guidance ZAHNLFT
)

TR THIYRIC
REETIT 5N TWLSH]
HEBEEDOU T, =
C CTERA L 7=4miIE.
fEOg 1 >&ICUID
?mbtiﬁéni

X+

il

admin@example.com

il

SRE

2l

Admin



<code>imageRegistry</code>

DU aryTEIRTZ L. Astra7” T r— 3 >4 X—( Astra Control Center Operator
. Astra Control Center Heim /R b ) ZRZA M FTZAVTFAKX—JL A MIDBERINE T,

B —l

X TE fEF

imageRegistry. WE

name

imageRegistry. ICAJILT=XZFF

secret DEZEIEHETY
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this

“secret A VD

A
imageRegistry
Sy ol = N G S
— VORI L &
3_0

HAZ>X (Guid ZAHLET
ance)

TAA=THTYy XFF)
SallfcaA X=2

L X R D%H]
BIDOFE, AL
TVWTLL TV

http:// ¥7cl&
https:// ZL ¥
AMDBIZEML

x79,

AX—=JLTR b
1) TOEIEEICER
9 % Kubernetes>
—JLv D%
8o

X5

l

example.regist
ry.com/astra

astra-
registry-cred

19
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<code>storageClass</code>

Ea—

ax k&

storageClass

H14Z> R (Guidance ZAHLFT
)

ZEELFY
storageClass D'5 D
fE ontap-gold 1 >~ X
b —ILIRIETHERR]
D Astra Trident
storageClass!) ¥/ — X
ICBRELEI, AV
FzERITLET
kubectl get sc Z?¥
Jw o LT, REBH
DEEEDRNL—0
SAzHRLF

9, Astra TridentX— X
DAL= TZZD
WIhhrzvx=Z7x X
7 71ILICANT S
MERHD XY
(astra-control-
center-
<version>.manifes
t) &% Astra PVSICfE
FALF¥EFY. BESINT
WRWEEIF. T4
IWEDRML—=D05
ADMEHEINE T,

XE:TTAIEDX
=203 IDHRE
TNTVWBIEEIF. T
Tx N bDT I T—=2
IVHRESINTWVD
H—DXLL—05
ATHBczhERmL
TSRS LY,

X735

il

ontap-gold



<code>volumeReclaimPolicy</code>

EA—]

ax k&

volumeReclaimPoli
cy

H14Z> R (Guidance ZAHLFT
)

CHICK D, Astra XF75
DPVSOBFER >
—hRESNET, C
DRI —ZITHREL
TWX 9 Retain Astra
DRI NT=H &Ik
FARRY 2 —LER
BIOR) S —%ICFH
ELTULWXT Delete
Astrah‘BlIBR S N7icH &
ISKBRIAR Y 2 — L%
HIBR Y %, CDEHER
ETINTLARLIEG

&. PVSIZREICNE
-a-o

73> (Options
)

* Retain (F7#JL
~iB)

®* Delete

21
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<code>ingressType</code>



23



24

B —

ax e

ingressType

HAA >R (Guidance ZAHNLFT
)

RDANZATDWVWG  XF5
nhefERLEI,

Generic*
(ingressType:
"Generic") (F7=#
LK)
AT aviE. 7l
DODAHA> b O—F%
FRALTWVWEEE
iFmBEOA LIV
AO—>%ZFA73%%8
ICfER L £ 9, Astra
Control CenterzE A L
=6, ZRETIHNE
MRHbFEIT"ANI>E
O—Z"URLZMERL
“CAstra Control Center
~HELFET.

EE . Astra Control
CenterTH—E XX v
PazfFERYTREE
l¥. Generic AJIXA
T LTAAL. #E
DREEZITVWET, "A
Aharro-—3>"

AccTraefik
(ingressType:
"AccTraefik")
AAZd>rO—-5%%
ELBWEEIE. D
FFoarvaEFERLE
9o CHITED. Astra
Control Centerh¥& A &
NEXT traefik
Gateway as a
Kubernetes
LoadBalancer type
service DB&,

Astra Control Center
lF. 24

~ TLoadBalancer] @
T—EXZFERLE
9, (svc/traefik
Astra Control Center®
XTﬁE?&%*BIPJ RL
AHNEDHTENTWL
BDRELRHDET, &
FLDRETO— RN

F 7> 3> (Options
)

* Generic (F7#
JL ME)

* AccTraefik



<code>scaleSize</code>

Ea—

ax k&

scaleSize

H14Z> R (Guidance ZAHLFT
)

FT74JL FTIE. Astra XFF

TaUBM (HA) H\E
BEnhZxd,
scaleSize @D
Medium IFEAE DY
—EX%aAICEA L.
NEMZHERT 270
ICEBOL ) haE
ALEY, =B
“scaleSize & LT
Small Astrald. HE
BEHIBTAHD%
BY—EXEZRSE. ¢
RTOH—EZRDL T
DAEB=zEIRL £,

EF: "Medium iR
EIFHI100DR Y R T
BRI TWEYS (—
MR —o0—Rik
SENFEEA) o 1001E
DRy R, 32D X
R—/)—R¥E3DDT—
H—/—RHERICED
WTWET) o 8FICT
AR AN)D
F AR T BHE
. RIECHE RS
AREMEND H DRy KRB
DRy b7 —2 IR
ISEFELTLIETL,

Z 723> (Options
)

®* Small

* Medium (F7#JL
N ED

25



26

Ea—

ax k&

astraResourcesSca
ler

<code>astraResourcesScaler</code>

H14Z> R (Guidance ZAHLFT
)

AstraeControlCenter!) X5
V—GHRDORT—1)
VOF T AT T H
JL ETlE. Astra
Control Center|dAstra
ADIFEAEDIVR
- hINLTUY
—2AEBEREZHZRELTE
MLEXd. CODMERIC
&b, 7FUr—=>3
> DEfRCHREN S
WERIETIE. Astra
Control CenterY 7 k7
ITREYTDINT #
—IVADMEMELZE
ERS

fere Ly NIRRT REH
FLWETRAMNIZRE
ZERTZF VAT
¥, CR7 1 —ILRZfE
BLZEY
astraResourcesSca
lar ICRETETEY
Offo CHUZKD. U
Y — RERDEIC
D, NRIEL D S XK
ANDEANTTREICZTRD
x5,

73> (Options
)

* Default (F7#
JL ~ME)

* Off



<code>additionalValues</code>

(D A= I)LEICEROBEIRTINARLE SIS, Astra Control Centerd® CRICRD
ExEBMLET,

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° FZRS)LAY hO—)LE > Z—& & UCloud Insights BIETIE. TLSIEREDRIFET 7 4L
R TEMICE>TVET, DRDEI S 3>%ZEMLT. Cloud Insights & Astra Control Center
DRA ISR CEBWRY 5 AXDOEADEDBEICK L TTLSIHEAZEDREZEMICT S
CEMTEFXY additionalvValuess

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



28

<code>crds</code>

ZDEITarTERLIEAAICEK o T, Astra Control Center COCRDDALIEAEIRED £,

RE )7]“'(5'\‘/Z (Guidance ZAHNLET Gl
crds.externalCert ANIEAETXR—T v T—ILIE False (T7#JLME
Manager ZERAT 358 & )

BELEXT

externalCertManag
er 7T . trueo F7
#JL b false Astra
Control Centerh', - >~
2 b= ILBFICIHB DEE
BBEVY®*—Y v CRD%Z
AVRA=ILTBELD
IcLFET,

SSDIF T 5 XA XKD
FITORTHD.
75 22 DMMDERIC
B RIFITEEEED
HOET, CDTZY
HERATD . N5
MDCRD»HAstra Control
CenterONEBICH B D
TAXBEEICEST
AR M=ILELVE
HEINdZzAstra
Control CenteriZ{Gz %
e TETET,

crds.externalTrae T J#JLETIld. Astra T—JL{E False (F7#J) MME
fik Control Centerl3 4 E )

3 Traefik CRD%Z 1 > X

F—JLLE T, SSDIF

DI ARLEDA TS

TV RTHD. V35X

ZDMDEBR I E

RiFgalgeEn'H D £

To CDIT ST EFER

gHE. CNH5DCRD

H'Astra Control Center

DNERICH BT FRA

BEBEICE>D>TTI VR

F—=ILBELUVEEIN

% C & % Astra Control

CenterlZfzx 2 &

TEET,



@ AVA b= ZTRTIBFIC. BRICSELIEA ML =TS REANZA T2 ERLTWVWSC
CMERLTLIEE L,

> 7 )l Dastra_control_center.yamlz BRI L £9,

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

%_stra Control Center £ ARL —42 DA VXA M—ILEZTZTLE

1. FIOFIEBTERITo>TVWAEWVEEIE. ZEHRL £9 netapp-ace (FRIEFHDRAEZL) F—LAR—ZX !

kubectl create ns [netapp-acc or custom namespace]



2. Astra Control CenterCH—E XX v a% AL TWVWEHEEIE. netapp-acc £IFAXZLLR—LZR
R—R

@ AHNRA T (ingressType) ZICHRETAIBENHD £9, Generic CHOIAXY Y FZE
139 3H1lC. Astra Control Center CRTHESER T ARENLH D £7,

kubectl label ns [netapp-acc or custom namespace] istio-
injection:enabled

3. (ER) "EBLEMTLZEMICT 2" Isto—E XXy aDIES

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. |CAstra Control Centerz 1 > X b —JLL £ ¢ netapp-acc (FIEHDRXEZLD) F—LAR—ZR

kubectl apply -f astra control center.yaml -n [netapp-acc or custom
namespace]

Astra Control Center® A R L — 2D RBEGOBHF T v I/ 2RTHD FHA "EF"RE T

@ A4 2R M= )LHKET B . Astra Control CenterD IEEICENIEL BWBEIREMA DB D £7, =&
BLTLIESW O a3y BV ATALAF TV IICEAETZEE Ay E—S%F v oL
£9,

SRTLRT—HRZMRLET

kubectl AV Y REFEHTZE. PATLRAT—RXA%=ZHERTET £, OpenShit zHEAT 3H5EIE. AFD
OC OY Y RZIREEFIBICERTETXJ,

FIE
1L AYZA =L TOCRTRIF TV IICBET ZEEX v E—UHER SN AL o fcC e 2B L £ Y,

kubectl get acc [astra or custom Astra Control Center CR name] -n
[netapp—-acc or custom namespace] -o yaml

30


https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://docs.netapp.com/ja-jp/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ja-jp/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ja-jp/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ja-jp/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/ja-jp/astra-control-center-2310/get-started/requirements.html

@ ZDMDEL X vtz —|F. Astra Control Center AR L —KZO4 THIREINE T,
2. Bt BEF I v IICL > THRE SN -BEOREXEELX T,

@ BREEERTZICIE. BEAEB-LTWBR I e E2ERELET "E4" (Astra Control
Center@i¥) o

3 IRTDYATLIAVER—RYMPERICA VA M—IILENIECCZHRLET,
kubectl get pods -n [netapp-acc or custom namespace]

BRYRDRAT—=RIAMPICH>TWVWBHENDHD £9 Runninge P XATLRY RHRREINS XTICHK
PHHLBERBDET,
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B TILREDT-OICEH

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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34

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (7> 3Y) acc-operator EWRNZERTZ0O :

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

accHost 75 AXDEHFRIIHEDUIEND1DTY, BHICKML THERE OBEAIXKKL
(D) #Fth. OVICISREBRIS—PREINTVSHAE, 266 L CBEEREHT
TEETUITOZREZT—070—zZENMLEIT" X AP,

S. IRTDRY RHRITHDIFEIF. 1V A M—ILDERICET LIl e =R L£Y (READY IETY
True) %Z{FMA L T. Astra Control CenterlCOJ 1 >3 SIERITZHHEY hT7 v TITNRNRAT—R%
BFLET,

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
X

NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4cl0ce27f 23.10.0-68
10.111.111.111 True

@ UUDDfEZ OE—L &9, /NAT—RIETY acc- T TUUIDDEZIEE L £ (acc-
[UUID] F7ld. CDHITIE. ACC-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

O—RNSOVITRODANZHRELET

H—EZANONEBT VX ZEIE T SKubernetess AN FO—FZHRETETET. cNOSDFIETIE. T
T7ANbDOZFERLIESBEEDOANTY FO—ZDHFREFZRLET ingressType: "Generic" Astra
Control Center® 1 X2 Ls')Y — X (astra_control center.yaml) . ZIEELHE. COFIE ZFEH
FTRIUNEIFHD FHA ingressType: "AccTraefik" Astra Control Center® A XX L)Y —2X

(astra_control center. yaml) o

Astra Control Center Z &R L 7/=5. Astra Control Center # URL TR T 3L SICAHIY FO—S%HTE
TRIREHLHD X,

ty b7y TFIBIZ. FRITIANIO—-5DRA TICE>TEAED F9, Astra Control Centerld. %

<OAANA A=A T%H#HR—ELTVWET, CZTlE —BO—EHNABADIY FO—52 1 TDH
EFIEDFIEZRLET,

ERZFIm Y BHIC
*HBETY "ANIAYFO-F" TTICEATNTLEIREDR DD T,
‘o "ANNTZAANAY FA-FICHRT B3HDOH T TIERN SN TVWIHENRHD T,
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Istio Ingress D F|[E
1. Istio Ingress=REL £,

C) COFIETIE. TF74)Ib) OBETOT7 70 ILZFERAL TstiohBA TN TWLS
CrHEBBELTVES,

2 ANT— b T AICRELIIRE CWER T 7 ML EINE X IER L 9,

CABRIIRAEXIIECEBRAMAEZEATET XY, HERKIFAstra” KL X (FQDN) TH3HE
NHOET,

O R

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key
-out tls.crt

3. o—UL vy rEERLEY tls secret name ZASIL X T kubernetes.io/tls TTLSIRE
CEIFAE * FH 9 %155 istio-system namespace TLS—2 L w FTHBAINTWLWSE L SIC.

ORI
kubectl create secret tls [tls secret name] —--key="tls.key"
--cert="tls.crt" -n istio-system

=L vw bDEFINTE—HITEIVENHD £9 spec.tls.secretName TR
NET istio-ingress.yaml 7 71 Jlo

4 [CAAVY —R%EBEL XY netapp-acc (FFRIEHARZLR—LAR—R) o ZF—TICIEv1)
V=221 FTEFEBLETY (istio-Ingress.yanl [ FXDHTHEBETNTVET) o
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

TEZBEALET,

kubectl apply -f istio-Ingress.yaml

6. AHORT—R A=A LET,

kubectl get ingress -n [netapp-acc or custom namespace]

X

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. Astra Control Centerd 1 > A b—J)LEZZT LF T,

Nginx Ingress Controller O

1. 147D —2U Ly b EVERL T kubernetes.io/tls CILSOMZFRCAFAERFRT 355
netapp-acc (FIEARXRZLEETE) Z—LAR—R, #BBLTLLETVW'TLS V=2 L v
[

2. AHVY—R%ICEEE L £9 netapp-ace (FRIEFARZLRL—LIAR—R) o AF—7ICIFviD
V=221 FHEALEY (nginx-Ingress.yaml [ZROFTEAINTVET)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

S ZEZBEALZET,

kubectl apply -f nginx-Ingress.yaml

@ Zw 7w T TIE nginxAY FO—ZZ TIRIBCEARBELTA VYA M—ILT B L
L £ 9 daemonSeto
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OpenShift Af1d> FO—SDOFI|E
1. SEBAZ%FMEL. OpenShift L— h THERTE 3L SICF—. FASZ. HLUPCAT71IILEEUEL
EJC I
2. OpenShift L— b EEFRL £,

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

Astra Control Center Ul [cOJ 1> LE T

Astra Control Center 21 X b—JLL7=%. T 74 bOBEED/NIAT—R%EZZE L. Astra Control
CenterUl &> arR—RICOJ1 > LET,

FIE

1. TS50 T, (8L) FRADNZAALE T nttps:// L Ta4 v U R) #EALET astranrddress
ZBHRLTfEE W astra control center.yaml CR When (Bff#]) Astra Control Center % -1 >~ 2
=L L/TCO

2. JOVT MARRESNES, BRELTRBERRLET,
()  PRELEBEEOT1VBICERTS T,

3. Astra Control Center® % «f VY R—IJ T, ICEALMEEZANLET enail 1> F
astra control center.yaml CRWhen (Kff#) Astra Control Center =1 > X b—)LL7c&EO U v
L. RICHEREY R 7y PIRNZT—REAHLET (AcC- [UUID]) o

(D)  Bornzo-—RESEANTRL. BRBETHVY ME 15 9By I SNET.

4. [Login] Z3&EIRL £9,
S. OV EHRFIN=H. NAT—REZELET,

MHTAT 1> LI L SITNRT— REBN, MOBBL—F 7Y FAERERSN
() TuBLBAR. EEMLADERTV Ry h Ty THE— b NRT— REEOY K
— b EBT B

6. (A7 3Yy) BEOEBCEA TLSIIHZEZHIRL T, ICBEFTHIFI S8EE (CA) HEALIEAX
4 I\ TLS ESEBFZE",

AVAM=INDEZ TN a—Ta 202 1TVWET

WINHD DT —EZINICH B35S Error AT—XAZMHRT S, QT ZFARBZ N TEET, 400 ~500
DEFED API EEZEI—FERELE T, CNSIXEENREELBFAZTRLES,
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#7> 3> (Options)
* Astra Control Center DA RL —X2OJ ZFARBICIE. KDESICAHDLET,

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

* Astra Control Center CROH 1% R T B ICId. XDFIEZETLE T,

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

IOV SR
s (AT 3y) BEVLDEREICHELT. 12X M—IILRBICETLET "HEFIE",
cHEEFTLTCEAERRTLET "y Ty TDERIY,

NEBEEFAE N R —J v ZREL X T

Kubernetes? 2 X R ICFEAZE Y X — 2 v B9 TICEE T D% S 3. Astra Control Center
THEOIAETYRZ =YD VI R=ILENEVE SIS WS DODDEIHRRG LS

FIEzRITTDRENDHD T

FIg
1 SFAEY R —J v AL YA R—=ILEINTWVWBR 2R LE T,

kubectl get pods -A | grep 'cert-manager'

[EIEA)
cert-manager essential-cert-manager-84446f49d5-sf2zd
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg
Running 0 6d5h

2. OFERAEZE X —DORT7EVER L £ 9 astradddress FQDN :

1/1

1/1

1/1

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out

tls.crt
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[EIEH :

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

S LRENCERLIc7 7L eERALT—oLy b=fERL Y

kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n
<cert-manager-namespace>

EEH

secret/selfsigned-tls created

4 HERL 9 ClusterIssuer *C 27K EL* DT 71, 7272L. DABZERDGFANE ENE T
cert-manager Ky RBA VXA M=LENET,

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[EIEH :

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S ZHEEEL £ clusterIssuer NEEICEHL X L7zo Ready T THIMBELHD XY True XOFIE
ICEDHEIC. RDFIE

kubectl get ClusterIssuer
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NAME READY AGE

astra-ca-clusterissuer True 9s

6. #3217 L F 9 "Astra Control Center D1 > X b—)L 7Ot R", H&H D F§ "Astra Control Center 5 X
SYAMLONEDHEFIE CRDEZZEEL T, GSEAEVR—J v DABBICA VA b—ILEhTWVWB L
%R L 9, Astra Control CenterDASBERAE T R —J v ERMIT DL SIS, 1 VX M=ILEICCDOFE
ERTTIRENHDET,
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