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docker login cr.astra.netapp.io -u <account-id> -p <api-token>
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docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

l

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64
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docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0
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docker push <my custom registry>/trident-acp:24.02.0
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<my custom registry>/trident-acp:24.02.0
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tar -vxzf astra-control-center-certs-[version].tar.gz
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public.pub -signature certs/trident-acp-[version].tar.sig trident-
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docker tag trident-acp:24.02.0-linux-amdc4
<my custom registry>/trident-acp:24.02.0
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docker push <my custom registry>/trident-acp:24.02.0
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Astra TridentEBE
1. "Astra Tridentf Y X b—S5% 4o >O— K LTERMR"

2. Astra TridentZx £720 VXA F—JLLTULARWEE. 7Tt DAstra TridentIRIED S5 AR L — 2 & Hl
FrL7=%E1E. ROFIEZETLE T,

a. CRDZER L X,

kubectl create -f

deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y
aml

b. Tridentt— L XR—X%Z{ERY (kubectl create namespace trident) F7ziETrident—L
AR—ZAMNEZFET B ZHESR (kubectl get all -n trident) o R—LIAR—IHHE]
BREINTWREHERIF. B5—EERKLEFT,

3. Astra Trident%24.02.0/C %7 :

U2 A8 TKubernetes 1.24LFIZXTL TV BIEEIE. ZEALET
@ bundle pre 1 25.yaml, ¥ 7 X% TKubernetes 1.25LA[&% E1TL TL\3IHFEId.
Z{ERAL £ bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. Astra Tridenth'RITINTWVWBR 2R L E 9,
kubectl get torc -n trident
XIS

NAME AGE
trident 21lm

S. [pull-secrets]]>>—2 Lw b & ERTZ LU X MUNH B5HEIE. Astra Control Provisioner-f X — M
WBICERTZ>—I Ly FEERLE T,

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. TridentOrchestrator CRZ#R&E L. XOBEEITVLE T,
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kubectl edit torc trident -n trident

a. Astra Tridentf X—J DA RRZLL P X b DIGFR%ZFRET B\ Astra ControlL X kDS
EV{§ (tridentImage: <my custom registry>/trident:24.02.0 7l
tridentImage: netapp/trident:24.02. 0) o

b. Astra Control Provisionerz BIC Y % (enableACP: true) o

C. Astra Control Provisioner{ X—DAXRLL T R M DFFR%ZERET 5D Astra ControlL ¥
A D SEIE (acpImage: <my custom registry>/trident-acp:24.02.0 &7l
acpImage: cr.astra.netapp.io/astra/trident—acp:24.02.0)o

d HLHBREDNEGERTIL>—o Ly COFIETIF. CCTRETETET,
(imagePullSecrets: - <secret name>) o BIDFIETHELLLACEAL—I LY A
ZERALET,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret_ name>

1. 771N ZRELTETLET,. EAOLINBEFNICHBINE T,
8. operator. deployment. & & UReplicaSets ' MERLINTWB Z e 2R L £,

kubectl get all -n trident

@ Kubernetes 7 5 X RICIE. ARL—FZDAVRAAVAD*1 DLHEELHEVELSIC

LTLETV, Astra TridentA R L — 2 EHDRIBICEA TS CIBITTLRES
l/\o

9. #HESRL £9 trident-acp AV T FHEITHT. acpVersion FTY 24.02.0 AT—RX !
Installed :

kubectl get torc -o yaml

G



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

Tridentctl
1. "Astra Tridentf > X b—Z%Z X7 >0O— K LTER"
2. "Btz DAstra Tridenth'® 2155 1E. €DTridentz RA ML TWBR TS READSET VAV X =)L
3. Astra Control Provisionerz B%f1(C L TAstra Trident -f > X k —JL (--enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. Astra Control Provisionerh'BMICH > TWA xR L £ 9,

./tridentctl -n trident version

i -
Fom e tmmm tom - + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | +--—-—-—-————————- tomm -
e e T+ | 24,02.0 | 24,02.0 | 24,02,0, | dFoo—eecccccocc====
o —— o —————— +
Helm

1. Astra Trident 23.07 1ML BIA 1 Y A b —ILENTWVWBIHBEIE. "ET7 VA YA R—)LLET" FRL—
HELVEDMD IV R—K ko

2. Kubernetes?7 5 22 Hh'1.2451% BT L TWVWBIHEIE. pspZHIRL £ 95

kubectl delete psp tridentoperatorpod

3. Astra Trident Helm /R R U ZEBMLF 9,
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. HelimFv— &= EFHL E T,

helm repo update netapp-trident

X

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

S EffE—EBERTLET,

./tridentctl images -n trident

X

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. trident-operator 24.02.0HWERATIRETH D R L £ 9,

helm search repo netapp-trident/trident-operator --versions

XHIG -
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NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

7. £ helm install CNHSDHREEZZFLRDOVWITNHADA T3> =RTLET,
° BABPROLAE]
° Astra Trident/\—> 3 >~
° Astra Control Provisioner® 44 il D E&
o FOEYaZ IOV —IEBMCTBRTIY

° (ER) O—AILZRFINR, O—AILPZA MU ZERLTWVWRIHEIF. "TridentDE{E"
1DDLIRA M) FLEBRDOL I MVICERETEXR I IRTOCSIAX—=JEELCLIR -
DICECEST 2HBDHD T,

° Tridentr—LRAR—X

F 7> 3> (Options)
LSRRI BLDAAX—=D

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

1D ELFEBDOL DX M) ADER

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage —--set
operatorImage=netapp/trident-operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

ZEATEEY helm list BRI X—LAR—R, 5T AT—RA 75— arvN—-23
JREDA VA= OFlERETBICIE. ROFIEZERTLET, LVED3aVES,

Helm%ZfEH L 7=TridentOEB A TRIEHNRE L35S 1E. RO O Y R%&EFETTL TAstra Tridentz Z2ICT7 > A
\/Z I\ _)l/ L/ i '3'0

./tridentctl uninstall -n trident
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2k "Astra Trident® CRD % 52 £ | ZHIIF&" Astra Control Provisionerz BEBMICT 381IC. 71V A M=
D—ERr LTEITLET,

fER

Astra Control ProvisionerD#&EEDNBMICE > TH D, ITLTWVWBN—=2 3 > THEARBER TR TDEEE
FRTEXY,

(Astra Control Center—1 &) Astra Control Provisionerz -1 > X k—JL 9% &. Astra Control Center Ul

TOES 3= 0V —ILEBRIARLTWE Y T XHAICACP version D IZ Trident version 74 —
IREIREA VA M=ILTNTVWBEN—-U 3 V&S,

-\~ CLUSTER STATUS

(@ Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

ESBLTLLIETL,
* "Astra Trident® 7w 7 L—RICBATB RFa X2 "

%stra ControlZfEAH L T. VS RAEED-ODRIEX2(ET

IS ARA%BMT BHEIC. ROBHERGZHELLTVWBR I X HERTINELRDHD F
I, Ffe. BEF T v I EFEITLTY S XX %Astra Control CenteriZiBINY 2 E @O T
FTTCVWBZ xR L. BEICZS L TkubeconfigZ 5 X2 O—IL%ERR S Z2UREHH D
9,

Astra Control Tld. BRIEPHREICH LT, ARRX LD Y —X (CR) F7zldkubeconfigTEIEINZ U T XA
ZEBMTEET,
FE%BRAT I

c RIBORRRGZHT | BENAROEHZ /L TV "EREEDEHNH" (Astra Control Center[a]l7}

o

*JD—H—/— RO "T—H—/ —FDHRE"PodBNY I IV RIL—JEBETEDL SIS, B
BAML—URSANZERBLTISARZEBHRL ET,

* *PSAFIREZBIMICT 3* : Kubernetes 1.25UED U S A XA TIERETH SRy REXxa T« T7RI v
3 VEFEIDEMICHE > TVWBRHEEIE. ROLFIZER TPSAFIRZEMICT ZBELHD £7,
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o

netapp-acc-operator fF—LANR—2X |

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

o

netapp monitoring F—LANR—2X !

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* *ONTAP Z L5 >+ )L* : Astra Control Centerz= R L T7 U —>a>EZNv o7 v TELUVUX
E7F3ICIE Nw T T7wTONTAP Y AT LTONTAP LT v I)ILER—N—A—1F—IDZHRET D
MBEHRHD X,

ONTAP YV RSAYTRODIAY Y REETLE T,

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* kubeconfigh'&I29 %0 7 A XEH. INSDEMHIE. kubeconfigh'BIET 27 U r—>3> 0752 4R
ICEBDHDTY,

° * kubeconfigz 7 7t RTREICS B*: "T 7 # Il kDU T X Zkubeconfig" EUE "1 > R b —LEFICER

E o

c FREERICBT A EREIE . ST/ R— L ERAEE (CA) B8R Bkubeconfig7 7 M ILEERLTY S
AR %EBIMNYT %3HEIE. cluster kubeconfigZ7 71 IILDE IS 3 >HBBLTLEIV, ChIZK
D, Astra Control T S AR ZBMTET XY,

insecure-skip-tls-verify: true

° rancher®&: RancherlRIET7 T U r—2 a0 S5 X2 %= EBIB Y 3156, rancherh SR I
Tekubeconfig 7 7 A ILTT7 TV =23 >0 XEZDT 74 AV THF XM ZZEEL T, rancher
AP —NOAVTFIALTRERLCOAY MO=ILTFL—2>a0TF XM EFERLET, CHICED.
Rancher APl H—/NO&RHIEHIN. NT+—<I >V IXHEELET,

* * Astra Control ProvisionerDEB#4* : 75 X 2% BB 3IC1E. Astra Trident AV R—FR > &S Astra
Control Provisionerz EYJICERE T DHELHD £9,

° * Astra TridentIRIZRE2HDRESE* . Astra Control ProvisionerzZ 1 > X —JLE =7 v TIL—R$3
BIIC. "YAR—FINBZT7O0YFIVERE NV IIVR, BXKUVERI MMEK"

° * Astra Control Provisionert%ge = B%hIC 9 5* . Astra Trident 23. 10 % 1 > A b—IJLL THE®ICT S
CrHEBHIELE T, "Astra Control Provisionerd SE 7 2 kL —UtgE", 5% DY) —XT
l&. Astra Control Provisionerb*B&IC % > TLVRULVESE. Astra ControlldAstra Tridentz H7R— kb L &
Ao
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o ML= N IITY ROBHRADHLSEHIDDRA ML= /Ny IT Y RA "Astra Trident TERE" &
SRAADR) O —HERESRBLTLIET L,

C AML=P IS ZADRE DB EDHIDDR ML =205 ZH "Astra Trident TEHE" 7 F XX DR
DR LTLLEEVW, TIAIL DAL —U IS ADRESNTVBRIBZEIE. TI74IL DT
JT=2avhRESNTVBRHE—D* AL —J IS ATHBZ e zHRLET,

c R a—LRAFTy I ay b bO-5ZREL. RUa—LRAFTYy T3y bISA 21V R
—JLg % "R a—LSnapshotd Y FO—5DA > X k—)L" Astra Control TR+ v P> 3w b &1E
BRTEBLSICLET, "1ERL" 1 DL L volumeSnapshotClass Astra Tridentz /8 :

BRFIvIZERITLEY

TROBERF T v I %ER{TL T, Astra Control Center ICV S XX EEBINT RENTITTVWAREZ2HERALE
ER

FE
1. T L TWBAstra TridentO/N—> 3 V5 RESRL £ 9,

kubectl get tridentversion -n trident

Astra Tridenth' 21 9 2B 5ld. KDL S HBHEIPRRINE T,

NAME VERSION
trident 24.02.0

Astra Tridenth' FE LR WEEIF. ROEL S BEADNKRTINET T,

error: the server doesn't have a resource type "tridentversions"

2. xonwsFnhERTLED,
° Astra Trident 23.01FIZ 31T L TWAIHEIE. U TZ#EH "SFE" Astra Control ProvisioneriZ 7w -/
JL—R9d3H0IC. Astra TridentORFIN—2 a7y TIL—R$BT Y, AIgETY "BEET7v S
7 L— R %3179 %" Astra Tridenth'/N\— 3 >24.0204 1) ') — ZEABIAIC % B35 & 1. Astra Control
Provisioner 24.02 2> O— R L9, 7 xld. Astra Trident 23.04H'5 Astra Control Provisioner
24021 B®E 7Y S L—RTEET,

° Astra Trident 23.10LA[%% 17 L TW33HEIE. Astra Control Provisionerh' "E%f"s Astra Control
Provisionerld. 23.10& DEI®D 1) 1) — X MDAstra Control Center Cl3#&BEL £ Ao, "Astra Control
Provisioner® 7w 74 L — K" BHIOEEEIC T VX T BICIE. 7v T4 L — KR $ BAstra Control
CentereBILN—2 3 V& FEBITI3HRELHD T,

3. IRTDHARY R (trident-acp) ZERTLTVET :

kubectl get pods -n trident

4. HR—FEINTWBAstraTrident RS A NEZ XML —J S ATHERLTVWADESHERER IO 3
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ZOBEABEDAHIFE LEXT csi.trident.netapp.ios KDFZEBEL TLETILY,

kubectl get sc

[EEH :
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

2 < X0 —)lLkubeconfigZ ERL L £

kubeconfigz A L TEEEINZ I S XX DHFEIE. BEICH LT FIRESNIHER X 7355 SN IHERE
IEE O —)L%Z Astra Control CenteriZ¥ L TYERTE £ 9, kubeconfigidAstra Control Centerdtz v k7 v 7T
FTTICRESNTVE D, CNIZRBEBEDOFIETIEHD FEA. "TVRAF—ILTOEZ"

COFIEEFERITDE. ROWTNHDF ) A TREZXERIF(L T IHBEIC. BDkubeconfigz fER T £
ER

s BEENHRDI S A RICK T BAstra Control DIERZ HIFR T 3

*HEBEOITEFRMZERL. AR M—ILEICERE SN =T 7 #+ )L k DAstra Control kubeconfigld &/
TEFERA. el B—0 AV TFAMZHFEORESNAO—JLIFIRIETIIHEL FHA.

ERZFms 3HIC
FIE OFIEZETI BRI, BEIT BT T AXICRDERNDH S e 2R L TSI LY,

* kubectl v1.23LUED 1 Y X b—=ILENTW3B
* Astra Control Centerz B L TEMP LIUVBETZITAEZANDT IR

@ C DFIE TiE. Astra Control CenterxE{TL TW3 Y 5 XX ICkubecti T7Z VX9 3HNE
EHO EFHA

CTOTATRIAVTFAMDY S AXEBEDIERTEIRT DY ZXXDT VT« 7% kubeconfigT¥

FlE
1. H—EX7Ho> b EERLEFT,
a YWOSERDH—EXT7HI T 70l EERKL X astracontrol-service-

account.yamlo

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. H—EXT7HIUY b EBERLET,

kubectl apply -f astracontrol-service-account.yaml

2. ROVWTFNH DTS ZZO—)LZVER L. Astra Control CEIET 30 S ARICKERIERZ DY TE
XS
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25 220—)LO%IR
CDO—JLICIE. Astra Control TY S XA BB T 31-OICHEBELR/NEOHERNSENTUVET,

a ZER L £9 CclusterRole EWDHBID T 71 )L, fll . astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs

- daemonsets

deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update
b. (OpenShifty 5 X ZDIHFEDH) astra-admin-account.yaml 7 7).

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

C. UVZR20O0—)LZBERALET,

kubectl apply -f astra-admin-account.yaml

22 22 0—)LDOYLER

ZDOO—)LICIE. Astra Control CBIET 30 5 R AICN T BERI RSN TWES, 2oO—Il
. EHOI>VTFIEFAL. A VX M—ILEICEREINT=T 7 4 )L k DAstra Control
kubeconfigZ FATE AVBER. BE—DIAVTF A MR ORESNI-O—-IILHRETHELAZWL
BEICERATEEY,

RDESICHD £F clusterRole FlEIZKubernetesD—EH A MBI TY, CERDE
@ BICEBEDFIBICOWTIE. CfERADKubernetesT1 A RJEa2—>3> O RFa X
VhEBBRLTLESL,

a. Z{E L £9 ClusterRole CWOHEID T 71 )L, ffl i astra-admin-account.yamle

<strong>astra-admin-account.yaml</strong>

19



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

_ LR |
verbs:
—_ LIS |

- nonResourceURLs:

B T |

verbs:

I T |

b. /5240—-IL=BEBALET,

kubectl apply -f astra-admin-account.yaml

B H—ERTHIMADIZZAZO=ILNA Y REBIC. 75 X20—)L%ERL XY,
a. Z{ERL £9 ClusterRoleBinding ¥ WO HFID T 71 JLTT astracontrol-

clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. /5Z4O0—-INA>Y REBERALET,
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kubectl apply -f astracontrol-clusterrolebinding.yaml

f—=o>o—oLvy bEERLTEBLEY,
a WO HRDL—=0>>—0OLy b7 74 EERMLEX T, secret-astracontrol-service-

account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. b= 22— Ly bEBALET,

kubectl apply -f secret-astracontrol-service-account.yaml

=0 >o—U Ly DA% secrets Array CRDFIDRZEDIT)

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. —ERXRTHIOV DY —I Ly bhE—EBRTLET (BFHIET) <context> MY M—JLICEL
A>T XA bEFERLT. ROBEEEZITVWED,

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HADKEIFRDESICBD T

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret—-astracontrol-service-account"}

]

RDBEZRDA VT VI R secrets PLAIFONSIBED XY, LERDBFITIE. D> FT VI RXTY
astracontrol-service-account-dockercfg-48xhx 0. D1 >FT v I X T secret-
astracontrol-service-account |F1T9, HAT. Y —ERXT7ATIV I —IL Yy DAV TVD
ABBZAELET, COTMVTYvIREBSIIRODFIETREICAED £,

7. XD & 5 IC kubeconfig Z4ERM L £ 9
a. ZYERL L £ 9 create-kubeconfig.sh 7 71 Jlo
b. 33#a L T 72E V) TOKEN INDEX KD R Y T DHEICIELWMEZ AL E T,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

+H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
*—0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_ DATA=$ (kubectl get secret S${SECRET NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > S${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user

23



kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --user S${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. ANV R#EY—XIZL. Kubernetes 75X XIEALF T,

source create-kubeconfig.sh

8. (AT 3y) VZRAZICHIDRTVLARICOAN—ARF 21 —D&ZFIEZELET,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(HEMTLEa2—) BEXNRYT S XZHDAstra Connector®
A2AR—=)L

Astra Control CenterCEIE N3 Y 5 XX, Astra Connectorz{FA L T. BIEXNRY
= X ¢ Astra Control CenterOEIDBEZBEMICLET, BIETAIIRTDI T AA
ICAstra Connectorz 1 X b—IL T B3MNELHD £,

Astra Connector®1 > X k—JL

Kubernetes 1< > K ¥ Custom Resource (CR) 7 7 JL%fEF L TAstra Connectorx 1 > X k—JLL £ 9,

CDRRAIICDWT
s INSOFIEEEITT BHEIE. Astra Control TEIE T3V XA TINSGDIARX Y REETLED,

s BERIMEFEALTWVWEEEIE. BEERIAMDIOAT VY RSAUNSEINSGOIAY Y REHE TRITLE
ER

E£%BIIAT BR0IC
* Astra Control TEBIB T2 S REANDT IV ADNNRETT,
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* 75 XAICAstra ConnectordA RL —2% 41 > X b—)L T BICId. KubernetesBIEEDIERINETT,

Kubernetes 1.25L & DI S X EADT I I hTHB Ry RtEXxa T 7RI v gV ERAN

C) U ZRARICRESNTVRBEIF. BYBRR—LIAR—IIX L TPSAFIRRZEMICT ZHE
BHDFT, ZBBLTLIEEIV "Astra Control ZEE L T, 75 RABED - DIEES %5
I5"FIBICOWTIE. 2BEL

FIE

1. Astra Control CEIE 9 32U 5 X X|CAstra ConnectorA RL —R%EA VA —=J)LLET, COOAIVREE
17932, #—LANR—X astra-connector-operator BMEE TN, BRENR—LIAR—XITEHE
nxd,

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353/astraconnector operator.yaml

2. ARL—ANBREEIN. EFEDPTITVWB I ZHELET,
kubectl get all -n astra-connector-operator

3. Astra Controlh* 5API bk —2 V&= EWE# BB L T 2TV "Astra Automation® K& 2 X > " FEICDWLWT
&, =8B L

4 h—=o FEFERALTY—ILy b EERLEJ, <API_TOKEN>% . Astra Controlh* 5= (T o7 b —2
VICBEIHMRET,

kubectl create secret generic astra-token \
-—-from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. Astra Connector-f X— MEVEICfER$ dDocker>y— 2o Lw FEIERL £ 9, El<>DfEIL. BEDIF
IWCTEIH®RET,

@ <ASTRA_CONTROL_ACCOUNT _ID>|&Astra Control Web UI TSR TE £9 . Web UIT.
R=TDELICHZXT7 A > %FRL. *[APl access*ZFERL £7,

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
-—docker-password=<API TOKEN> \

-n astra-connector \

-—docker-server=cr.astra.netapp.io

6. Astra Connector CR7 7 1 LEER L T WS &% {FIT 3 astra-connector-cr.yamlo 77w WD
fiE% . Astra ControlDIRIBEE 75 A X DEBRICEDETEHLET,
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° <ASTRA_CONTROL_ACCOUNT_ID> : M ZF|[ETAstra Control Web UIH'5EUS,
° <CLUSTER_NAME> : (D% 5 XX % Astra Control TEI D & T3 %&His
° <ASTRA_CONTROL_URL> : Astra Control®Web Ul URL, ) :

https://astra.control.url

apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation to "true  when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io
secret: regcred

7. 7—R2% ASIL7#%. astra-connector-cr.yaml IELWMEZFDT7 71 ILZ1/ERL. CREZERL X
ERS

kubectl apply -n astra-connector -f astra-connector-cr.yaml

8. Astra Connectorh'BERICEA TN EZHEELE 9,

kubectl get all -n astra-connector

9. U5 XA HAstra ControliICEER SN #HESEL F 9

kubectl get astraconnectors.astra.netapp.io -A

RDESBHADVKRRIEINET,
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NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS

astra-connector astra-connector true 00ac8-2cef-41lac-8777-
ed0583e Registered with Astra

10. Astra Control Web UID*[Clusters]*X— T, BERRISAZDVAMITIZIRZINRREINZI L%
HERLET,

T2 X B EEM

TI)r—o 3 >0EBERIBET 3ICIE. Kubernetes 75 X4 %=EML. dA>E1—
T4 1) —R L TEELZEI., Kubernetes 7 U —a > % &HE T 31213,
Astra Control Center DU 5 X 2 %= EBINT23HEHLNHD £,

fthad - 5 X A % Astra Control Center (BN L TEIR$ ZH1IC. Astra Control Center BY&#1IC
BALIYVSRAAEZBEBIZCa2PEOLET, BESLUV NS TN a—FTo Y F7AD
Kubemetrics T—R2 &7 5 A RXEBET—2EXKETBICIE. RVIOV S A2 E=EETFICEET
BZURBHHDET,
B %R HIIC
C VS RAEEBMI BHIIC. BBEAEEZEL. RITLTEITET "gHERG B2 AT,

* ONTAP SANRSA NZFARAL TWBESIE. TANTODKubernetes? S A X TIILFNADBBEMICHR > T
WA e%xHESRLEY,

FIE
1. Yy aR—RERRBITRAEXAZa—DWIThHHSBELFT,
e DY =RYIVD*A Y aR—R*T, IFRIRA DS EMZERLE T,

c ElOFET -2 3 VBT, VA EERL. VT RAEIR=IUHS5*T T X ZDEM ZERL &
ERS

2 RREINVSAZDEBIN* T4V RUT, 27 v 7O—RLZET kubeconfig.yaml DRBE T 71l
FIFBED T £ T kubeconfig.yaml 7 71 Jlo

@ o kubeconfig.yaml Z 7AILICIE. 1DDIFTREZDIZARILT VI vILDHES
DHBIBENHD I

B TER Y 255513 kubeconfig Z 77 JLICIE. *1DD*AVTFANIL XY FDH
EEBRITDINELHD FT, 2BBL TV "Kubernetes DR F 2 X > " BB LT
() <70 kubecontig 771 )be EEALT. SRS N2 524 O—ILOkubeconfigk

ERLTBE "C 07Ot 2" ZDOFIETIE. kubeconfigZ 7w FO— R £7/I3BED 15T
12T W,

. ULTYUIVIAEIBELE T, TI7H4ILETR. JLTYIVILANI S RE2DEFE L TEENICA
NENFT,
4. T Z#ERLEY,
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https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
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5. T MKubernetesV S A RIERTBT IAINEFDRI ML =05 RAEZEIRL. *Next *Z3BIRL £ 9,

@ Astra Control ProvisionerCRE I . ONTAPX L —S TN O 7w ITENDI AL —
IS ZAEFRLTLIETL,

6. BHRZHEIE L. INTHRFRIBEIE. MEM ZFRLE T,

ER

25 XZH T discovering *1 KAEICZ D, THealthy *1 IZZEH D FF, TN T. Astra Control Center’ {3
LTUSREEBEETERLSICADF LT

Astra Control Center TEIET 37X ZEMLIcH L. BERARL —XDEEBICHI DD S
BahdbErd, FNETIE. BRM7AAVHKRICEDLD, * =XV I I—-C TV MRT
—RAF T VIR AR IHEREINET, COMBIFEBLTHEFVEHA. BEIF.

@ Astra Control Center NIEL WA T—R XZEIS LT FICHBRLEF T, BHOoRBR->THHE D
BRLABWVGSIE. V7 ARICBEL TZETLET oc get pods -n netapp-
monitoring ZRMERE LTIEELE T, CORBEET/NY I TBICIE. BERARL—20DO
T FARBZBENHD £7,

ONTAPX L —U Ny I IV RTEREEZEMICT S
Astra Control CenteriCid. ONTAP /NI T RDFREFICRD2DDE—RHAHD £7,

* LTI vILR—RDEEEE . MELMERZIFDOONTAP I—HDI1—HZ /N AT — K, ONTAP O/\—
CarvrDEHEMEEFRARICEHBZICIE. admin®vsadminZRE OEFIEEINEF U TFOF 1Y
O—IL%ZERT3HRELHD £,

* SERAZEAN— X DFREE : Astra Control Centerld. /NY I TV RICA VA M—=ILENTWVWBIEFAEZFERL
TONTAP VSRR CBIETBREDHTEET, V707> MEFRE, *—. BLUEFEINI-CAGIEZE
wERAT 3 (ER) ,

BTHEONY VIV RZEHL T, 321 TORADSHIDHEICERITIZCENTEEXT, —EICTR
- I‘—knémb\niEﬁ_t‘i']OT;LT—ta-o

7[/7_//’\7”//\ Z@uu\nm%ﬁ)(htubij
Astra Control CenterlCld. 77X X%=NRELIZILT U VILDAHURETY admin ONTAP Nw I IV RE
BIET 37, BRIERINIZEDO—I (BRY) 2FEBEITI3HVELHD XY admin,e CHUTELD. Astra

Control Center® 5% D) 1) — X THERA T DEEEAPIDN ARSI NZAREMDL H D FHRKDONTAP ) —X D
BIAERMEDERINE S,

@ HRZLDEF2)F 4O+ >0O—)LidAstra Control CenterCERL L TERTE F3H5 #
BEhEHA

NI T REEDHIZRICSRLETD,
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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

SLFYO v BT L—Y TR N TRESNEDE. Ny ITY REROATT, 7L 72 vILOMEHH
RERDIF. Ny IIY ROERFIESEFRLIT T, 2D, KubernetesBEIEE F/IEXA ML —CFIR
EDRITTIDIIEEEZHDIRIETI,

AERAEN— X DFREEZBIICLET

Astra Control CenterTld. SEFAZE %R L THRE LI UVEFEDOONTAP NI TV REBETEET, Nv Y
IV RERICIE. ROBHEANTIHELRHD XTI,

* clientCertificate:Z T4 7> MEEAE,
* clientPrivateKey:B&ET 5 NI-MWE R,

* trustedCACertificate SRS NI-CASIRRE, ERECNI CAZFERATIHEIE. CO/INTAXA—F%
BETIUNELRHD XTI, BN CAHMEHAINTULARWVSEIIERLTHEFVEHA.

ROWTNDA DA TOIAEZFERATETE T,
* BCERRASE

s H—RN—7 1 DFEEE
HOBRIREICL BRI EEMLET

—fRE7R T — 0 TO—ERDFIBTHRINE T,

FIE

1. 9547V MEREC F—ZEM L £9. EMEFIC. FREECHERAT S0ONTAP 1—HICHiES (CN) Z&%
ELET

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. RATHRDISA T FFBBEZ A VA M=)LLE T client-ca EFXF—%ONTAP AL ZE T,
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security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. ONTAP Dt F a7 OJ 4 > O—ILhGERAESRE AR E Y R— b LTVWB AL XY

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4. R LT-SFFAE 2 FERA L TR T R L F 9, ONTAP BIELIF> ¥ <vserver name> ZEBIEDIP L &FIIC
BEHZTLLETL, LIFOY—EXRD)S—RICHESNTVWAR I L EZRRTINELRHDEFT

default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5 BIOFIETHE-{EZFEAL T, Astra Control CenterQUITA L —Nw I IV REBMLET,

Y= RN—T 1 DFEREICL BBEZENICLET
Y= RN=T 1 DEAEHL H B35 G IS ROFIETIAAZTN— XD ZHRETT XI5

FIE
1. MR ECSRZER L FT,

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

CSRZWindows CA (4 —R/N\—7«CA) ICEL. ERFEHIAEZHE LT,
ELEAIMAEEAT>O—R L. Tlontap_signed certcrty £ WS &R ZFITET,
Windows CA (#—F/X\—7«CA) H'5)L— FEBREZ TV R R—bLE T,
DT 7AIICERIZMITET ca_root.crt

[SLEE I

CNT. RDID2DT 7AILHBMER SN EF L Teo

° ME# . ontap signed request.key (THE. ONTAP O —/N\EERAZICHR T 5F—T9,
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—N\FFEEZD A VX = LERICHRETT) »

° BERBHIASE | ontap signed cert.crt (THUF. ONTAP D_server certificate_in & H I
7)o

° JL— FCASEBBZ : ca root.crt (T#ld. ONTAP O_server-ca certificate_in& HIFENET)

- CNSDAEZEXONTAP ICA VA R=ILLE T, £ LTA YA M—=ILLE T server BKUY server-
ca ONTAP DiFRRZE,
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sample.yam| D ERS

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate



certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

oe
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° 54 7> hEERAZ : ontap_test_client.pem
° TRZBHE  ontap_test_client.key
° {SEE TN T-CAZIBEZE : ontap_signed_cert.crt
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