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aws eks create-addon \
--cluster-name <CLUSTER NAME> \
-—addon—-name aws-ebs-csi-driver \
--service-account-role-arn
arn:aws:iam::<ACCOUNT_ID>:role/<DRIVER_ROLE>
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git clone https://github.com/kubernetes-sigs/aws-ebs-csi-
driver.git

2. dynamicprovisioning example7T« L7 b UIZBEIL £9,
cd aws-ebs-csi-driver/examples/kubernetes/dynamic-provisioning/
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kubectl apply -f manifests/storageclass.yaml
kubectl apply -f manifests/claim.yaml

4. EBSSCR kL —27 5 XD
kubectl describe storageclass ebs-sc
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"fsx:DescribeVolumes",
"ec2:DescribeRegions",
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject",
"iam:SimulatePrincipalPolicy",
"s3:ListAl1MyBuckets",
"eks:DescribeCluster",
"eks:ListNodegroups",
"eks:DescribeNodegroup",
"eks:ListClusters",
"iam:GetUser",
"s3:DeleteObject",
"s3:DeleteBucket",
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": "*"

RV —ZERLE T,

POLICY ARN=S (aws iam create-policy --policy-name <policy-name> --policy
-document file://policy.json --query='Policy.Arn' --output=text)

JJAM A—HICR) S —EHML £ $, T<iam-user-name>] #. fERL7TIAMI—H D1 —H4% F7-13EF
FOIAMA—HDEFICETHRIET,

aws iam attach-user-policy --user-name <IAM-USER-NAME> --policy-arn
=$POLICY ARN
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aws ilam create-access-key --user-name <IAM-USER-NAME> --output json >
credential.json

(TS
lcredential.json) 7 7 1 JLBMERL S 1. Astra Control ServicelCZD I LTV vILEA VR—FTE XY,
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Google Cloud Volumes Service for Google Cloud # X fL—Nw I TV R LTERE T,
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BEODINL—NTy ADT 72D KONZEgEMENH D £,
Google Cloud Dty b7y FZ§<ICBIRATEEX T

CNoDFIEZRITLTISIERZRB TSN, %HODOEIIaYyETAIO-IL L TEHERZRRBL TR

Tl

[1D] Google Kubernetes Engine 0 Astra Control Service D E 4% FEER
S AZDEET. HR—FINTUWBKubernetes/\— 3 UHEITEINTWVWB &, T—H—/—RHF

VIAVTHR=—FEINTVBA A= EATHRRITENTVWB I EREZHELE T, CDRT Y TDF
e CELES L,

[2D] (#7>3>) : Cloud Volumes Service for Google Cloud Z8A L £9
ARL—=Nwo IR LT Cloud Volumes Service for Google Cloud Z {9 %35 &1, Google Cloud

Marketplace @ NetApp Cloud Volumes Service XR—JICEHL T, TBBAI] Z#8RLEI, COXTVTD
iz CELIETL,

[3D] Google Cloud 7O 7 FTAPI ZEMICLET

JRD Google Cloud APl #B%ICL £95

* Google Kubernetes Engine MB&
*UTURRAML—D
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* Cloud Storage JSON API
* H—EXFA
* Cloud Resource Manager APl DB
* NetApp Cloud Volumes Service D&
° Cloud Volumes Service for Google Cloud TIHETTY
° Google Persistent Disk DIF&FIEA T3> (fofz LHEE
* Service Consumer Management APl D&
*H—EXxXY bT—7 API
* Service Management API (DB

2TV INA ATy TOFIBICREWVWE T,

[4) RERIERZHF OV —EXT7TAT Y M EERLET
RDOVERR% 15D Google Cloud H—EX7H T > b EERL £,

* Kubernetes Engine Admin Mg
* NetApp Cloud Volumes Admin OMERHNHRETY
° Cloud Volumes Service for Google Cloud THETT
° Google Persistent Disk DIFEIEH T2 3> (ffe LR
c ARL—CERE
* Service Usage Viewer (Y —EXfERRRIE2—7
* XY hI—OEa—TEHELEY

HlRFIEZBRLTIIES L,

521 —EXRT7AVY hF—ZERLET

Y—EXTAIY rDF—ZEH L. TOF—T 7NN Z2REBBRIRELET. ATV INA ATV
DFIRICFEVNE T,

[6] (ATF>3Y) { VPCORY NIT—OETI)VI%FBELET

Cloud Volumes Service for Google Cloud Z# X L —SNw O TV R LTERTY %5813 VPC H'5 Cloud
Volumes Service for Google Cloud ND %y kDT —OET7 U VT ZHFBELET. ATV TINA ATy TOFI|E
ICIREVE T,

GKE 7 2 X2 DEMH
Kubernetes 27 5 X X % Astra Control Service h'SEH L TEEBTE S L5129 3ICIE. Kubernetes 75 XX

PROEHZHBELTVWBIBELRHD £, CNSDODEHFD—EBIFE. Cloud Volumes Service for Google
CloudZZX L= Ny IV RELTHERTZIHGEICOABEHAINE T,
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1. "Google Cloud >V —JL £ 7z1lZ gcloud CLI Z{FBE L T. XD API ZBXICT Z":
° Google Kubernetes Engine DB
cUPTITRAML—=T
> Cloud Storage JSON API
° H—EXFIA
° Cloud Resource Manager API DB
°> NetApp Cloud Volumes Service ( Cloud Volumes Service for Google Cloud (Z#HE)
° Service Consumer Management APl DB&
s H—EXXRY T—7 API
° Service Management AP| (D&
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P https://docs.netapp.com/ja-jp/astra-control-service/media/get-started/video-enable-gcp-apis.mp4 (video)
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=2}

1. Google Cloud BN TR LEFT "IV =)L, geloud AX Y R FlFZDMDMHEEINZHE
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° * Kubernetes Engine Admin * - 7 S R ZD—EXRR 7 TV EBDI-HDEERT I ADIERICER
L%,

° * NetApp Cloud Volume Admin * - 7 74— 3 VBOKGEHN A L —COBEBICERLE T,
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ED
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az configure --list-defaults

az account list --output table

2 TR0 T a efzFERTEINIY—RIIN—T2FERATBZINIEL T ROWTNHODREZTT

WETo

o H—E XL NILEER L. Contributor O—JLZED YT, ISRAEAWNFRETIH TRV TS
VLRI ROA-TEIELE T,

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-ID

e H—EXTU I NILZIERL L. Contributor O—JLZ&IDHT, V5 XAXDEFETB IV —RJI)L—
TZEELT T,

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-
ID/resourceGroups/RESOURCE-GROUP-ID

3. fER SN /= Azure CLI HF3IZ JSON 7 77 ILE LTIRIEL £ 9

Astra Control Service ' AKS 7 5 X 2% & L. Kubernetes D57 — X EBIBAIBZ BB TETDLDIC.
DIT7AINEIEETINENHD XJ, "Astra Control Service TOERISEHRODEIEICDOWTEHAL ¢

"
[e]

4. 723> 1 JSON T 7AILICH TR T3> 1D #EBMML. 771 I)L%EIRT B & Astra Control
Service IC& > THEBWIC ID BADINZESICLET,

ETNUANDIBEEIE. RSNz FIC Astra Control Service TH T X2 23> ID # AHNTIHRENR

HOFJ,

°

{
"appId": "0db3929a-bfb0-4c93-baee-aaf8",
"displayName": "sp-example-dev-sandbox",
"name": "http://sp-example-dev-sandbox",
"password": "mypassword",
"tenant": "01llcdf6c-7512-4805-aaf8-7721afd8ca37",

"subscriptionId": "99¢ce9%999a-8c99-99d9-a9d9-99cce99f99%ad"

S. AP gy i H—EXTUVINILETAMLET, Y—EXTUYINIILTERTZXI—JICIEL
T. ROOAI Y REIEERLE T,
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HITRO) T 3> DEH

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
--password PASSWORD --tenant TENANT-ID

az group list --subscription SUBSCRIPTION-ID

az aks list --subscription SUBSCRIPTION-ID

az storage container list --account-name STORAGE-ACCOUNT-NAME

DY —=RGIN—=TFDRIA—-TF

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
--password PASSWORD --tenant TENANT-ID

az aks list --subscription SUBSCRIPTION-ID --resource-group RESOURCE-
GROUP-ID

FFoay i Azure Ny I TV TINTYy FORERMEZHRET S

Azure/N\y 77w FTINTw MCIE. EDKEMEOEVWARMELANILZRETETE T, 774 NTlE N7y
k Astra Control ServiceldAzure Kubernetes ServiceD/\'w 7 7w 7% R1EF 32 -OIC%=FERBL. O—AHIL
(DRedundant Storage (LRS) mEMA 7> a>ZFALFT. Azure/N\T Y FTELDAKEOEVWRAREMES
T2 arvERFERTBICIE. ROEEEZITSVRENHD XY,
Flig

1. FATRIUBELNBITAEMLANILZFEATBAzure XA FL—STHY Y R EERLET "UTOFEEZESRE

LT"%
2. ZFEALT. HILWR ML= AHT Y MCAzure AV T FHEERLET "I TOFIEEZSEL T,

3. A>T F%/\4 v k& L TAstra Control ServicelC BIML EFd, #BBLTLLIETVWEND/NT v F&EBE
mLEd".

4. (A F>ay) FLLIER LN Y bEAzZure/ Ny O 7w TOT T AL Ny b LTERT B3I

E N7y b ZAZUureDT 7 AILENTY FELTRELEF T, 2BRBLTKETVW' T IA4ILENT Y |
ZEETB"

Azure TEIBINTWET 1 X7 %{EA L T Microsoft Azure xtzwy k7 v 9%

Microsoft Azure 4 7 XU 1) 723 0% #{EL TH 5. Astra Control Service T Azure
Kubernetes Service 7 5 A X BB T BICIE. WS DD DFIEERITIIHENHD £
o Azure TEBEBINTWATA RV EA ML= NI IV RELTERT 358
E. ROFIEICHRENE T,

Azure Dty N7V TDIA I RXA—

CNoDFIEZERITLTISIERZRBT SN, HODOEIIaYyETAIO-ILL TEHElZRRBL TR

T L%
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[1D] Azure Kubernetes Service @ Astra Control Service DE {4 % HEER

DSRAAMNEET. HR—EFEINTWVWB/N—2 3V DKubernetesZ#ETLTWRZ . /—RTI—ILHA Y
4 TLnUuxZETLTVWAR I REZHERLET, CORTY TOFElZE CEL TV,

[2 D] Microsoft Azure |Z&E

Microsoft Azure 7O > b E{ERLE T, CDORT v TOFEME ZELET L,

[32]1Azure H—EXFU VI NILZERLE T

Contributor O—JL%&3FD Azure T —EXTU VI NILEERLE T, COXAT v TOFME ZELE T,

[4]CSI RSANDFMERELET

CSI RSANECEETDIESICAZUre TRV T2 a e VS RAAERETIHNENDBDEFT, CDAT
VT DEE CELCTETL,

[52]A7> 3y AzureNv I T7vINTy FOREEERET S

T 7 #JL b Tld. /N4 v kAstra Control ServiceldAzure Kubernetes ServiceD /N 2 7w T%#REFT D1=8HIC
ZfEHA L. O—7AJLDRedundant Storage (LRS) mEMA 7> a>vz=EFHLET, #7>3>rl

T, Azure N7y FCKBEELARNILOMEMZRET D ENTEXT, CORXTY TOFEMEEL S
Lo

Azure Kubernetes Service 7 5 X 2 DEH

Kubernetes 27 5 X X% Astra Control Service h'SEH L TEEBTE 3L S5ICF3ICIE. Kubernetes 735 XX
PIROBEEEHI-L TVWIRERHD £9,
Kubernetes O/\—> 3>

275 XA TKubernetes/\— 3 21.24~1.26 B R{TSNTWVWBIHRELH D £,

AX=DHZA1T
IRTD/ —RT=ILDAA—=2F2A IS Linux THEIBERHD T,

05 A DIRRE
IS AIADNEERIRETEHEFHL. Db 120F >4 >VT—A—/—RHBHD., 79—H—/—KH
[EERETHRVWKRELRHD X,

Azure ') —> 3>

RZANTZ T4 LT, Azure NetApp Files ZX L —INw I TV RELTERALARWVSEETH.
FOU—J g BERBBRIBZCEHELET, CNUIED. NT+—T > RBHEHNEDLHTZIBETH.
Azure NetApp Files Z A ML —SNw I TV RE L THBICERATERLSICAD £, "Azure g% i
HACRRLET

CSI FZAN
U5 ZARICIFEYE CSI RSANDA VI M—ILENTVBIHERDHD £,
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Microsoft Azure (&%
Microsoft Azure 7 H U > b EFFBE THRWEGSIE. £ Microsoft Azure ICH 1> 7w FLET,

FIE

1L ICT79ERALET "Azure Y TR0 1) T g oR—I"%201) w2 LT Azure T —ERICEHFELTLIESE

2. F75V&BRL. BRI TH T ROV T3V eRTLED,

Azure T —EX T I NIILEERLET

Astra Control Service |Zl&. Contributor O—J)LZEID HTH5MN Tz Azure B —EX T VO NILHDRET
3, Astra Control Service Tld. COH—EXFY > NIILEZFERBLT. Kubernetes 7 U r—>3>5—
ROEBEZPERICKOL>TERICLET,

Y—EXTUINILE. 7TV r—23> 0 —ER. BLXVY—ILTERT Z7=-DICERICER TN S
ID TY, U—EXFU I NIILICO—-ILEZEDHE TSR . Azure DEFEDD Y —IANDT7 I ADFIERITN
£9,

Azure CLI ZER L TH—EX T O NILZERT BICIE. ROFIBICREWE T, HAIEIJSON 7 71ILI
*17 L. 8T Astra Control Service |ICIRIE T 23HEHLHD X9, "CLI OFEHOFEMICDOWVWTIE. Azure D R
FaXVhEBRELTLIEIV,

RDFIETIE. Y—ERX T I NILEERT ZMERDH D . Microsoft Azure SDK (AZ AX >V R) Hiv>
VNICAVAR=ILETNTWVWBRZ e ZRHIIRELTVWETD,
B

cH—EXTF)IONILIE. BEDRMZFERATINENHD £J, SERAZEIFTR—FINTULEHA.

s H—EXTFUINILIC, Azure BT RO T a3 ADFBEEIISFEED 7 VL AENMIESINT
WBRRBLRHD X,

* ROA—TRISERT BV TRV T a > FEIEVY =T IL—TICIE. AKS 75 XX & Azure NetApp
Files 7HT Y FAEENTVWBIRENRHD £,
Flig

1LAKS VS RAWEFEETZIH TRV T a>eTF+H b IDZ EELET (ZNid Astra Control Service
TEBEEBIZITRAATY) ,

az configure --list-defaults
az account list --output table

2 HITRUV T a3>efz2ER/TEIN)Y —RTI—T2FERATINIGL T ROVWTNHODIRIEETT
WETo,

o H—E XL NILEER L. Contributor O—JLZEID YT, ISAEBREFEETIH IR TS
AVRERICROA-T=IBELE T,
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az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-ID

o H—EXF) I NILEER L. Contributor O—JLZED YT, ISAEPREFEETIVY—ITI)L—
TEEELEY,

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-
ID/resourceGroups/RESOURCE-GROUP-ID

3. fER N7z Azure CLI HF7IZ JSON 7 71 ILE LTIREEL £ 9

Astra Control Service ' AKS 7 5 X4 %#1&H L. Kubernetes D7 — X EIBMIBHE BB TEF3LS5IC.
DT T7AINEIEETINENDHND £T, "Astra Control Service TOEEIFHRDEIEICDOWVWTERALET

o

4. 723> JSON 7 7AILICH TR T3> 1D #EBML. 771 I)L%:#EIRT 3 & Astra Control
Service ICE>TEFWICID PAOINBZELSICLET,

FNUNDEEIE. RIRINT- & FIC Astra Control Service TH T X2 > 3> ID # ANT IAREN
HOET,

° 5l *

"appId": "0db3929a-bfb0-4c93-baee-aaf8",

"displayName": "sp-example-dev-sandbox",

"name": "http://sp-example-dev-sandbox",

"password": "mypassword",

"tenant": "0llcdf6c-7512-4805-aaf8-7721afd8cal3’",
"subscriptionId": "99¢ce9%999a-8c99-99d9-a9d9-99cce99f£99%ad"

S. AT ary i H—EXTVIINILETAMLET, U—EXTU VI NIILTERTZRI-TICHL
T RO RHZERLF T,

YITRO) T a>DEHE

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
—-—-password PASSWORD --tenant TENANT-ID

az group list --subscription SUBSCRIPTION-ID

az aks list --subscription SUBSCRIPTION-ID

az storage container list --account-name STORAGE-ACCOUNT-NAME
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az login —--service-principal --username APP-ID-SERVICEPRINCIPAL
--password PASSWORD --tenant TENANT-ID

az aks list --subscription SUBSCRIPTION-ID --resource-group RESOURCE-
GROUP-ID

CSI FoANDFMZRELEXY

AzureEIE T «+ X7 % Astra Control Service E HICFERAT BICIE. BEBRCSIRSANEA VA M—=ILT 2%
EAHDET,

Azure T T X 1) 723> TCSI RSANKEREZBMICLET

CSI RSANEAVZAM—ILTBHII. Azure T TR 1) T2 32T CSI RIANKEEZEMICT ZHEN
HHET,

FlE
1. Azure ARV RSA VAV R—T A A =BEF9,

2 ARV REETLTRSANEZZERLET,

az feature register --namespace "Microsoft.ContainerService" --name
"EnableAzureDiskFileCSIDriver"

S RDIARY FZERITLT. BEMEEEINZ ezl LT 95

az provider register -n Microsoft.ContainerService

RDESBHEADNRTEINE T,

{
"id": "/subscriptions/b200155f-001a-43be-87be-
3edde83acefd/providers/Microsoft.Features/providers/Microsoft.ContainerSer
vice/features/EnableAzureDiskFileCSIDriver",
"name": "Microsoft.ContainerService/EnableAzureDiskFileCSIDriver",
"properties": ({

"state": "Registering"
b
"type": "Microsoft.Features/providers/features"

}
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* Amazon Elastic Kubernetes Service (EKS)

* Azure Kubernetes Service (AKS)

* Google Kubernetes Engine ( GKE )

* Red Hat OpenShift Service on AWS (ROSA)

* Rosa & AWS PrivateLink

* Red Hat OpenShift Container Platform (#> 7L X X)
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apiVersion: netapp.astraconnector.com/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
natssync-client:
cloud-bridge-url: <ASTRA CONTROL SERVICE URL>
imageRegistry:
name: theotw
secret: ""
astra:
token: <ASTRA CONTROL SERVICE API TOKEN>
#clusterName: <PRIVATE AKS CLUSTER NAME>
accountId: <ASTRA CONTROL ACCOUNT ID>
acceptEULA: yes

6. F—2%E AN LT, astra-connector-cr.yaml IEL\ME%FDT7 71 ILZ1ER L. CREZEAL
ER

kubectl apply -f astra-connector-cr.yaml

7. Astra Connectorh B2 ICBA SN e ZREELE T,

kubectl get all -n astra-connector

8. 75 XA Astra ControlicBESRINf- e #RELE T,

kubectl get astraconnector -n astra-connector

RDESBHADBRTEINE T,

NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector true bed75ae5-1511-4eaa-9b9%e-712£09b0d065

Registered with Astra

ASTRACONNECTORIDIZXELTH T E9., ASTRACONNECTORIDIZF. &5 XX % Astra
ControllCIBINS % & FICWHEICHED £,

3
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

S. UZZ2ZO—IINAY RZERLEY,

kubectl apply -f astracontrol-clusterrolebinding.yaml

6. rWOSRRDY—ERXRTHI V=020 =Ly b7 71V EERRLE T astracontrol-

secret.yamlo

<strong>astracontrol-secret.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system

type: kubernetes.io/service-account-token

I b=ov>=0LybzBERLEY,

kubectl apply -f astracontrol-secret.yaml

8. h—o =Ly bEEELET,

kubectl get secret astra-admin-account -n kube-system -o
Jjsonpath="'{.data.token}' | base64 -d



9. XML £ user XOBINITRT &S5, AWS EKS kubeconfigZ7 7 1 ILDtE IS 3> Th—U > %IEE
L,

user:
token: k8s-aws-

v1.aHROcHM6Ly9zdHMudXMtd2VzdCOyLmFtYXpvbmF3cy5jb20vPOFjdGlvbj1HZXRDYWxSZ
XJJZGVudGl0eSZWzXJzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmWC1BbXotQ3J1Z2GVudGlhbD1BS01BM1JEWDAKUOhaWU9LSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTJIGc3RzITIGYXdAzNFIyZXF1ZXNOJ1gtQWl 6LURhdAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1lgtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmU9YjU4ZWMONzdiM2NkZGYxNGRhNzU4MGI27Z
WQ2zY2NzI2YWIwM2UyNThiMjRhNTJ§NmVhN]c4MTRING JkOTg2Mg

Red Hat OpenShift Service on AWS (ROSA) 75 X4Z B ®Dkubeconfig”Z 7 1 L% {ERR T

ROFNEICHE > T. Red Hat OpenShift Service on AWS (ROSA) 5 XX FDkubeconfigZ 7 1 JLZ ERL L
9,

FliE
1. ROSAY S X&|lcOJ14 > LET,
2 H—EXRT7HhoV b EERLE T,

oc create sa astracontrol-service—-account

3. U7 220O0—IILZEBMLE Y,

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-

service—account

4 ROPI=FERLT. T—EXRT7AIY =Ly AV TaFaLl—2a T 702 LET,

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
name: secret-astracontrol-service-account
annotations:
kubernetes.io/service-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token
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S. Y—U Ly bEERLET,

oc create -f secret-astra-sa.yaml

6. TER LT —EXT7HUY bEREL. AstraControltf —EXT7HI Y bDI—PU L w &% secrets
o a,

oc edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvfcd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:302Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "169770"
uid: 965fal51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvicd
- name: secret-astracontrol-service-account ####ADD THIS ONLY####

1. H—EXRT7HI D=Ly b E—BRTLET (BIFHEZFET) <CONTEXT> I VX b—JLICEL
AV TF A MEFERLT. ROBEZTVWET,

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HADKEIFRDESICBD T,

"secrets": |
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

RDBEZRDA VT VI R secrets PLAIFONSIBED XY, LERDBFITIE. D> FT VI RXTY
astracontrol-service-account-dockercfg-dvfced 0. D1 >FT VI X T secret-
astracontrol-service-account |F1T9, HAT. Y —EXT7ATV I —OL Yy MDAV TVD
ABBZAELET, COTMVTYv I REBSIIRDOFIETREICAED £,

8. XD & 5 IZ kubeconfig Z4ERM L £ 9
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a. Z{EH L £ create-kubeconfig.sh 7 71 Lo L T EE L) TOKEN INDEX RDR )T
FDSEERICEELWMEZASILE T,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S oS % o

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}



# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Y KR#%EY—XIZL. Kubernetes 75 XZICEALE T,

source create-kubeconfig.sh

. (F723aY) /FRARICODDRTVERICIN—ARF21—DLFIZEELXT,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

DA FDY S X2HICkubeconfig? 7 1 ILZERL L £

LUFOFIEICHE > T. Rancher. 7w X k1) —LKubernetes. & & U'Red Hat OpenShifty 5 X % F
MkubeconfigZ7 7 1 L Z{ER L £ 95

EE%ZBAT /I
AT ZHIIC. IO VICRDBHDHH D e EHEL T IET 0N,
* kubectl v1.26 4N 1 VX b—ILETNATWS
CTUOTATRAVTFAMD Y S AXEEBEDIERTEIET ST T XXDT VT« 778kubeconfig T9

FE
1. H—EXR7Hho > b EERLET,

75



a YWOSERDHY—EXT7HI M7 70ILEERK L X astracontrol-service-

account.yamlo

LR BRI EEZREICKSCTHRELE T, CCTEEZT2IGRIE. UBOFIETHRLEEZ
ERYTZBENHD ET,

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a J—EXT7AIY FEBERLET,

kubectl apply -f astracontrol-service-account.yaml

2. OVWThH DI S ZZ2O—)LZVER L. Astra Control CEIET 30 S ARICKERIERZ DY TE
9,

° S5 20— )LDO&IE : ThO—)LIclE. Astra Control TY S XX EZEIBT B3 1-HICHERR/NED
MRS ENE T,
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2Ty TDT=0HICER

i. Z{ERL L £ 9 ClusterRole EWSERID T 71 ), il | astra-admin-

account.yamlo

LRI BAZEBZLEICGCTHEBLEY, CCTEEZT2IHEIE. UEOFIETHRE
LEEZBRIZLEDHD ET,

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Justification for resource permissions:

# Astra Control needs to be able to discover (list) resources
of all types within your application.

# These permissions are required to discover, back up, and
restore your application resources including

# secrets.

# For example, if your application contains custom resources
or cluster-scoped resources, Astra Control

# needs '*' to discover, back up, and restore your application

resources.

# Justification for Verbs:

# - "List" enables discovery.

# - "Get" enables resource backups and enables users to define
apps using GVK.

# - "Create" enables restoring an application from a snapshot
or backup using Astra Control.

# - "Delete" enables application resource clean-up as part of
an in-place restore of an application or clones.

# - "Patch" enables maintaining owner references and updating
labels on some resources.

# - "Update" enables replica scaling in case of operations
like in-place restores of your application.

# - "Watch" enables Astra Control to keep an up to date view

of resources.

# Manage all resources
# Necessary to back up and restore all resources in an app



- apiGroups:

I T |

resources:
— LI )
verbs:

- get

- list

- Create

- patch

- delete

- watch

- update

- nonResourceURLs:
- /metrics
verbs:

- get
- watch
- list

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

— use

# OpenShift security - uncomment the following lines for Red
Hat OpenShift clusters
#- apiGroups:

# - security.openshift.io

# resources:

# - securitycontextconstraints
# verbs:

# - use

i. (OpenShiftZ 5 XX DIH/EDF) OpenShiftT 5 X 2 FDkubeconfigZ RS 35 E 13
astra-admin-account.yaml 7 71 JL # Use PodSecurityPolicies Z¥> 3>,



# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use
ii. 75 220—)L%Z@BALET,

kubectl apply -f astra-admin-account.yaml

° S5 XAZ0O—)LDILAR © Astra Control TEIE 9 %0 S A X DMERDILENZENET, CoO—)l
3. BEROI>TX A MEFERAL. 1 YR M=ILEICEREINT=T 7 #JL b DAstra Control
kubeconfigx FATEAWVEEPY. B—DIAYTX A M EFORESNIO—IIHIERETHEELA W
BRICERTEET,

RDE S0 £ clusterRole FlEIFKubernetesD—EH BB TS, CHEADER
(D) HCEEOFIECOLTIE. CEAOKubemetes? A b JE 21— 2D RFLX Y
FEBRL TS,
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ATy TD1-HICEM
i Z{ERL L £9 ClusterRole EWSEBID T 71 Lo H: astra-admin-account.yamlo

LR BRI ERZ B EICSCTHRELET, CCTEEZTOHRIE. UBOFIETHRALE
BreEATIRENDD XTI,

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

- apiGroups:

I o |

resources:

— LIS |

verbs:

(|

- nonResourceURLs:

I |

verbs:

B I |

i. 75 2420—)LzBRALFT,

kubectl apply -f astra-admin-account.yaml

3 H—ERXRT7HIY RADISREZO—ILNA Y RAIC. 25 X20-I)LEZERL F T,

a. #{ERL L £ 9 ClusterRoleBinding ¥WSHABID T 71 JLTY astracontrol-
clusterrolebinding.yamlo

HEIZHL T, T—ERXRT7AT Y bOEREFICEE L BRI C R R ZRB LT,

<strong>astracontrol-clusterrolebinding.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a JZ220O0-IN1Y RZERLET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. c=o> =Ly bEERLTERLET,
a YWSHRD =02 —0Ly b7 70 EZERLEX T, secret-astracontrol-service-

account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. h—o > —oLy hZBERALET,

kubectl apply -f secret-astracontrol-service-account.yaml

S =0 1=V L v hD&AHI% secrets Array CRDFIDREDIT)



6.

7.

82

kubectl edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452"
name: astracontrol-service-account
namespace: default
resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%ec3£89
secrets:
- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

Y—EXT7HI D=Ly b E—BRRLET (BEFHEZEFT) <CONTEXT> A VRXbM—JLICEL
A>T XM EFEAL T, ROBIEZITVWET,

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HADKEIFRDESICBD o

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RDBERDA VT VI R secrets PLAIFONBIBED XY, LERDBFITIE. D> FT VI RXTY
astracontrol-service-account-dockercfg-48xhx 0. D1 >FT v I X T secret-
astracontrol-service-account |F1T9, HAT. Y —ERXT7ATV I —OL Yy DAV TVD
ABBZAELET, COTMVTYvIREBSIIROFIETREICAED £,

RD & 51 kubeconfig &R L £ 9,

a. Z{E L ¥ create-kubeconfig.sh 7 71 JLo L T EE L) TOKEN INDEX RDR )T
bDFFEICIEL WMEZATILE T,



<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

H o o S e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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8.

set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. ¥ > R#%EY—XICL. Kubernetes 75 XZICEALET,

source create-kubeconfig.sh

(FF2ay) V3RZICHODRTVELRNCIN—-ARFa2—DHFIZEELFT,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

RDF|E

004« > L TAstra ControlliCZ S XA X ZENML7=5. Astra Controld7 P4 r— 3>
T—RXEIEEEERFER T 3 E B EVE LT
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AX=DZATRRITEINTVBINES>H ZHRLET., 2FEALT. FILLWI—H—/—FOREMZ R
TB5LHTEEY kubectl get nodes ANV RZERITLET

Elastic Kubernetes Service (EKS) 7S5 X4 =& L TLWE T
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FBIclE. BB L T I "Astra Control Service 1'% Kubernetes 7 5 XA X DEIBZ BB L E I

Azure Kubernetes Service (AKS) 775 XX DEER

* AKS DTS5 A4 R— k25 XAK% Astra Control Service ICBITEF X TH. *

1TV, AKSDTFSAR—rISRE% Astra FlIfHI—ERICENMTEEF T, TTAR—MAKSU S XX %E
me3icidk. Z8BL TLET L) "Astra Control Service 15 Kubernetes 7 5 X2 2 DEIEZ AL £
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TBELIICTTREZRELTLIEET VL, AKSTEEENSAzZure ADIEDEHRZ I F X ZHEIcLTWVWS
CCZHERTIUENDDET,

Google Kubernetes Engine (GKE) 75 XX D&%
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EHHD £,

s HWLWIN— 3 Y DAstra TridentZ{ERB L TW3

* Provisioner7 7> 3 U Hh\ERNIC A > TULVAEL\Astra Trident 23.10%2 R L TWLW3

C CDUTRARAAA TTIEIEFHEMELIHFT TN TULEHA

DIZE Partially eligible 7 —XICDWTIdE LFDOFIBICHE > TY 5 XX DAstra Control Provisioner
TFEEBNTEMICL TSI,

Jﬁﬁ Add cluster STEP 2/4: CLUSTER

CLUSTER

Choose an Azure Kubernetes Service cluster to enable application data management and the Astra Control storage operator.

/N

Cluster Location Eligibility

sandbox-ragnarok-aks-02 .‘= centraluseuap @ Eligible

Configuration required
sandbox-ragnarok-aks-03 Failed to detect Astra Control
Provisioner on cluster

sandbox-rstephe2-aks-01 .= centraluseuap (E) Eligible

Astra Control Provisionerz GB311iC 3 3 8]IC

Astra Control Provisionerh'z%E T T ULVAR L Astra Trident 3 TICfEHR L TLVT. Astra Control Provisioner’
BMICTBBEEIE. FTXROFIEERTLET,

* * Astra Tridenth’ 1 Y X b= ILTNTWVBIBEIX. N—2a3rh4) ) —EBARTHD e 2R L TL
72 &L\ 1 Astra Tridentht/N— 3 >23.10004 1) 1) — ZEAEIRITH L. Astra Control Provisionerz &/ L
TAstra Trident 23.10\DE%T7 v 7L —RZETTET XTI, -z, Astra Trident 22.105H'523.10
ICEBET7 Y I L—RTEED,

* VS ARIZAMDGAS R T L7 —% T U FvhdH 3 &=L T D . Astra Control Provisioner-f X—3
|FAMD64 X ARMG4DH A DCPUT —F T U F ¥ TSN X IH Astra Control THR—FEN3D
[ZAMDB4D A T,

Flig
1. NetApp Astra Controlf X—S DL X MUIZT IO ALET,
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a. Astra Control Service UlICO4' 4 > L. Astra Control 7 17 > MIDZEEERL 9%
L R=ZORLICHZIROTA AV ZBRLET,
ii. [AP] access*]ZBIRL £9,
ii. 7Ho>YDEEETEOHFET,

b. BILR—UHBS*API—T > DERZEIRL. APIN—0 Y XFF =z )y FR—RIZOE—-L
TITAX—ICRELET,

C. EFEMAETAstra ControlL X kIO 1> LET,

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2. HZALLSRA MY RFERBLTWARAEBRSIF. I AXA—SFHRRZLLSZAMNIICEBETAAEICIEC T, &
DFIEZETLET, LZRAMIUZFERALTULWARWESIE. XT3,

@ DAY RIZiE. DockerdfSHh D ICPodmanz R TE £9, WindowsEBIEZFHAL T
W3IEEIE. PowerShellz#R L 7,
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Docker CT9¢
a. Astra Control Provisioner® 1 X—>%# LS X KD SEEL F 9,

@ TILENFcA XA=DFEHDO Ty T+ —L%EHR—rE9 . Linux AMD647%
EAX=2HFILLIERRA MRS Y M T 4—LDAETR—MLET,

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform <cluster platform>

ll

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform linux/amd64

b. BRICZ T Z T T,

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

CAX—IZARILLIZAMIICTYySaLET,

docker push <my custom registry>/trident-acp:23.10.0

gL—->
a. Astra Control ProvisionerO ¥ =7 T A b EHAXZLL A MDICOE—LE T,

crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

3. JTDAstra Tridentr > X b — L AET,

Astra Control Provisioner® Bzt IC IFHemIZER LABEWVWTL TV, TV X =)L
(D CHemz@ALTVWBELE23.10ICT v 75 L— K § 33 TridentA XL — & FT:
|Ztridentcti% 1€ F3 L TAstra Control ProvisionerZ BIC T 3MENRH D £T,
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Astra TridentEE#
a. "Astra Tridentf X b—Z% 4o >O—RK L TER"S

b. Astra Tridentz £/ > X b—=JLL TWARWEGEE. F/idTDAstra TridentIRIBEHN S AR L —2 %
HIBR L 72581 ROFIEEERITLED,

.. CRDZER L F9,

kubectl create -f

deploy/crds/trident.netapp.io tridentorchestrators crd postl.l
6.yaml

i. Tridentt— /L XR—X%{EF (kubectl create namespace trident) Z7z|ETrident®
—LAR—ZADEEEET S & =SS (kubectl get all -n trident) o R—LRANR
—ZADHFREINTVBRIFEIF. BOI—EERLEXT,

C. Astra Trident%23.10.0/C % .

U2 X8 TKubernetes 1.24LFIZRTL TV BIEEIE. ZEALET
@ bundle pre 1 25.yaml, ¥ 7 XX TKubernetes 1.25MA[&ZE1TL TL3I5E
. ZfEAL X9 bundle post 1 25.yaml,

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

d. Astra Tridenth'RITINTVWB ZC #HERLE 9,
kubectl get torc -n trident
XIS

NAME AGE
trident 21lm

€. [pull-secrets]]>—27 L v hEFERT 3L I X MU HBHEIE. Astra Control Provisioner- X —
CORRBICERT S —ULy b EERLET,

kubectl create secret docker-registry <secret name> -n trident
-—-docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

f. TridentOrchestrator CRE#RE L. XDBEEZEITVE T,
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kubectl edit torc trident

i. Astra Tridentf X—S DA AZLL S XA M DIFFAERTET DD, Astra ControlL P X k1) H

SEfF (tridentImage: <my custom registry>/trident:23.10.0 F7cld
tridentImage: netapp/trident:23.10. 0) o

ii. Astra Control Provisionerz B%IC 9 % (enableACP: true) o

iii. Astra Control Provisioner® X—S DA X RZLL PR N DIFFR%ZRET S H. Astra Control
LY X M)HSEUS (acpImage: <my custom registry>/trident-acp:23.10.0 &
fcld acpImage: cr.astra.netapp.io/astra/trident—acp:23.l0.0)c

v. HLHBREDNEGFERTILY—o Ly~ COFIETIF. CCTERETETET,
(imagePullSecrets: - <secret name>) o BIDFIETHELLBLAICEAL—U LY
baZEFERALEF T,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret_ name>

9 771N ZFRELTRT LET. EATOLINEHNICHBINE T,
h. operator. deployment. & & U'ReplicaSetshMfEFiCNTWVWB e =R L £,

kubectl get all -n trident

Kubernetes 2 5 R ZICId. ZRL—RZDA VY RZV AN *1 DLHFELBVE
() 5kLTES W, Trident DA XL — 2 A HEMOBEEMRT 5 = ¥ (38 T<
EEW,

I #FESEL £ Y trident-acp AV TFHHRITHT. acpVersion [FTT 23.10.0 RT—R X
. Installed .

kubectl get torc -o yaml

X
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status:
acpVersion: 23.10.0
currentInstallationParams:

acplmage: <registry>/trident-acp:v23.10.0

enableACP: "true"

status: Installed

Tridentctl
a. "Astra Tridentf Y XA b= %4> 0O— K LTER"

b. "BffZ D Astra Tridenth'#% 2155 1&. ZDTridentx "X L TWR IS AEADST VAV A —
L
C. Astra Control Provisionerz B%f11C L TAstra Trident% - > X b —JL (-—enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:v23.10

d. Astra Control ProvisionerB’BXICHE > TWB I e 2B L £ 9,

./tridentctl -n trident version

S

o o o + | SERVER
VERSION | CLIENT VERSION | ACP VERSION | +-—————-—-———————
e fmmm + | 23.10.0 | 23.10.0 | 23.10.0. |
oo oo pomm - +

&R

Astra Control Provisionerz-f > X b—JL§ 3 &. Astra Control UITOES g =Z> 5V —I)LxARA LTV
29T RXAICACP version X DIC Trident version 74 —JILREREA VI M=ILEINTVWEIN—
3 \/ﬁ%o
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

HEBEL TSIV,
* "Astra Trident® 7w 7 L—RICEATBRFa X2 k"

TN r—oa> 05 R20EBHBRLET
BIBITIMNEBELN G BT TV —2 3% 05 XA % Astra Control H 5 HIBR

TTVOEBZFELELET

N IT7yvT, AFvFoayvbh, fFE70-2C%2ERT 23RBS B T7 TV -3 > 0EER
Astra Control B 5ZE1EL £,

TIVT—=2a3>OBEBZRRTDE. RDLSICHEDET,
* BXFD /Ny U 7w ¥ Snapshot NS R THIBRTNE T,
TV a e T —RIFEIETREIEATEE T,
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. FIOFIETIER LB 7 7 M ILEERALT. Ny I IV RZEERLET,

tridentctl create backend -f <backend-configuration-file>

Ny IV ROERICKRBLIESZEIE. Ny I Iy ROREICAIEBENHD £, ROIAXYY RZ2ET
T3, OJZRRFLTRAZHETEE T,

tridentctl logs

7 71 CRIEZRHELTEIEL S, create AV REBERTTCIE,
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AbL—=2 90 FX%ZERM L Ty Kerberostg5bzEAL TR 2a—LZ7OES 3 Z VI TEXT,
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AML=20ZRFTO2 U b 2ERT B SIS, ZFERLT3IDDERDZ/N—2 3 > DKerberoshES{ED L
ITNHZIRETEEI, mountOptions /INTA—H !

* mountOptions: sec=krb5 (EREfrES1t)

* mountOptions: sec=krb5i (IDIRZEICKLDERELCEESIL)

* mountOptions: sec=krb5p (IDBKIUVTTA /NS —1REICKBEREAS &K UBES1L)
KerberosL RILE1DFEIFIEEL TL LTV, NTX—=F1) X FTEHDKerberosBESL L NILEISE L 1215

Bl RUIDA T a>OHIMMEREINE T, AFL—I NV I IV FERTEE LICES{ELANILAZ L
—JUSRATP TV PTHERELLELANILERRSBEIE. AML—V03RF T HBREINE T,

FlE
1. R fF|%=ER L T, StorageClass Kubernetes#t 7 7 b % 1ER L £ 9,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. L= U SREERLE T,

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3 APL—=2USRMMERENTVWS C e ZMERL £,
kubectl get sc ontap—-nas-sc
RDESBHADVKRTIEINE T,

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

AR)a—LoFO g=>y
ARL=SNYIIVRER ML= 5REER LIS, R)a—LETOES 3 =20 TERL3ICAHD
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Fllo FIREICOWTUE, ZBBLTKEEVW R a—-—LAZT70O0ED 3 =TT 3%

Azure NetApp Files7R!) 2 — LA TDErixH Kerberostg St DERE

BIENRY S5 XX L B—DAzure NetApp FilesX kL —/\w 2 T R F7ldAzure NetApp FilesX kL —
NIV RORET—ILDOEIDA L= b Z 7 0w 212X L TKerberoshE Stz BMICT D ENTE X
ERS

ERZFImY BHIC

* FEWRDRed Hat OpenShiftZ7 = X Z TAstra Control ProvisionerhB’"BZICHE > TWBS & Z ML
o BB L T 72E V) "Astra Control Provisionerz 312 ¢ 2" FIBEICDWTIE. Z2BEL

T IVERTEBe%EELE I, tridentctl A—TFT 4 UT 4o

s Bz L. ROFIEICHE > T KerberosBE S 1L DAzure NetApp Files A fL—I NNy I TV ROD#EE
BT LTWVWA e ZmEL £, "Azure NetApp Files D RF 2 X > k'

* KerberosBE 51t TEAT BANFSVAR) 2 — LD IELLKEREINT L\% =R LET. NetApp
NFSV4 R XA VETEI Do 3> (13R— /)%%Ebf<t o " PNetApp NFSv4
Enhancements and Best Practices GuideJ "

AML—= Ny O RDOIERR
KerberoshS21L#EE % ST Azure NetApp FilessR FL—S Ny O TV RIERZEERTE 95

CDRRATICDWT

KerberosfgE St ZRET DA ML= NV II Y RBRET7 71N ZERT 2581E. KRD2DDLARLDOWT
NHTHEHREITZLSICERTTED,

* ARL=INYyIITYVRLARNIZEHRLT spec.kerberos 74 —JL R
* RET—=ILLARIL*%ZEREL T spec.storage.kerberos 71 —JLK
RET—ILLARILTHERZERT DHE. A ML= ROIRIVEFERLTT—ILDEREINE T,

EE5DLANILTH. KD3DD/N— 3 > DKerberoslES{LOWVWITFNH EIEETE X,

* kerberos: sec=krb5 (GRiFCHEES1t)
* kerberos: sec=krb5i (IDIREICLDFEECEESIL)
* kerberos: sec=krbS5p (IDBEKIVTZA /NS —REICKBEGEES L UVES1E)

FIE

1. BEWNRISARAT. ANL=—UNYI IV REERTIZIMVENHDHFA (REL—S Ny IITVRLAR
IWERIFRET—ILLARIL) IZHLET. ZOWTNHDBIZFERBLTANL—SNY I IV RIERT 710
IWEER L £, IEl<>DfEld. BREDBRTEIHRZIEI,
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ZARL—=I Ny I IV RLARILOF

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

RET—ILLXILOBF
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret

2. HIOFIBTYER LB 7 7 M ILEERL T Ny I IV RZEERLF T,

tridentctl create backend -f <backend-configuration-file>

Ny TV ROERICKBLIESZEIF. Ny I IV FOREICANBERHD £, ROAXY R Z2FE1T
T3, OV ZRFLTRERRAZRHETEE Y,

tridentctl logs
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BRI 7))L CRBEZEBELTEIELS. create AV RZHEERTTEFI,

AML—0 S AEERT Do
AbL—=20 5 X%ZERM L T KerberostgS bz AL TR 2a—LZ 7O 3 Z VI TEEXTD,

FiE
1. Jxff)%ER L T. StorageClass Kubernetes4 72 1o M EER L £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. A=Y 0S5 R=EBLET,

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3 AML—=USAAMER TN TVWB e 2L T,

kubectl get sc anf-sc-nfs
RDESBEAMKRTINE T,

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h

R)a—Lo7OESs=>y

APL=—YNYIITVRERML—=DT TR 2B LTIcS. R a—LZ2T7O0ED3a =T TEBRLSICAD
Fllo FIBIIOVWTIE, ZBBLTKLETVW" R a—LAZzT7OED 3 =209 3%

Snapshotz{HERHL7A) a—LFT—2D) /XD

Astra Control Provisionerz {9 % & . Snapshoth'5R ) a—L%ExA > FL—XATTIX
PLUXAR7TEEXY, TridentActionSnapshotRestore (TASR) CR, Z®MCR
I&KubernetesDWABT7 VS 3> LTHEEL. IBORTERPHIFINEE A,
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Astra Control Provisionerld. ET®dDSnapshot® ') X k7% HR—FL %9, ontap-san. ontap-san-

economy. ontap-nas. ontap-nas-flexgroup. azure-netapp-files. gcp-cvs HELU
‘solidfire-san RS54 /\,

EE%BAY 80IC
N Y RENTPVCERABER R 12— LSnapshoth R E T,

*PVCRT—RADNNAVRFENTVWB I E=zREELE T,

kubectl get pvc

* R 2—LSnapshotz FRA T3 E /N TLTVWE L ZMHELEF T,

kubectl get vs

FIE
1. TASR CRZ1ER L £9. RIC. PVCEDCRZEM T B~ L£T. pvcl R 2—LSnapshot pvel-

snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. 24y Foay b5 )X NTIBICIFCREERLEF T, CDFITIE. Snapshoth 5 1) A T LE T,
pvcle

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R

Astra Control Provisionerh'Snapshoth* 57 —2%Z 1) A 7 L %9, SnapshotD!) X b7 AT —R XAz HERT
TFEI
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kubectl get tasr -o yaml

apiVersion: vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

CIFEAEDRE. BENFELE LT- ¥ FIAstra Control Provisioner CALIEANBE&IMICERTT
INFtHA. COREEBERITIAINELNHD £,

CD c BIBET Ut AMEEF A VKubermnetes 1 —HIE. 7 FUT—2 a3 v R—LAR—X
ICTASR CRZER T 2 7c® (. BEED SHERZMEINBRITNELRSBWVEELHD X
ED
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Astra Control REST API | & 3 B#t

Astra Control ICIEZ RESTAPI B B8E N THED. Curl B0y >V J53EY1—
T+ )7« %={ER L T Astra Control #8EICEEZE 77X TEXd, £/, Ansible ¥
DOEtTo /O %ERL T Astra Control IRIBEZ BIBET A3 TEFET,

2Oy O LTLIEEW, "Astra BEIRF a2 XY MITIEZALFETY
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R — b

HR—KMIETRLET

THhOYNZFRET DL, Astra Control IFEBIICT AT Y FZBHRLTHR— 2R
ITLO2LFET, BERTITRVEGSIE. FETERLTHR—rZRIFTECNTEF
To XY Ty TOTIZAIYR—FMIBVLWEHDESZICIE. HYR— FERERHINRET
ERS

HR— b NERZHEELET

Astra Control (Zl&. T R— MEREMHEZTE 5 Support Status 7+ —JILRAH D 7,

FIE
L [HH— b BBRLET,
2 [HH—FRF—EX ]| T =L RERRLET,

HR— b ZXF7—RZIE T Not Registered | ""SRED FITH. TTY TS lNn-Progress | IZEHD. &
#I1C T Registered | ICZDD XY,

COYR=PERIAT—RRARF 15 DTEICR-U YT ENET, Xy 7Y TOFROEERRIF. 74>
R=T 4 2T Y R- b EROTTIC. BEZHETHDRBBEDDHBDXT, U T7ILESH 48 KU

RIC T Registered | ERRETNABVIGEEIX. astra.feedback@netapp.com ZEALTx Y b7 v FITE
B dh. HoFETEERL T I hitps://register.netapp.com,

DTN BESERSLEY

THYOY MIEERET B L. Astra Control |3, £ICDOWTANLIEBHREFERBLT. 1941 ] THBE3 20
Hioxy b7y I T7ILESEZERLEF T,

XY Ry T TILESISL Astra Control D7 AT R TYo, Web Foyw e ElE. O UT7IL
EESZEHITAIRELNHD X,

1) 7ILESIE. Astra Control ¥ > % —7 =1 XD * Support * R—IHSERTETET,

HR—bNRRERZT7 T T LET
Astra Control B’ R— RO T7 AT Y = BERNICER TS AN o255 1E. Astra Control [ZESHERIT SN
ey b7y D) T7INESEFR LT, YR— MNIBERZEWMITIHNELNHD £9, HR— MERIC
3. KD 2 D2OF T a>hHDET,
1. 2y b7y TOREDEEHEN Y Ty THR—bH ok (NSS) OSSO 7HUY hEHBEFELEDHEE
2. XYy 7Y THR=—bHA L (NSS) OSSO T7HUY rEEHFBETHRVFHLLRY K7 v TOERR
731 i xyv 7Yy TOBEOYR—EAF (NSS) 7HUY b EEEHBEDHEER

FIE
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1L ICBHLET VI RT— A —ERAYR—FEHR R—JTNSS 7HU Y b ZERL £,
2. T |am already registered as a NetApp customer | * Z3RL £
3 AOJA>FBIE RY M TYTHR— b A rDILTUOvILEAILTLIESN,

[BIFOBEEER | R—IHKRRENET,

Existing Customer Registration

The fields marked with * are mandatory

First Name® Test
Last Name*

Company*

Email Address®

Product Ling® Astra

ar

Billing Provider * MNetApp

T

Product/Service Serial # * @ e.g. 94100000000000000055
Add another Serial #

4. T A—LICHERBERZANDLET,
a. Zfl. 2%, EX—ILT7RLRZAALED,
b. @S> LT MN*Astra*1 #RIRLET,
c JUT7INESZANLET,
d. [ E|ROZEE ] ZBRLEF T,

fER

BEMVEBICEKEINE LTy R=JICVAAML I FLTLET VL, BRICEEMITONTWVWEX—ILT K

L XICiE. BOUAIIC TEFEVOHEBIFRET R—FRHRTT] EVWSBFA—IHIEXEINET,

Chid. ZEITBDUTILESICHITBETEA LY R-FERTT,

F7av2 i xy Ty THR—bHYAE (NSS) 7HADUY b ZEBRHETHVFIROEERK

FlE
LICBHLET " VI RT A —ERYR— SR R—JSTNSS 7HU Y b Z2EHLE 9,
2. Tl am not a registered NetApp Customer* | %3&RL 9,

[ FIRERER | R—IDBPRTEINE T,
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the form. Please
click the validation fink In that email to complete the registration.

The fields marked with * are mandatory

First Mama®

Last Nama*®

Company*

Email Address®

Office Phone®

Altarnate Phone

Address Line 1*

Address Line 2

Postal Code [ City*

State/Province / Country® [~ Select - v

Melhipp Referenca SN

If you currently owmn any other NetApp product, please provide the Serial Number for that
product hete in odder 1o belp speed-up the validation procsss

Product Line® Asira w
Billing Provider * NelApp b
Praduct/Service Serial # * @ 09 94100000000000000055

“Add another Serial #

8. T A—LICHEBERBEREZANDLET,
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Create Case

o Select System o Problem Details |

SERIAL NUMBER SYSTEM NAME MODEL PRODUCT SERIES
94199999999999999987 SREG-ASTRA-SARS cLoun
PRIORITY @

") P4- General Technical questions or request for information
@ P3 - Occasional disruption or problem

| P2 - Serious or repetitive disruption/very poor performance [ | P1-System notserving data

PROBLEM CATEGORY

@

Cloud Services = Project Astra

PROBLEM DESCRIPTION

Please briefly describe your preblem here (2000 characters maximum), you will have the opportunity to fully define and add more details to your problem later in the case creation process
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