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1IN ZFHTER LRITNIEESBRVWEERHD £,

* Amazon EKSZ 5 X Z FDkubeconfigZ7 7 T ILZ1ERL £ T

* Red Hat OpenShift Service on AWS (ROSA) ¥ 5 XX FDkubeconfigZ 7 1 ILZ{EKT

s [fhDRA TDYU S XAZFICkubeconfig 7 7 1 L& ER L & 9]

Amazon EKSY 5 X 2 FHDkubeconfig7 7 1 L= {ERL L £ ¢

LUFOFIEICHRE > T Amazon EKSZ 5 X X F®Dkubeconfig7 7 T IILE KB b—o > —o Ly FEIERL
F¥9, EKSTRAMIND U FTRRICIE. KB =0 > =0 Ly FHBRETTY,

FE
1. Amazon® R F 2 X > FDFJEICHRE > T kubeconfigZ 71 IILEERL £,

"Amazon EKSZ 5 X Z FMkubeconfig? 7 1 L Z ER F 1= IdBFH L 9"
2. ROFIETH—ERTHOY b EERLET,

a. YWOSHEBDY—EXT7AI T 710 %Z2ER L X astracontrol-service-

account.yamlo

MBI TH—ERXRT7AHI Y FZRELEF T, F—LAXR—X kube-system CNEDFIETIE
WMEBTT, CCTH—ERTAHVY M ZEET581F. ROFIETRILERZERATI3HEND
DET,

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system
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3. H—ERT7HIUY hZHBERALET,

kubectl apply -f astracontrol-service-account.yaml

4. #{ERL £ 9 clusterRoleBinding EWSHBID T 71 JLTY astracontrol-
clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

5. USRAO—INA Y RZBEARALET,

kubectl apply -f astracontrol-clusterrolebinding.yaml

6. tWOKBDY—ERXRTHIV =022 —0Ly b7 71ILEER L ET astracontrol-

secret.yamlo

<strong>astracontrol-secret.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system

type: kubernetes.io/service-account-token

13



l. b=o>—=oLy bZEBERLET,
kubectl apply -f astracontrol-secret.yaml
8 r—UY>—ULy b ERIEBLET,

kubectl get secret astra-admin-account -n kube-system -0
jsonpath="'{.data.token}' | base64 -d

9. XL £ user XDBUTRT L SIS, AWS EKS kubeconfigZ7 7 1 ILDE IS 3> Th—U VU EIEE
L%,

user:
token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxMtd2VzdCOyLmFt YXpvbmF3cy57b20vP0FjdGlvbj IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJIzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmMWC1BbXotQ3J1ZGVudGlhbD1BS01BM1 JEWDAKUOhaWUILSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTJIGc3RzITIGYXAzZNFIyZXF1ZXNOJ1gtQWl 6LURhdAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1gtQW1 6LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmUOYjU4ZWMONZzdiM2NkZGYxXNGRhNZzU4MGI2Z
WQ2zY2NzI2YWIwM2UyNThiMjRhNTJ§NmVhN]c4MTRING JkOTg2Mg

Red Hat OpenShift Service on AWS (ROSA) 75 XX H®Dkubeconfig”? 71 Lz {E
%9 %

ROFIEICHE > T Red Hat OpenShift Service on AWS (ROSA) 275 XX FDkubeconfigZ 7 1 L= B L
9,

FIE
1. ROSAY S X&lcOJ14 > LFEd,
2. H—ERT7HOY b EERLET,

oc create sa astracontrol-service—-account

3. U3 22O0—I)LZEBMLEY,

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-
service-account

4 XOFlZFERLT. Y—EXT7ADY R —OLy bV T4FaLl—2a > T 71 ZERLFT,
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<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
name: secret-astracontrol-service-account
annotations:
kubernetes.io/service—-account.name: "astracontrol-service-account"

type: kubernetes.io/service-account-token

S. Y=L wbEERLEY,

oc create -f secret-astra-sa.yaml

6. TER L= —EXT7HDUY b EREL. AstraControltf —EXT7HT > bDI—2 L w ba% secrets
o3,

oc edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvfcd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:302Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "169770"
uid: 965fal51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvfcd
- name: secret-astracontrol-service-account ####ADD THIS ONLY###i

1. H—EXRT7HI D=Ly b E—EBRTLET (BFHEZXFT) <CONTEXT> 1 VX b—JLICEL
A T XA bZEFERALT. ROBEZITTVWE D,

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HADKEIFRDESICHD E T,
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"secrets": [
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

ADBERDA VT vYI R secrets 7 LAIIONBIBED T, LEEDHITIE. DA>TYvIRATY
astracontrol-service-account-dockercfg-dvfed 0. D1 >FT v I X T secret-
astracontrol-service-account |F1T9, HAT. Y —EXT7HAIV I —OL Yy DAV TVD
ABBZAXAELET, COTMYTYvIRBSIIROFIETREICAED £,

8. ;XD & S5 IZ kubeconfig Z4EM L £,

a. Z{ER L ¥ create-kubeconfig.sh 771 )L, 3L T /ZE L) TOKEN INDEX RDX T T
PDFERICIEL WMEZ AL E T,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S e o S o

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=S (echo ${TOKEN DATA} | base64 -d)
# Create dedicated kubeconfig

# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

16



9.

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. ¥ > R#%EY—XIZL. Kubernetes 75 XZICEALE T,

source create-kubeconfig.sh

(FF2ay) V3RZICHODRTVELRNCIN—-ARFa2—DLFIZEELFT,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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DA TDU S5 XA HICkubeconfigZ 71 ILZ1ER L £ 9

LU FOFIEICHE > T. Rancher. Upstream Kubernetes. & & U'Red Hat OpenShifty 5 X ZBIC. HIFR{TF £
7= I3HEER T N 7=O— L kubeconfigZ 7 1 L Z ERL L £ 6

kubeconfigz FA L TEIEEN ST 7 X RZIZDWVWTIE. HEICIGL T Astra Control Service DFIR S 17z
MR F oI SN EREEEO— L ZERTET X7,

COFIEZFERTI L. ROVWTNHDIFH ) A TRIEZRIRILT DFEIC. BDkubeconfigZfERTE £
ER

s BEENHRD I S A RICKT BAstra ControlDIEREZ $IFE T 3

cE\BHOO>TEIAMZFERL. 1A M= I)LEICRESNTT 7 + )L b DAstra Control kubeconfigldfE B
TEFEHA, Ffo. B—DAVTX A M EHF ORESNO—ILIIERETIIEEL T A-

EE%BIAT BR0IC

FE OFIEZERTTIE1IC. BIETEITARICROBHRDEH D e #HERLTLLIEE L,
cA"HIR—FINTWE/N—2 32" Okubecth 1 A F—ILENTWLWET,
* Astra Control ServiceZ{EH L TEMB LUVEIET BT T XA ADkubectl 77t X

@ CDFIETIE. Astra Controltt —E X%ZE{TLTWLWSB U 5 XX ADkubectl 7 7t X IIHE
HbEHE A

*TOTaT7RBRAVTFRAMDISAREBEQERTERT S5 XXD7 U T« 773kubeconfig T

Flia
1. H—EXT7HoV b EERLET,
a YOWOSERDH—EXT7HI T 7L EERK L X astracontrol-service-

account.yamlo

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

b. H—EXT7HIY b EBERLET,

kubectl apply -f astracontrol-service-account.yaml

2. 0OVWTNH DTS ZZO—)LZVER L. Astra Control CEIET 30 S ARICHKERIERZ DY TE
XS
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25 220—)LO%IR
CDO—JLICIE. Astra Control TY S XA BB T 31-OICHEBELR/NEOHERNSENTUVET,

a. ZER L £9 ClusterRole EWDHBID T 71 )L, Bl . astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs

- daemonsets

deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update
b. (OpenShifty 5 X ZDIHFEDH) astra-admin-account.yaml 7 7).

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

C. UVZR20O0—)LZBERALET,

kubectl apply -f astra-admin-account.yaml

22 22 0—)LDOYLER

ZDOO—)LICIE. Astra Control CBIET 30 5 R AN T RERIMERINATWES, 2oO—Il
. EHOI>TFILEFAL. A VX M—ILEICEREINT=T 7 4 )L k DAstra Control
kubeconfigx FATEAVBER. B—DIAVTF A M EEFORESN/-O—-ILHRETHEL AL
BEICERATEEY,

RDESICHD £F clusterRole FlEIZKubernetesD—EH AR MBI TY, CERDIE
@ BICEBEDOFIBICOWTIE. CfERADKubernetesT1 A RJEa2—>3 > O RFa X
VhEBBRLTLLESTL,

a. Z{E L £9 ClusterRole CWOHEID T 71 )L, ffl i astra-admin-account.yamle

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

_ LR |
verbs:
—_ LIS |

- nonResourceURLs:

B T |

verbs:

I T |

b. /5240—-IL=BEBALET,

kubectl apply -f astra-admin-account.yaml

B H—ERTHIMADIZZAZO=ILNA Y REBIC. 75 X20—)L%ERL XY,
a. Z{ERL £9 ClusterRoleBinding ¥ WD EFID T 71 JLTT astracontrol-

clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. /5Z4O0—-INA>Y REBERALET,
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kubectl apply -f astracontrol-clusterrolebinding.yaml

f—=o>o—oLvy bEERLTEBLEY,
a WO HADL—=0>—0OLy b T774ILEERMLEX T, secret-astracontrol-service-

account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. b= 22— Ly bEBALET,

kubectl apply -f secret-astracontrol-service-account.yaml

=0 >o—U Ly DA% secrets Array CRDFIDRZEDIT)

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. —ERXRTHIOV DY —I Ly bhE—EBRTLET (BFHIET) <context> MY M—JLICEL
A>T XA bEFERLT. ROBEEEZITVWED,

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HADKEIFRDESICBD T

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret—-astracontrol-service-account"}

]

RDBEZRDA VT VI R secrets PLAIFONSIBED XY, LERDBFITIE. D> FT VI RXTY
astracontrol-service-account-dockercfg-48xhx 0. D1 >FT v I X T secret-
astracontrol-service-account |F1T9, HAT. Y —ERXT7ATIV I —IL Yy DAV TVD
ABBZAELET, COTMVTYvIREBSIIRODFIETREICAED £,

7. RD & 5 IZ kubeconfig Z4ER L £ 9
a. ZYERL L £ 9 create-kubeconfig.sh 7 71 Jlo
b. 33#a L T 72E V) TOKEN INDEX KD R Y T DHEICIELWMEZ AL E T,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

+H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
*—0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_ DATA=$ (kubectl get secret S${SECRET NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > S${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user

25



8.

26

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

C. ANV R#EY—XIZL. Kubernetes 75X XIEALF T,

source create-kubeconfig.sh

(FF2ay) 3 RZICHODRTVELFNICIN—-ARFa—DRFIZEELFT,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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