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AWS Azure
Datalock & Ransomware Protection Datalock & Ransomware Protection
Backup copies are protected from being modified or deleted, and they are scanned for Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats. ramsomware threats.
@ None @ None
O Governance O Uunlocked
Users with specific permissions can overwrite or delete protected backup files Backup files are protected during the retention period. The retention period can be
during the retention period increased or decreased. Typically used for 24 hours just to test the system.
O Locked
o Compliance Backup files are protected during the retention period. The retention period can be
No users can overwrite or delete protected backup files during the retention period increased, but it cant be decreased. Satisfies full regulatory compliance.
StorageGRID
Datalock & Ransomware Protection
Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats.
@ None
O Compliance
No users can overwrite or delete protected backup files during the retention period
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Virtual networks =

NetApp HCL (netapphcl.onmicrosoft.com)

b Mew 282 Manage view () Refresh Export to CSV k= Open query Assign tags 7 Feedback
| Filter for any field... Subscription == OCCM Dev Resource group == all < Laocation == all X +? Add filter

Showing 1 to 60 of 60 records.

I:‘ Mame T Resource group T.. Location T..

I:‘ > chsnetwork ocem_group_eastasia East Asia

|:| 43 Vnetl occm_group_australiaeast Australia East

|:| 3 Vnetl occm_group_australiasoutheast Australia Southeast
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@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual netwerk &
@ Allow (default)

O Black traffic that originates from outside this virtual netwark

Virtual network gateway or Route Server (0

Use this virtual network's gateway or Route Server

Use the remote virtual network's gateway or Route Servel

@ Mone (default)

4. ETVIR=ISTROBHREASNIL. *BM*ZIVvILET,
CCDRY NT=TDETIIII VG ET) VIR #N T AERDELRIZIEETEE Y,

c DE—MRERXY FT—=0ETIT) V0% ) E— b VNet ZHEA T DO DHFIZASILF
ER

c INRTDERZT TAIMEDTRICLEF T,
C[BTROVTF 3y T TRV T 3> 2 2FRLET,
Ry D=0 L ETVVIRRETEIT IRV T3>y 2 DFRBRY T —JZ2FRLES,



«3 cbsnetwork | Peerings

Wirtual network

|}'J Search (Crd+/) | & + Add f::) Refresh

a8 Overview

| 4 Filter by name...

B Activity log

fo Access control (IAM)

¢ Tags

i Diagnose and solve problems
Settings
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& Connected devices
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DDoS protection

Firewall
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Security
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DS servers
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¢ Peerings
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Subscription * (3

| occM Dev v |
Virtual network *
| chsnetwark W |

Traffic to remote virtual network (0
@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network (@
(®) Allow (default)
O Block traffic that originates from outside this virtual netwark
Virtual network gateway or Route Server ()
Use this virtual network's gateway or Route Server
Use the remote virtual network's gateway or Route Server

'@' Noene (default)
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| A Filter by name...

B Activity lo
% MName Peering status Peer

PR Access control (IAM)
cbsnetworkpeer Connected chsnetwork
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Settings
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& Connected devices
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Security
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"id": "/subscriptions/d333af45-0d07-4154-
943dc25fbbcelbl8/providers/Microsoft.Authorization/roleDefinitions/4d97b98
b-1d4f-4787-a291-c67834d212e7",

"properties": ({
"roleName": "Network Contributor",
"description": "Lets you manage networks, but not access to them.",
"assignableScopes": [
"/"
I
"permissions": [

{

"actions": [
"Microsoft.Authorization/*/read",
"Microsoft.Insights/alertRules/*",
"Microsoft.Network/*",
"Microsoft.ResourceHealth/availabilityStatuses/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/*"

1y

"notActions": [],

"dataActions": [],

"notDataActions": []
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@ netappbackupvsatxdkmfym | Networking

Storage account

@ Data migration
Events
=. Storage Explorer (preview)
Data storage
= Containers
A8 File shares
T Queues

BH Tables

Security + networking

& Networking

L Search (Crnd+/ « ; , ; . g .
|_ : ) | Firewalls and virtual networks Private endpoint connections  Custom domain
& Activity lo p
- yio9 Private endpoint " Approve % Reject [ Rernove C_) Refresh
@ Tags
. | Filter by name... | | All connection states s |
22 Diagnose and solve problems
D Connection name Connection state Private endpoint Description
Fo Access Control (IAM)
Mo results

2. Private Endpoint_Basics_page T. XDF|EZRITL X9,

o I RU1) S 32 (BlueXP Connectord & U Cloud Volumes ONTAP &~ X F LW RBEINTULS5

) EIYV—=RTN—T&ERLET,
c IVRRAYMRZEAALET,
e =3 EERLET,

Create a private endpoint

© Basics | Resource “onfiguration ‘) Tags 5 ) Review + create

virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your

Subscription * (1) | OCCM Dev R |

I

" Resource group * (1) | cbsocemdevevo-rg ~ |
Create new

Instance details

MName * | chsele |

Region * | (Asia Pacific) East Asia b |

R=DDFMERIRIU—2ay b, "
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3. _Resource_page T'Z—4w b7 1)Y= LT *blob* Z3&ERLET

Create a private endpoint
v Basics OR.esource * ) Configuration t)Tags Review + create

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQL server,
or an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more

Subseription OCCM Dev (d333af45-0d07-4154-943d-c25fbbece1b18)

Resource type Microsoft.Storage/storageAccounts

Resource test150521

Target sub-resource ® (1) | blob AV

R=DOFMHETRIRIU—2ay b, "

RER—IT. ROBFEZITVET,

cREBRY FT—o TRy b EBIRLET,
CLEWHISTUFREEZII VI LT [TTAXR=KDNS Y-V Z&RLET,

Create a private endpoint

~/ Basics " Resource oCnnﬁguration 4 )Tags | Review + create
MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual netwark * () | chsnetwork N |

Subnet* (D | default (10.2.00/24) v |

@ If you have a network security group (NSG) enabled for the subnet above, it will
be disabled for private endpoints on this subnet only. Other resources on the
subnet will still have N5G enforcement.

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpoint with a private DNS zone. You can also utilize your own DNS servers or create DNS records using the host files on
your virtual machines. Learn more

Integrate with private DNS zone @ Yes O No
Configuration name Subscription Private DNS zone
privatelink-blob-core- ... | OCCM Dev R ‘ ‘ privatelink.blob.core windows.net '

<rroions | [ Nz |

R=DOFMERIRIU—22ay b, "

S [FFAR=FDNSY—=2Y]URRT, ELWI =23 D5 TIAR- b —UDNERTNTVWSE L
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Configuration name Subscription Private DNS zone

privatelink-blob-core-... OCCM Dev N | | privatelink.blob.core windows.net o~ |

| Filter private DNS zones |

occm_group_centralus

privatelink.blob.corewindows.net

accm_group_eastus

privatelink.blob.corewindows.net

occm_group_eastus2

privatelink blob.core.windows. net
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2. kDAY REMEAL T, MySQL DockerA>VFFHICN\w o7y FEIE—LE T,

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

3 XDAYY REMAL TMYSQLOY T+ T ILEANLET,

docker exec -it ds mysgl 1 sh

4 O 57+ T. Tenvy ZBALET,
5. MySQL DBD /XX T — RHAREAD T, F— mysql_root_password] DfE%E IE—L 95,
6. DAYV REMFHL T, BlueXPO/NYy I 7w )AN)DMySQLDBZ U X 7L £,

mysqgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. k@DSQLAY Y REEAL T BlueXPD/Nwy I 7w 7 ) ANUDMySQLDBAIELK VR M7 EhizC
CERERLET,

mysgl -u root -p cloud backup

NZAT—RZANDLET,

mysgl> show tables;
mysgl> select * from volume;

RRENTWVWERY 2a—LH TORKBICHFEEL TVWRY 2 —LERLHES D =ER LT T,

ATV IRAFESNIAEZOT 77 IILEEBTLET
1. ATy IRARATNY I Ty TzipZ 714l BT 71l

% Tindexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip) %=fER) Z/\v 7 v TDHFAH
5 T/opt/application/netapp/cbs] 7 #JLADFLWIAR I AR MZOE—LZE T,

2. x> REFERALT. lindexed Catalog DB_Backup_catalogdb1 23 05 2023.zipy 7 7 1 L% fi#
RLET,

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. *s*AT Y RERITLT. 74 /LA catalogdb1"H D 77 + )L X "changes" & "snapshots" TYER S 1 T
W xR LET,
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ONTAP 2 5 X4 ¥ StorageGRID > X 7 L= & H

1. "4 T LS ZOONTAP {EEEREZ INTHRHTET £ 9" UFIOREBTEATEITLWHDTY, ZNIC
. S3H—NELTERLTWAONTAPY R T LAHEENE T,

2. "StorageGRID ¥ X T L% &H"

StorageGRID RIEDFilZ 52 E

EERALTIOIXRIZEY b7y TEIToI-E ED. ONTAP OEERIBICEEMIT STV
% StorageGRID ¥ X 7 LD HZENL £ "BlueXP API"

NS5 DOF|EIF. StorageGRID ICT7—R%Z/\W I 7Y TTBONTAP PR T L EICKRITTZIHELNH D F
ER

1. IR OAuth/token APIZ{ER LT, SREEh—o > =B L F 9,

curl 'http://10.193.192.202/0auth/token' -X POST -H 'User-Agent:
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:100101 Firefox/108.0'
-H '"Accept: application/json' -H 'Accept-Language: en-US,en;g=0.5' -H
'Accept-Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username" :admin@netapp.com, "password":"Netapp@l23", "grant type":"pass
word"}

S

CDAPIE. RDESBRIEBEZRLET. RDKSIC. SBEEM—I Y ZBUSTET X T,

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBz018vY
XBpLmNsb3VkILm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC57b20vZnVsbFouY
W1lTjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51d
GFwcC5Jb20iLCIzY29WwZSI6ImOwZWSpZCBwemOmaWx1IiwiaWF0IjoxNjcyNzM2MDIzLCJle
HAiOjE2NZzI3NTc2MjMsImlzcyIl 6ImhOdHAGLy9vY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-
114v_pNDsPyNDyWqHaKizThdjjHYHxm56vTz Vdn4NgjaBDPWNOKANC6Z88WALcJ4WRQG]Sy
kODNDmrv5At f9HHpO-xVMyHgywZ4nNFalMvAh4xESc5]foKOZc—
I0QdWm4F4LHPpMzs4gFzCYthTuSKLYtgSTUrZB81l-0o-ipvrOgSoliwIleHXZJJV~-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXD0OjklsUMumN3WHVOuspl PgBESHACIJPrEBmOValSZcUbiA"}

2. FFU—/NERN) Y —XAPIEER L T, fEEIRBIDE X-Agent-IDZEHH L £ 9,
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curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITELl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjIJIMGFiZiRiIn0eyJzdWIiOoiJvY
2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBzO18vYXBpLmNsb3VkImb1ldGEFwcC5jb20iXSwiaHROc
DovL2Nsb3VkIm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWSopZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2Z2NtYXV0aDo4NDIwLyJOX cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgri4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1NgPZT8A szHinud5WOHJ9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbzZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtECENH GAX
wSgMT3zUfwaOimPw'

CDAPIE. RDOESRIEEZIRLET, [lresourceldentifiery M TFD{EIE_WorkingEnvironment ID_% 7=
L. TAgentiD] DT DfEIE _x-agent-id ZRL £9,

3. EEIRIBICEE[ T 5 /-StorageGRID > XA T LDFEFMEFRA L T. Nv o7y T VANIDT—2AR
—2EBE#HLEJ, StorageGRID DZEMEEIR XA V&L, RISRITIVELAF—ELUVA L -V F—
EASILTLIEEU,

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—-pMtZNDOM' \

> —-header 'authorization: Bearer
eyJhbGciOiJSUzZIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxTIiwiYXVkIjpbImhO0dHBzO18vYXBpLmNsb3VkLmS51dGFwcC5jb20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYWl11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbWluQG51dGEFwecC5)jb20iLCIzY29wZSI6ImO9wZWS5pZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHA1OJE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswiWceNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC—
sp81lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1lhHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvIDtCctNH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_ 1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> —-d !
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNH9", "secret-password":

"uk/61kd4Lj1XQO0FnzSzP/T0zR4Z2Q1G0wlxgWsB" 1}
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BlueXPD/\w 7 7w &) hHIN) OFE = HESR

1. BONTAP {EERIEZEFIRL. ANRILDONY I Ty T AN « Y—EXDHEICHDZ* NI T v TDOR
~EIUvILET,

R a—LICH L TER SN IRTONY I 7y THRRENET,
2 JRRT By aR—ROBREVIALTEI2a>T (VT IRREZIIVvILFET,
ATV I ZAZATHEMICE > TVBERRED . UAIICENREETTHZ ez L X T,

3. RREETIRN—I T, WOHWDOAZOTRRZEITL T, 10Ty IAMIFEhichaOd 0|ThH
EBICET LI ZRBLET,

BlueXP/N\w o 7w 1) AN —EX=ZBEgH L x7

BEICE > TIE. BlueXPO/Nwy o7y T ) AN —EXOBEFHHNNEICRDZ L
rHO£Ed,

BlueXPOx% 27 ZIZlE. BlueXPD/N\w o 7w ) ANDERENHAAFTNTWVWE T, IXRIXEZTTIRIC
F7O4 LTeh DRI X%LnUXY AT LICFB T VA M=ILLEENCIS LT, Y—EXZ2BE#H 571
DICT EFIERVEAFIEE RITTIHELNHD £,

Flig
1. AT ZADBETINTWVWBLInuXx> AT ALICESRELE T,

AR RONE FiE

I35 RDEA DFIBICHRE > TLETWVW " ORI ZLinux{REY > ICEREL TV E
TFEALTVWR IS RTIONAAICE>TERD 7,

FEgr>RX =)L Linux>> X7 LicOd14> LT,

2. ARYVRZAALTY—ERZEBEFHL FT,

ORI 2DMIE ARV RZRITLET
2T RDEA docker restart cloudmanager cbs

AR =2y 87O R%ZERALTI-FEA > X b— docker restart cloudmanager cbs
)Y

AR —=2Y MZTIVERAEFTICFHTA VX b— docker restart ds cloudmanager cbs 1
IWLET
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