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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
I
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

] [ 3 P =]

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

S. [Enable] #7 ) w I L&Y,
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Amazon S3 Configuration o
15/28 Buckets in Scan Scope.

Scan 2 Bucket Name |4 Status Required Action

BucketNamel ® Not Scanning Add Credentials
BucketMame2 #® Continuosly Scanning

BucketName3 & Mot Scanning
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Create role ° 5) (8) (4
Select type of trusted entity
WA e || B Anctherawssccount | | (@) Conooran cpend

Allows entities in other accounts to perform actions in this account. Leamn more

Specify accounts that can use this role

Account ID* [i]

Options Require external |D (Best practice when a third party will assume this role)
Require MFAEQ

BT RDFIEZRITL TSV,
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
1,

"Resource": "x"

by
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"
by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": |
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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DI E LT
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Activate Compliance & Select Buckets
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Log into the SharePoint On-Premises Server
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Add Object Storage Service

Cloud Data Sensecan scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

Te continue, enter the following information. In the next steps you'll need to
select the buckets you want to scan.
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Rstor Integrated Configuration
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