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1. R a—LBlueXPREZ XX vy TCERVWIEERLTULET,

s | Storage Repository (Volume) = \ Type K \ Status s \ Required Action

jrmclone NFS ® No Access Check network connectivity between the Data Sense ...
R=TZDRI)—=>> 3y ko BueXPTHEINIAR) 2a—LER) 2a—LDOBEDORY b7 —JFHEHR
HATR) 2—LHARFv TN TOWAVIENRENTUVET, "]

2. BlueXPR A VXAV RE, FSxfor ONTAP DR a—LESULERY N T—JDRBICHRY D —03
ORI SNTWB xR LET,

@ FSx for ONTAP Tld. BlueXPONEETRF v > TEB3DIEBlueXPERL Y =3 > DR
J_AGJ@"T\‘-?_O

3. RDKR— FHBlueXPREEA VY AX VAU L THEVLWTWA e E#REEL T,
° NFS—R— bk 111 KT 2049 ,
° CIFS DIBE - R— k139 5LV 445

4. NFS7R) 2a—LITYI RAR— bR —ICBIueXPREA VY ARXAVADIPT RLADNEENTWVWDE C L 2R
LT, BRYa2a—LDT—RICTIERTEDELSICLET,

5. CIFSZ AT 315Ha1d. CIFSAR) 2a—L%Z AF¥ v > TEF 3L 5IC. BlueXPIZActive DirectoryZ L7 >
vILZIEEL TLIEEL,

a. BlueXPDEFES —> 3> XZ2—T. * Governance > Classification 2 1) w4 L. Configuration *
RITEBEIRLET,

b. BMEEIRIEICDWVWT. *[CIFSUL TV vIILDRE%Z V) v o L. BlueXPTY X7 LDCIFSKRY 2
—LICT 7R TBDICRBRI—FRZENAT—RZANLET,

LTI vILIEHAMOEATTHN adminy LT V> vILEIEET 2 L. BRSNERIBE
BT —2%ZBlueXPRETHERICHAMB CEATEXT, JL T2 vILIIBlueXPHEA VX8 2R
IS NE T

BlUeXPDHDEERAF v > TI 7LD TRIET7 IV XEE] AEEINARVLSICTBICIE. CIFST
I&Write AttributestfR. NFSTidwritelEfRZF D e ##MBEL F 9, RIgETHNUIE. IRTDT 71
JLICX 3 B 1ERZ DR DR )L — T ICActive Directoryi8l 11— —%2SH 3 = HEH L £

o

ILTYIvIEANTRE. IRTDCIFS A a—Lh R ENEZRI X vE—UHRREIN
9,

R a—LDAVTSAT Y ARF v > OB CEE

REXN—IUDSE. (FERETIYEVIERARF v Y ELRFT Y EYIBELUDERF v > E VDO TR
FIRELETEET, TYEVIDBDRF Y ONEIVEVIBIUNEAF v VICEBT 5L bTEE
To Elow YYEVIDBDAF Y UDEIYEVIBELIUNERAF v VICEETZLHTEET. IAT
DRYA—LEZAF YV THLEMELET,

TBEDEZTAAI ERDPBWVEEICAF v T3 OR—JEFORA v FId. T7 )L b TIXEICE S
TWEY, DFD. BlueXPOZEEICCIFSOREBMENDE T AAERPNFSDE ZTIAHERD L LI5S BlueXP
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DREETIF TR T IV AKM] ZTTDOIALAZYTICRICENTEIRWVWSH. T71IILIERF v Ehn
FHA. RERT7IEIREANI LY FETNTHEBDLRWESRIF. MY FZ2AUICT B L. HERICBEFRECY
RTDIT7AIINDBRFvENET, "FHIEIIES,

cognigoWE Scan Configuration

A4/79 volumes selected for Data Sense scan

off Map & Classify Learn about the differences & ¢ Edit CIFS Cradantials

Scan when missing “write attributes” permissions

*  Storage Repository (Volume) s H & Required Action
i1 Map & Classify AdiNFSVol_copy NFS ® No Access Access to the NF5 volume was denled, Make sure tha...
Mar Map & Classity AdiProtest2501 MNFS s Continuously Scanning
f Map | Map & Clas | AlexTest MFS ® No Access Access to the NFS volume was denied, Make sure tha...
T
off | Ma Map & Cla AlexTestsecond NFS ® Not Scanning
R’ Fg :

R)a—LIHLTIYYEYTDADRAF v 2B R a—LEET, *IYv T 27Uy ILET
ICLET

RY2—LTINRFvVEBMLET RYa—LEEET, *TyTERE 2OV LE
¥
RUa—LORF v EEHICLET RUa—LEEHT, * A7 &IUwILET

IARTOR) a—LTIVEYITDHFDRAXTy>%"FH BHLEET, *Iv S * %00y ILET
MCLET

TARTOR) 2—LTINAFy2BHLET RHLEEHT. "Iy TeofE =20 )y ILET
TRTDOR) 2—LTRAF v ZEMILET RHEL®\EET, *Ooff*ZoUvILET

EERRIBICSEMINIFH L VWRY a— LAk, RE LT * Map * &7Id * Map & Classify * O

@ BREZT2IEHERICOAEFNICAF vy EINEFT, RE LR T * Custom * F7z1d * Off * {2
BRETDE. FERBICEMIZAFHLVWAY 2 —LTLIC. IvEYTFRIFTILRAF Yo%
BT IHRENDD XT,

T—RRER) a—LZAF v LTVWET

TF—A21%E (DP) R a—LIIASICRARATINT. BlueXPORETIET7IVEATEARWESH., TTIAILET
FXAF vy rEINEFtHA. THUE. ONTAP 771 AT LD FSX h5 D SnapMirror IBD T XA 71 F—>
YR a—LTY,

BlE. R)a—LURXNTINSEDAR) 2a—L% Type* DP* TRXF ¥ L TLWAVWIT—E2 R * ELU%
BRT7U>3Y *DPARYIA—LADTIECRAEZBHCLET *,
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‘Working Environment Name’ Configuration Q,

22/28 Volumes selected for compliance scan

Enable Access to DP Violumes ¢ Edit CIFS Credentials

off m Map & Classify Learn about the differences -

Scan when missing “write attributes” permissions @

+ | Storage Repository (Volume) < | Type : Required Action
m Map & Classify | VolumeName1 DP ® ot Scanning Enable access to DP Volumes @
Map & Classify VolumeNamez NFS @ Continuosly Scanning
m Map & Classily | VolumeName3 CIFS ® NotScanning

FIE
CNEDT—ZRER) 2—LZ2RF v 0T 25513 ROFIEZERITLET,

1. R=JFED *DP R a—LADT IV ERZBMITE * 20 Vv I LET,

2. BRXAy -7 L. B5—E I*DPRUa—LANDT7 IR Z2EBMICTR 1 20w LF
ER

° ONTAP 7 7ML AT LDY —XFSX TNFS R a— LY LTRAICERSINT-AR) 2 —LHE
MCHED ET,

°ONTAP 7 7ML AT LEHADY —XFSX TCIFS A a—Lt LT&RIICERESNIAR) 2—ALT
g, CNS5DDPRY a—LERAF YV ITBEDICCIFS VLTI vILEANTIHNELRHD F
9o Active DirectoryZ LT > > ¥ L% AJJL TBIUeXPREETCIFSR) a—L%ZXF vy U TEFBEL5IC
LIcBEIE. TNoDILT Yo v L RT3 cH. OBEBEEILTVOvILDOEY M ZIERE
TREHTEET,

Provide Active Directory Credentials Provide Active Directory Credentials

@ Use existing CIFS Scanning Credentials jusert@domain2) | () Use Custom Credentials (O Use existing CIFS Scanning Credentials (user1 @domain2) | (@ Use Custom Credentials
Active Directory Domain @) DNS P Address () username I Password

DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Demain () DNS P Address ()

access by default. Continuing will create NFS shares from DP Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DF Volumes, created from a SnapMirror relationship, do not allow external

access by default. Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel | have been activated for Data Sense. The shares’ export policies will allow access
only from the Cloud Data Sense instance. Learn More

Enable Access to DP Volumes Cancel

3. 2F v YT BEDPRYa—LETIT4 FLLET OK Y 2— LOBEMICLIEBELFAL T,

&R
BWICTRE. AF v UNRELTT I T« T ENIEDPRY a— LHSNFSHEMMERENE T, HE
DIYZAR— RIS —TIE BlueXPHEA VXXV IADSDHT 7L AWFFRIETNE T,

*F I DPARYA—LADTIERAEZRINBMC LI ZIC CIFS T—RFRE R 2 — LHRVIZEIZ.
HETEBMLTH., CIFSDP DBEMILARRY * BRER—JOLEEICKRRINE T, CDREVED
w2 LT, CIFSDPAR) a—LADTIERZBMITBCIFS LTy ILZBMLET,
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T4V I RXE—h

CNoDFIEZRITTRE. TLUIERZHMIBTEE I, Fles BODOEI/2 3> FTRI/O-ILLTHEZ
BRIBEHTETET,

o IJIURRIRTSIDEHZRELET

BEVWD T T RREBEHDBlueXPODEEHZ B/ L TWS e 2R LE T, ZNICiE. IAMO—I)LO%E(E
PBIueXPDREHN SSIANDIEFDRERENEENE T, IRNTOURMEZSELTLET L,

9 BlueXPR3E1 VA AV RAEEALEY
"BlueXPHEZEALFIT" AV REAVIDVBEINATULAWESE,

e S3EXEIRIE TBIueXPHE%. 7V 71 L L9
Amazon S3 1E¥#RIE#EIRL. *Enable* %27 w I L T. BRERIERZST IAMO—ILEBIRLE T,

o RFvUTBNTY FEERLET

AF X2 ETBNTY R EEIRT B . BlueXPODEICE > TRF v U HBIATNET,
S3 DEITESFITDORER

S3NT Y bDRF v VICEEDEHERICRLET,

BlueXPH$E1 VX2V ZAFADIAMO—I)LZHREL XS

BlueXPDDFEICIE. 7HT Y MADSINT w MIESELTAFX v T 3TODMERDPIVBETY, UTDMHE
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IRIBELSITKODENE T,

19


https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/ja-jp/bluexp-classification/task-deploy-cloud-compliance.html

"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
I
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"

BlueXP7$8H 5 Amazon S3INDEHmTIRMHL F9
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

] [ 3 P =]

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

S. [Enable] #7 ) w I L&Y,
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Amazon S3 Configuration o
15/28 Buckets in Scan Scope.

Scan 2 Bucket Name |4 Status Required Action
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Create role ° 5) (8) (4
Select type of trusted entity
WA e || B Anctherawssccount | | (@) Conooran cpend

Allows entities in other accounts to perform actions in this account. Leamn more

Specify accounts that can use this role

Account ID* [i]

Options Require external |D (Best practice when a third party will assume this role)
Require MFAEQ
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
1,

"Resource": "x"

by
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—JLDARN ZHEEL F 9,

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"
by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": |
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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DI E LT
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Activate Compliance & Select Buckets
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