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° DS_manager_IP= BlueXP Classification Manager/ — R X7 LD TFZARX— KPP RKL X

° node_private_IP=BlueXPREIXF* v+ /—RIXTLDIP7RLR (BEOZX*+vF/—RIPIZAY
Y TRYIDZEY)

° user_token=IWT1—H -7 =0 >

2. add_scanner nodeX 7 ) FhWTT TBHIIC. AF* v+ ./ —RICBEBERA VA M=)LOAY Y RERTH
AT7OMRRERENET, IRV RFZIE—LFY (Bl sudo ./node install.sh -m
10.11.12.13 -t ABCDEF1s35212 -u red954673) ZASIL. TF AT 71ILICFELE T,

3&*A¥vF/—RAXLT:

a. F—REY XA >R =T 71 )L(DATASENSE-installer -<version> .tar.gz)= K X k<> >|ZOE
— L E I (scpREDAHEEER),

b. 1A +=3T 7 AN ZBRLET,
C FE2TIE—L7OR Y FZD [T TEITLET,

d XZFvF/—F% I RF¥vFJIL—T) IBMTB3HEIE. /VT X —&*r <scanner_group_name>*%
IR VRICEMLEY,. eNADEHEEIF. XRFvF/—RB 77 4Lk JIL—TIEBMENF
ER

ITRTDAFvF/—RTAVRAM=IDRET L. EN6D/ —RFHRYR—T v/ —RIZBMLTE
5. Tadd_scanner_node.shy X7 ) 7hHETLET, 1A F—ILICIF10~203DD D & h'dh
DET,

4 X v FIIN—TICRF v/ —FZEMLISHEIR. IR7—2 v/ —FIZRD. RD2DDARI%ER
TLET,

a. [/opt/netapp/config/custom _configuration/working_environment_to_scanner_group_config.yml) 7 7
1IN ZRE. AF Vv FIIN—THREDEEREZAFX v T3V vEYIEZANILET. T—32Y
— 2 Z & IZ_Working Environment ID_HDWEICAED £, T XIE. ROIT Y M) TlE. 2DDEER
Tz '13—0Ov/N\) RF¥FvFJIL—FIC0 2D% [United States] XF v+ 7 IL—FIZEBMLE T,

scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"

DZMCEMINTULWARWMEEREIX. TFI74IIb) JILl—FICE&>TRFVvrEnzxEd, 77
FILb1 TIL—FIlE. DR eBH1D2OIRZ—J v £EXAFvF/ —RHARETI,

b. RDZXV VT Z2RTLT. CORYEVIBREIRTDRAF v+ /—RICBERLET,

/opt/netapp/Datasense/tools/update we scanner group from config file.sh

ER
BlueXPD % 48I&. Manager/ — K X Scanner/ — R TREIN. IRTDT—RY—ZANRRXF v EINE7,



RDRTw S

BER—I T, AX v UTBT—Y—RXZERTEXY (FBRLTVLRWER) o AFvFHJIL—T%
B LTSZEIE. BT —2Y —ZABENTND T I —TDRXF v/ —RIZE>TRXF v ENFET,

BIERRIBOXF v F -T2l BRER—VICRREINE T,

Working Environments
Fllter by 53 ANF v ()8 APPS

"'KI; Azure Metapp Flles | 22 Valumes
AL} deure MerApp Files

1 10

@ 12 sappad B 5 classified 2 Mot Scanred

Scanner EFDIJP name: Default
I Wiorkirg Ermcronmont [T ABCD 234 I

Continuawsly
scoming alf
selecried Volwmes

R—J IR T N3 Working Environment IDD X7 1) —>> 3w ko "

EFlew TRTDRFYFIIL—TDIVR b BLUV[REIR—ZOTMBICH BT IN—TADEXF v/ —F

DIPPRLRAERT—RRAEZRTTBEHTEEY,

Scanner Groups

~  Scanner Group: Default

2 Scanner nodes
Scanner node host name
ip-172- s us-west-2.compute 172-

ip-172- _.us-west-2.compute 172

~ Scanner Group: United_States

2 Scanner nodes
Scanner node host name
ip-172- nUs-west-2.compute 172-

ip-172-] |.us-west-2.compute 1721

> Scanner Group: Europe

Search Q

@ Scanner nodes

Last activetime = | Status

23/09/2022 1432 Active
23/09/2022 14:32 Active

@ Scanner nodes

Last activetime = | Status

23/09/2022 1432 Active
23/09/2022 14:32 Active

@ Scanner nodes

—V

AF v T —HDIFHESRAL

Amazon S3/\Twv rEZXF* v >

BlueXPDD$ETld. Amazon S3NNT Y b E XX v LT S3ATS I AL =
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BRIBEHTETET,

o IIURRIRTSIDEHZRELET

BEVD T T RREHBlueXPODEEHZ B L TWA e 2R LE T, ZNICiE. IAMO—)LO%E(E
PBIueXPD RN SSIANDEFEFDHRERENEENE T, IRNTOURMEZSELTLET L,

9 BlueXP 1 VXAV AHEBALET
"BlueXPHEZEALFIT" AV RAEZYIADEBEINTLEAEWVES,

e SIEEIRIE TBIueXPRE%= 7V 7+ L L E T
Amazon S3 E¥#IRIE#EIRL. *Enable* %27 w2 L T. BRERIERZST IAMO—ILEBIRLE T,

o AFxvrTBNTY FEERLEY

AFx v FTB3NTY bZERT B L. BlueXPOREEICE > TAF v A EIBENE T,
S3 DHITRSM DR

SSNTY FDRF v VICEBDEGHERICRLET,

BlueXPH$E1 VX2 Y ZFADIAMO—ILZREL XY

BlueXPDZREICIE. 7HU Y FARADSINT v MMIERHIL TR F v 033D DIERDVUBETT, UTDHE
RZZT IAM O—/LZEREL £9 Amazon SERIRIZ TBlueXPD D BEZBEMICT 5 & IAMO— /L% E
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
I
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"

BlueXP7$8H 5 Amazon S3INDEHmTIRMHL F9
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

] [ 3 P =]

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

S. [Enable] #7 ) w I L&Y,

Ffes FERBOIVTSA TV ARF v o Z2BMICT S HTE T Configuration R—
THRIUYILET | REAVESU WL, *BlueXPPEDOT 771 TP EEIRLE T,
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1. Amazon S3EERIE TR INE T,

BlueXPICHETE L HTEEIT AIXDAWS VATV MIH2D S3NTY b 2ZAF v LET,

FIE
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@ Amazon S3 @
B On

INFORMATION

161
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Amazon S3 Configuration o
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Scan 2 Bucket Name |4 Status Required Action

BucketNamel ® Not Scanning Add Credentials
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
1,

"Resource": "x"
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"Statement": |
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"Effect": "Allow",
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"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": |
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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ER

@ AWS Account Mumber 2
Amaron 53
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° SharePoint Server®URL

Log into the SharePoint On-Premises Server

To activate Data Sense on your SharePoint business account,
sign in to SharePoint with an Admin user.

Username Password
‘ domainf/user or user@domain ‘ ‘ Password ‘
URL

‘ http://10.0.0.1 ‘
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Add Sharepoint Online Sites

Prowvide a list of Sharepoint sites for Cloud Data Sense to scan their data,

line-separated. You can add up to 100 sites at a time

Type or paste below the Sharepoint Site URL to add

Site URL
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Add Object Storage Service

Cloud Data Sensecan scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

Te continue, enter the following information. In the next steps you'll need to
select the buckets you want to scan.
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3 Move Files (63)

The files will be moved to the destination folder you provide and will no
longer be available at their current location.

Maoving files is supported only to destination folders in MFS Shares. Any NFS Share
is supported, no matter where it is hosted, as long as the share's export policy
allows access from the data connector instance IP address.,

Enter the NFS destination folder path to continue

Hostname:[SHAREPATH

Leave breadcrumb

A breadcrumb file helps your users understand why a file was moved from its
original location, For each moved file, the system creates a breadcrumb file in
the source location named <filenamea=>-breaderumb-<datas_ txt .

Enter the content of your breadcrumb

(D) Max length should be maximum 400 characters

=
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PRETY "T—ARN—2—N\%EDE<edH 1 DEMLELRE" F—XFusion VY —X&EEBIMNT HiIIC.
% BlueXPDDFEITEINT 2HELH D £9,

1L [HBR]R—DT. V=—RT—EDEFEETET—ER—XD [ T—4X Fusion DER | %I wILET,

Configuration

@ OracleDB1 41 Schemas I Manage Data Fusion 0 f‘_’i,‘!, Coanfiguration

Cracle "\

No Schemas sefected far f ?
5]
| 3

Complionce Mot Sconning

Yiew Details

REAVEEIRTZRI)—> 3y ko "]
2. )RD~R—< T [Add Data Fusion source*] 227w L J,
3. [Add Data Fusion Source ] R—JT. XOFIEZETL XIS

a ROAYTHAIIAZ2—DET—ER—IAX—I%ERLET,
b. ZORXF—TICT—TINEZANILET,
C. FEHITZI—EDHINFzETHZANLET,

BHOINZEMT 3%E1F. BIBFLET—TIE2—BZRLDITICATILFT,

Add Data Fusion Source

To add a Data Fusion source reference, specify one or more columns which contain

your organizations unigue identifiers, such as a column used to store customer |Ds.

Maote that adding @ Data Fusion Source will initiate an additional scan of your data

STO0MESs.
Database Schema Table
Cracled Accounts Customers

Columns Containing Identifiers

Customer D

Add Data Fusion Source | Cancel
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4. [Add Data Fusion Source*] #2 Jw o L9,

With Data Fusion, Data Sense can identify occurrences of your organization's unique identifiers found in your unstructured data stores, using structured
data indexes containing those unigue (dentifiers as a source reference. Learn More

Database Schema 3 Table B Data Fusion Source Columns
Schermal Table 1 Column 12, Column &, Column 18
Schema? Table 2 Column 2, Column 14, Column B

FER

MDRF v >DFk. COFLWERIZ. MEAOER] tovoa>o [AVTFA4T7VRFEy>akR—R] &
MEAT—2] 702D [AE] R—JICKRREINET, EFICERLIEERDN T 0IILZ U I MIRRS
NExd, . Customers.CustomerIDo

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items @ = 6.7K Items ©
Internal Product ID 6 Items e &@i Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French 5Pl 5 ltems e

Data Fusion ¥V —XZHIBRL £ ¢

YFE D Data Fusion VYV —XEZFEARALT7 71l XAF* ¥ > LAWEEIE. Data Fusion 1 XY K UR=TH
5Y—21T7%FERL. [*T—H Fusion V—XDHIR*] #2)wvwoLET,

(ene}

i) Delete Data Fusion Source

BHEOUIAMDSARZLF—T—RZEMLET

BlueXPORFBICHRZLF—T—REBMTDE. ZOBEHRBT—EROEICH I DD OHBESICHD
£9, ¥F—T—RFR%ZEMTBICIE. BlueXPODETERHLIEVWEEEZ1 DT DODANLET, TNH5DF—T—
Ri%. BlueXPODEETI TICHEHAIN TUVRERBFADEFEDXF—T—RIZENMTN. BERIZBEAD/NEZ—
o avIilRRINE T,

REZIE. TRTDT 7 AL THRBREBNERENTVSIIBAZEEL T, CNSDORFINRETRVEGH
TT77EATEBRVESICTEILATEERT,

ARARLF—T—RFZEHITZ L. BlueXPHEEICE > TIRTDT—RY —RDRXAF v UHBEEINE T,
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AFX vy UDTET TR E. BlueXPREIY FS514 7V AA v a7R— RD[Personal Results|Z o > 3 >
¥ [Investigation] R — < D[Personal Data] 7 « L ZICFH L WERDARRINE T,

FIE

1. [_Classification settings]® 7 C*[Add New Classifier]** 2 1) v 2 L. _Add Custom Classifier_wizard% &}
LET,

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Customn Categories

»  HR-Employee Contracts

2. [RA TDFEIRIR—J T, DEFO&ZEIEASIL. BULEIE % AL T, [Personal identifier] &R L. [
ANz )w I LET,

ABLTAEIE. BlueXPREUICDBEFOERI—HTEIAF v VBEA T 7IILORELLE LTRRSE
. [Investigation] R—JIZ T 4 LEADEFIE LTRRINE T,

Flo. [DRFLTRESNIEREZIRX T OF T VIRV IREFAVICLT. UICRELBERNIRT
TINHBEVWESICTBREHTEFET, 7 zld. L2y FA—RESPELUODBAT—2%2ZTLRICIER
TRICTBFBEDHD FFT(RRTIERD &K S ICUNTRR T ALE G mewwsewsenin 3434 ),



o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product Mames

Description

’ |dentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

Previous Mext

3. [F—RDHY—ILOERIR—T T, DBEFOERICERTIHEALLTERIRL. [RNZVU v L
EJC I
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(0 custom regular expression (i)

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found

in-any of your other data sources.

ZEIRLT

A7) —=r23avhbe "

4. [Create Logic]R— T, 3T dF—7—F (BEFEZH <% DITICAS) ZAHL. *[Validate]*= 2 1)
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Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification
dashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.
« Duplicate words are only added once.

barred
barn
horned

SNOWY
screech

Keywords list is

S [ETI'ZV VYU TBE. BueXPODRERICE > TT—RDBEIF v UHHBREINE T,

ER

AFvIPNETIBE. AVTIATUAR Y aR—ROMEANERIEI > 3V AT =27 1 ILZ D]
AEIR=DIC. COFLWERIBERICEENE T,

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items © "N 6.7K Items ©
Internal Product Names 26 ltems e a&s Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French SPI  ltems e

RAVNCARZLF—T—ROBROAIZTRIRIU—22 3w b ]

CEOLSIC. PEFOBAEMINBRNARILOZEE LTERSINE T, COLSICLT. TETELEF—
T—RIN—T270 717l BIIN—TORERERTTEEXT,

ERKRFZEA L THRZLDEAT —ZHAF=EMT B
HAZLERKIE (regex) ZHALT. T—2ROFEDIBRZHF T B72HD/N—Y FILINEZ— > 7% EN
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TEEJ. CNUSED FILWARRZLERRBZIEHRL T, PXATLICEEFEELRVHLWVMEAABRESR
ERETEE T, ERKEIL. BlueXPODETE TICHERATN TV IBEFEOEREZA/NE— VBTN,
fERIE[Personal Patterns]z 27 > 3 VICRRENE T,

e ZIE. IRTOT 71 IL TR RIDAEH N TUVWIIEFAZHERCITE T, HRIDICEHERIBENS E
NTVBIEE. T zIE. 201 THRFZ1200BETHNIE. DR Z LERKRFEEEFEALTI71ILAT
BRETEEd, COBIDERKIEIZb201\d {9} \b* T,

FRRIVEEBMT S L. BlueXPOREICE 2> TIRTDT—ERY —AD XX v UHBEINE T, AF*v>
WETITBE. BlueXPR3EIY FS54 7> XX v 28— RD[Personal Results]tZ 7 & 3 > & [Investigation]
R—JD[Personal Data] 7 4 LR ICHI L VERDRREINE T,

ERRIRVOERICOVWTHR— EHABELRFEIF. ZBRL T2V, "EHRFIF101" TL—/N—IC ¥
Python *| Z:#IRT D &. BlueXPORENERRKINE —HTIERDI A THRRENEF T, o "Python
Regex TesterX—I" NR—>2% T T4 AIICRRTBEHTEXT,

@ RfE. ERRBFZERTDESIING -2V T ST ZERTBILIFFAITNTLEEA. TN
i "M"EERLABVWCEZREKRLED,

FIE

1. [_Classification settings]% 7 T*[Add New Classifier]*= 2 ') w2 L. _Add Custom Classifier_wizard% &}
LE7,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files  —~

2. [RA4 TDEIRIR—I T, DEFOLFIEASIL. BUWEE % AL T. [Personal identifier] &R L. [
KANEo )y LET,

ABL7=8HIIE. BlueXPHREUNCDBFOBHIC—HITEZIRF vy VBEA 7 71ILOBHE LYY LTRRT
.. [Investigation|R—JIC T 4 ILRZDEABIE LTRRINE T, Flow [P ATLTEREINERZY
A1 DFTYvIRYIRZAUICL T UICREBRERIPRTINBVELDIICTEZIEDHTEFRT, &
ERIE. LDy b A—RBES2AEFIZELUDEAT -2 ZIERRICTIHERRE T,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.

3. [F—ESHY —LOBRIR— T, SBFOEBICEAT S XY v KL LTHRL LERERTEER

L RANNZ2)w I LET,
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression (1

Create a custom personal pattern based on a regular expression that you define,

() DB fusion

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

1
Previous MNext

TWARZEZRIRZI)—=>223 v ke "

4. Create Logic_pageT. [EMRKRIVCIABENXFEZASIL. *Done*z 0w L%,

a. FRRBIERICANTEE Y, [RERE2>Z0 1) v LT, BlueXPTIERKRFELIBIHE S H\
FRERKRFEHLTETBVDHESD (RENBERNZIERVHESD) HRIESNET T,

b. REIZIGSL T EEF—T—RZANL TREROBEZEDZ N TET XY, RENRO/NZ—>
DI00XFUA (RHEININEZ— Y DHEIXTIFR) ITRREND DD —ARIBEETY, EEIE
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using
@ custom regular expression.

20 Nd{9%b

(&)

Regular expression is valid.

Proximity words - To improve the detection accuracy, insert phrases that
must appear near by the regular expression's match.

product id
identifier

&R

PEFHNEMSN. BlueXPOREICE>TINTDT =2V —XDBR* v UHEIBEINE T, hRAF LS
BFR—JICRDFLVWDEFIC—BIBZ T 7 MNLOBERRTETEITIRTDT—EY —RXZXFv L
TcHERIF. REX vV TRIREDNRD DT 7LD L > TFLIES CEREDHDHD T

Pt
( -’-5-’/' Data Sense Governance Compliance Investigation Classification settings Palicies Configuration
M

Classification settings S S EREE

Identifiers added by the user

Custom Categories

> HR - Employee Contracts

/ 5k Files I(;:I

Personal information

> | Internal Product 1D 12K Files

\
J

f_
]
.

ARZLATIVZEMLET

BlueXPlid. XF¥ ¥ > LT — 2% X3 FRATIVICHDELTHELES, A7dVIE. E771)LDO
UTFIOVEABRT =D ANTHERITICEDIL FEY I T, "SRIEECNEATIVDU R R ZEEELT
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BlueXPOREETRHAI 37T —XATIVDOY U TIN2ETC L —Z2T T 7141V 2D < EH25EEKR T 5
MBERHDFE T, RODT7AINEATHFR—FSIhTWET,

.Csv, .DOC, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

T 711001 FUALETHIZIRELRHD. BlueXPORETT7 IR TEZ 7 AIAICEEBEINTUVWINRE
rHOFEd,

FIE

1. [_Classification settings]% 7 T*[Add New Classifier]*= 2 ') w2 L. _Add Custom Classifier_wizard% &}
LEXT,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files  —~

2. [Select type] R—T T, DEFOEEIEAN L. BELABE # AN L TZERL. Next'Z2 ) v o LF

o

AN LIEEDN EELTWAT—ZOATIVIC—HTERXF v U FEHT 71 ILORH L & L TBluexP
PFEUICTRT SN, [Investigation] R—JICT 1 LZDEFTE LTRREINE T,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. [Create Logic]R—T T, FEI77AIWDEBINTVWBZEEESRL. [Z7T7ILDER%Z ) v oL
9,

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
& Supported file types: pdf, docx, doc, ppix, =ls, xlsx, csy, txt, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bMdinimum file size: 1008

Compressed Installer files

) Select Files |

R=IDRATV =23y b, BueXPORRRICERT ST —2Z2a8C T 7MILZEMLET, "]

4. R)a—LOIPPRLREML—ZVTT7AIIDERENTWVWE /NN RZAAL, *[EMZI )Y oL

&
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ERS

Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folger path

IO 00 X000 2000 volumeName folder/paths

Add Cancel

S. hL—Z2J T 7AILDBlueXPODETRHE SN e ZzHRALE T, EfFZRELLTVWAVWNL—ZY
770N ZRIRT BICIE *x* 20 Vv I LET, [ETI'ZEIVvILET,

Create Logic
Al-based similarity training @
®  Insert NFS folder path
® The folder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
® Supported file types: pdf, docx, doc, pplx, xs, dsx, csv, txt, gz, rif, docs, sheets, slides, json
® The keywords are not case sensitive

® Minimum file size: 1008

| ) Select Files

Compressed Installer files

Total uploaded files: 54

- ncluded = training .

Fila1 56 File type
File2 22 Fle type
Filed 43 File type
Filed 11 File type

&R

ML—ZY0T771IOERICE > THLWVWATIUDMER SN, BlueXPOREISEBMINE T, D

#%. BlueXPTHENHIBIN., IRTOT—RY —IADBIAF v ENT. COFHLVWATIVICEKYETS
T71ILDMFESINE I, [Custom Classifiers] R—JICED. FILWATIVIC—EKT 37 71 L O % FESR
TEET, IRTODT—RY—REXAF vV LIERIF. AX vV TRIHRENHZ 7 71ILOICKE>TIEL
IE5 <FBEHADHD £,
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HRZLDEFORRERTLET

AT IATVRE Yy aR—RFELY [fRE] R—2P T ARONDRAFLDEFOR/RERTTETET, It
EZE CORIU—=ray b, MEADOER) €723 0 TF0AYTI3A4T7 Y RA Yy aR—RICKR
TENTWVWS, —HLIBEREZTLTVET,

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © = 6.7K Items ©
nternal Product ID 6 ltems e Nf’}( Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French 5P E ltems e

o)y LEd (D) REVEI v IFBE. BABBRENFEIR—VICRRSNET,

IHIC. AREZLDEFOBRISIRTAREZLDEFIZTICRRIEIN, LMD DH XX LDEFDOHER
WAV TSATYRE S aRf—RICRTENE T,

Governance Compliance Investigation Classification settings Policies Configuration

[ 4914KFiles | [ 45 Tables

Compliance Status Custom Classification View All

P PIl Distribution Ethnicity Reference 28K Files
B -_—
I A — -
§ 1 fHY% S%0 4
| 4 = = seEs o =
\ I"* ) Non-Sensitive Personsl Sensitive Parsona Ethnicity 29K Files
% -
\ N
——————————
Legal - vendar Cus... | 2K Files
——

1/K 45K

Persoral Besults Sensitive Persanal Resuls m

HARZLDEFZEEBLET
e LTch 22 LD EEFIE. *Edit Classifierr "2 > #{FEBR L TCLEETCEF X7,

AT Data Fusion S BF 2 4RET 5 C LIFTE F Ao

HET. BIMLIEARZLINEZ—>ZBlueXPORETHRE T 2REN GV HIET L 215513, *[Delete
Classifier* "2 > ZFEH L TRIEBZHIIRTE XY,
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Classification settings -
Add New Classifier

Identifiers added by the user

Custom Categories

HR-Employee Contracts 12K Files G

»

Personal information

v Internal ProguctiD 7.5K Files  —~
'\._z'

& Edit Classifier
& Delete Classifier

Maodel type: Custom Regular Expression

Description: Identify internal product IDs found in all files
Model last change: 12/04/22

Mask results: Yes

R=IDRT )=y ]
AVTSAT VRT3 YDAT—RARA%ZRRLET

100D 7 7 1 ILDOBEICHIFRAR . 2L DT 74ILT [AERER] X1 UHh5IEEEH
TOIarvEERITIZBEIE. COTOCRICKEIIDBZehHDET, CN5D
TOavDRAT—ARAIE. _Action Status Pane TEEfRTE DT, IRTDO 771l
ICWDOBRA SN ZRMBENTEFET,

CHICK D, ERBICTET LIcRE. BERITHORME. SLUOKRBMLUIIRFZHETE 570, MEZZL
TEBETEET. BE—T7717LOBEBLL. BHETRET §5EREOMIRIE. HRIF[XT—FX]RA VIS
FRISNEHEA

SECDBEImIE. BlueXPDIH/N—2 3 V1. 30ARID R EICOABIEL T,

AT —RREFIDODWVWENICERD £,
* BXI- BlueXPORET7 V23 vhET L. IRTOEENEIIL F LT,
* BRRIICALTH- BlueXPD S EEMIEDE T L. —EBDIEE A KB L T—EH I L & LT,
* In Progress -SLEBIE £ 12RITH T,
* Queued UEA BTN TV FEE A
* Cancelled -SLBIZF v >IN F LT
* failed -SLERICSKRBL £ L7z,

AT7—22ZH T Queued ] F£7zI& TInProgress | D772 aVIEIARTHFy U EILTEFET,

FIE
1.

BlueXPD3EUIDATICIE. BREIRT—R AP AREZ VDR REINET o
2. ZORERVEI I ITRE, BHO208DT7 O a VR REINE T,
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' Delete 20 items

¥ Move 19 itemns from x to y

3 Move 19 items from x to y

) Tag 32 items

Failed: Reasnn

~ o Assign Yosi Cohn bo 432 items

TOIavDEEET )V ITBRE. TOREICHILT BFMERTITEET,

QR Aceipripn SUCTE 1y

BlueXPORE7 7> 3> DEE=Z%EEBELET

BlueXPD74ETIE. BlueXPORETRAF VY VI B3 IRTOEEREE T —XYV —XD
T774ILICH L TCEITINIEBEB 7T ET A OJICEERINE T, BlueXPODEE
Tld. BlueXPHEA VAV AEXEATERIRODT7 VT4 ET 1 BEERINET,

BlueXPHEEEAI 7 7 MIILOABZERLRLICD. 774280 O-RFLT. EDT7AIIHEETh
ey WOEBSNIHZEHEE LD TEXT, Itz RITESNLER. EXROEKI. 77 1IILHHIRE
NIEIBEDY —XADIFA. T 7AIIDBBEEINIIZEDY —RET AT 12— 3 VDIFAH E DMz R
ISSEER

“ECDIERIZ. BlueXPDIB/N— 3 1.30UBTDDEBICOAKEEL £9,

OJ771ILORAA
EEOJDOETICIE. ROERATHRIKRRIEINE T,

<full date> | <status> | ds audit logger | <module> | O | 0 | File <full file
path> deleted from device <device path> - <result>

* BHCEZ-ARY NDREBRALREZTS

* Status -5k £S5

7o aveA7 HR. JE— BE. RUS—DER. KUS—DOFEH. 77 1ILOBRFv
¥ JSONLR— DA >O—REY)

7AW (T7AILICEETSE 7072 a>DiHRa
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* TUTIAVOFEM-ANTONED T avIlEoTRAEDET
e R —%
© BEITTEBREEDT — XA
s AE—mE LUV IE—KDBE
° tag-tag nameZiEEL £
c 'Y ILEY
CEX=ILTI—bDBE-EX—ILFRLRITHAD>

freziE. A7 7 7L ORDITIE. JE-LELEIL. AE—IBHRKRKBLHBEZRLTVWET,

2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS

2022-06-06 15:23:08,968 | WARNING | ds audit logger | es scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from
device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE

A7 74 \LDIFFR
BIEEEOJ 7 71 I)LIE. BlueXPREYS Y DRDIGFRICHD £F, /opt/netapp/audit logs/
AVRA=IEEOV 7 7MIILDICEZTIAENET /opt/netapp/install logs/

BOJT7 71O A XIFERATIOMBT Y, COFKIRICGET S L. HLLWOJ T 77IHHEBEINET, O
J7 71 )ILD%HIE TDataSense _auditlogl . [DataSense _audit.log.1] . [DataSense _audit.log.2]
BETT, PRATLICRFIEINZO 7 71 IILORAEIFI00TY, dL\WAT T 71I)LIE. RABISET S L
BEMICHIBREINE T,

O 7 714)ILADT7 IR
O 7747 IR TBICIE. BlueXPREIXTLICOTA >V TIRELRHD £, HEEESRBLTL

FEEV"BIUeXPREES AT LICOJ A > § 3"V T b TP ZFETLNUXN D VICA VA =)L LTcHh, 1~
AR T T IRICEALIEMCE > TERD E T,

BlueXPOERX* v VIREMNMETL XY

T—=RAX v ld. APL—CORTLET—RICIFEAEEERSZ FHA, 1212
 HEHNTLKDHOITHTHL THRENRETZHEIE. [EER] XAFv%=ETT3
KD ICBlUeXPD R HEEZERETCT X I,

BHMICTRE, TRTOT—EY —RATERERIF v UHMERAINET, 1 DOEEREXIFZT RV —X
TERAF vV EZRETSHLIFTETIEEA
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T—AR—ZDRF v HIF XAF v VBEZTIF3CIETEEE Ao

“EZDIEHRIT. BlueXPDIH/N—2 3 V130D EICOABEELFT,

FlE
1. _Configuration_page D FEH 5. ASA A ZHIZHH L TERIF v > ZEBMLET,

& Working Environments Add Data Source | v
%3 - 800)‘.—’9‘.?61?105 (s3-compliance-cross... 22 Buckets | -. )
Amazon 53 —
||I ? 5 ||I ’] 7 Continuously scanning all
- selected Buckets

Continuously Scanning e L. Not Scanning

53“ ?.‘:1”9‘995470648 50 Buchets : E-}

= >

|

8 7 Continuously scanning all
sefected Buckefs

[l
el

Continuously Scanning Not Scanning

@ Activate Slow ScanE

REN—TDLEBBICIE. BERIAF v UHBEMIHE->TVWBIEHNREINET,

Ka

6 Working Environments I (D) Slow Scan enabled - Disable | Add Daza Source |
53 - 800707617106 (s3-compliance-cross... 22 Buckets m
Amazon 53 o \ l /
||I T 5 ||I ‘| 7 Continuvously scanning all
A Continuously Scanning =% Not Scanning selected Buckets

2. CORYyE—VD ENEI)VITERE BRIAF v EEMICTETET,

BlueXPD 4% $&H" 50neDrive. SharePoint. Google Drive®D 7 h17 > k% HIRT 3

EFEDONeDrive 7 A7 > b, BEDSharePoint 7 h7 > k. F7:l3Google Drive 7 71
DS A—HT7AMINEAF v U TRIREDNBRLL B oTFEIE. BlueXPRiE1 > 2 —
TIAADSTHIY M EHBRLT. IRTORXF vy % FELETEET,

FE
1. 5
[Configuration]| R—2 T, 220wy LEF * 7RHE>"OneDrive. SharePoint. Google Drive 7 h> >~

FDITICH BRI E )W L. *OneDrive 7 177> kDHIBR*. * SharePoint7 A > ~DYIBR*. 7
I$* Google RS T 7H > bDHIBR %0 w I LET,
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Configuration

OneDrive Account1 | 41 Users
OneDrive

Add Data Source | L4

E,U Configuration @

=) Remoyve O

rigDrive Account

R—IH5 [OneDrive ZHIFR | REVDR IV =22 3w ko "]

2 BRAATOI T  THIVLOBBKR 22U w o LET,
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