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@ Details, Protection & Tags o Protocol @ Disk Type @ Usage Profile & Tiering Policy '® Review

Volumes Protocol

Select the volume's protocol: @ MFS Protoco O CIFS Protoco O i5C51 Protocol
Access Control Export Policy (1 rule defined)
Custom export policy Manage volume's export policy
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
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[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
FlE
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
FlE
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
HAL—IL
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com

Service methods: All actions

FREo7OC o hESIE. %R K Cloud Volumes ONTAP D X—S =&Y 2 7=8IC
X b7y IHMEBR T B project_name cloudmanager_used T,
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole y Condition &

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

CH*ZDH—ERTHOYMADT U2 AMZI—H—|ZfF5 *: Connector H—ERXT7 AT > b%
A_Service 7HT > bk User ELTZOFHLWH—ERT7HDY MIEMLET,

COFBIFT—XERBILICOANRETT . BlueXPO/NY I 7y Fe)ANVICIFBEDLD £H A



@_

Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ROFIE

H—EXTHT 2RI

Cloud Volumes ONTAP {EEIRIBDERZRIOEIRT Z2HELRHD £,
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Details and Credentials

default-project grp-sub
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Passward
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

Edit Project

R=JDR7)—=>23a3v b "

EEBRNEIET ZESL+—% Cloud Volumes ONTAP TfERHT 3

Google Cloud Storage Tld. T—2 D71 AVICETIAZFNZAIICEBICES{LEINE T
H. BlueXPAPIZEAL T. FEHXRHIEET ZESL*— %R T SCloud Volumes

ONTAP S X7 LZ{ERTEF £9, CnNHidE. Cloud Key Management Service Z {8 L

T GCP TEMBLVEETSF—TT,
FIE

1. F—HRRMINTWVWB IO T M T BlueXP Connectort —EX7Ho > bR 7OS T Y KLARJTIE

LW IR ZH>TWB ML £ 7,

ERRIZ. TIREINTWET "T 7 4JL F Tl Connectortf—E X7 HT Y FDIERTT". 1=12

L. Cloud Key Management ServicelCRID7OY =0 b FEAT 3 BEISERATEEFE A

ERIIRDEED T,

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. DY —ERT7HI Y b ERESRL £ "Google Compute Engine Service Agent” F—|ZX$ % Cloud KMS @
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https://cloud.google.com/iam/docs/service-agents

Bt | BSLERD H 5 2L £ 9.

H—EXThHhU Y D&HIE. T service-[SERVICE PROJECT NUMBER @compute-
system.iam.gserviceaccount.com | EWSHRXTIEEL XY,

"Google Cloud ® K& a2 X > k : T Using IAM with Cloud KMS - Granting roles on a resource"
3. T /GCP/VSA/meta/META/GCP-encryption-keys | APIIEUME LD get A Y RZEUHEITH. GCP OV

Y —)LDOF—T I Copy Resource Name ] Z#IRLT. ¥—d lNidy ZEEL £,

4 BEFRHNEERIZESF—%2FEHAL. T—2EF TPV X ML—TICHBILY 2355, BlueXPld.
KET « RV DEBLICERINZDOLRLF—Z2FALLSELET. F—ZFHTIICIE. £7
Google Cloud Storage /N7y b ZBMICT Z2HELHD £,

a. MOF|EIZHE>T. Google Cloud Storage H—EXI—T x> b &EEERL £9 "Google Cloud R 2
X >k o T Getting the Cloud Storage service agent"s

b. BES1bF*—IC#BIL. Cloud KMS BES 1t / S 1L1EBRZ 5D Google Cloud Storage #f —E X T —
TV P ERIDETES,

EMICOVWTIE. ZBBLTLET L "Google Cloud @ K 2 X >k @ T Using customer-managed
encryption keys"

S 1EEBIE#1ER T D & Td. API ER T "GepEncryption" /NS X — 2% FEAL £,
ol *

"gcpEncryptionParameters™: {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-
1/cryptoKeys/generatedkeyl"
}

BB LTLETV "BlueXPEENE K% 2 X > " "GepEncryption" /NZ X —&2 DERAAEDFEMICDOWVT
IF. ZBRLTLLIZEL,

Google Cloud TCloud Volumes ONTAP OS> 1tV XA Z&REL XS

Cloud Volumes ONTAP TERR T3 51 RA T a>mERELIES. FLUVWEEIRE
HERR T BBRICEDSA LY RAFA T g% FERT BE0IC. WS ODDFIEZFEITT S
MBHBHD FT,

7)—=37 L4

7OEY 3=y I INBENHRAS00GBNDCloud Volumes ONTAP % R TEA T 3 1C1E. Freemium& &
EFFEIRLTLIET L, "Freemium EROFME CBEL SV,
Flig
1. EfloFES—> 3 XZa—h5. * Storage > Canvas *Z3&ERL £ 9,
2. £y Y /NAR—I T, *Add Working Environment*% 2 1) w2 L. BlueXPOFIBICHREWE T,
a. [l L ERBRINN—2 T, [BEREROREL [PITRX2)Foa>oEMDIEZIZVy o L. 7OY
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCsl
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Share name: Permissions:
vol_share Full Contral -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

N7 7L ZHHELET

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz

(D Google CloudZz L TEfRZ TV XAAR— b T 3HEDFMMICOVWTIE. ZBRBL T TV
"BRD IV AR — ICBI T $Google Cloud RF 2 X > k"

ERE A DIREE

Google CloudDERBAHM A —JERIAELF T

I U RKR— bk ENFGoogle CloudBEZFEAM X—C % MRS BICIE. NSSHHE A X—T
AACTAN T 7ML EAD>O—R LT, diskraw7 71 ILERX AT XN T 71
DARBZRIET B2HELRHD X7,
ELBEAERRILT—2 70— DHEE
BAFIE. Google CloudDE4 T T EFRIRHT—2 70— O XDBMETT,
* D5 "NSS" DT 71 ILZEL Google Cloud7—H1 7% Ao >O—RLET,
s BEMERAAT TR (sig)
° NFIE (pem) XS TIIFAE
° SFBAZEF T —> (.pem)

89


https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab

Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

s w ) . ) . ) ) View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. O0P1_PKG.TAR.GZ [7.64 KB]

View and download checksums

DOWNLOAD 9150P1_V_IMAGE.TGZ DOWNLOAD
[2.58 GB] 9150P1_V_NODAR_IMAGE.TGZ [2.58
GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]
DOWNLOAD View and download checksums
9150P1_V_IMAGE.TGZ.SIG [256 B]
DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:



ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. A9 >O—R LfdiskrawZ 71 )L, BE. BLVHBEEEZT LI MJICEBELE T
3. OpenSSL%=FEH L CAERREN S NFEXHE L 9,
4. HE L= \BREEEE L TELE2EStL. 7 >O—RLTdiskrawZ7 71 IILORNBRERERL 9,
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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EXLRNILICIHELELTAZ Y MEABREDEEFZERLEF T, T—EXLRILAICEED
BMEEKRKTD . 7> 7TL I XDONTAPY S X2 % Cloud Volumes ONTAPS X T Ly
BISEMDR L= INnE 9,

NetApp Keystoneld. CAPEX (F&f&iRE) U —X&LDHOPEX GEHIX L) AEFLVLESERKIC. N1T
Dy RISTRIVIRUIVRAZRMHTE. FRLRERSHOY T ZXI) T aoR—-IHF—EXTT,

"KeystoneDEFMHIZ 5 5"

THOY b ZERBLEY
BlueXPTKeystonett 7 X7 1) 7> 3 V2 RS L UVEIEY 31213 NetApplliEi& L T. Keystoneth 7 X7 1
723> TBIUeXPA—HT7hU Y b &R T 2HELNHD XTI,
Flig
1. BlueXPFE#—> 3> XZa—hH5. * Governance > Digital Wallet *%Z#R L £
2. [Keystone "% #&RL £ 9,
3. T NetApp Keystone Nk S Z#] R—IHDRRINBEIE. R=JICEBEINTVWEI T RLRICX—=)L
ZEXREFELTLIETU,

v b7y TOEISEE. BEROI-—YTAVY MIEBRANDOT /X Z2FHRITH T VIR B
ZELET,

4. Keystoneh 7RV ) T g IR TH IRV T a Vv EBERLTLEEL,

39.8 e | =Y 12.6/22 10.5/11.8 e 2.93/6.09 e

E:g;;rg:litid | On Premises CVO Primary CVO Secondary

6 subscriptions

Subscription Number © Committed % | @ consumed % | @ #ofinstances = Expiration Date
A-500014001 564 TiB @ 435 TiB 0 July 28th, 2022
A-500014002 664 TiB @ 43578 0 July 29th, 2022
A-500014003 664 TiB @ 435 TiE 0 July 29th, 2022

A-500014004 664 TIB @ 435 TiB 1] July 28th, 2022
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IRV TFoarve ) LET

NetAppHh' 7 H o> b EEFE L5, Keystonetr 7 X2 1) < 3 > % Cloud Volumes ONTAPTERTE 545
IC>oTEET, ZODREEICED. FL L Cloud Volumes ONTAP Y X F LDREFELLTHITROUT
a3 VEFERTEET,
Flig

1. BlueXPFE# ' —> 3> X=Za—hH 5. * Governance > Digital Wallet *% &R L £,

2. [Keystone "% 3&RL £9,

3. UYUFBHTRIIVTavDFEIE. £V I LET e 20y L. *Link* ZFRLET,

Subscription Number 5 | © Committed 5 | © Consumed 5 | © # of Instances 5 Expiration Date
A-500014001 6.64 TiB @ 23578 0 July 29th, 2022 (@D
View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022
Link @
A-500014003 5.64 TIB @ 435TIE o July 29th, 2022

mR

CNT. BYTROU T3 >hBlueXP OEBE/IET7AT > MM > U EN. Cloud Volumes ONTAP{EZ
RIBDEREFICBIRTE 3L 5ICHD LT

Ay MEABREZTEBRLTHFELTLLIZETWL

HITZR0) T3> —EILNILOOI Y MEABREZEET 35513 BlueXPh SNetApplliERE )
IR+ EXEFETEXT, T—ERLRILABICBEDEMEZERT R . > TL T XTZXEZXCloud
Volumes ONTAPY X T LAICEMDO R L —JHE TN E S,

FIE
1. BlueXPFE# ' —> 3> X=a—hH5. * Governance > Digital Wallet *Z 3R L £ 9
2. [Keystone *Z#IRL £7

3. REZRRBIBZ U TIRIVTLavDIFE. 20 )y I LES « 20Uy oL, *FHlERTL TRE
*EFERLE T,

4 1 DU EQBTROVTS3>DIAIy MEABREEZEANALET,
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Subscription Modification for A-S00014001

Cumrent Commitied Capacity = Curmrent Consumed Capacity = Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] i TiB
Standard 0.732TiB 0.438 TIE TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE i B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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feb. LR—rZERLIEDTEET,

"WITZO) T3 v OERARTDOEROFE"

IRV Toa>D) oI =BRLEY

BlueXPTKeystonetf 7 X0 1) 2 3 > BT RHREN BB oTBEIF. TIRIU T a> ol oz
FRBRTET £ 9, BIZD Cloud Volumes ONTAP 47 X2 7> a VICEE[IF SN TWAWY T RO T3
N Y OBBRBRDAREET T
Flg

1. BlueXPF+E# ' —> 3> X=Za—h5. * Governance > Digital Wallet *%#iRL £ 9,

2. [Keystone "% 3&IRL £9,

3. YU RBRT BT IR )T a>vDBRIE. 27V VI LET w20y I L. *UVIER* %
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License Distribution

5

Total Licenses

| 1

= BYOL Licenses

PAYGO Licenses 8 rree Trial Eval

BYOL (1) PAYGO (4) EVAL (0) Q|

Cloud Volumes ONTAP Name

s | OVOPAYGOD Single Node 890520130000000007042 standard Manage PAYGO License A

Neode 1 :50920140000000001010
=' CVOPAYGD2 High Availability E:zd: - 9082014000000000] ;1: standard Manage PAYGO License #

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A

S MEIZIEL T, [PAYGO 1t XDEM (Manage PAYGO License) 1%Z2 1w 2 LT. PAYGO 5
1LV REBETEIN A VARV AZATZEELET,

BYOL S/t REEEBLET

VRTLSAEVREBRESAE U AZEMEZHIRLT. Xy b7y IO SERBALILZ AR %Z2E
HY 3,

FREODETOSAERZEMLET

#7L L)Cloud Volumes ONTAP & X 7 LDIERFIC S 1V R ZEIRTES L ST, BlueXPTFI AL T+ Lw
M/ —RR=RXSAEVR%EZEBILET, TUFILTALy bE. TNEDT At X% _unassigned_&
LTHEALET,

FIE
1. BlueXPFE# ' —> 3> X=Za—H 5. * Governance > Digital Wallet *% &R L £,
2. [*Node] Cloud Volumes ONTAP 2 7 T. ROw F4 > h 5[*Node Based Licenses]) %z &R L £,
3. [*KREDHT* (Unassigned*) 1]
4 [REIDHTSI1EVADEM] ZV)vILET,
S. ZAEYADII)TINBESEANTZI. ZAE AT 74N Z27y7O—RLTLIEEL,

FAECVRT7ANDRELEBVEEIE. UTOEI> a3 >ZBRLTIIETL,
6. [ StV RDEM]ZIIYILET,

ER

BlueXPIZTZRILT ALY MISAEREZEMLET, St XIE. L L Cloud Volumes ONTAP &
AT LICEEMITRXETIEXREDY T ABEINET, TDE. SAEVRETIERILTA+L Y D*BYOL *
2ITICBHFLET,
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KEDYTD/—RR—R5A LV RETMLET

Cloud Volumes ONTAP OKREID Y TD ./ —RR—XASA Y ADHBHBEIE. BlueXP/N\w o 7w TE LU
ANDSAHEU R, BlueXPRES 1A, FHIEBlUeXPBEEBILS A AICEMTEIETSAEY A%
B TEET,

SAt AT BE. Cloud Volumes ONTAP SA Y AAEDBEIN. H—EXDRILEYES A X
PMERSNE T,

* Cloud Volumes ONTAP HART7 DS A Y RIE 51TB DT — 4 —EXSAEV RICEBREINET

* Cloud Volumes ONTAP > > J )L/ —RDZ14 >R, 32TBDTFT—2H—EXSA YV RICEHBIN
7

T|EINS1 2> XOBEMHEARIL. Cloud Volumes ONTAPS A 2> X L EIL TE,
FIE
1. BlueXPFE# —> 3> X=a—h5. * Governance > Digital Wallet *% &R L £,
2. [*Node] Cloud Volumes ONTAP # 7 T. ROw F4 7 >H 5[*Node Based Licenses]Z &R L £ 9,
3. [*KEIDHT* (Unassigned*) ]
4. *Exchange 21 t>X 20y L%,

BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )
012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )

O TA LV ARERMT A —ERXEZFERLE Y,
6. 7OV T rARFINSES. HARTHOEBMOS At > A2 BIRLE T,
7. EZRREZ A [Agreel( AIET S )20y oI LET,
"R
BlueXPid. EIDHTHNTVLWAWS A RZBERLAEY—ERICEBELET. FILLWSIEVRIE [T
— AP —EXRSA VA *|RTTRRTCEXT,
SRATLSAEYRTFAINERELEY

1T AEDHZE. NetApp Support Site 7H T > b E2FEBEL TSIV A7 7ML BENICEIETEE Y,
7z72L. 7y FO—RTERVEEIE. 48R T 71N EZFHTT7 Yy TO—RITIHBRELRHD XS, 51
O RT7AIDERWVIERIE. netapp.com "BAFTEE T,

FlE

1L ICT7I9RALET "Ry TV IS4 AT ALz =" %) v L. Xy b7y THR—Fk
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IHE"H aggr‘[ @ ONLINE L
INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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% Volume @ ONLINE Manage Volume
INFO CAPACITY

Disk Type GP3 Provisioned 150 TiB

Storage VM svm_name EBS Used 40.2TiB

Tiering Policy Snapshot only S3 Used 26.3TiB
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INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled

7V — b THREtZEMICT B FIE
1. ONTAPY 2T LR R =TI ¥ T A ML= REREIZ Vv I LET,
2. TV —bOBEXZa—%20 )y o L. *I5T FREBOHES * Z#ERLE T,
3. BBV RBEERRL. *RE*ZVVYILET,
RDFIRE
RIS a3V THATE LIS, FREIVBFOR) 2 —LTT—XBEELZBMICTET T,
AWM IEERAHR) 2 —LDT—2ZREEL

Cloud Volumes ONTAP (&, SiAZEZITRERAR) 2 —LEICHBZIT7 IV REEDEBWVW T —X2EZNBRAMRED S
WATS T RIML—=ICEBIELT. Ay b T —2AICBN T A=V ABBZHEHMTE X,

FIE
1. EEIRIBD[Volumes] X 7 T, FTLWARY 2 —L%ERT 5. BEEOR) a—LORBXZEEL T,

128



AR vooay
FLOWARY 2a—LZERLE [#FILLWARUa—LDEM]ZZVYvILETD,

-
BEORY1—LZzEBELE BHNORJ1—LRZAILZERL. [RUa1—LOEEPZIV v I LT[
El R a—LOBEBIERINRILIZT 7€ XL GNAXRILD[EELIRES

FUERBILR) > —DEEZI ) v I LET,
2. BEELR) > —&FERLET,
CNS5DR) S —DFRICOVTIE. ZBRLTLK TV T —Z[EBLOE"

° il *

Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

@ This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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R
w 53 Tiering i* What are storage tiers?

« Enabled Disabled
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1. EAlOFEF—>a > XZa—h5. * Storage > Canvas *%EIRL 7,

2. X v INAR=I T, PHUS— L EBIET S Cloud Volumes ONTAP {EE£BIEX X JILV U w o L E
ER

S MEERIET. M[7IVTS— 2 T=20)vILETS,
4 [7IVF—RME2T T BROZA MLICEEL. (BEEEST73Y) %

[0 aggrt B OoNLINE | G
INFO CAPACITY|

Disk Type GP3 3000 IOPS Provisioned size  907.12 GIB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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b. BE *Delete* %2 ) v L THEELE T,

ARV ADBREREZEELEY

&R T ZICI3. Cloud Volumes ONTAP D7 7 U 7F— hREDEERAEZRET BHRE
NHHET,

CNSDERTEIIF. ARTRICE>TEEINZ TARTDCloud Volumes ONTAP &~ X FLICHEAINE T, 7l
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BT HERR
Cloud Volumes ONTAPEREZZE Y B ICId. BlueXP #B#F 72137 H7 > MEIEE DPrivilegesh U E T,
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1. BlueXPA>Y Y —ILOBELICHB[ERE]T7A A% 2 1) w2 L. *[ Cloud Volumes ONTAPERE]* Z &R L £
ED

Workspace = ‘ Connector -~ ‘ ‘ ﬂ e e

Workspace-1 gsireeshoonmec...

{c}} Settings

Cloud Volumes ONTAP Settings «

Timeline

Credentials

HTTPS Setup

2. *[E*T. ROVWTNHDEREEZTELE T,

Capacity Management Mode (B2EEE—NK)
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BFETY,
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Storage VM &1
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Storage VM (& ONTAP I TRITEINBZREBIS > THD. VFA4 7 MR ML—DH
—ERET—RY—EXZRELET, CNIE. _SYM_FIF_SYM_THB_ L
HHH D £, Cloud Volumes ONTAP (CIET 7 4 JL kT 1 DD Storage VM HERE T
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HR— kEINTULS Storage VM £
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/— k" fEA L TL3 Cloud Volumes ONTAP M/N\—0 3 >V THR— k&N 3 Storage VM Bz SR L T 72
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E# D Storage VM Z{FATE £
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Details & Protection

Storage VM Name :

svim_namel -

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

ROEIE. R a—LZFDIRTLIZLT)r—bd 5L F|C Storage VM Zi#IRT 3 5EZ "L TVE
ER

Destination Valume Name

volume_copy

Destination Storage VM Mame

svm_namel w

Destination Aggregate

Automatically select the best aggregate -

57 #4)L k@ Storage VM OZRIEZEL XS
Cloud Volumes ONTAP AIC{ERY L 721D D Storage VMIZIE. BlueXPIZ & > TEHBIMICABIDMTITSENE T,

BELRHBLEEND BFE1F. ONTAPY X7 LY #— v ONTAP CLI. F7zIFAPIH 5 Storage VMDD &A1
EZETTEY, e zIE. ONTAP 5 XX D Storage VM DEERANTA > T=RBIICEETE X,
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FgH. —ERDHRETIXBID Storage VM B R— kTN E T,

HR— k3TN TL\S Storage VM £

9.11.11 1) — 2 LLB%. Google CloudD4FE D Cloud Volumes ONTAP #5% T#EE D Storage VMBI HR— kT h
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DIN—> 3V THHR— M EN3 Storage VM = HEERL T2 E L
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VM & 1 DDFT AT« %— 3> Storage VM B R— kI FJ, VY —X Storage VM TELIEDFRE L =35
BlE. TRATa4F*—> 3> Storage VM 2T —R2 7O XBICT7 V971471 TEET,

Storage VM % {Ef,

SAEYRATHR—FEINTVWBRIBEIE. 12D/ — R X T LAFERIFHAR T ICEE D Storage VM%E ERL T
T FX 9, HART |CStorage VMZERL S 5 ICIEBlueXP APIZER T 3HNEHH D £9H'. ONTAP System
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Edit network interface ~

Metwork *

default - @

Subnetwork *
default IPv4 {10,138.0.0,20) - ﬁ

L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE

IP stack type
® IPv4 (single-stack)
() IPvd and IPv6 (dual-stack)

Primary internal IP

gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 |
Alias IP ranges
Subnet range 1 - - AliasIPrange1® ——— !
| Primary (10.138.0.0/20) ~ 10.138.0.25/32 9 |
, Subnet range 2 1 [ Alias 1P range 2 % ..
Primary (10.138.0.0/20) 10.138.0.23/32 (7] |
- Subnetranged ———— . AHasIPrange3d* —
Primary (10.138.0.0/20) = 10.138.0.21/32 [ 7]
Subnet range 4 Alas IP range 4 * :
Primary (10.128.0.0/20) = 10.138.0.31/32 [ 7] l

4+ ADD IP RANGE

External IPvd address
Meone - @ |

Storage VMICEEBLIFZER S 238 E1E. T—RLIFBIC1DDIP7 RLADNRETY, £f. 77> 3>
DIPT7 RLZAZHS1DBMIT 2HBELHD £,

"Google Cloud® K # 2 X >k : TAdding alias IP ranges to an existing instance"

2. Storage VM & Storage VM ADJL— M EERL L TL 723 L\,

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway
<ip-of-gateway-server>
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3. Google Cloud TEML7IP7 RL XZEELTTF—RLIFEER L £9,

iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS F7cld SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. F 7> 3> : Google Cloud T:EM L 7IP7 KL X%$8E L T. Storage VMEELIFZERR L £,

network interface create -vserver <svm-name> -1lif <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

5. Storage VM IZ 1 DU ED 77U — b ZEIDHTET,

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

CDF|EIL. Storage VM 2R 2 — L%Z{ERR T BAEIIC. #FTL L) Storage VM BV 7% edH 1 2D 75
T—MMIT7I7ERTEIUBENDHB-HTT,

HA X7
Google Cloud®Cloud Volumes ONTAP < X 7 /s CStorage VM%Z ERL 9 B I1CId. BlueXP APIZfEF T 2 W E
DRHDFT, BlueXP Tld. BERLIFY—E R &, 77U /N> FSMB/ CIFSEBEICHEARISCSI LIF

HiStorage VMIZERTEE S5 7=%. APl (ONTAP System Manager®®ONTAP CLITIZ% <) ZFERT3HEH
HHFEF,

BlueXPI&Google Cloud THERIP7 KL X% E|D YT, SMB/NFST7 IV XABDT—ELIFE 7T RNT Y
K SMB&EIEF DiSCSI LIF % fig X 7=Storage VMZ{ERL L £ 9

BlueXP Tl default-data-files. NAST—ALIFHNS5XDH —E X% HIFR L TiSCSIT—ALIFIZEMT
%Y T, T—%4Storage VMDR) > —HLZEINE T,
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* data-fpolicy-client

°* management-ad-client

* management-dns-client
* management-ldap-client

°* management-nis-client

H—EXDEENBE L RS DIF. Cloud Volumes ONTAP HYSCSI LIFZ 77 b\ Y REIBERICERATSE
BL3ICTBIHTT,

ME7Google Cloudi&fR

Cloud Volumes ONTAP HAXR 7 (D Storage VMZERE L UVBEE T BICI1E. IR T XICEHEDIERNHNET
To BERIERIZICEFENTVWET "Ry b7y THIRMETZHRY -1,

FiE
1. Storage VMZAER T 3 IZIE. ROAPIFUH LEZFERALE T,

FPOST/occm/api/lgCP/HAMEZEERIR/WE_IDYSVM/ |

EROAEXICIIRDERDPEENTVWBIHELNDHD XY

{ "svmName": "myNewSvml" }

HA~R 7 DStorage VM=Z EIZL £ 9

F7-. BlueXP APITI&. HAR 7 DStorage VMDEZRIZE L HIRHHR— T TULWE T,
Storage VMO & HIZZEEL X7
PEIZIHLC T, Storage VMOAHIIEW DO THEETEF XY,

FiE
1. Storage VMO ZHIZZE T B ICIE. ROAPIRUHE LEFHAL X9,

TPUT /occm/api/gCP/HAEZIRIR/{WE_ID}/SVM' |
ERDAEXICIFTRDBEBRNZENTVIHELHD £

{

"svmNewName": "newSvmName",

"svmName": "oldSvmName"

}
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Storage VM%ZHIBRL £ 9

RE(Z7% o F=Storage VMIZCloud Volumes ONTAP Hh*SHIBRTE £ 9,

FlE
1. Storage VMZ HIBR T 3 IZIE. ROAPIFUH LZFERALE T,

ldelete /occm/api/gep /halworking environments / {WE_ID} /svm/ {svm_name}

SVM5F«FXZ)ANIDOEYy v T v

BlueXPl&. Storage VM (SVM) T4 HXZVANUDEY cT7 v A=A L —
a3 DY R—MIRELTULWEEA. ONTAPY R T LY X —T v £72IFONTAP CLIZ
FERTIBENHD £,

2D ®MCloud Volumes ONTAP > X 7 LsRIZSnapMirror SVML U4 —> 3 VR RET 2HEIE. 2DDHAR
TORATLBERIE2DOS VI — RORTLBTL IV =23 T3 5REBERHD FT, HART E Y
YOI/ — R ZAT LDBIZSnapMirror SVML P r—2 3> %zty c 7y 7332 CIETEEXRH AL
ONTAP CLIOFIBICDOWTIE. RDORFa XY bZ2BRBLTLEEL

*"SVM T A HFRRYANIEBRET IR TLZAHAAR"
"TSVM T HFRRYANVI IR TLRAAAL Ry "

tXxalTr T —2ES
2y Ty TOESLY Ja—>a itk 3R 21— LOESL

Cloud Volumes ONTAP |&. NetApp Volume Encryption (NVE ) & & T NetApp
Aggregate Encryption (NAE) ZHR—bkLTWET, NVEENAEIE. FIPS 140-2|C
BRL AR a— LDORET —XBELZHEEICT RV I R I T7R—ADY ) 2— ‘/
32 T9, "NoDBEEEY ) a—2a3 > DFFEICOVWTIE. TE5Z2 BT

NVE & NAE (35 5 AHLF—BIEBEETHR—FEINTVLET,

ifdef : : aws[] endif : : aws[] ifdef . : azure[] endif . : gcp[] endif : : gcp[] endif : : aws[] endif . : azure[]
endif . azure[] endif © : gcp[]endif : . I gcp[]endif: * I gcpl]

GoogleDCloud Key Management ServicezFH L TEX—%2BEL X

ZEATE X7 "Google Cloud Platform D+ —E#EH—E X (Cloud KMS) " Google
Cloud Platformi&A 7 )4 —2 3 > TONTAP BES{t ¥ —ZREL X T,

Cloud KMS% ff L 7=+ —&12(d. ONTAP CLIZ 7-IXONTAP RESTAPIZER L TEMICTET £,
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RIE
Google Cloud
1. Google Cloud RIETld. "WHGCPF—1) > J e —%{ER L 9"

2. Cloud Volumes ONTAP 4 —EX7HI Y FROARZLO—IL%=ERL £9,

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.
list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.
useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca
tions.get,cloudkms.locations.list, resourcemanager.projects.get

-—-stage=GA

3. ARAZ L A—)L% Cloud KMSF — ¥ Cloud Volumes ONTAP H—E X7 H T > MIBIDYHTE
9o Tgcloud kms keys add -iam-policy binding_key_name_--
keyring_key_ring_name — location_key_location_- member serviceAccount
. _service_account_Name —role project_id_id_roles/custommskmsk key

4 H—ERXRT7HIY FDISONF—%ZXT>O—RL%FJ, [lgcloudiam service-accounts keys create key-
file --iam-account=sa-name@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. BHESSHY SA 7> b 2ERAL TS AZBELIFICESRLE T,

2. advancedt&fR L NJLICHID & X % ¢ 'set -privilege advanced

3. F—ASVMBDDNS% {ER{’dns create -domains C.<Z7O = 7 bk >.internal -name
-servers_server_address_-vserver _svm_name _

4. CMEKI Y U Z{ERL L £9 : 'security key-manager external GCP enable -vserver_svm_name_project
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6. BB IOCIDRM LI e =B L£d, [security key-manager external GCP check -vserver
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1. #7723 > . BES1t Tvol create _volume_namel Z7 X~ 33K 2—L%{ER L £9, -aggregate
-aggregate_aggregate_aggregate—vserver vserver_name _size 10GT¢
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1. Tsetd')
2. Tsystemshell -node node] 1< > Rtail -f /mroot/etc/log/mlog/kmip2_client.log
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(ARP) TY, CNHDY U a—3vid. Alfik. &H. BEOOHDOMENEY —
IWZRELEFT,
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2. [Overview]® 7 T. [Features]/\®JL%Z 2 1) w2 L. *[Ransomware Protection]* D& H ZIAET7 1 A%
2w LET,

145



Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

VNNV INIINIDNID

Ransomware Protection

Support Registration Not Registered

CIFs Setup

3. XYy TPV TIDIUH LTI TAITY Va -3V EEATS

a. Snapshot KU —HEMICER > TVWAEWRY a—LHHZHEIE. * Snapshot KU —D 7o T«
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NetApp Snapshot 72/ OJIE. SV H LTI 7OBEICERESOV ) a—> a3 EREHLET,
ANV ZRINTHESZICIE. BELTWVWERWNY I T Y IHBE VRN ITBIEHEET

9o Snapshot IE—I3FHAWMODERTHD., SV LTI T7ICLDWEXHIELES, B—DT 740
LA —FRRBREBTAHFRLZVANIY ) 2a—23 0D X—SEERT 3BOBEMUERMT S
_EHTETET,

b. FPolicy D725+ 71t * %4 1) w4 LT ONTAP @ FPolicy V) 2a—> 3 >aEMICLET. Chic
D, T71IDIEFICEODVWT 7 7L E= Oy o TEXd,
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TINEATZ2TOv I LET,

T 7 #I)L b® FPolicy R A—Fld. ROMLRFZ=HFO>7 7M1= OvILET,

Y1700 BE. Ov o, B, BSt. BSfbcrinf. rba. XRNT. XTBL. R16M01D05
« pzdc. good. LOL!. OMG!. RDM. RRK. encryptedRS . crjoker. enciphered .
LeChiffre

Cloud Volumes ONTAP TFPolicyz 77 7« 71td2d . COXA—THEREINE

To COURMEI —OBI VLD TDIT7AINEATICEDVWTVWET, 70O
VIENBZT 7AIEFENRXEY A XF3ICIF. Cloud Volumes ONTAP CLI 'S
_vserver fpolicy policy scope. AY¥ > K ZEAL £,

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp salution for ransomware provides effective tools for visibility, detection, and remedistion. Learn Mors

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BENA S VT LD 75

Cloud Volumes ONTAPI|Z. Autonomous Ransomware Protection (ARP) #feZxHR— L TWE T, D
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* Cloud Volumes ONTAP AEBife&E I NE 7,
OVGIN ) —RIRTLDIGE. IO IEHFEINET,
HART7 DiHE. ZEIFHINEFA. HARTIFISIESHEST—22RHL X T,

BlueXP Tld. TAIF—N—ZMBELTXFINv I ZFHTZ LT, —EIC12D/ —
RAEESNET, NelAppDRERIEF —Lld, COTOLRFRICT 71 LOBEAAY

HHMOOMBEET A~ LE LI, 251 7> MIICEEIZSDD FEAT LT, S
TEEINZ L. IOLRILT—EOBERKITIITONE LIch. NFS/ CIFSERDBEHRIZ T
FUs—2 3y LAY TEbAE LT

FIE
1. [Canvas]R—J T, {EEREBEZERLE I,
2. BRI T, [HEEINRILET ) v I L, (RO VBT OBICHZNETAVEZ IV I LET,

FILDTFICH B[Machine type[fREZTRT A7) —>> 3w bo "

INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
1...}
Write Speed Mormal
Ransomware Protection ofr
Support Registration Nor Reglstered
R—T DA LIZH B[Features]/\
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J—RR=XDOREEREH (PAYGO) St REFHLTVWBRBEEIFE. [ZA1EVRAEA T OEICH S ih
EQT7AA>% )y I LT, lOSAEVREII VA THEIRTZEHTEET,

1. 208472 FRL. FTvIRYIRAZERLTEEOXEZERLTVWS L ZRR L. (EE]'Z
TUvILET,

"R
Cloud Volumes ONTAP B'#T L WERETD 7—rL £ 9

LB E 1 —%fEF L TCloud Volumes ONTAP &I L %7

Cloud Volumes ONTAP ORELREENVERIZSIF. ONTAP ¥ X T LICHERDOEE A
>R —T T4 A T#HBONTAP System ManagerzfEA L TEITTIF X 9§, BlueXPIC
I&System Manager-f > 2 — 7 T4 AWEHINTVWEID T, BELEEDLSD
ICBlueXPZ5% I EIZH D T Ao

BlueXPDF¥HiE 2 —Tld. ROEEIEEZFERATET I,
*cBEBRINL—VER
BETI—T. HE., qtree. 7 F+—R. H&UStorage VMDEIE
c Xy hD—UER
IPspace. %Y hT7—0A4 VR —T 4R R—bty b, BLOA—HFRy b R—+ZEELET,
cARY Y aTd
AR ROY DATFLTZ— bk P37 BLUVEEATERRLET,
* BELT—2{RE
Storage VM. LUN. B8LUVEEJIL—T%RET %,
* R NERE

SANT Z>IT—RT)I—TENFSOSA T hEHRELET,

HPR—bETNTVBHER

ONTAP System Managerz £ L 7-@EREIEIF. FEDT > K1) —2 3 > DCloud Volumes ONTAP
9.10.0ETHR—FENFT,

GovCloud) =2 g >V FIETIMNT Y RDA A=y 772 IDBRWNW) —2 3 > Tld. System
ManagerOfiSIEHR— b EINEE A,

174



HlFR

System Manager-f 2 — 7 £ RIZRRENBZ WV DO DH%EEIF. Cloud Volumes ONTAP TldHR— k&
nEt Ao

* BlueXPDEE1L
Cloud Volumes ONTAP Tid. BlueXPlEEB{LH —EXIEHR— TN TVWEEA. RUa—LEZERTS
EZX. BlueXPDIERE 2 —HD 57— AT TV MIML—=ICEBILT ALK S ICEERET 2HNE
HHhEd,

=

7OV —rOER (O—AILEEL Y 57U REEZZT) |$System Manager TIEHR—FEhTWE
Hho 7T U5 — K& BlueXPDStandard Viewh' S EEEIR T 2 HREHLHD £9,

*IDF—LOTTDTYTIL—R

Cloud Volumes ONTAP Tld. [ T RAZP[REIR—HSDEE 7 7— LT T 7EFHIIHR—rEINT
WA

F 7. System Managerh*5DO—)LR—X 77 AFIEIEHR—FINTLEEA,

FtR7 &
Cloud Volumes ONTAP {E£RIFEZHE. il a—F 7> 3>z o Uv oL T,
FIE
1. EAlOFES—> 3 X=Za—h5. * Storage > Canvas *Z3ERL £ 9,
2. [+ Y /NX]R—T T, Cloud Volumes ONTAPY 2R 57 L% EIRL £7,
3. BRID/NRILD*T. [System Manager|Z#E L TR "2 BIRL £,
4 FRAvE—IPRRINES, EOXvE—T%FHA *HL2* 20Uy I LET,
3. System Manager% f#F3 L TCloud Volumes ONTAP = EIE ¢ %,
6. REIZIHL T, IBERRICYIDEZ 312201 v o LT, BlueXPZfERHLZEERICED £,

System ManagerDfERAEICEAT 2L S

Cloud Volumes ONTAP TSystem ManagerzfER§ 3R ICH R— FDREBERIZEIF. ZBRL T LTV
"ONTAP D FF a2 XY " ZBRL TSIV, ®RIDIVIZWOMBNMLET,

* "R a—LELUNDERE"
* "Network Management D B&"
* "F—RRE"

CLIH*5Cloud Volumes ONTAP #EIEL 9
Cloud Volumes ONTAP CLI Tld. IRTOEBEBIOTYVREETTETETd, aEFLHXRY
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HRITTRH5EP. CLIZFEVENTWAIGEIX. CLI OFEREZH#HEL X9, Secure
Shell (SSH) %fFHAL TCLIICEETET X,

EEZRBRY HIIC
SSH %M L T Cloud Volumes (C#&#t 9 578X  ONTAP (&, Cloud Volumes ONTAP (2% kT — it
LTWBRREBELRHD X T, 7o xlE VTV RTIANAERY FT—ORDT v > FRA SN SSSHEZFERT
BGEWETY,
=2
1. BlueXPT. V5 RARXEBEBAVA—T A1 ADIP7RLAEZRFELE T,
a ElorESXr—> 3> X=Za—h5. * Storage > Canvas *ZEIRL £ 95
b. &+ > /NZAR—TT. Cloud Volumes ONTAP > X 7 L %&RL £,
C ARDRAVICRREINZ VS AABEEIP 7RLAZAE—LEY,

2. SSH# AL T, admin 7HO Y b 2FERLTISRIBEBAUA—T 1 ADIP 7 RLRICERLE
ER

° il *
ROBIE. PuTTY ZERLIAZRLTULET,

Specify the destination you want to connect to

Host Name (or IP address) Port
admn@192.168.111.5 22 |
Connection type:

(OBaw (OTeinet ORlogn ®SSH (O Senial

3. OJ4>7OYFrT. admin 7HATY FODNRT—RZAALEFT,
° i *

Password: *****x*xkx%

COT2::>

DATLOREEHEANRNY

AutoSupport Dtz b 7w Sz HESRLET

AutoSupport . X T LOEEMEZTO7 071 TICERL. XYy Ty IFTI=H
IWHR=—KMIAyvE—S%FKELXET, T 74 MTIE. &/ — KT AutoSupport B E
B> THOD. HTITPS X 7O DL EFBALTT I/ Z AT R—MMIXvE—2
HIXETETX T, AutoSupport ACNEDAYE—CZXETIT B 2RI B L
ZHEOHLET,

MEREEFIEIZ. Cloud Volumes ONTAP "7 RND Y RA VX —Ry MIEHRINTWR 2 HERT
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BTERITTY, FHFMICOVWTIF. 5T RTAONAEDRyY hT—OBHZBRLTIEEI L,

AutoSupport DE4

Cloud Volumes ONTAP ./ — K(ZId. NetApp AutoSupport NDT7 T cNT Y RA VA=Y k7712 IAHRE
TYo Xy b7V SATLDOBEMZIOT7 071 TICERL. Ry 7Y TT7IZAINSTER—FIIX
wt—JZXELET,

Cloud Volumes ONTAP A AutoSupport X v —C X ETERL SIS =T VIRV —T7A4T7
=R —TROIYRKRAY EAD HTTP/HTTPS bS5 74 w ORI T AIMENDHD £,

* \ https://support.netapp.com/aods/asupmessage

* \ https://support.netapp.com/asupprod/post/1.0/postAsup
AutoSupport X v EZ—SDFEICT I RNT Y ROA VA —3y MESHERTET AR ULIESE. Cloud Volumes
ONTAP > X 7T AIFEFMNICOX VR TOF S H—NE L TERT L SICRESNE T, E—DEMH(IF.
ARV ZDEF 27100 )IL—FH7R—F3128T_inbound_connectionsZFFR] 25 T ARTRZE
AL COR—bZ2RKBERHD £,

Cloud Volumes ONTAP |CEER T NIV RIL—ILZE&Z LB EIL. Cloud Volumes ONTAP 2% a2 1)
T4 TI—ThR— |‘3128'C“_OUTBOUND$§$'}E7&§£FEJ3'5£\Z\E:E)37) DEJ,

TONNTDYRDA VA=Y c TV ADMEBRIRETH D 2 HESEL7=5. AutoSupport =7 X kLT

AyE—IFFKETTEZICZHRLET, FIBICOVWTE. ZBRBLTKIETVW'ONTAP D RFa XYk
[ AutoSupport Dt k7w 7"

AutoSupport iBRED ~ S TN a—FT4 I %EITVWET

T RNTY REGEHMERATEY . BlueXPAIARI 2= FOF>H— /N LTERTY % & SIZCloud Volumes
ONTAP > 27 LZRETETRWESIE. T<{EEIRIES> is unable to send AutoSupport messages] & L)
SBlueXPh SBHNAEE £9,

vy b= DBRBENRERTIDX Yy E—IHRRINZAEENTWVTT,
CORIEICTHL T BICId. ROFIEERTLET,

FI&E
1. Cloud Volumes ONTAP> X 7 LsICSSH#EHE L. ONTAP CLING S AT LZEBIEBTESL5I1ICLET,

"Cloud Volumes ONTAP |CSSHEE#t 9 2 A EICDWVWTEREAL 9"
2. AutoSupport H 7S X T LDFFEHBR AT —R A ERRLET,
I AutoSupport check show-sdetails |

RDESBIGEDRENET,

177


https://support.netapp.com/aods/asupmessage
https://support.netapp.com/asupprod/post/1.0/postAsup
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html

Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’
Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.

5 entries were displayed.
http-https h 7 U DX T —2 XH Tok) DIFEIE. AutoSupport PIEL K FRESINTWVWT, Xvt—%
EETETRCZRKRLETD,
3. AT =B ZANOKTHRWFEIL. FCloud Volumes ONTAP / — RO 7OF P URLERERL £95
I AutoSupport show -fields proxy-url] DB

4. 7OFDURLNTA—EDEDBZEIF. ARV E2E2TOF > LTERAT S L SICCloud Volumes ONTAP
EERELET,

AutoSupport modify-proxy-url\http://<connector private ip>:3128"
5. AutoSupport D A7 —3RX A= BEMSEL X7,

I AutoSupport check show-sdetails]
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10.

1.

DR T—HZIMFAILEDDIE S L. Cloud Volumes ONTAP & 7R— 31280 J% T X DRICIEGHREIL S
NTWBZexmRLET,

BHEAEIITN TWA I 2BELEHEDH AT — 2 AIDICEENREE L TWVWRIBESIE. ORI XICSSH
TEHRLEY,

"Connector@Linux VMADEFDFFMIC DWW TIE. ZBBL TV

[opt/application/netapp/cloudmanager/docker _occm/data/’ 1 ICFBENL £

- 7OF BT 71 )lsquid.confEAE £

T71IOERBEIIIODEEDTY,

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfE|Z. Cloud Volumes ONTAP > X7 L@DCIDRTT,

Cloud Volumes ONTAP ' X7 LDCIDRT Oy I H 7 7 A L TIHEE SNIEEICH WSS, BZEHT
B ROESICFHLWIY MU ZEMLET,

lacl cvsonet src <CIDR>'] Y ASILEFT
COFLWIY MUZEMT3EEIE FFAIY FUBHEBMTEZZLZ2TNABVTLIEEL,
Thttp_access allow cvsonet] E WS X wEZ—IHRRINET
RiIHZzRLET,
http port 3128
acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

RET7AIINERELIS. sudo LTFOF> VT EHEREHLE T,
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'docker restart squid'

12. Cloud Volumes ONTAP MCLIICE > T. Cloud Volumes ONTAP h*5AutoSupport X vtz —JZXETE
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* Cloud Volumes ONTAP 9.12.1L4p%

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0~9.11.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8~9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.

CDi5E. Cloud Volumes ONTAP #J— kLT, A—HDFZEHLEBZI B T—RXEZRMETETELSIC
TEAIREHLHD XTI,

T—RERDVEELIIBEDT —2T7 IV ADELEFE
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BYNCHW LB e TT—2T7 7 RZ2BRTSICIE. CLINS NVFAL A 7o 3>z ERLTIOEERZ
ELE I,

ZJ1)Y YU LTNVFAIL A a>zBMLET
vol modify -volume <vol-name> -nvfail on *

Zz2')w I LTNVFAIL REZHRLEXT

vol show -volume <vol-name> -fields nvfail’
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NVFAIL 7+ 7> 3 V= EMICT 256
vol modify -volume <vol-name> -nvfail off *

TF—RIBERHIEE LTHEE. NVFAIL BAEMICHR >TUWLWS NFS £7213iSCSI R 2 — Lld. T—RUNIEE(Z
LT2REBEAHDFT (RT—FLXFORIINTHS CIFSANOELE|IIHD FHA) - FHICOVWTIE. %=
BRBLTLIETVNFS R a—LFHIX LUN ADT7 Ut RICHT 3 NVFAIL DRZE",

%21)w2 LTNVFAIL REEZRESZL £
vol show -fields in in-nvfailed-state | Z&2BL T ETWV

T—RBROBBISEYICHL L 7=5. NVFAILREZFETE. R a—LADT—RT7 71 IHEREICHE
h*xd,

z71)w 2 LTNVFAIL REZBELET

vol modify -volume <vol-name> -in-nvfailed-state false
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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Ransomware Protection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

OMNTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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