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BREDAWS) Y —X%#&HB L TEATSICIE. _read_or_automate_permissions I E T T, BlueXP FSx for
ONTAPI&. _read_mode X 7z|d_automate_modeZER L AWVHAET D, _basic mode TEIEL £, "ENEE—
R DFE"TY,

AWSDFTIRE L UBIED I LT vILIE BlueXP RE>* VLTV vIL*R—J THEETE XY,
ILTUovIliE. RO2DDFETEMTETEY,

s FH I AWST AT Y FMIIAMARY = IAMO—=ILEZER L. 7—20—R 770 JICOLTVIvIL
ZEBMLEY,

s BEIMICAERRICRI T B3 R/\EDIBEIRZEUE L. CloudFormation X % w2 #{#H L TERIBFIRDIAMMAK Y >
—CRENEEHR L £,

ThHOYMADI LTIy ILOFENREM

BlueXP ICAWSZ LT v ILZFHTEMLT. BEDT7—270O0— ROERTICERATIAWSYY —XDE
BICHEBLRERZ 7HIY MIFETZ D TEET, BMIBZILTOOvILOEEY MIE. EATS
J— 00— RFEBEICEDVTIDUEDIAMAR Y =2, 7HDY MIEIDYTENIIAMO-IILASENE

ER

LT v ILOERRICIE. RDIDDERZDHD FT,

cFETARH—ERCIERLANILEZEIRL. AWSEBIEIYY —ILHSIAMKRY S —ZEmRLE T,
c AWSEEIOVY — LA SIAMO—ILEZER L E T,
*BlueXP @7 —270O—RT. &BiEADLTIZLTOOvILZEBMLE T,

FSx for ONTAPERIRIZZ ERL F 7o IFBIE T B 1C1d. FSx for ONTAPYERIRIEDERL IC N E 74 1EFR Z BlueXPIC
59 3IAMO—JLOARNZIEE L T. AWSZY L 7> v I)L%ZBlueXPIZEMT 2HELH D £7,

ERZFIm Y aIC
AWST AT Y MIOJA YT BICIFILT v IILHBRETY,

FIE
1. BlueXP OV —ILT, [REPF7AAVEERL. (VLTI vILZ&ERLET,

2. FREHIBEHmDEN* ZEIRL £,
3. Amazon Web Services *. FSx for ONTAP *. Next *DJEIZ:ERL £,

CNT. BlueXP 7—20O—R777 DI LTVIvILOEBMPR—DHRREINE LT

4. [FHTEMPEERL. XOFIEIZHE > T_Permissions configuration M32Dt o> 3 VIZEBALE T,
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Add Credentials

{5 Add manually Q

Independently create 1AM policy and [AM role in you AWS

account acc o detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected AV
Create role (1) Action required s
Credentials name ‘j Action required o

FIE1: 7—o0—- FO#EEZRERL. IAMKR ) > —ZERT %

ZDEITIVTIE. CNBEDILTUIvILO—EE L TERBTESV—70O0—REgED 21 T, 87—
JO0—RICRHLTEMCTZEREZERLE T, BIRLAEZT—20—RDAR > —MER% Codeboxh 5 K
—L. AWST7AHYY FROAWSEIEO VY —JLICEMLTRY S —Z2ERTABERHD £7,

Permissions configuration (;’) Codebox

Create policies ~ 1AM policy

Select the services and permissions level that you would like to use and then follow the instructions e
Storage permissions
to create the policy from the AWS Management Console,

@ storage management Automate permissions (O Read permissions

®
@ @
®

. Databases workloads Automate permissions O Read permissions

VMuware workloads

From the AWS Management Console

1 | Log in to your AWS account. [4

2 | Navigate to the 1AM service.

3 | Select Policies > Create Policy.

4 | From the right panel of this page, copy the IAM policy for the first warkload. @
5 | Back in the |AM conscle, select JSON and paste the |AM policy.

6 | Click Next.

7 | Enter a policy name and select Create Policy.

8 | Repeat steps 3-7 for every workload policy that you would like to set permissions for.

Databases workloads - Automate permissions . . +

FIE

1.£023>T. TNHDILTYIvILICE®DST7—o0—- Rz ENENEBMICLET, 77 7L
AT LZERB LVEETBICIE [APL =21 ZBMICLET,
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HEHOHEZEMTETEDT,. EACEENRELRT—IO—-F2ERTBLITTT,

HRL AN (BEMEEIFFHAID) 2FRTEST7—70—-RFREEICOVWTIE. CThondLTriy
IWTHERATE 2RO T2 BRLE T, "EE (EBE-FECHFENETT) ICOVWTHALET, "
TY,

[A—RARYIR]T 4 Y RUT. BHIDIAMAR) > —DER%Z IE—L X7,

DT SO oY RoERE. AWSEEREIYY —IILTAWSTHD > MZOd1 > LET,
IAMT—E X %#BIE. * Policies > Create Policy *%3&RL £ 9,

T7A4IWEA T LTISONEEIRL. FIEBSTIE— LIAERZEED {317 T Next * &38R L £95
R —0O&FIEATI L. RS —DER]ZERLE T,

FIE1TERBDT - O0— Pz BIRLIBEIE. CNHSDFIEZEDRLT. 7—o0— FERDOt
v kIR —ZERLE T,

FlR2 : R —ZEATBIAMO—ILZERT S

CDtEU>a>TlE. ERLIHER R —HME FNTUL S ¥ Workload Factoryh'A8E 9 3 IAMO— )L % 5%
ELET,

Permissions configuration

Create role Fa
From the AWS Management Console

1 Mawvigals to the 1AM service.

2 Select Roles > Create role.

3 Select AWS account > Another AWS account.

& Enter the account ID for FSx for ONTAP workload managament:
® Select Reguire external 1D and amsr:

4 | Select Next

4]

In the Permissions policy section, choose all of the pobicies thal you prevously defined and click
B Entar & name for the role and sefect Create role

7 Copy the Role ARMN and paste it below.

Role ARMN

FIE

1.
2.

12

AWSEIE >V —)LT. *[Roles]>[Create Role]*’ZEIR L £ 9,
FHEINZIVTATADRAT*T. *"AWS 7hHU Vb *ZFRLET,

a. BIDAWST7 Ho > hZFERL. BlueXP 7—270—R7 77 M) DI—HA>H—T 1 XN SFSx
for ONTAPT —2oO— REEDT7 AV > bMDZIE—LTHDAFIFFT,

b. [Required external ID]*Z3&#R L. BlueXP 7—2O0—RDA—HA>EZ—T 4 AHDSAZIDE I
—LCEEDHIFE T,
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3. T*RA*) ZEIRLE T,

4 [TOERHFARUD =123 > T UENCERLIEIARTORY O —ZFR L. PRI ZERL F
ER

S. O—ILD&FIZASL. [O—ILDIERK] %= EIRL £9
6. O—JLARNZJIE—LZE 7,

7. BlueXP Workloads Add credentialsX—IZRD . * Createrole *Zo > 3 >% R L. _Role ARN_7 «
—JLRICARNZBED ST F 7,

FIE3 : BEIZEAI LTI LTV v ILZEM
RR&IC. BlueXP 7—J0O—RI7 77 RUTILT YO vILOREIZATILET,

Flig
1. BlueXP 7—20—RDILTUIYILDEBMR—I T, *ILTUoovIILA ZEBLET,

2. IN5DILTYIvILICERY 2%FZANLET,
3. BN ZBIRLTILT Vo vILZER LT,

&R

LTI v LAMER S . [Credentials] X— TRIRTEF T, ONTAP (EEIRIET FSX Z1ER T2 & &
Io. BRBHREZERATESLDICBDFL,

CloudFormationZER L T7 AT MIIL T v IL%=EBMT 3

AWS CloudFormation X % v 27 %#{ERAL CTAWSZ L 7> v I)L%EBlueXP 77— 0O—KIZEMT 3ICiE. EH
37— 0— R#gexEIRL. AWS7H > hTAWS CloudFormation R % v o #feE L &
3, CloudFormationid. FIRL /=T —o0O— RE&EEICEDWT. IAMIRY > —IAMO—ILZ1ERR L £ 9
EE%BIR T B R0IC

cAWST7 AT MMIOTA YT BICIEILT OOV ILDRETY,

* CloudFormation R 2w 7% ER LTI LTy ILZBMYT 3565, AWSTHT Y K TROWERDIHNE
T,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"cloudformation:
:UpdateStack",

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

CreateStack",

DeleteStack",
DescribeStacks",
DescribeStackEvents",
DescribeChangeSet",

:ExecuteChangeSet",

ListStacks",
ListStackResources",
GetTemplate",

:ValidateTemplate",

"lambda:InvokeFunction",

LI

lam:

lam:

PassRole",

"iam:
m"wa

lam

lam:

1,

"Resource": "x"

FIE

CreateRole",
UpdateAssumeRolePolicy",
:AttachRolePolicy",
CreateServicelLinkedRole"

1. BlueXP OV —ILT. [REP7AAVEERL. [ILTUIvILZ&ERLET,

2. FREEIEROBMI EBRL £,

3. Amazon Web Services . FSx for ONTAP *. Next *DJEIC:EIRL FJT., N T, BlueXP 7—20O—K7

7O RIDILTYIvILDOEIMPIR—UHRTINE LT

4. [Add via AWS CloudFormation]*% &R L £ 9,
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Add credentials

@ Add manually @ Add via AWS CloudFormation °

1Ak d oo aul d via a Clowd

Permissions configuration

Create policies Storage b

Credentials name i} Action required T

5. [KUS—DERIT. ChBDILT Yo vILICEDZET—o0— RigkesBMcL. ®7—o0—R
DIMERL NILZZEIRL £,

HEHOHEZEMTETZDT,. EACEENRELRT—IO—-F2RERTBLITTT,

6. [VLTVIYILAPT. CNBDILTYIvILICERT 2% ANLET,
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