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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
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CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
PassRole",

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",

CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",
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DescribeRegions",
DescribeInstances",
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DescribelLaunchTemplates",

CreateLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec2:

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",
DescribeIlamInstanceProfileAssociations",

DisassociateIlamInstanceProfile",
GetRole",

TagRole",

ListAliases",

"cloudformation:ListStacks"
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"Resource": "x"



"Effect": "Allow",

"Action": [
"ec2:TerminateInstances"

1y

"Condition": {
"StringLike": {

"ec2:ResourceTag/OCCMInstance": "*"

}

by

"Resource": [

"arn:aws:ec2:*:*:instance/*"
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Product Overview
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Z{ER L £ 9, BlueXPlIAzure TERsEL. CNESDIERZFEAL TIRIZA VAV A EERLE T,

Azure h 22 LO—)LIE. Azure7lR—4JL. Azure PowerShell. Azure CLI. F7-IZRESTAPIZ{EA L TIER
TEXT, Azure CLIZER L TO—ILEZER T 2FIBERICKTLE T, AOHEXERT355IE. 28R
LTLEIWL, "Azure ICBAT B3 RFa X2 K"
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1. AzureDFFL WA X Z LO—)LICHBERIER%* OE—L. JSONTZ 71 ILICREFEL X T,
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"Name": "Azure SetupAsService",
"Actions": |
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Compute/disks/delete",

Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/operations/read",
Compute/virtualMachines/instanceView/read",

.Compute/virtualMachines/read",

Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.

"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",

Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft
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"Microsoft
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.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",
"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

da",
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",



"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. Azure CLI TXRDIOX > RZAHDLET,

az role definition create --role-definition
Policy for Setup As Service Azure.json
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e [LEa—+BIDYT (Review+Assign) | ZoUwoLET,
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
@ Microsoft Entra ID & Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

3 XZa—T7FIVBREZERLET,

4. [New registration]*#3&R L £ 7

5. 7N r—2a olEIEELE Y,
CrZEIT LTIV —2 3 DRI EANLET,
CTHAIYNDOBE T AU FOBEZFERLEFIT(IRTDTHT Y MMIBlueXPTEIEL £79),
cH*URALYVBRURIN COT 4 —ILRIFEBDFFRICTETEY,

6. [*Register] Z3&RL £ 9,

AD 7 )= 3 e —EXTU VI NILZELTHEETE T,

TIVT—=2avICARRLO-LZEDETEY

1. Azure 7R—&JLC. * Subscriptions * —E X =BT X9,

2. TR0V Foa>zBRLET,

B [F T UG (AM)] . [EBIN]. [RENDEDHTOEM ] DIBICZV YT LET,
4. [1%&15% 7T, [ BlueXPEETREZERL. [RNZIU v I LET,

3. [*Members* (X>/N\—*) 12T T. XOFIEZERTLET,

araA—H— JIL—TF FLET—EXTVIINIL* ] ZERLILERICLET,
b. [ XYN—DFEIR |2V Vv ILET,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

C 7 r—>a>oaiziRELlLEzd,.
TicHlzRmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

a 7V r—oavHEERL. *Select* 20w o LFET,
b. T*XxA*] 2w oLET,
6. [LEa—+ZIDYT (Review+Assign) [ Zo7UwoLZEd,

H—EXF) V2 /NILIC. Connector DEA (CHER Azure MERDMTEESNBD K SICHD £ LT
BEOAzuretF 7R ) T3 >TIY—X%=EBEBTIH5EIE. FY TRV T avicH—ERY

DO NILENA Y RTBZREARHD £, 7 ZIE. BlueXPTld. Cloud Volumes ONTAPDE A
BICERTZH IRV T g U ERBIRTEED,

Windows Azure Service Management API 1Ef[RZBIML £
1. Microsoft Entra ID *}—E X T, *7FVERZFIRL. 7SV Tr—> a3 E#ERLE T,
2. [API permissions]>[Add a permission]*%&R L £ ¢,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h
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FlE4 : AU X %Z1ERT 3
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CDRRXTICDOWVWT

BlueXPh'5 AR I X %{ER T D . T 74 MDREZFERL TAzurellREIT UHAEBASINET, IR
ZDERMEIE. CPURRAMDYD R WMAA FICEELBWTLIEEW, "OARTADT T )L FEREIZDWV
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Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal
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Windows Azure Service Management API /R %= BiNL £
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3. Microsoft API* T. * Azure Service Management * Z#RL £ 9,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
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C. Azure CLIZER L THREZLO—-IILZERLE T,

az role definition create --role-definition Connector Policy.json

ER

N T. ConnectorfRi8< > VICEID K T3 Z &M TEBBlueXP Operator& WS H X4 LO—ILHMER

chFElis

H—EXTFV NI

Microsoft Entra IDTH—E X ) O NILZER LTy 7w 7 L. BlueXPICHAERAzureZ L7

Dy )LEEISELEY,

O—JLR—X 72t XEIEHEADMicrosoft Entra” 71) 7 —> 3 > O1ER
Active Directory 77 7 —> 3 > L. €EO7 FUr—> 3> 0—)LICEID HTHHER

1.
HAzurelcHhd e =HERLE T,

SEMICDOWTIE. Z#BBL T TV "Microsoft Azure D RF a2 X > k@

2. Azure7R—4& )L T. * Microsoft Entra ID *%—E X ZRZT £ 9,

Microsoft Azure £ entr

I Required permissions"

Azl All Serices (24) Resources (10)

Microsoft Entra ID (1)

Services

@ Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁ Microsoft Entra

. Microsoft Entra

3 XZa—TT7TIVEBREBERLET,
4. [New registration]*% &R L £ 9
S. 7TV =2 a>vDFlEEELFT,
crREI T T3 0RFEEANILET,

CTAVYNDOBET AV FOBEZERLIIT(IRTDT AT Y MIBlueXPTEIEL F9).

cr)AALIBMURIM CDT 4 —ILRIFEBDEXICTEET,

6. [*Register] &R L £9,

AD 7 IV =23 e —EXTV I NI ZERLTHEET T,

TIVr—23 00— )LICEIDETEY
1. AZREZLO-LZERL T,
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Azure D A2 LO—)LIE. AzureZR—4&JL. Azure PowerShell. Azure CLI. F7-IZREST API% &
BALTIERTEEd, Azure CLIZERL TO—ILEZER T2 FIEEZRICTLET. BlOAEEZER
TRHEIE. ZBBRLTLIEETV, "Azure ICEAT B RFFa XA K"

a. DARBZIE—L X "Connector® B 24 LO—)LDIER" JSONT 7 1 JLICIREL £ 95,

b. BN YU THREERRI—TIC Azure T T XU ) T3> ID #ZEMLT. JSON 771 ILEZZEEL
£9,

3 —1H Cloud Volumes ONTAP & X 7 L%{ERT % Azure T T X0 723> 2l ID %iB
me3ELHD X,

-1§|J*

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 7 )LEFERLT. Azure THRALO—ILZERLE T,
RDF|EIE. Azure Cloud Shell T Bash ZfFRL TO—ILZERT DA EZRLTVWET,

* BA%R "Azure Cloud Shell D" Bash IRIEZEIRL £,
*JSON 7 7ML= 7v7O—KRLET,

Bash v o7 @ M {Y b

Requesting a Cloud Shell.sy -
- Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition
Connector Policy.json

ZMNT. Connectorfg8< > VICEID H T3 Z &HTIFBBlueXP Operator W5 A XX L0
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2. 0

o o (op oY)

0]

—ILHMER SN & LT,
— ST TV r—2a =B DHETET,

. Azure R—AJLC. * Subscriptions * H—EXZRHZT X9,

HITRO) T a v EBERLET,

(7o REE (AM) [PEM>[O—I/LED HToBM%ERL £9,

. [@—=JL]1Z 7 T. [BlueXP Operator*d— L% E IR L. PRAI"ZHEIRLET,
. [*Members* (X>N—*) 12T T. XOFIEEERTLET,

"[FaA—Y—. JI—T FRET—EXFTIINIL | ZERLIEEXXICLET,
" (XN —DFRZBEIRLE T,

Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal

| o

1M



*TTIVT=arvEBERL. EREERLE T,
 PRRA ] BEBRLES,
f. [Review + Assign]*Z#RL £,
H—EZXT 2 NILIC. Connector DEAICKHEL: Azure HERNMIEEINB L SICHDEL
T-:o

Cloud Volumes ONTAP Z#E# D Azure b TR0 ) T3 U 6EBATRBEIE. T—EX T >
NIWVEBZBH TR T UICNA Y RTBIURELRHD X9, BlueXPEFEHRT S . Cloud Volumes
ONTAP OEBABFICER TR IR0 ) T a>%m=BIRTEET,

Windows Azure Service Management API /R %= BiNL £
1. Microsoft Entra ID *# —EX T\ *7FUBF Z&ERL. 7TV Tr—>a ZFRLET,
2. [API permissions]>[Add a permission]*Z &R L £,
3. Microsoft API* T. * Azure Service Management * Z#RL £ 9,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY
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1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBHRZ AT EIHENHD £,

FlE4 : AU XEWOLITS
BREGENTRT LS. VI bz 7Z2B9DLinux RA MCFEFHTAY VA M=ILTEET,
R % BIA S 3R0IC
RDOBHRHNBETI,
s ARV RAEA VR —ILT BT=DroottER,
s ARIVEADBDA R —2y b7V ECTOFOHNREBLRIESIZ. TOFH—NICEET 35,

AVAL=IIBICTOF O —NERETZICDHTITEIN. ZOBEITIARIXEZBEH T IHNED
HOET,
BlueXPTl&@EAR YOx > H—NIFZHR— b Et A

s OFH—N\HDHTTPSZFEAL TW3IEE. £E7TOFOHMMTZEITOFIDFEEIE. CABLIE
BBE.

c ARZLO—I%ZFEAL THELAzUredEREIEETIT 3L SIS, AzureODVMTERICHE > TLWSEIEN
RID,

"Microsoft Azure®D RF 2 X > bk : Azure R—%J)LEFERAL T. VM LEDAzure )V —XOEBIDEFREL £
g—u

CDRATIZDWVWT
NetApp Support Site TAFTEZ M VA F—FlE. TENEDBEVWN— 3V DBEERHD EFT, 1V -
=L FLWN=a W FIBEAREICA S . ORIV RISEEFNICEFHFINE T,

FIE
1. Docker "B TERITINTWVWBR e EZERELE T,
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a ROMEBREZEOLYAMLY 71 IILEERR L X9,

title: Connector deployment policy
description: Permissions for the user who deploys the Connector from
BlueXP

stage: GA

includedPermissions:

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily

- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk

- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType

- compute.instances.setMetadata

- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy

- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list

- deploymentmanager.compositeTypes.get
- deploymentmanager.compositeTypes.list
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- deploymentmanager.deployments.
- deploymentmanager.deployments.
- deploymentmanager.deployments.
- deploymentmanager.deployments.

create
delete
get
list

- deploymentmanager.manifests.get

- deploymentmanager.manifests.list

- deploymentmanager.operations.get

- deploymentmanager.operations.list

- deploymentmanager.resources.get

- deploymentmanager.resources.list

- deploymentmanager.typeProviders.get

- deploymentmanager.typeProviders.list

- deploymentmanager.types.get
- deploymentmanager.types.list
- resourcemanager.projects.get

- compute.instances.setServiceAccount

- iam.serviceAccounts.list

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,
C MELMREZFOCYAML7 7MLz 7yO—-KFLEY,

d #EALT. AXREZLO—ILEERLET gcloud iam roles create ANV RZERTLET

RDFITIE. TconnectorDeployment; WS HBIOO—/ILZ7O2 TV FLANILTIERL F T,

gcloud IAMEO— )L create connectorDeployment --project=myproject --file=connector-deployment.yaml
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gcloud iam roles create connector —--project=myproject --file=connector.yaml

"Google Cloud® RF a2 X >k ! h XA LO—ILDER & EIE"

2. Google Cloud TH—EXR7AVY FEERL. O—ILEZH—EXT7HT Y MIEIDETET,
a IAMBLUVEEY—EIDS, *T—ERTHUY T —EXT7HT Y bOERZERLET,
b. H—EXT7HIY bOFERZEAL. *ERL THITZBIRLF T,
CERL7AO—ILE&ERLET,
d ZOOFIEZZT LTO—ILZERLET,

"Google CloudRF a X bk i H—EXTHT > ~DIER"

3. Cloud Volumes ONTAP & X5 Li%. ConnectorB’ZFET 27O TV hEIZBRZ 7O TV MIEBAT
2% &%, ConnectorH—ERXT7AHDY MIINSDOTAOSTY MADT I IZIRETIHNENLHD
£9,

e ziE, Axo2R 7Oy MICHD. OS2 2 2 TCloud Volumes ONTAP & X 7 L& {ERK
22LFd, 7O TV R20H—ERTHI Y MADT IV REEHETINELRHD 7,

a. IAMX EEH —E XT. Cloud Volumes ONTAP> X 7 L% ER 9 % Google Cloud7AY = 7 + % &R

L,
b. [*iAM* (* IAM) R—T T, 727t X%5FA] (GrantAccess) |ZEIRL. BELGFHZANDLE
ER

ORI RDY—ERTHI Y RDEX—ILZASILEFT,
ARV EDARZLO-INZERLEFT,
*[fR7F (Save) 1%Z&ERLFI,
FEMICOWVWTIE. 2B LT T L "Google Cloud®D R a2 X > k"

R
Connector VMDY —E X7 H oY RHARESNE T,

FlE4 : HBEVPCIERZRE T 2
HBVPCZFERLTYH—EXTOP T I MIVY—XZEAT 35513, EREZERITIVELNHD I,

IAM OFRENTT LT=B. COREZSEZICLTIERORZRIBICRMEIEIHNELHD £,

124


https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-custom-roles#iam-custom-roles-create-gcloud
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role
https://cloud.google.com/iam/docs/granting-changing-revoking-access#grant-single-role

HBEVPCHERDRT

ID ERiE TAHRRAN —EXRT7OY KX+ FOV B
TNTL =7 hDER 7 b DOHER
S
AXUR HRRL H—EX "OxUAZERKR compute.network H—E 27O T bADIARY
TERT oz JUo—" User XDECE
Y 1)) 7k
D Googl
e’ hJ
vk
Connect HX&L H—ER "Jx74H—E compute.network H+—E X 7O 12 FAD Cloud
ortf—t 7Oz RA7HYU>kA# User Volumes ONTAP ¥ #—E X D&
AT HD I+ 1) —" A LIRS
>k deploymentmana
ger. editor
Cloud HRAR L H—E X storagec.admin  ZE4AL (FF>ay) 7—2EEE1L
Volumes O T EBlueXPD/N\w o 7w e\ AN
ONTAP 72 X N— DICERLEY
T—EX : BlueXPH—E
THhYY ZTHY Yk
b % serviceAccount
.user& L THEER
LET
Google Google H—EX (F7=#JLk)  compute.network EA (211> > TGoogle Cloud API
API % — Cloud 70Oz Editor User EXEEL £ 9o BlueXPhHHBERY
EXI— 7k FO—D%ZERATEELDICLE
oIk g
Google Google +H—EX (F7+#JLk)  compute.network EA |24 > TGoogle Cloud- >
Compute Cloud 7Oz Editor User AR AVEa—Fa T4
Engine AN VITSANTUVFYEEALE
DT 7+ Yo BlueXPHEBHxXRY DO —0 %
LD ERTE3LDICLET
—E27
ho>hk
pE

1. deploymentmanager. editorid. 7 71 77U #—JLRAZEHEISEL TOLWAWSRICDARI 7O
IV FTHETY, BlueXPTIERNT 2 C L ZBIRL TVLBIFEICOAMBETT, IL—ILHMEES
NTULRWEE., RO T Y MIVPCOT 7477 4#—I)LIL=ILHAEENTVWETFO1 X
M D BlueXPIZ &k > TER SN E T

2. 77477+ —ILOER Lfirewall.deleteld. 771 77+ —ILIL—ILZEEHBISELTH S
9. BlueXPTIER T2 L ZFIRL TVLBIBRICOANETT, ChoDIERIIBlUeXPT D Y
byamlZ 7 MILICHD T, B VPC ZEALTHARTZEATZHEIF. ChoDIERZER
LTVPC1. 2. LU DT 7477 4—ILIL—ILIMEREINE T, DI RTORETIE.
NnoDHERIG VPCO DIL—ILOERRICHERINE T,

3. F—AERItDZE. BRIt —EXT7TADU NI 7O FLRILIEITTEL, Y—EXT7A
2> MMIXF LT serviceAccount.user A—LZFDOMRENH D £, [E. 7OV TV FLARILT
serviceAccount.user ZEID HTTW3IHE. getlAMPolicy TH—EX7AH U > b EBESL THHER

125



BRRENEHE Ao

25w 75 : Google Cloud APIZE#ICT 3

1% & £ Cloud Volumes ONTAP % Google CloudiZEA 3 % H]1IC. LK DD DGoogle Cloud APIZERIC T
BZUELHDFET,

ATv7
1. 7OY 7 FTRDGoogle Cloud APIZBRICL £ 9,

> Cloud Deployment Manager V2 API
© 72U ROF 2T API
° Cloud Resource Manager AP| DB&
o Compute Engine API
*IDBLUVTIEREE (IAM) AP
° Cloud Key Management Service (KMS) APIDE

(BEKRNEET BHES{LF— (CMEK) TBIueXPO/Ny 77y ) AN)ZERTIHBEICDOH
WE)

"Google Cloud RF a2 X > k : APIOBERL"

FlE6 : AU X EERT 3
BlueXPDOWebR—Z2D VY —ILhS5EH. FildgcloudZz@EHA L TaARI X =ZER L ET,

CDRRAIICDWT

ARV AR TD . T7 I bD#ER%ZER L TGoogle CloudiCRAEY S VA Y ARX Y ANBATHhE
I ARTRADEREIE. CPURRAMDYDZEWVWMA VY ARZ YV XICEBLBEWVWTL ISV, "ORITAZDT 7T
I REREICOWTEHBELET"

126


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis

BlueXP
EE%BIAT B R0IC
RDIBHRHDHNETT,
* AXTARAVMD AR TR EY—ERTH T Y N EERT B T-HICHEARGoogle CloudMERR,
c Ry NI —UBHEFHLIVPCET TRy k
C ARIEADLDA U EA—2y b7 RICTAOFOHNRERIGEIZ. 7OF 25— /NICEET 5584,
FIE
1. ROy FATUEERL, [ARIZDEBM*ZBIRLF T,

Connecior

Connector]

Connectors Add Connector ‘

{'L'_j

Qs : X

2. 59 RZ7ONA4A L LT *Google Cloud Platform * %3&RL £,

3. O 2—DEE (Deploying a Connector *) |R—IJ T, BREAHDICDWVWTEHLCHERLTLE

TWe RD2DO2DA T3> HDFT,

a. HmADHA FzfEA L TEAZZEMRT 3ICI13. * Continue *Z2ERL £ 9, HmA- FORFIE

ICIE. COR=DVDRFa XY MIEBHINTLBBHRIZINTVET,
b. ZOR—=JDOFIBEICHRE > TEfEH T T L TWLWBIHEIX. [Skip to Deployment]*Z 2R L £ 95
4 Y4 —ROFIBICR->T. ORI EZEERLE T,
s FOVITEHRRERINGS. Google 7HU Y MIOJAYLET, COT7HTY MIIE. K8
ROVAVREY RZER T 2T DICHBRIERDIMIGETINTVWBIRELNDHD £,

CD 7 A#—LIL Google BFAEH LIUVRIMLTWET, JLT>ovILhRy b7y FICIRMH
TNTLEEA.

C B REYS VT YRRV ROEREANL, RIEIELTTOD LY FEBRL, KEL
HIREROU—CRT7HYY MEBRLET BRICOVTIE. kot ava8BLTR
T

CHE L AYRRYZADU—VaY, Y=Y, VPC. BEUH xRy FEIEELET,

SrRYRT— I XTUY S IPTRLREBHICTBHESHEBERL. KBIELTTOF
SRERIEELET,

CIFATIA—ARUS— FHLWT 7 A T a— LR S — R R T B BBEA VAT
RBEEUTY AT KL= EHTTBBEDT 74 794 =R S —%RIRT 30 ERIR

127



L&,

"Google CloudD 7 7 77 #—JLJL—IL"
crEE T IBERNA LT MENELWI EZREEL T 2T 0,
5. T*3Emy Z#RLFT,

AVREVZADEFHTRT TEETICKN 7T ADDDET, BHNTTITBEET. R—=JIIRTE
NICFFICLTEWVWTLIZSE L,

&R
TOLZANTET I3 L. BlueXPh S IRIXZERATETBELDICHEDET,

ARV 2 %{ER L 7=® & [E L Google Cloud7” 177 > ~ IZGoogle Cloud Storage/\7 v b H 3156
I&. BlueXP= v > /\ X |ZGoogle Cloud Storage DEX£IRIENBEINICKIRIINE T, "BlueXPh
5 Google Cloud Storagez BIE Y 2 HiE% CHEER T LV

gcloud
FRZRR g BalC
ROEBWRHPIBETY,
* ARTIRVMD AR REF—ERT AT > b2 BT B oI E 78 Google CloudtERR,
* Xy b= BEREBIEIVPCET TRy ko
* VM Y B Y ZDEHDIEE
°*CPU* 407 X734 vCPU
°*RAM * : 14 GB
° IV VAA T i n2-standard-4%= HEIDL £

COARTRIF. =L REINTVMEREZ 7 R— b §350S%ZHFHFDOVMA >~ XX > X _EDGoogle
Cloud THR—rEINTWLET,

FIE
1. THREDAET geloud SDK [cOJ 1> LT,

ZDFITIE. gcloud SDKA T Y R b—=)LanicO—AIL> o)L zERL 9 H. Google Clouda >
Y —ILTXA T« 7 DGoogle Cloud ShellZfEATZ X9,

Google Cloud SDK DFFIC DWW TIE. ZEBHL T E L) "Google Cloud SDK FF a2 X > B —

s
Jyn

o

2. tOE I3V TEE LU EBRERZF D I—H L TAJAI Y LTVWB I zERLE T,

gcloud auth list

HAICIETRDLS ICRTREINET, T T *useraccount [FOF A VICERTZA—HFT7Ho> b+
T9,

128


https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://docs.netapp.com/us-en/bluexp-google-cloud-storage/index.html
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk
https://cloud.google.com/sdk

Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install
them,
please run:

$ gcloud components update

3. #E1TL £ gcloud compute instances create ANV RERTLET

gcloud compute instances create <instance-name>
--machine-type=n2-standard-4
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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sudo systemctl enable docker && sudo systemctl start docker
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Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal
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- E
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Windows Azure Service Management APl 1E[RZBIML £
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2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. *Azure Service Management * %

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

BERLET,

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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[Certificates & secrets]>[New client secret]* = ER L £ 9,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h
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Fg
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OVERVIEW PRICING DOCUMENTATION SUPPORT

Qverview

BlueXP is NetApp's hybrid multicloud storage and data services experience
that helps organizations build and operate a centrally controlled data
foundation across on-premises, edge, and cloud environments.

BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

Additional details

Type: Saas & APls
Last updated: 12/19/22
Category: Analytics, Developer tools, Storage
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4. [New registration]*#3&R L £ 7
S. 7= a3 nElEIEELE T,
crZEI* LTIV —=3>DEEIEAILETD,
CThHIYNDEETHY Y FOBEZERLEIT(IRTDTHT Y MIBlUeXPTEIMEL £9).
c* )AALIRURI* CDT4—ILRIFEHDODEFICTEET,
6. [*Register] Z3&RL £ 9,
AD 7 U —o 3 e —EXTUVINILEER L TEE X,
TV =3 EO0—)LICBIDYTEY
1. hXRA2LO0-)LEERLEF T,
Azure H 22 LO—)LIx. AzureZAR—4JL. Azure PowerShell. Azure CLI. F7-IZRESTAPI%Z{EH
LTERRTEXJ, Azure CLIZEARAL TO—IILZER T 2 FIEZRICRLE T, ROAEEFERT
3i5ald. ZEBL TSIV, "Azure [CEHT A RFa X k"

a. ORAZIE—L ZF 9 "ConnectordH A A LO—)LDIER" JSSONT 71 ILICIRTEL F 9
b. D YTHEEGXD—FIC Azure TR0 1) 73> IDZEBMLT. JSON 777 ILZZEEL

7,
1 —%H Cloud Volumes ONTAP & X7 L& {ERL Y % Azure U TR0 1) 723> T kICID Zi&
My 3ENHD XTI,

. 5 *

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 71 L= EAL T. Azure THRXAZLO—ILZEERL F T,

JRDFEIL. Azure Cloud Shell T Bash ZfFEB L TO—IILZERT D HEERLTVWET,
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* BA%R "Azure Cloud Shell D& Bash IRIEZERL £,
*JSON 770 I)LE7 v 7O—RLZET,

Bash vio ? & LhMOD
Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition

Connector Policy.json

CMNT. ConnectorfRf8< > VICEID H T3 Z EHTE BBlueXP Operator& W5 A XX L0
—ILAMER SN E LT,

2 O—=JLCT7FVTr—2ar aBDYTED,

a. Azure R—AJLC. * Subscriptions * —EXZHZT X9,

b. 4720 Foa EFERLED,

C. [ZZE A& (IAM) PEEMPP[A—ILEID HTOEMZERL £9,

d. [OA—JL]Z 7 T. [BlueXP Operator]* 00— /L% &R L. PRA]*ZFEIRL £,

e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,
A=Y= TI—T FREY—EXTUINIL | BRI EHICLET,
" [ XUN—DBERZERLF T,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

s TTVT—2 a3 EBERL. EIREEIRLE T,
TR Z#ERLET,
f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESIND L SICHEDFL
TCo

Cloud Volumes ONTAP %8 D Azure YT X0 ) 7 a>h 68 AT ZHE_IF. T —EXTU VY
NIWEEGITZO1) T3V INA Y RTBZUELNHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *¥—E X T, *7 FVERZFIRL. 7SV Tr—> a3 EFERLE T,

2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. *Azure Service Management * %

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

BERLET,

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBHRZ AT EIHENHD £,

Google Cloudty—EX7HT >k
A—I)LZ{E L. ORITEVMA VARV RIERT 2 —EXT7HTY MIBRALEY,

Flg
1. Google Cloud TAHRXZ LA—ILEERL £,

a. TEERINIMEBRZZOYAMLY 71 ILZ{ER L £9 "Google Cloud® O3 ZR1) <—",

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,

C ARV RICHEBRIEREZSTCYAML7 7L 7y 7O—RLE T,

d #EALT. AREZLO—-ILEEBLET gcloud iam roles create ANV RZERITLET

TOFTIE. 7O T ELARJLT TConnector] EWSEFIOO—ILZ{ERKL EFT,

gcloud iam roles create connector --project=myproject
-—file=connector.yaml

+
"Google Cloud® R¥ a2 X> b | hXAZ LO—)LOVER & E1E"

2. Google Cloud CH—EXR7HU Y b EERLE T,
a. IAMBLUVEEBY —EIDS, *Y—EXTATY Y —EXT7HT Y bOERZERLET,
b. 3—EXT7AHYY bOFERZEZANL. *ERL THITZBIRLF T,
C. ERL7-O0— L Z#ERL £,
d BOOFIEZzZTT L TO—ILZERLEFT,

"Google CloudRF a XYk H—EXT7HT > DIER"

R
ZNLT. Connector VM1 YV AAVRICEIDYH TR N TERH—EXRT7HT Y EHMERR SN E LT,
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27w 76 : Google Cloud APIZEMICT %

Google CloudiZCloud Volumes ONTAP ZEA 3 3ICIE. WS DO DAPINHRET T,

A7Tv7
1. "ZFOY o b TRD Google Cloud APl ZBICL £9"

> Cloud Deployment Manager V2 API
U2 ROF T API
° Cloud Resource Manager API DB
o Compute Engine API
*IDBLVTIEREE (IAM) AP
° Cloud Key Management Service (KMS) APIDR

(BEHRNEET BES1LF— (CMEK) TBIUeXPD/NY I 7w T ) AN) ZERT3HEICOH
WBE)

ARV 2 ZHIRE-—FTREALET

BlueXPMDSaaSL 1 VADT7 T bND Y RiEGZHIRE L TBlueXPZERTE 3K DIC.
AR %ZHBE—RTEALXY, £9. ARIEXEA VA =)LL., ORI ATE
TFTEINTWBRA—HAUE—T A XTI XLTBlueXPZty 7w L. LUHEIIC
RELISTRIEREZIEELET,

FlE1: ORI RERD TS

ISYRTANAEDIY =Ty b TLA D5, FHIEFHTHEDLNUXKRAMIYV I I T7E2A1VR b
—J)LLT, ARV Z=ZA>AR=ILLEX Y,
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EXZ MR T 01
ROBRVBETT,

XY NI BHEHIIVPCET TR Y K
"Xy RO BHICOVWTEBEL X"

C ARV RICHELERZZORY O —DRA IhizIAMO— )L,
"AWSHERR DR E FHE%Z CHEER< 2T L
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FE
1. IC7 2122 L £9 "AWS MarketplaceDBlueXPR— "
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BlueXP - Manual Installation without access keys r Continue to Subscribe
n NetApp‘ By: NetApp, Inc. &  Latest Version: 3.9.23 Save to List ‘

Read below for instructions on how to deploy Cloud Volumes ONTAP.
Typical Total Price

Product Overview

This listing lets you manually launch a BlueXP instance without providing your

AWS credentials. After launching the BlueXP software in AWS, you can access it --I-gh.‘.lghts

by entering the instance's IP address in a web browser. If you subscribe here, you

still need to subscribe on the listing below for PAYGO charges. = See Product Overview for instructions on how to
deploy NetApp BlueXP.

The standard BlueXP installation should be launched from the following

marketplace listing:

https://aws.amazon.com/marketplace/pp/B07QX2QLXX &

Linux/Unix wirdrdlr 6 AWS reviews | 4 external reviews $0.226/hr

QOverview Pricing Usage Support Reviews

o bt Categories ~ Delivery Methods + Solutions + AWSIQ v Resources v Your Saved List Parmers  Sell in AWS Marketplace  Amazon Web Services Home

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

NetApp, Inc. Offer

Ml NetApp' BlueXP - Manual Installation without access keys / Continue to Configuration
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Comunl st Bck

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs

BlueXP - Manual Installation without access keys
AWS Marketplace M NetApp ¥ %

d & d & & (6)] 3.9.23 By Metapp, Inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722
Read below for instructions on how to deploy Cloud Volumes ONTAP
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155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (i) | Open C Create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring

Additional charges apply.
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sudo systemctl enable docker && sudo systemctl start docker
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unset http proxy
unset https proxy
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chmod +x BlueXP-Connector-Cloud-<version>

<version> (. AUV YO—RFLIOARIEZDN—23 2T,
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./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy
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./BlueXP-Connector-Cloud-v3.9.38 —--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer
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o http://address:port
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https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab

o https://address:port
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NetApp BlueXP
i NetApp NetApp, Inc.

==
OVERVIEW PRICING DOCUMENTATION SUPPORT

Qverview

BlueXP is NetApp's hybrid multicloud storage and data services experience
that helps organizations build and operate a centrally controlled data
foundation across on-premises, edge, and cloud environments.

BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

Additional details

Type: Saas & APls
Last updated: 12/19/22

Category: Analytics, Developer tools, Storage
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
@ Microsoft Entra ID & Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

B AXZa—T"7TIVEFREBIRLE I,
4. [New registration]*#3&R L £ 7
S. 7= a3 nElEIEELE T,
crZEI* LTIV —=3>DEEIEAILETD,
CThHIYNDEETHY Y FOBEZERLEIT(IRTDTHT Y MIBlUeXPTEIMEL £9).
c* )AALIRURI* CDT4—ILRIFEHDODEFICTEET,
6. [*Register] Z3&RL £ 9,
AD 7 U —o 3 e —EXTUVINILEER L TEE X,
TV =3 EO0—)LICBIDYTEY
1. hXRA2LO0-)LEERLEF T,
Azure H 22 LO—)LIx. AzureZAR—4JL. Azure PowerShell. Azure CLI. F7-IZRESTAPI%Z{EH
LTERRTEXJ, Azure CLIZEARAL TO—IILZER T 2 FIEZRICRLE T, ROAEEFERT
3i5ald. ZEBL TSIV, "Azure [CEHT A RFa X k"

a. ORAZIE—L ZF 9 "ConnectordH A A LO—)LDIER" JSSONT 71 ILICIRTEL F 9
b. D YTHEEGXD—FIC Azure TR0 1) 73> IDZEBMLT. JSON 777 ILZZEEL

7,
1 —%H Cloud Volumes ONTAP & X7 L& {ERL Y % Azure U TR0 1) 723> T kICID Zi&
My 3ENHD XTI,

. 5 *

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 71 L= EAL T. Azure THRXAZLO—ILZEERL F T,

JRDFEIL. Azure Cloud Shell T Bash ZfFEB L TO—IILZERT D HEERLTVWET,
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* BA%R "Azure Cloud Shell D& Bash IRIEZERL £,
*JSON 770 I)LE7 v 7O—RLZET,

Bash vio ? & LhMOD
Requesting a Cloud Shell.sy -

~ . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition

Connector Policy.json

CMNT. ConnectorfRf8< > VICEID H T3 Z EHTE BBlueXP Operator& W5 A XX L0
—ILAMER SN E LT,

2 O—=JLCT7FVTr—2ar aBDYTED,

a. Azure R—AJLC. * Subscriptions * —EXZHZT X9,

b. 4720 Foa EFERLED,

C. [ZZE A& (IAM) PEEMPP[A—ILEID HTOEMZERL £9,

d. [OA—JL]Z 7 T. [BlueXP Operator]* 00— /L% &R L. PRA]*ZFEIRL £,

e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,
A=Y= TI—T FREY—EXTUINIL | BRI EHICLET,
" [ XUN—DBERZERLF T,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

s TTVT—2 a3 EBERL. EIREEIRLE T,
TR Z#ERLET,
f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESIND L SICHEDFL
TCo

Cloud Volumes ONTAP %8 D Azure YT X0 ) 7 a>h 68 AT ZHE_IF. T —EXTU VY
NIWEEGITZO1) T3V INA Y RTBZUELNHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *¥—E X T, *7 FVERZFIRL. 7SV Tr—> a3 EFERLE T,

2. [API permissions]>[Add a permission]*%* &R L £ 9,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY
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1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSAT R —=JLy bDEZIE-LET,

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBHRZ AT EIHENHD £,

Google Cloudty—EX7HT >k
A—I)LZ{E L. ORITEVMA VARV RIERT 2 —EXT7HTY MIBRALEY,

Flg
1. Google Cloud TAHRXZ LA—ILEERL £,

a. TEERINIMEBRZZOYAMLY 71 ILZ{ER L £9 "Google Cloud® O3 ZR1) <—",

b. Google Cloudh*5Cloud Shell’z 72 57« 7L L £,

C ARV RICHEBRIEREZSTCYAML7 7L 7y 7O—RLE T,

d #EALT. AREZLO—-ILEEBLET gcloud iam roles create ANV RZERITLET

TOFTIE. 7O T ELARJLT TConnector] EWSEFIOO—ILZ{ERKL EFT,

gcloud iam roles create connector --project=myproject
-—file=connector.yaml

+
"Google Cloud® R¥ a2 X> b | hXAZ LO—)LOVER & E1E"

2. Google Cloud CH—EXR7HU Y b EERLE T,
a. IAMBLUVEEBY —EIDS, *Y—EXTATY Y —EXT7HT Y bOERZERLET,
b. 3—EXT7AHYY bOFERZEZANL. *ERL THITZBIRLF T,
C. ERL7-O0— L Z#ERL £,
d BOOFIEZzZTT L TO—ILZERLEFT,

"Google CloudRF a XYk H—EXT7HT > DIER"

R
ZNLT. Connector VM1 YV AAVRICEIDYH TR N TERH—EXRT7HT Y EHMERR SN E LT,
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27w 76 : Google Cloud APIZEMICT %

Google CloudiZCloud Volumes ONTAP ZEA 3 3ICIE. WS DO DAPINHRET T,

A7Tv7
1. "7FOY ¥ b TRD Google Cloud APl ZBEICL £9"

> Cloud Deployment Manager V2 API
U2 ROF T API
° Cloud Resource Manager API DB
o Compute Engine API
*IDBLVTIEREE (IAM) AP
° Cloud Key Management Service (KMS) APIDR

(BEHRNEET BES1LF— (CMEK) TBIUeXPD/NY I 7w T ) AN) ZERT3HEICOH
WBE)

AR R TZAR— b E—FTEALZT

ARIRIETSAR—FE—RTEAL. BlueXP SaaSL 1TV ADT7 T b\ > RIERE
XL TCBlueXPZEHTETALSICLEXT, £9. ARV FZA VXA M=JLL. ORI A
TERITINTVWAR AT X—T A RICT7I7EXALTBlueXPtzwy 7wy L. U
BIICERELT=V U RERZIEELE I,

FE1: ORI RERDHITS

NetApp Support Site N SBBEDA VX b—F%Z 4T O—R L. FHTOAXRIXZBSDLinUxKR MMI1 >
X h_)Lbijo

TBlueXPEERT3EBEIX "AWSY—2J Ly b ISR FIX"AWSDO Ly To—0 Ly b5 R"ENS
DIRBTIEEERIRT 3I1CI1E. BIOFIBICRSBELRHD £, "AWS>—T Ly b TT R FldTop
Secret Cloud CCloud Volumes ONTAPOD{ERZ M 2 5% CHERL 2T L

E¥ % BIA S B R0IC
A2 %AV =)L F BIIE root HERDURET Y,

Fg
1. Docker "B TEITINTVWBR I EHEREL X9,

sudo systemctl enable docker && sudo systemctl start docker
2. hr5ConnectorY 7 kU 7 AU O— R L £ "NetApp Support Site"

A=Y MITIERATEBWVWTSAR— bR NT—TOBOATSA VA VA =5 BTII Y
A—FLTLESLY,
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Details & Credentials

Managed Service Ide... OCCM QA1 i
Credential Name Azure Subscription

Marketplace Subscription

R—T D[Switch Account] A 7> a>ZRITAI)—>2ay ke M

I AT Cloud Volumes ONTAP & X7 L. #1HED Azure Z L7 vILZERL TEATDI D, JL
TFUIYIEBMIBZECHTEET,

IXx—YRIDEITD Azure Y TR0 T gohemenkk L

ORI RVMICEIDETHNY AT LEID HTOEEIDIF. ORI ZEE LT TRI VTS 3 VICEE
FFSoNTWVWET, BID Azure T TRV VTS a3V Z&ERT 2GR MPETY "EENRIDZIN5D
HITRXOVTL avICEERMTET"

Azure DEBMZ LTV v )L

BlueXPTHIDAzureZ L 7> v L2 ERT 3%a15. TRERIERZNSTI2HENH D £9 "Microsoft
Entra I DTOH—E R T U N)LDOERMEETE" & Azure PHO Y R EICAELEF T, XOKIE. 220
EM7HO>rERLTVWES, E7 LTV NI EREZRHETZH—EXFTU O NILEARAZLO-)L
PRESATUVET,

Initial Azure account Second account Third account
U Custom
rolel Wl.th e _ e
Permissions Service Service
principal principal
Managed Custom Custom
Connector Service role role
Iclentity

FOHET"7HO Y bOEEEHREBIUeXPIEMLET"AD H—EX T O NILOFEEEIEELE T,

e ZIE. # L L\Cloud Volumes ONTAP fEERIBEZER TR L SICTIL TV vILZYIDBR B LN TE
79,
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Edit Account & Add Subscription

Credentials
| I

cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity

OCCM QA1 (Default) -

~R— T T[Switch Account] =
BIRLIEB. 7209 R7ONAERTHAI Y M ZEIRTZ AU —>23y b "

ILToIovINeR—Ty N TLARDY TRV T qY>

Cloud Volumes ONTAPD#}& Z BRfE B AL (PAYGO) F7oIFEMZHITEHILAL. ZDMDBlueXPH—E X%
ERTE3L 5129 BICIE. ConnectorlZiBINS %2 L7 > v )L % Azure Marketplacetr 7 X0 1) 72 3 I(C
FEMITR2HENHD £,

"Azuretf J RO ) T 3 EEMITEIAEICOVWTEHRALET,

AzureZ LT oo v )LeR—T Yy N TLARY TR T2 a i o2WTE ROSICEFELTLIEEL,

s —EDAzureZ L7 22 v )LICBEET T 5 2 & AT B Azure Marketplacet 7 X0 1) 7o 3 V3127
T,

* BifZDMarketplacetf 72U 7o >z HLWH TRV T a VICESIHRZ 5 2 EHATRE
SL<HFESNZEM

ROBREIE. JLToovIVeTFTROVTSaVICATEHDTT,

Azure MarketplaceDCloud Volumes ONTAP{EEIRIERITH TRV ) T a > ZBTEEIHS

IFW. TEFT, —EDAzureZ L 7> v ILICEEEM 1T 5 TL S Azure Marketplaceth 7 X0 1) Fo 3> %
ZETZ . BESLUFRO TN TDCloud Volumes ONTAPEEIRIBEAFH LW T X0 7o a VITHL
THREINZET,

"Azurett XU ) o g U BEEMITBHEICDOWVWTEHBBLE S,

R=TYETLARDYTRXI) T avhRBBEHBDAzure 7 L7 02 v L2 BIMTE X I DS

B CAzurett 7 X0 723 VBT 2T RTDAzureZ L 7> v )Lk, B L Azure Marketplacetr 7 X2 1)
T avIiCEER/MITENET,

BRDZAzuretf TR T a VICBITBERDAzure 7 LTV v LB HBBE. TNHDILTVIvIL
%z B CAzure Marketplacetf 7RV ) 72 3 V1 EZBRBRBZIY—T v N LAY T RO ) T 3 VICEER
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IT52ENTEET,

BZ7ZDCloud Volumes ONTAP{EXIRIEZ BIDAzuretf 7 X7 ) 7o g VICBITTET EIH%

LWL X, Cloud Volumes ONTAP{EEIRIEICREE T SN TWBAzure) VY — X% B DAzurety 720 1) 72 3
VICBBEITB I TE XA
=T Y EFTLARODBACA YT LIZROBATILT YOV ILIEEDESICHEELETH ?

LEEDIETIE, BlueXPD AR I ZDWEREINBZERAAZEICDOWVWTEHL £9, Azure Marketplaceh* 5 Azure
ICaARIA%EEALED, BMBOLNUXARR MZARIEZYV I NI THA VA=) LIEDTZIHTE
9,

MarketplacezZ 9 215 E 1. AR T EZVME S AT LICK > TEIDHTHENIEBEIDICARZLO—)L%ZE]
DYTBZETIERZMNS5T3ZH. Microsoft Entratr —EX U O NI ZERATZIEHTEFET,

FOTFLIZAERHADBE. ARV XDEEIDZREITDCLEIFTITITEANY ¥—EXTU I NILZFERL
THERZRMEITZ I TETEY,

HERDEBEFEICDOVWTIE. ROR—=JHEBEL TSIV,

CREE-FR
° "Azure MarketplaceIRIEDIERZ&RE T 5"
"F T LI RARIBOHERZRET "

* "HIFRE— FOIERZREL XTI

" TSAR—FE—ROMEREZRELET"

BlueXPDAzureZ L 7> ¥ ILER—T v N LA RGTRO ) T a3 %= ER

AzureZ LT v )L ZBMELIVBEL T, Azurer 7R ) I 3> > RUY
—ZDBACERBICHNELBIERZBIueXPIC(T 5T %, 8D Azure Marketplace 7 X
2073 EBEIIBEIE. ENENOY TRV T a>a, LTI vILR
—IDBRLD Azure VLTI v ILICEIDH TR Z e TEEXT,

BED Azure VLT v L EERT 358w B D Azure Marketplace 7' X 1) 7 3 > % Cloud
Volumes ONTAP |(CfE T 255 81E. COR—JDFIEICRWVWET,

BE
AzuretF TR0 V) 72 3 > L BI&IERZBIUeXPICEINY 3 ICId. 2DDFEDH D 7,

1. BIND Azure TR0 1) 73> % Azure BIE ID ICBIEIT X T,

2. BldAzureZ LT > v )L %R L TCloud Volumes ONTAP ZE A § 31813, H—EXFUVINIILE
{EAL TAzuretgEfRZ(d5 L. EDIL T2 vI)L%EBlueXPIZEML £ 9,

EBMOAzurett 7 X0 1) 7S 3 U EENRIDICEAEMITET

BlueXP%Z {9 % . Cloud Volumes ONTAP # &8 A 9§ 3AzureZ LT > v ILEAzurett TR0 1) Foa >
FIBEIRTEE T, BENRICHD Azure TRV ) T aVxBERTZIEITTETEHA ZEHEMITAEVER
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D PAToT4Te7AT7 70 ZERLE T "EECNL ID" ENh5DERE,

CDRRAIICDWT

EEWRID IETY "SIID Azure 7H 7> " BlueXPH'S ARV XAEEHTZ . ARIVEZEZERATS
&. BlueXPIZBlueXP Operatord—JLZ{ER L. ConnectorfREY > VICEIDHTE LT,

FlE
1. Azure R—&J)Licad1>LEzd,

2. [HT72R00)TFTa>y1H—EX%ERHZT. Cloud Volumes ONTAP Z BRI 2T XU 1) T a Vv &E&ERL
9,

3. [Access control (IAM) J*%3&RL £,
a. >[O— )LD HToEM*ZFERL. EEZEMLEzT,
* BlueXP Operator *O0—JL%&IRL £ 7,

@ BlueXP Operatorid. ORI XR) S —THEEINTWVWETIFILEETY, O—
JLICRIO&EIZZEIR L EHE1E. KD DICEFDRZEIZEIRL X T,

CRETS Y CADT IR AEEIDHETEY,
* Connector (RIEEY > Y HMER SN TR0 T3 % BRLE T,
* Connector (RIEEY > > ZEIRLE T,
" [R7F (Save) 1%ZZBIRLZFT,
4. BMOH T ROV F2aviioVWTh, COFIEEBEDRLET,
TR

FLWMERERIBEZER T3 EIC. BENR ID 7O7 71U L TEEBD Azure YT 20U T3 o5
BRTEBLDICHRDE LT
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Edit Account & Add Subscription

Credentials

Managed Service ldentity -

Azure Subscription
OCCM Dev

OCCM QA1 (Default)

AzureZ L 57> v )L %BlueXPICBIML £

BlueXPh' 5 Connectorz BRI 9 % £\ BlueXPTld. RERIEREZF OV IATLED U TOEENRIDEZ RIE
IO VTHERTERLSICHED ET, Cloud Volumes ONTAP D L WMEERIB#ER T3 L. T 74/ b+
TAzureZ L7V v ILANEIRENE T,

BIZD > X T LIZ Connector V 7 R I T 7HEFETA VA M—=ILLTBE. ¥IHAZ LTS
JLIZEBEmMENEztHFA. "Azure DI LTV v LEMERICDOWTEHBAL £9"%

_different_azureZ L 7> v JL%Z{EF L TCloud Volumes ONTAPZE A § 33581, RAzure 7 hHo > b
DMicrosoft Entra IDTH—EX TV VI NILZER L THRE L. BELRERZNETIHERHD XTI, €D
%, FLLVERBREZBIlUeXPIEBMTE £,

B—EXF) O NILZERAL TAzuretgEl Rz {5 L £9

BlueXPIZI&. Azure TAULIBZRITT BT DMERNUE TS, Azure 7 T Y MIHNEBRIEREZNES T BIC
I&. Microsoft Entra IDTH—E X > /NILEVERL L TERE L. BlueXPICWERAzureZ L7 > v )L %ZEL
BLEY,

CDRRIICDOWVWT

KD IE. Azure THLUIE%R 1T 3 1=-DDIERZBlUeXPHEE T3 AEZ R L TWE T, 1D EDAzuretS
T2 aVICEEMITON-Y—EX T o NILA TP 9 ME. Microsoft Entra IDTIEBlueXP%
KL, BELRIERZHFI T IHRZ2LO-)LICEIDYTENET,
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cur | hittp: Sl ocathost) saomy’ api)

. ! arurevsaworking-
Bluexp anvironments -¥ POST —header
* Content-Type application/ san™

Active Directory Azure REST API calls
authentication to manage resources

and authorization

A
[ \

semvice o
«—> principal «—>
ohject

Azure Service principal that Custom role
subscriptions represents BlueXP

FIE

. Microsoft Entra7” 1) 7 —< 3 > DER.

2. 7V r—>3>EO—ILIZEIDETE ),

3. Windows Azure Service Management AP| #&fR%= B L £,
4. 7F)ir—>aviDeTF«L M) IDZEIELE T,

0. [V AT =Ly bEERLETL

—_

Microsoft Entra7” 7\ 7 —> 3 > O1ERK

BlueXPTO—ILR—RX 7 Ut &IENCER T E B3Microsoft Entra7 7 U —> 3> et —EX U NIL%E
ERE L £ 9,

FIE

1. Active Directory 7 7 r—> 3 > ERL. €T 75— 3 >%20—)LICE|D HT3M¥ERH Azurell
HBEHRLET,

SEMICOVWTIX. ZBBL TL TV "Microsoft Azure D R F 2 X > k [ Required permissions”

2. Azure7R—4& )L T. * Microsoft Entra ID *%—E X ZBZT £ 9,
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Mi:rnsnfl Azure o entrd

All Services (24) Resources (10) Resource Groups (12) Iarks]

Az
Microsoft Entra ID (1)

Services
2 Microsoft Entra ID & Microsoft Entra
¥ Central serﬂ instances for SAP solutions . Microsoft Entra

3 XZa—TT7TIVBREBERLET,

4. [New registration]*%#iR L £ 9,

S. 7TV =23 DFMEEELEFT,
crBEIY (T TV 3 DEEIZEANLET,
CTHAIOYNOBE T AU FOBEZERLET(IRTDT LT MMIBlueXPTEIEL F£9),
c*YRALYVBRURIN COT 4 —ILRIFEBDFFRICTETEY,

6. [*Register] &R L £9,

AD 7 V=232 —EXRTU O NILZELTHEETE T,
&R
AD 77V =23 e —EXTU I NILZEL THEETE T,
TV =3 20— LICEIDETEY

Azure CHERRZIF DL SIC. H—ER TV I NILEI1DUEDAZUrer TR ) 73 ICNA Y R L. AR
R LD BlueXP Operator] O—ILZEDHTEIHRELHD £,

FIE
1. AZRZLO-ILZERL T,

Azure H AR LO—)LI%. AzureZR—4&JL. Azure PowerShell. Azure CLI. F7-IZRESTAPIZERL TE
BTEEd, Azure CLIZER L TO—IILZERT3FIEZXRICTLET, JOAEEZFERT IHEIE.
ZEBLTLIETV, "Azure [CBAT A RFa XV R

a. DARBZIE—L X9 "Connectord® I AR LO—)LDOHER" JSONT 71 JLICREFEL X I

b. D YTHEELGXD—FICAzure 7RO 73> ID%#EBMLT. JSON 771 IILZEELE

ERS
3 —14H' Cloud Volumes ONTAP & X7 LEVERKT B Azure YT X0 1) o3> CiZID #EBIMMY 3
MNEBERHD X,

. WJ *
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"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 7 ILEFERLT. Azure THRALO—IILZERL FT,
JRDF|EIE. Azure Cloud Shell T Bash ZfFRL CO—IILZERT DA EZRLTVWET,

* B8%4 "Azure Cloud Shell DBR" Bash IRiE#EIRL £ 9,
*JSON 77 I)LET7yv7O—RLET,

Bash v o o ? @ . DB
Bequesting a Cloud Shell.sy S
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLT
Type "help" to learn about Cloud Shell

boeammettfAzure:~5 D

* Azure CLIZERL THREZLO—-IILZERRL £ 9,

az role definition create --role-definition Connector Policy.json

N T. ConnectorfRf8< > VICEID H T3 Z EHTESBlueXP Operator& WS AR ZLO—)L

PMERR SN FE LT
2 O—-)CT7 TV Tr—2araBDYTEY,
a. Azure R—AJLC. * Subscriptions * H—EXZHZT X9,
b. TR0 Foa>EFRLET,
C. [ZZ7EZAEME (IAM) PEEMPPA—ILEID HTOEMZERL £9,
d. [@—JL]%Z 7 T. [BlueXP Operator]*0—JL%Z3&R L. [RN[*ZEIRL £,
e. [*Members* (X>/N\—*) 12T T. ROFIEZETLF T,

"FaA-Y— JIL—=T FREBT-EXTVINIL* | ZBRLIFXRICLET,
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" [XUN—DER EERLE T

Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

TV a OAFEIERERLE T,

RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

___  test-senvice-principal

s TN —= a3 EBERL. BIREEIRLE T,
PR ZFRLET,
f. [Review + Assign]*#&RL £,

H—EXF) T /NILIC. Connector DEA (CHER Azure MERDMTE SN L SICHBD F LT
Cloud Volumes ONTAP %8 D Azure Y 7 X ) T g U 6BATZHEEIE. T—EXTFTU >IN

BEREY TRV T aUICNA Y RTBIHBELRHD £9, BlueXPEERT S . Cloud Volumes ONTAP
DEABICERTZH IRV T g U ERBIRTET T,
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Windows Azure Service Management APl #2[RZ=BIL £ ¢

H—E X1 > /X)LIC T Windows Azure Service Management APl | DIERDPUE T,
FIig
1. Microsoft Entra ID *Y—E X T, *7FVERZFIRL. 7SV Tr—> a3 EFERLE T,
2. [API permissions]>[Add a permission]*%= 2R L £ 9,
3. Microsoft API* T. *Azure Service Management * Z=RL £ 9,

Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Maobility + Eﬂ
Security, and Windows 10, Access Azure AD, Excel, Intune, Qutlook/Exchange, Onelrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

| _r_i Azure Storage

Secure, massively scalable cbject and
data lake storage for unstructured and
semi-structured data

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

4. #3#IR L. [Add permissions]*%=&RL £,

W &

a
O

o ok

s 2

5_ ‘ Azure Data Explorer

Perform ad-hoc quernes on terabytes of
data to build near real-time and complex
analytics solutions

" Azure Import/Export

Pregrammatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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N

Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user.

Select permissions expand all

| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIVr—=3>DEeToLI M) IDZEUSLET

Azure 7 H 7> b EZBlueXPICBMT R EE. 7V —>3y (95472 K) IDET«LO ) (7Y
) IDZIEETAIMRENRHD T, BlueXPTld. TOFSLTHA VAV TBRHICIDAMERINE T,

FIE
1. Microsoft Entra ID *#—E X T, *7TUEHR % EIRL. 7TV Tr—>g 0% FERLES,

2.7V r—=>3y (U472 h) D*eTFaLo M) (TFHUR) ID*ZIE—-LET,

@ Delete @ endpoints

o Welcome to the new and improved App registrations. Looking to learn

Display name : test-service-principal
' Application (client) ID : 73de25f9-99be-4ae0-8b24-538ca787ack3

Directory (tenant) ID  : 4b0911a0-929b-4715-544b-c03745165b3a

' Ohject ID : b37482a9-375F-49c2-b27c-e630514106a5

Azure 7 H o> b %BlueXPICIBMT 2 & EE. 77U —>ay (95472 8) IDET«a« Lo 8Y (F
+2R) IDEIEETZIUNENRHD £9, BlueXPTld. TOJSLTHA VAU T3-OICIDHMERINE
ER

ISAT R —ULy b EERLET

D5A4T7 =0 Ly bEERL. TD—2 L bDfEZBlueXPIZigf L T. BlueXPA'Microsoft Entra
IDCEREECE B LSICTAHMELRHD £,

FIE
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1. Microsoft Entra ID *#f —E X ZBE £ 7,
*TTVEFREERL. 7TV ZFRLET,
[Certificates & secrets]>[New client secret]*Z &R L £ 9,
—=ULvy b CHEOHAZEAILET,

F*EmMm ZFERLEFT,
II2AT7 b =Ly bOEZIE-LFT,

S T

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| + Mew client secret

DESCRIFTION EXFIRES VALUE Copy to dipboard

b
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= Google Cloud | @ netappcom ¥ ‘

& Product details

NetApp BlueXP
I NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

=]

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid multicloud storage and data services experience Additional details

that helps organizations build and operate a centrally controlled data

f ; . Type: Saas & APis
foundation across on-premises, edge, and cloud environments. =

Last updated: 12/19/22
BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
starage, mobility, protection, and analysis services within your Google Cloud
environment.

Category: Analytics, Developer tools, Storage
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"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"clo
"clo
"clo
"clo
"clo
"iam
"

"iam:

"wa

lam

lam

"iam:

m"wa
"iam
L1

"wa

"sts:

"sts
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:

lam:

lam:

lam:

lam:
lam:

lam:

:ReplaceRoute",

:UnassignPrivateIpAddresses",

DeleteSecurityGroup",
DeleteNetworkInterface",
DeleteSnapshot",
DeleteTags",
DeleteRoute",
DeletePlacementGroup",
DescribePlacementGroups",

:ModifyVolume",
udformation:CreateStack",
udformation:DescribeStacks",

udformation:DescribeStackEvents",
udformation:ValidateTemplate",

udformation:DeleteStack",
:PassRole",

CreateRole",
PutRolePolicy",
CreateInstanceProfile",
:AddRoleTolInstanceProfile",

:RemoveRoleFromInstanceProfile",

ListInstanceProfiles",
DeleteRole",
:DeleteRolePolicy",
DeleteInstanceProfile",
GetRolePolicy",
GetRole",

:AssumeRole",
GetBucketTagging",
GetBucketLocation",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketPolicy",
GetBucketAcl",

:PutObjectTagging",

GetObjectTagging",
DeleteObject",
DeleteObjectVersion",
PutObject",
ListAl1lMyBuckets",

DescribeVolumesModifications",

DecodeAuthorizationMessage",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
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"glue:BatchDeletePartition"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
:AbortMultipartUpload",
"s3:
"s3:
"s3:
"s3:
"s3:

"83

"53

"S3

"S3

1,

GetBucketLocation",
ListAllMyBuckets",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

ListMultipartUploadParts",
DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",

:GetObjectTagging",
"s3:

GetObjectVersion",

:PutObjectVersionTagging",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

PutObjectRetention",
DeleteObjectTagging",
DeleteObjectVersionTagging",

GetBucketObjectLockConfiguration",

GetBucketVersioning",

PutBucketObjectLockConfiguration",

PutBucketVersioning",

:BypassGovernanceRetention",
"s3:
"s3:

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": [
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"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]



1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "K8sServicePolicy"

"Action": [
"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {
"ec2:ResourceTag/GFCInstance": "*"

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

by

312



"Action":
"ec2:
"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

[

CreateTags",
DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",

"Effect":
"Sid": "tagServicePolicy"

"Allow",
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GovCloud (US) V—>Y3Y>

"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

314

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
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"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n



"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n



Top Secret?EiE

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

AWSHEIRDER A

LD oS 3> Tld. BBlueXPH—E X TOIERDERAZEICDOWTEHREL 9, CDERIZ. BEOR
) —IC& 2T BERBEICDAT I AHFANIEBETND L SIIEESNTVBRISEICRIBEE T,

ONTAP X/5® Amazon FSX

Ox 2 A%, Amazon FSx for ONTAP ZBI2 9 3 7-DRDAPIER 1TV X T,

EC2:
EC2:
EC2:
EC2:
EC2:

ec2

Describelnstances
DescribelnstanceStatus
DescribelnstanceAttribute D C &
DescribeRouteTables

Describelmages

. CreateTags
EC2:
EC2:
EC2:

DescribeVolumes D&
DescribeSecurityGroups

DescribeNetworkInterfaces
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« EC2:
« EC2:
« EC2:

DescribeSubnets
DescribeVpcs

DescribeDhcpOptions

» ec2: DescribeSnapshots

° EC2
* EC2:
° EC2:
+ EC2:
+ EC2:
» EC2:
« EC2:
+ EC2:
* EC2:
* KMS
° KMS

* KMS ©
* KMS :
* FSx :
°* FSx:

. DescribeKeyPairs

DescribeRegions (5iEAfEE
DescribeTags (5tEEX )
DescribelaminstanceProfileAssociations
DescribeReservedinstancesOfferings
DescribeVpcEndpoints

DescribeVpcs
DescribeVolumesModifications ( EC2 : DescribeVolumesMod
DescribePlacementGroups

PR R

. ShHBR*

CreateGrant

IA)T7R%zHRT S

aER*

X k>

Amazon S3 /A7 v DRH

Ox 27 Al&. Amazon S3NT Y FEEH T 3 7=DIRDAPIEREEITLE T,

S3 . GetEncryptionConfiguration

Ny O Ty Fe) N

Connectorid. Amazon S3 TNV I 7 v T BRI Z-OHICRDAPIERZETLE T,

°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
°S3 ¢
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GetBucketLocation
ListAllMyBuckets
ListBucket

CreateBucket Z$EE L £
GetLifecycleConfiguration
PutLifecycleConfiguration
PutBucketTagging
ListBucketVersions

GetBucketAcl



* S3 : PutBucketPublicAccessBlock
*KMS : )Xk

* KMS : FHER*

* S3 I GetObject

» EC2: DescribeVpcEndpoints
*KMS: I 7 RX%ZHERT 3

* S3 © PutEncryptionConfiguration

x4, Search & RestoreXVw REFEHAL TR 2a—LET71ILE) X N7 T RIHEEITRDAPIER
H#RITLET,

* S3 ! CreateBucket Z}§E L £¢
° S3 . DeleteObject

* S3 ! DeleteObjectVersion

* S3 ! GetBucketAcl

° S3 | ListBucket

* S3 ! ListBucketVersions

* S3 . ListBucketMultipartUploads
* S3 ! PutObject

° S3 I PutBucketAcl

° S3 . PutLifecycleConfiguration

* S3 I PutBucketPublicAccessBlock
° S3 © AbortMultipartUpload

* S3 . ListMultipartUploadParts

° Athena @ StartQueryExecution
» Athena: GetQueryResults.
» Athena: GetQueryExecution

° Athena @ StopQueryExecution

C U= T=EAR—RZERLET

* ' JL—: CreateTable

* /')l —: BatchDeletePartition
COOAXRTRIF T—2AVIEI Y LV 7REZFERALTRY 2 —LDONY I 7 v TZITIBITR
DAPIERZEITLET,

* S3 . GetObjectVersionTagging

* S3 ! GetBucketObjectLockConfiguration

° S3 ! GetObjectVersionAcl
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° S3 . PutObjectTagging

* S3 [ DeleteObject

° S3 . DeleteObjectTagging

* S3 I GetObjectRetention

° S3 . DeleteObjectVersionTagging
* S3 I PutObject

° S3 ! GetObject

* S3 ! PutBucketObjectLockConfiguration
* S3 [ GetlLifecycleConfiguration
* S3 ! ListBucketByTags

° S3 ! GetBucketTagging

* S3 ! DeleteObjectVersion

° S3 ! ListBucketVersions

° S3 ! ListBucket

* S3 [ PutBucketTagging

° S3 : GetObjectTagging

* S3 ! PutBucketVersioning

* S3 ! PutObjectVersionTagging
° S3 ! GetBucketVersioning

° S3  GetBucketAcl

* S3 : Bypass//\F— {#F

* S3 [ PutObjectRetention

* 83 ! GetBucketLocation

* S3 I GetObjectVersion

Cloud Volumes ONTAP N\ I 7w FICY — AR a—LEIZBBRDZIAWNSTHU Y hERT 35
4. ConnectorlZXDAPIERZ=E1TL X7,

* S3 . PutBucketPolicy
* S3 : PutBucketOwnershipControls
JxTRIE. BlueXPREEA VARV RZEAT B T-DICTRDAPIERZITLWE T,

» EC2: Describelnstances

» EC2: DescribelnstanceStatus

* EC2 : Runlnstances
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° EC2 : Terminatelnstances
* ec2 : CreateTags

* EC2 : CreateVolume

° EC2 ! AttachVolume

* EC2  CreateSecurityGroup
* EC2: DeleteSecurityGroup
* EC2: DescribeSecurityGroups

* EC2 : CreateNetworkInterface

» EC2: DescribeNetworkInterfaces
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» EC2: DescribeSubnets
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* EC2: CreateSnapshotD{ERK

* EC2: DescribeRegions (5iEA%EIE

* CloudFormation : CreateStack

° CloudFormation : DeleteStack

* CloudFormation : DescribeStack
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» EC2: DescribelamlInstanceProfileAssociations
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* |AM : AddRoleTolnstanceProfile
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* S3 ! GetBucketTagging

* S3 ! GetBucketLocation

* S3  ListAllIMyBuckets

° S3 ! ListBucket

* S3 ! GetBucketPolicyStatus
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* S3 ! GetBucketAcl

° S3 I GetObject

° IAM ! GetRole
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"Name": "BlueXP Operator",
"Actions": [

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

Compute/disks/delete",

.Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",

.Compute/virtualMachines/restart/action",

Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",

.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

.Storage/checknameavailability/read",

Storage/operations/read",
Storage/storageAccounts/listkeys/action",

.Storage/storageAccounts/read",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",

"Microsoft.Storage/storageAccounts/listAccountSas/action",

"Microsoft

ts/read",

"Microsoft

ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

Storage/usages/read",
Compute/snapshots/write",

.Compute/snapshots/read",

Compute/availabilitySets/write",

"Microsoft.Compute/availabilitySets/read",

"Microsoft.Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action",
"Microsoft.Authorization/locks/*",

337



"Microsoft

"Microsoft

"Microsoft

"Microsoft.

on" ,

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

338

"Microsoft.Network/routeTables/join/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

Storage/storageAccounts/privateEndpointConnections/read",
Storage/storageAccounts/managementPolicies/read",
Storage/storageAccounts/managementPolicies/write",

"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",

.Network/privateDnsZones/virtualNetworkLinks/write",

"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/privateDnsZones/A/write",

"Microsoft.Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",

Compute/virtualMachines/extensions/read",

.Compute/virtualMachines/delete",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",
.Compute/availabilitySets/delete",
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",



"Microsoft.Compute/diskEncryptionSets/delete",
"Microsoft.Resources/tags/read",
"Microsoft.Resources/tags/write",
"Microsoft.Resources/tags/delete",
"Microsoft.Network/applicationSecurityGroups/write",
"Microsoft.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.ContainerService/managedClusters/listClusterUserCredential/acti

on",
"Microsoft.ContainerService/managedClusters/read",
"Microsoft.Synapse/workspaces/write",
"Microsoft.Synapse/workspaces/read",
"Microsoft.Synapse/workspaces/delete",
"Microsoft.Synapse/register/action",
"Microsoft.Synapse/checkNameAvailability/action",
"Microsoft.Synapse/workspaces/operationStatuses/read",
"Microsoft.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",
"Microsoft.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",

"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read"

1,

"NotActions": [],
"AssignableScopes": [],
"Description": "BlueXP Permissions",
"IsCustom": "true"
}
AzuretEfR DER A
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» Microsoft.NetApp/netAppAccounts/read

* Microsoft.NetApp/netAppAccounts/capacityPools/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write
» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete

NI Ty Fe) AN
AT 2. BlueXPD/N\w o 7w e ) AN BICRDAPIEREITVWE T,

* microsoft.Storage/storageAccounts/listkeys/action

* microsoft.Storage/storageAccounts/read

* microsoft.Storage/storageAccounts/write

* microsoft.Storage/storageAccounts/blobServices/container/read
* microsoft.Storage/storageAccountSas/action

» microsoft.KeyVault/vaults/read

° Microsoft, KeyVault/vaults/accessPolicies/write

» Microsoft.Network/networkInterfaces/read

* microsoft.Resources/Subscriptions /locations /read

» Microsoft.Network/virtualNetworks/read

» Microsoft.Network/virtualNetworks/subnets/read

* microsoft.Resources/Subscriptions /resourceGroups/read

* microsoft.resources/Subscriptions /resourcegroups/resources/read
* microsoft.Resources/Subscriptions /resourceGroups/write

* Microsoft . FFRI/Ow 21

* Microsoft.Network/privateEndpoints/write

* Microsoft.Network/privateEndpoints/read

» Microsoft.Network/privateDnsZones/virtualNetworkLinks/write
» Microsoft.Network/virtualNetworks/join/action

» Microsoft.Network/privateDnsZones/A/write

* Microsoft.Network/privateDnsZones/read

* Microsoft.Network/privateDnsZones/virtualNetworkLinks/read
» Microsoft.Network/networkInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete

* microsoft.Resources/Deployments/delete

* microsoft.Managedldentity/userAssignedldentities/assign/action
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* Microsoft .Synapse/workspaces /& FiAH

» Microsoft . Synapse/workspaces / read

* Microsoft .Synapse/workspaces /HlIf&

* Microsoft .Synapse/register/action

* microsoft.Synapse/checkNameAvailability/action

* Microsoft .Synapse/workspaces /operationStatuses /read

* Microsoft . Synapse/workspaces / firewallRules/read

* Microsoft .Synapse/workspaces/replaceAlllpFirewallRules/action
* Microsoft .Synapse/workspaces /2 {EfE R/ HELD

* Microsoft .Synapse/workspaces /privateEndpointConnectionsApproval / action
Ak

BlueXPR3E%xERT 3%E. IR ZIIRDAPIERZITVWE T,

Toay ty b7y FICER? HXDEBIFERAINZD?
Microsoft.Compute/locations/operat |% (), [EY{RN
ions/read

Microsoft.Compute/locations/vmSiz  |Z )\, =A%
es/read

Microsoft.Compute/operations/read |\, =R
Microsoft.Compute/virtualMachines/ |3\, AN
instanceView/read

Microsoft.Compute/virtualMachines/ |\, LWLV X
powerOff/action

Microsoft.Compute/virtualMachines/ |\, AN
read

Microsoft.Compute/virtualMachines/ |\, LWLVZ
restart/action

Microsoft.Compute/virtualMachines/ |Z (), LWLZ
start/action

Microsoft.Compute/virtualMachines/ )z =R
vmSizes/read

Microsoft.Compute/virtualMachines/ |\, (RIRY-4
write

Microsoft. Compute/images/read =AW =AW
Microsoft. Compute/disks/delete =AW (RIRY-4
Microsoft. Compute/disks/read LY, =R
Microsoft.Compute/disks/write AN (RAIRY-4
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Microsoft. (AN W,
Storage/checknameavailability/read

Microsoft, X b L —JLEREAEL 1EU\, =dAN
D

microsoft.Storage/storageAccounts/ |Z (), AIRY-4
listkeys/action

microsoft.Storage/storageAccounts/ |Z (), (&Y
read

microsoft.Storage/storageAccounts/ |\, (AIRY-4
write

microsoft.Storage/storageAccounts/ |\, =AW
blobServices/container/read

Microsoft.Network/networklinterface |\, AN
s/read

Microsoft.Network/networklinterface |3\, (RIRY-4
s/write

Microsoft.Network/networklinterface |3\, (AIRY-4
s/join/action

Microsoft.Network/networkSecurity |3\, 4R
Groups/read

Microsoft.Network/networkSecurity  |Z (), LWLVZ
Groups/write

microsoft.Resources/Subscriptions  |Z (), E4JAN
/locations /read

Microsoft.Network/locations/operati |3\, =R
onResults/read

Microsoft.Network/locations/operati |3\, =AW
ons/read

Microsoft.Network/virtualNetworks/r |3\, AN
ead

Microsoft.Network/virtualNetworks/c |3\, lE0
hecklpAddressAvailability/read

Microsoft.Network/virtualNetworks/s |3\, ={AN
ubnets/read

Microsoft.Network/virtualNetworks/s |Z\\, 4R

ubnets/virtualMachines/read

Microsoft.Network/virtualNetworks/v |Z (), =A%
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- iam.serviceAccounts.actAs

- compute.regionBackendServices.create
- compute.regionBackendServices.get

- compute.regionBackendServices.list

- compute.networks.updatePolicy

- compute.backendServices.create

- compute.addresses.list

- compute.disks.create

- compute.disks.createSnapshot

- compute.disks.delete

- compute.disks.get

- compute.disks.list
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