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2. [Policies]>[Create policy]*Z B3R L £ 9,
3. T JSON*] Z&#RLFT,
4 RORV>—%JE—LTHORITET,

BE. TORYD—IZIE. BlueXPHSAWSTIARIT XA VAR A% T 5 - DICHERIERDAHAD
EFNTVET, "OAXRIEA 2V RE Y ABERICHNEBLRRTIER",

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"iam:CreateRole",

LI

iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"jam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:PassRole",

"iam:ListRoles",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions™,
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"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DescribelInstances",

"ec2:CreateTags",

"ec2:DescribelImages",
"ec2:DescribeAvailabilityZones",
"ec2:DescribelLaunchTemplates",
"ec2:CreatelLaunchTemplate",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"ec2:AssociateIlamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociateIamInstanceProfile",
"iam:GetRole",

"iam:TagRole",
"kms:ListAliases",
"cloudformation:ListStacks"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"ec2:TerminateInstances"

1
"Condition": {
"StringLike": ({

"ec2:ResourceTag/OCCMInstance": "*x"

br
"Resource": [

"arn:aws:ec2:*:*:instance/*"
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sudo systemctl enable docker && sudo systemctl start docker

2. 7R X IC_http_proxy_or_https_proxy_systemZHEHREINTWVWZHEIX. HIFRL X9,

unset http proxy
unset https proxy
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https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab

7.

20

chmod +x BlueXP-Connector-Cloud-<version>

<version> (3. AU YO—RLAEORXRIZDN—23 > T,

AVRAR=ILRIV T bZ2RITLET,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—-cacert <path and file name of a CA-signed certificate>

—-proxy/\ 7 X—& & —cacert.pem/\Z X —RIATF> 3> TY, 7AOFIH—NZEALTVWIHEEIE.
ROKESICNTGA—BEANTIHENHD T, 7OFVICATIBEROANZRDZ OV F MMIK
TINFEFE A

RIS AADA T avNSXA—2EFERLEEOY Y ROFERLED,

./BlueXP-Connector-Cloud-v3.9.38 --proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—-proxyld. ROWITNHDOFEREZMFER L THTTPX IFHTTPS Ox > H—N2FHEIT 3L SICOARI A
ZRELFT,

o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
ROFITTEREL TS,

* OIS O—ANLA—HFEEER XA AP ZEETEERT,

* RXA 2 A—HDHEIE. EEEOKSICMCASCIO—RZFEHEITIHBERHD XTI,

* BlueXPTlF. @XFZETC/NRT—RIFHR—FEINTVEEA.
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TOF Y —NEIEELIBESIF. 1V X F—I)LORTEIZConnectorty —E X (occm) Hi2[E|BiEE) &
nxd,

Connector [REEY > VICIEHR SN TWDRAMHS Web 750 %I KO URLEZASADLFT,



<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

8. OJa Y% IRV ZZRELFT,
a. JRIRICEEMITBBlUeXP7HU Y b ZIEELF T,
b. ¥ X7 LDR&FIZANLET,
C*TlE. EFaUT s RECNITRETEITLTVEIN 2 FIRE—FZEMICLICEFHICLFT,
IREEE— R TBlueXPZfEA I 3 FIRICOVWTHAL TV B 7. HIRE— FIFEMICL TEBED
HDFET, EFaT7HRRRTBUeXPNY I IV R —EXIDNS DT AT Y b2 358ICD

H. FIRE—RFZBEMICLTLIES V. ZDFEIE. "HIRE— R TBlueXPOERZRFIRT B ICid.
ROFIBICREVNE T

d. [* Let’s start]*Z:EIRL £ 9

R
CNTIARIEHA VX R—ILEN, BlueXPF7H™Y > h Ty k7 vy FENE L

A7 2 %1ERR LT=AWS 7 A > MiZAmazon S3NT Y b H 3355 1E. BlueXPF + > /N X ICAmazon S3D
ERBEABFMICKRTIINE T, "BlueXPTS3INT v hEEIET S HE"

F|iE5 : BlueXPICIERRZ 59 3

ARTEDA YA =AY LIc5. MUATICERTE L IcAWSHER ZBlueXPICI 59 2 UBH' H D £9 . 1ER
Zf159 % LT, BlueXPTAWSDT —RERML—IA VT SZEETESLIICRD T,

21


https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html
https://docs.netapp.com/us-en/bluexp-s3-storage/index.html

IAMO—)L
LETCAERR LTZIAMO— L% ORI REC2A Y ARV RICTAVvFLET,

Flig

1. Amazon EC2a> Y —I)LICBEHL £,

2 [MYREV R ZERLE T,

8. ARIBA—AVREAVREZEIRLE T,

4 (7o avptFalT«PIAMO—IILOZEEZERLE T,
5 IAMO—/)L%ZREIRL. *[JAMO—ILOEHFHI EEIRL £75

R
BlueXPIZ. AWSTIA—H|ZRh > THRIEZHRITIT BT OICHELRMERNMTE SN E LT
ICT7 1AL ET "BlueXPO>Y —)L"BlueXPTOAXIXDER=HEBLET

AWST7 Ut X F—
MHBLRIERZIFDIAMI—H DAWS 7 7t 2 ¥ —%BlueXPICEL X9,

FIE
1. BlueXPTIELWIORIANEIRTNTVWBR e 2R LET
2. BlueXPO>YV—=ILOAHELET. [BRE|7AIAVEERL. (VLTI vIL&&ERLES,

Account Workspace ~ | Connector ~ | I:l £On @

MyAccount Test Connector] e

B [ZLToIvILOBMI%&EIRL. Vo — ROFIBICREWVET,
a. * BIRIBEHDIHFET * . T * Amazon Web Services > Connector * | #3&IRL 7,
b. LTI vILEER . AWST7IERAF*—¥r —ULwbx—%FANLEFT,

C. *Marketplace 4 7 X0 1) F2 3> §9<CEBHFITIN. BEOHTRI) T 3 =zFERL
T. Marketplace Y 7RV T 3> % INSOERIEHRICEENMITE T,

d B HLWILT Y vIILOFFlZzRE L. e Z&RL £9,

=R
BlueXPIZ. AWSTIA—H|ZRh > THRIEZHRITIT BT OICHEBLRMERNMIE SN E LT
ICT7 A LFET "BlueXPI>Y —)L"BlueXPTOARIADERAZRBLET

Azure

22


https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com

Azure COARITEZADA VA=A T3>

Azure COAX I REERR T D HEIZVWS DODHD £, =D —ARBNARAEIZBlueXPHh 5
BFEERTIBDCTY,

RDA VA S=INATLa>ERTETET,
* "BlueXPH5 A% 2= EFEEM" (CHIIMRELF TS 3>TY)
COIREICE D LinuxZEITIBVME DRI XY T bz 7HMEEDVNet TREBIENE T,
* "Azure Marketplace 75 AR X Z{ERR L £J"

F7-. Linux®3E{T93VMEConnectorY 7 b 7HiEEI L F9H. EAIIBlueXPTIE% < Azure
Marketplaceh* 5 BB I NE T,

" T b TEATYO—RLT. BODLnUuX KX MIFHTYI VA M=JLLET"

BIRTBA VA=A TaviE A YA —ILOERFTAICEELET. ThiTlE. Azured )Y —2D
AL BEICUEBIERZBIUeXPICT5 T35 EbEENE T,

BlueXPHh* 5Azurelc AR 7 X EERRLET

BlueXPHh*'5Azure CAXR I A %={ER T D ICIE. X v h D —0%FKBEL. AzureDHER = #
BLTH B, ARIXZERTBIRHELNHD X7,

ERZFIm Y BHIC
BRNMBETY "I 7 ZDHIR"

Flg1: 2y b=y T VvTTSB

ARTREAVA=IILTBRY bT—TDHFAH. ROBHZYR—FLTVWB I ZHRBLET, N5
DEMZB/LIET, ARXTREINATVY RISV RRBRNO)Y — R 7O ZEEBTEEL5I1CR
D&Y,

Azure ) —> 3>

Cloud Volumes ONTAPZ B I 315 &ld. ORI X% EEJ 3 Cloud Volumes ONTAPS X5 L L [E]
CAzure) =2 a Y FEIRICEBATINELRHD £ "Azure ) — 3 >~ 77" Cloud Volumes ONTAP & X
T LB, COEMHICZLD. Cloud Volumes ONTAP ¥ ZNICBEMITONIA FL—ST A Y AT
Azure Private Link #EGDMERINB K SICHD XY,

"Cloud Volumes ONTAP T® Azure 7S5 A R— MYV ODERAEE CHESRIETL

VNets KU Txw b
ARV %ER TR EFIE. IRV XERBETBVNetE T2 b RIEETIMRERDHD 9,

R—=4y kR T — I ANDESE
ARV RICIE. (EERBZERS LUVBER T I3 FEDBANDRY N T—IO#FHGEHIRETY, fmrzId.
Z > 7L I XEIBICCloud Volumes ONTAPY R T LR A ML =SS AT LEER T DR Y D=0 RET
ER

23


https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html

TIMNDURAVE—y b T IER

IRV ZRETZRY FT—JDFARICIF. BEDIY RRAY MIERT BLHDDTI NIV A

V=2 v I\%ﬁb“%g_c ER

ORI IDSERENTEIY FRA 2 b

COAxTRIFE. NTVv o OSSO RBERNDYY —R 7O 2#HENICEBETZHIC. ROV
RRAY MIEHRTRT-ODTIRNTYRA U R—2y b TR ZREBELET,

RICRI IV RRAY MEIITARTCNAMELZ Y FUTHBZCISEFRLTL T,

IVRRAY K
https://management.azure.com
https://login.microsoftonline.com

https://blob.core.windows.net
https://core.windows.net

https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn

\ https://support.netapp.com
https://mysupport.netapp.com & ZE&E FZE LY

https://*.api.bluexp.netapp.com
https://api.bluexp.netapp.com
https://*.cloudmanager.cloud.netapp.com
https://cloudmanager.cloud.netapp.com

https://netapp-cloud-account.authO.com

https://*.blob.core.windows.net

https://cloudmanagerinfraprod.azurecr.io

BlueXPO>V =L\ T7IERXTBZIITYRRA> b

B89

Azure/NT ) w1 )= 3 VRO
Y —X%=BEBLET,

#21) w2 L TAzureREHIH D
Yy —X=BEBLTLIEETL,

S RBEHRZEEIFL. Ry b
7w R — kI AutoSupport X
vt —J%XET DD,

BlueXPTSaaSO#gEr H—E X
IR T B0,

AR RIER

7£ Tcloudmanager.cloud.netapp.c
om"] ISERKLTVWETH, 5%
DY) —XT

I& Tapi.bluexp.netapp.com"] |

ERERIBELF T,

Z21)wv2 LT, Connector &
Docker AV R—%> b =T v/
7‘1/_ I“\in-a_o

SaaSL 1V CIREINDIWebR—XDBlueXPO Y — L2 ERAT D . ITERFIXERDITY RKR1 >+
CBELTT—RBEAXIZETLET, CNICIE. BlueXPOAYY —ILH L ARI X EEATB-HIC

BRECNB3IVRRAY EBEENFT,

"BlueXPOAVY =)L S T7I9tALIEIVRRAED) A ERRLET,

JOxoH—N

ITARTDEEA A=Yy ST v IBICTOF O Y —N—%2EBATINENHDIHEIE. HTTPET:


https://support.netapp.com
https://mysupport.netapp.com
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/ja-jp/bluexp-setup-admin/reference-networking-saas-console.html

EHTTPS 7OF UICET 2 ROBHREMEL T, COBRIE. 1V X F—IBICANT ZBELBD
T

*IP7RLZ

LTI vIL

* HTTPSEERAE
BlueXPTIE&EBRE 7 OF O —NIZHR— b ShEHE Ao

A=k

AR R &ERLET BH. O%T XHCloud Volumes ONTAPH* 5 NetApptF 78—  ICAutoSupport X w2 —
ZXEETRICHDOTOF D E LTHERAINTVESSZRE. ARTINDREN T T v 73HO EE
Ao

*HTTP (80) ¥ HTTPS (443) iZO0—AHIUIADTIERZBHELFITH. CHFFNICERT

nxI,
*SSH (22) & FSTN2a—TAa4 YT DDITRA MMIERTIHBEND I HEICOAHMBET
ERS

CTORNTYRAVE—2y MEREFERATE WY T X w MCCloud Volumes ONTAP & X 7 L& E
AT 35E1E. R—r3128BAD1 >V N\T Y REBEGHABETT,

Cloud Volumes ONTAP X 7 s CAutoSupport X W £ —S % X(ET 27D T I RNT Y RA VR —X
v MERDEILENTLAWESIR. IRIRUNMNBOTOF S —NZEAT L5 ICEBNICE
EINFET, B—DEMHIE. ARIZOEF 2T IIN—THR—F31282N LI NI R
BMZHTEILTYT, ARV RZEBRALEER. COR— MR BELNHD T,

NTPZERNICT D

BlueXPR¥E% R L TRET—X2YV —XA%Z XX v VI 3581F. PATLETEHLLNEPEINZ LS
IC. BlueXP Connectory 2 7 L EBlueXPR3ES AT LOWMATHRY hT—o 21 L7OK3JL (NTP) H
—EXZBMCTEIHNELDHD £, "BlueXPODIEDFFMICOWVWTIE. TE5H2 &L ZELY

IRV ZZEH LI T. CORY NT—VEREZRRTEINENDBD XY,

FlE2 : h X2 LO—ILEEKT 3

Azure 7 H7 > b E7=lEMicrosoft Entrath —EX U U NILICEID Y TR AN TEDAzure h X2 LO—)L
ZER L £ 9. BlueXPIZAzure TaosEL. CNSDMERZFERAL TOARIZA VAR AZER LT,

Azure H A X LO— )Lk, Azure’lR— 4 L. Azure PowerShell. Azure CLI. F7-IZRESTAPIZ{EH L TERK
TEFEJ, Azure CLIZER L TO—IILZ{ER T2 FIEEZRICTLE T, DA EEZFERT 3%55E. 228
LTLFEEW, "Azure ICB8 T RFa XM

FIE
1. AzureDFI L WA ZXZ LO—ILICKHEL1ERZ JE— L. JSONT 71 ILICREFL £

CDAHRZLAO—ILICIE. BlueXPHh5Azure TR YT ZVMZLE T 3 1= ICHERIERD

@ AHNEENTVET, ORI D—IF. HORRTIEERBLABEWVWTL TV, BlueXPH'd
2T A %VERRT D . Connector VMIZET L WERt v EHYER . Connectorht/N T 1)
vOOSIRREBERNDIY —X%=BIETIESLS5ICADET,

25


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role

"Name" :

"Azure

"Actions": [

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

SetupAsService",

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",

.Compute/locations/operations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",

.Compute/virtualMachines/extensions/write",

Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.

"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",

Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft.
"Microsoft
"Microsoft

"Microsoft

Network/virtualNetworks/virtualMachines/read",

.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",
"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea
da",
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",



"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.

Resources/subscriptions/resourceGroups/write",

"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/write",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

.Network/networkSecurityGroups/delete",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",

.Resources/deployments/write",
.Resources/deployments/operationStatuses/read",

"Microsoft.Authorization/roleAssignments/read"

1,
"NotActions": [],
"AssignableScopes":

(1,

"Description": "Azure SetupAsService",

"IsCustom": "true"
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° 5l *

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. Azure CLI TXRDIOX > RZAHDLET,

az role definition create --role-definition
Policy for Setup As Service Azure.json

CZMNT. _Azure SetupAsService &£ W\\D ARXRZLO—ILHMERENE LTce COAREZLO—IILZI—
HF—ThHOY NEIEIT—EXTI OO NIILICBARATESLSICHED F L

FIR3 : VA ZHRET B

BlueXPH'5 AR T R EVERT B £ Fld. BlueXPHAzure CEREEL TVMEEA TR DOT 1 V%IEET 3
MBHRHDET, XD 2 D0FFa>hHbxrd,

1. 7O EHRRESINTEE. Azure7HO VR THA VAV LET, CDOTHT Y BT Azure BB DM
[EARETT, CNHATIAIL DA TS 3> T,

2. Microsoft Entrathf —EX U VO NILDEFEBEATILET, COH—EXTU I NILICIE. SEDMER
HHETI,

ROFIBEICHRE>T. WINHDDERFEEA TN ZBlueXPTRERTE DL SICEBL I T,
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Azure 7>k
BlueXPH'5 ARV AEEATZAI—HICHARXLO-IIL%ZEDHUTET,

Flg
1. Azure’lR—4 )L T, * Subscriptions *1—EXZRAE. A—H—DHITRXI VT aVEFERLET,
2. T*7owza>rbtO—-JL (IAM) *1 22Uy o L&Y,
3 [*EM>ZREDBEIDHETOEM* | 20 )y LT, ¥ERZEMLET,
a. Azure SetupAsService * O—LZERL. *IN*&ZIVv I LFT,
Azure SetupAsServiceld. AzureD AR T REARI S —THRESINTWVWET 7+
(D) ArogET. O—ILCRIORETEBRLEBER. DD ICEORIERR
LEd,
b. * A—H—, JIL—T, I —EXTUINIL* | ZBRLI-EFICLET,

CI[*AYN—D&ER*1 20 )y L. A—F—=—ThUOUb2FERLT. [*#EER* | 209VvoL
9,

d *Xx~A*] #Z01)ywoLFT,

e [LEa—+BIDYT (Review+Assign) | ZoUwoLET,
"R
ZNT. Azure1—H(CIE. BlueXPh 5Connectorz B AT 3= ICHBLRIERMNMMTESNE LT
Y—EXFIONIL

Azure 7 AT > hTOTA VT 3RDDIC. BRERBIERZIFDAzure b —EX ) VO NILDI LTV
v ILEBIUeXPICIEETE £ 9,

Microsoft Entra IDTH—E X F) O NILZER LTy 7w 7 L. BlueXPICHAERAzureZ L 7>
Oy ERIELET,

O—JLR— X727t &I DOMicrosoft Entra” 1) 4 —> 3 > OERK

1. Active Directory 7 7 r—> a3 > ERL. TDT7F)7r—>3>720—)LICED HTSHER
D AzurelCHh 3 e =R L X9,

SEMICOVWTIE. BB L TLZT W "Microsoft Azure D K F a2 X > k ¢ [ Required permissions”

2. Azure7R—4& )L T. * Microsoft Entra ID *%#—E X ZHZT £ 9,
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
@ Microsoft Entra ID & Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

3 XZa—T7FIVBREZERLET,

4. [New registration]*#3&R L £ 7

5. 7N r—2a OlEIEELE Y,
CrZFIT LTIV — 3 DRI EANLET,
CTHAIYNOBE T AU FOBEZEIRLEFIT(TIRTDTHT Y MMIBlueXPTEIEL £9),
cH*URALYVBMURIN COT 4 —ILRIFEBDFFRICTETEY,

6. [*Register] Z3&RL £ 9,

AD 7 V=23 e —EXTU I NILZELTHEETE T,

TIVT—=2avIChARRLO-ILZEDETEY

1. Azure 7R—4&JLC. * Subscriptions * H—E X =BT X9,

2. TR0V Fa >z BRLET,

B [T UG (AM)] . [EBIN]. [RENDEIDHTOEM ] DIBICZV I LET,
4. [1%&15% 7T, [ BlueXPEETREZERL. [RNZIU v I LET,

3. [*Members* (X>/N\—*) 12T T. XOFIEZERTLET,

araA—H— JIL—TF FLET—EXTVIINIL* ] ZERLILERICLET,
b. [ XYN—DFEIR |2V Vv ILET,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

C 7 r—>a>oaiziRELlLEzd,.
TicHlzRmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

a 7V r—oavHEERL. *Select* 20w o LFET,
b. T*XxA*] 2w oLET,
6. [LEa—+ZIDYT (Review+Assign) [ Zo7UwoLZEd,

H—EXF) V2 /NILIC. Connector DEA (CHER Azure MERDMTEESNBD K SICHD £ LT

BEOAzuretF 7R ) T3 >TIY—X%=EBEBTIH5EIE. FY TRV T avicH—ERY
DO NILENA Y RTBZREARHD £, 7 ZIE. BlueXPTld. Cloud Volumes ONTAPDE A
BICERTZH IRV T g U ERBIRTEED,

Windows Azure Service Management APl 1E[RZBIML £
1. Microsoft Entra ID *}—E X T, *7FVERZFIRL. 7SV Tr—> a3 E#ERLE T,
2. [API permissions]>[Add a permission]*%&R L £ ¢,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

32

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIVT=23> 07 FIs—23aviDET4 LY MUIDZEEBIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSATU R —=ILy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

&R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VK) ID. BEVISATOR—=OLy bOEZIE—LFE L, AT X%EER TR S
IC. BlueXPTZ DIBHRZ AT EIHENRHD £,

FlE4 : ARV X %Z1ERT 3

BlueXPOWebR—XD VY —ILHSEEIX I X%=ER L FT,

CDRRATICDOWVT

BlueXPh'5 AR I X %={ER T D . T 74 MDREZFERAL TAzurellREI UHAEBASINET, IR
ZDERMEIE. CPURRAMDYD R WMAA FICEELBWTLIEEV, "OARTAZDT T )L FEREIZDWV
TEBEL X9

EE%ZBIR T BR0IC
RDIERHDHBETT,
*Azure Y IR TF 3>,
SEIRLT-Azure V=3 YAD VNet BEUH TRy +

CIRTOREBAVE—XYy ST Tav0IC7O0F22HBELTRIHERIE. 7OF T —NOFAZER
LTLET L

cIP7RLZ
c LTIV
° HTTPSEERRE
* ARV AREBTS O TEORIMAEZFERAT 35EE. SSHARRE, REHEDLS120F T3>
& NRT—RZFEHATBZCTY,
"Azure TLinux VMIZHERT T 3 5 EICDWTEBAL 9

* BlueXP T T XA DAzured— )Lz BEINICER L 2 VIGEIX. BOTERT 2HENHDFT "D
R=IDRI L —=ERT 3"

CNSDMEERIFIRIZA VARV ABEICERASNE T, CNUE. ARTZVMZEAT B 7DICLLFE]
ICRRE LIcHERE IFR RS 1ERDEZY T,

FIE
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HITRO) T a v EBERLET,

(T EREE (AM) ]PEM>[O—I/LED HToBM%ERL £9,

. [@—=JL]1Z 7 T. [BlueXP Operator*d— L% E R L. PRAI"ZHEIRLE T,
. [*Members* (X>NN—*) 12T T. XOFIEEERTLET,

"[FaA—Y—. JI—T FRET—EXFTIINIL | ZERLIEEXFICLET,
" (XN —DFRZBEIRLE T,

Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal

| o
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*TTIVT=arvEBERL. EREERLE T,
 PRRA ] BEBRLES,
f. [Review + Assign]*ZERL £,
H—EZXT) > NILIC. Connector DEAICKHER: Azure HERNMIEEINB L SICHDEL
T-:o

Cloud Volumes ONTAP Z 8D Azure Y T X0 ) T3 U 6EBATRBEIE. T—EX T >
NIWVEBZBH TR T UICNA Y RTBIURELRHD X9, BlueXPEFEHRT S . Cloud Volumes
ONTAP OEBABFICER TR IR0 T a>m=BIRTEET,

Windows Azure Service Management API #Z[B %= BiNL £
1. Microsoft Entra ID *# —EX T\ *7FUEBF Z&ERL. 7TV Ir—>a ZFRLET,
2. [API permissions]>[Add a permission]*z &R L £,
3. Microsoft API* T. * Azure Service Management * Z#ERL £ 9,



Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIVT=23> 07 FIs—23aviDET4 LY MUIDZEEBIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSATU R —=ILy bDEZIE-LET,

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R

NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBHRZ AT EIHENHD £,

FlE4 : Ax U 2%ZERT 3
Azure Marketplaceh*'5 AU X = BHFELH L £,

CDRRTICDOWVWT

Azure MarketplaceD 5 AR I X Z{ER T B & T 7 4 MBRZER L TAzurelZRETS UHBA T E
Yo "ARTEADT T F I LREICDOWVWTEHAL XTI,

EE% AT 2HIIC
RDIEHRHDHNETT,
*Azure Y7 XT3,
c EIRLI-Azure V=23 VAD VNet EL VT TRy k

*IRTCDEEBAVE—RY SIS To v 2IC7OF 2 2HBET BHEIF. TOFIT—NOFHZzER
LTS,

cIP7KFLX
cgLTYIYIL
° HTTPSEEEHE
* ARV AREBY D VU TEDORAAEZFERT 355 1E. SSHRKE, SREEAEDDH SI120F T a3y
i NXAT—RZFERTZETT,
"Azure TLinux VMICIEHT T 2 HFAICDWTEREAL £ 9

* BlueXP T 7 XA DAzured— )Lz BEINICER L 2 WIEEIX. BOTERT 2HENDHDET "D
R=JDRI) S —Z2ERTB"

CNSDIERIZIART A VXX ZABEKICEAEINE T, ChUd. IRTIVMZEAT B 1 ICUH]
ICRRE LR IFRELBHEROEY T,
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C. Azure CLIZER L THREZLO—-IILZERLE T,

az role definition create --role-definition Connector Policy.json

ER

N T. ConnectorfRi8< > VICEID K T3 Z &M TEBBlueXP Operator& WS H X4 LO—ILHMER

chFElis

H—EXTFV NI

Microsoft Entra IDTH—E X ) VO NILZER LTy 7w 7 L. BlueXPICHAERAzureZ L7

Dy )LEEISELEY,

O—JLR—X 72t X&IEHEADMicrosoft Entra” 71) 7 —> 3 > O1ER
Active Directory 77 7 —> 3 > L. Q77U r—> 3> 0—)LICEID HTHHER

1.
HAzurelcHd e =HERLE T,

SEMICDOWTIE. Z#BBL T TV "Microsoft Azure D RF a2 X > k@

2. Azure7R—4& )L T. * Microsoft Entra ID *%—E X ZRZT £ 9,

Microsoft Azure £ entr

I Required permissions"

Azl All Serices (24) Resources (10)

Microsoft Entra ID (1)

Services

@ Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁ Microsoft Entra

. Microsoft Entra

3 XZa—TT7TIVEBREBERLET,
4. [New registration]*% &R L £ 9
S. 7TV =2 a>vOFMEERELFT,
crREI T TV a3 0&FEEANILET,

CTAVYNDOBET AV bOBEZERLIIT(IRTDT AT MIBlueXPTEIEL F9),

cr)AALIBMURIM CDT 4 —ILRIFEBDEXICTEET,

6. [*Register] &R L £9,

AD 77TV =23 e—EXRTV I NI ZERLTHEET T,

TIVr—23 00— )LICEIDETEY
1. AZRZLO-ILZERL T,
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Azure D A2 LO—)LIE. AzureZR—4&JL. Azure PowerShell. Azure CLI. F7-IZREST API% &
BALTIERTEEd, Azure CLIZERL TO—ILEZER T2 FIEEZRICTLET. BlOAEEZER
TRHEIE. ZBBRLTLIEETV, "Azure ICEAT B RFFa XA K"

a. DARBZIE—L X "Connector® B 24 LO—)LDIER" JSONT 7 1 JLICIREL £ 95,

b. BN YU THREERRI—TIC Azure T T XU ) T3> ID #ZEMLT. JSON 771 ILEZZEEL
£9,

O —1H Cloud Volumes ONTAP & X 7 L%{ER T % Azure T T X0 723> Z¢IZID %iB
me3ELHD X,

-1§|J*

"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON 7 7 )LEFERLT. Azure THRALO—ILZERLE T,
RDF|EIE. Azure Cloud Shell T Bash ZfFRL TO—ILZERT DA EZRLTVWET,

* BA%R "Azure Cloud Shell D" Bash IRIEZEIRL £,
*JSON 7 7ML= 7v7O—KRLET,

Bash v o7 @ M {Y b

Requesting a Cloud Shell.sy -
- Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

* Azure CLIZERL THREZLO—IILZ{ERRL X9,

az role definition create --role-definition
Connector Policy.json

ZMNT. Connectorfg8< > VICEID H T3 Z &HTIFBBlueXP Operator W5 A XX L0
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2. 0

o o (op oY)

0]

—ILHMER SN & LT,
— ST TV r—2a =B DHETET,

. Azure R—AJLC. * Subscriptions * H—EXZRHZT X9,

HITRO) T a v EBERLET,

(T EREE (AM) ]PEM>[O—I/LED HToBM%ERL £9,

. [@—=JL]1Z 7 T. [BlueXP Operator*d— L% E R L. PRAI"ZHEIRLE T,
. [*Members* (X>NN—*) 12T T. XOFIEEERTLET,

"[FaA—Y—. JI—T FRET—EXFTIINIL | ZERLIEEXFICLET,
" (XN —DFRZBEIRLE T,

Add role assignment

i? Got feedback?

L] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:f:' User, group, or service principal

O Managed identity

Members ~ Select members

T3 OAEIEREKRLE T,
RIHEeRmLET,

Select members X

Sefect (1)

| test-service-principal

_  test-senvice-principal

| o




*TTIVT=arvEBERL. EREERLE T,
 PRRA ] BEBRLES,
f. [Review + Assign]*ZERL £,
H—EZXT) > NILIC. Connector DEAICKHER: Azure HERNMIEEINB L SICHDEL
T-:o

Cloud Volumes ONTAP Z 8D Azure Y T X0 ) T3 U 6EBATRBEIE. T—EX T >
NIWVEBZBH TR T UICNA Y RTBIURELRHD X9, BlueXPEFEHRT S . Cloud Volumes
ONTAP OEBABFICER TR IR0 T a>m=BIRTEET,

Windows Azure Service Management API #Z[B %= BiNL £
1. Microsoft Entra ID *# —EX T\ *7FUEBF Z&ERL. 7TV Ir—>a ZFRLET,
2. [API permissions]>[Add a permission]*z &R L £,
3. Microsoft API* T. * Azure Service Management * Z#ERL £ 9,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Aziare Daia Eake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

, j--'Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. #3FR L. [Add permissions]*ZER L £ 9

* B
Eﬂm
Eﬂuﬂﬂr a &

Ei! Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

I_S Azure Service Management

Programmatic access to much of the
functionality available through the Azure

portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIVT=23> 07 FIs—23aviDET4 LY MUIDZEEBIGLET

1.
2.

Microsoft Entra ID *%—E X T, *7FVEFEZFERL. 7V I5r—>a > vz&RLET,
TIVr—o3>y (95472 8) D*eTFaoL2b) (FF28) ID*EIIE—LZT,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSATU R —=ILy bDEZIE-LET,

R
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPToO 147> b>—2oLw b%EFEAL TMicrosoft Entra IDTEREECE D LD ICHD F L7,

"R
NTH—EXTUINILDERESN. 7FXUT5—>ay (95472 8) ID T«oL2b8) (577
VR) ID. BLUVISATU =Ly bDEZXDAE—LF LT Azure 7 AT Y MEEBINT 356
|, BlueXPTZ DIBHRZ AT EIHENHD £,

FlEg4 : AU XEWMOFITS
BRERGENTT LS. VI Iz 7ZB9DLinux RA MIFEHTAI VA R=ILTEET,
R % BIIA S 3 R0IC
RDOBHRHNBETI,
s ARV RAEA VR —ILT BT=DroottER,
s ARIVEADBDA R —2y b7V ECTOFOHNREBRIESIZ. TOFH—NICEET 355,

AVZA=LRBICTOF T —NEZREITBZCHTETEIN. 2DHBIFIRI Xz HBIEF T IHEN
HHET,

BlueXPTl&@EAR YOx > H—NIEHR— b EtH A

C FOESH— AHHTTPSEEAL TV A, £ TOFSARTSETOF S OBAIE. CABLI
BEZE,

c ARZLO—I%ZFEAL THELAzure ¥ EREIEETIT 3L 51, AzureODVMTERICHE > TLWSEIEN
RID,
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title: Connector deployment policy
description: Permissions for the user who deploys the Connector from
BlueXP

stage: GA

includedPermissions:

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily

- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk

- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType

- compute.instances.setMetadata

- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy

- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list

- deploymentmanager.compositeTypes.get
- deploymentmanager.compositeTypes.list



- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.deployments.get

- deploymentmanager.deployments.list

- deploymentmanager.manifests.get

- deploymentmanager.manifests.list

- deploymentmanager.operations.get

- deploymentmanager.operations.list

- deploymentmanager.resources.get

- deploymentmanager.resources.list

- deploymentmanager.typeProviders.get
- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- resourcemanager.projects.get

- compute.instances.setServiceAccount

- iam.serviceAccounts.list
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install
them,
please run:

$ gcloud components update

3. #E1TL £ gcloud compute instances create ANV RERTLET

gcloud compute instances create <instance-name>
--machine-type=n2-standard-4
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>

1R %
VM A Y RZ 2 RNRBIRA 2 R 2 X0

JO2xo bk
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service-account D ¥ T
FlE2 DHEATEELEY—EXT7AT > b

J—
VM ZEATBY —>

no-address
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subnet-path | ZIEEL X
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kms -key-path
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NSDEICDODVTDEDZ L DIFHRDI=®HIC. 5[ L 7% I L) "Google Cloud Compute SDK K= 2 X >
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<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
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sudo systemctl enable docker && sudo systemctl start docker
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chmod +x BlueXP-Connector-Cloud-<version>
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./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
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o http://address:port
o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
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Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E
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f. [Review + Assign]*%= &R L £,

H—EXTF) > NILIC. Connector DEAICHEZL Azure FEFRDMIESND L SICHEDFL
TCo

Cloud Volumes ONTAP 8D Azure YT X0 ) 7 avh 68 AT IHE_IF. T —EXTU VY
INIWEEGTZO1) T a U INA Y RTBZUELHD £9, BlueXPEERT 3 . Cloud Volumes
ONTAP DEABRICFERATRI VIRV T a U EFRTEET,
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3. Microsoft API* T. * Azure Service Management * Z&RL £ 9,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. %#3FR L. [Add permissions]*ZER L £ 9

da
En*‘w'
Eﬂuﬂﬂr = O

E‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn
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Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure7 71U > b %ZBIUeXPICEINY B L ElE. 7TV =232 (US5472 ) DETALI R
(TFYh) DZEEETIHVENDHD T, BlueXPTIE. TOTITLTHA 12T B7HICIDH
EASNET,

I3AT7 =0y bERLEY

1.

o o A N

Microsoft Entra ID *Y —E X ZRAET £ 9,
*TFIERZERL. 77V 5—>3 > zFRLET,
[Certificates & secrets]>[New client secret]* = ER L £ 9,

=0 Ly b HEOHRBEATIL X T,

M*Efn =#RLEI,

COSATU R —=ILy bDEZIE-LET,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

BlueXPTo oA 7> b>—2Lw b%{FER L TMicrosoft Entra IDTERAF CE 2 LD ICHD F L 7=,

&R

CNTH—EXTVYONIBRESHh, 7FUT—>3> (U547 8) ID. T«LO Y (TF
YBK) ID. BLUVIZAT7U =0 Ly bOEZIE—-LE L, ARIREAV A M—ILLTES,
CNS5DY LTV v )L%ZBlueXPD IR ZUEEMTZHENDHD £,

FlE4 : AR 2D FIT5
ARIRV T Iz T7 A>T I AOBEFEDOLNnUXRRA MDD O—RLTAYRAM=JILLET,

ERZRImY BHIC
RDBHRNMVET I

s AR REAVAM—=ILT BT=Droott&ER,
C AXRTADBDA VA —2y T IEACTOFONMRERIZEIE. 7OF2H—NICET 25F,

AVZAL=LRBICTOF O —NZREIBZCHTETEIN. 2DHBIFIRI X =HBIEF T IHEN
HHEY,

BlueXPTIZZEBE IOF > —NIFHR—rIhFLEA.

c FOFSH—N\DHTTPSZERAL TW3IEEa. £ 7OFOHARITRETOF S DHFEIF. CABKIE
BAE.

CDRRAIICDWT

NetApp Support Site CAFTEZ A1 VA F—FlF. TENELODBEVWN=S300BERHD FT, 1A b
=)L, FILWA=2 3 A FAERIEICAR S . ORI RISBEEFNICEHRINE T,

Fg
1. Docker "B TEITINTWVWR I =#MRL T,

sudo systemctl enable docker && sudo systemctl start docker

2. ;R M IC_http_proxy_or_https_proxy_systemZHEHREINTWVWEHEIX. HIFRL X9,
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unset http proxy
unset https proxy

NBDYRTLEHZHFRLABWVWE, 12X M—JLIFKREBLET,

. h*5Connectory 7 h Iz 7 A D >O— R L £ 9 "NetApp Support Site"&2 2 1) w2 L. Linux RX ~Z

]E-Li?’o

FYNTD—=DFREIVTORTHERTZIRLOD A2 F0>) ARIVRZA VA=A T>O0—RFRT3
MENRHD XT, AXTRIZIFRHD FT7Z514>21 A1 VA M=FHEEEINTVEITH. F7F7/RX—FE
—FERATOATR—EETNTUVET,

RV T R eRTI5ERZEIDITET,

chmod +x BlueXP-Connector-Cloud-<version>

<version> [F. AU AO—RLEIRIZDN—-23 2T,

AVAS=IIRID TR ERITLET,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—cacert <path and file name of a CA-signed certificate>

—-proxy/\ 7 X—& ¥ —cacert.pem/\Z X —RIATF> 3> TY, 7OFIHF—NZFEALTVWIEEIE.
MRDESICNTA—BREZANTZRELNHD £9, TOFVICBETIBEROANZKRDZ FOV T MEK
TINFE A

RIS AADA T aoNTA—RZERLIZOATY ROFZRLET,
./BlueXP-Connector-Cloud-v3.9.38 --proxy

https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—proxyld. ROWTNH DR ZFEA L THTTPXCIFHTTPS 7 OF > —NZFERATELSICARIH
ZRELET,

o http://address:port

o http://user-name:password@address:port

o

http://domain-name%92user-name:password@address:port
o https://address:port
o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port

ROR[UTFEFRL TS L,


https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab

s 3—HICiE. O—DIILI—HFFRIFIR XA I—H2IEETEET,
* RXA > A—HDESIE. FEEOLSICUIASCIO— REZFBETINERHD X T,
" BlueXPTld. @QXFESUC/NRAT—RIFHR—FINTULEE A,
—-cacertsid. ARXIA7OFH—NEOHTTPS7 7t RIC{ERTR3CAZLIAEFIEELTVLE
To CONTA—=RIE HTTPSTOF O H—NZEETIHEE. FLIIRTRETOF O ZIBET I5E
ICDHNETT,
R
CNTOARIEADA VA M=IILENFE LT 7OF Y —NZIBELEGEIE. 1A M—)LOKRTE

IZConnectortt —E X (occm) H2EBESHINF T,
FIEg5 : ARV RX%RET D
YA 2Ty TELIEZOTA> LT, BlueXP7Ho > b E#Ed 3 &S ICConnectorz 8 EL £

FIE
1. Web 75 UHZHE. RO URLZANDLET,

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

_ipaddress _ ICI&. TRR FDFREICIHELC T localhost. FSAAR—KIP7RLX, Fd/NTU v IP
TRLRAEEETEET, . NTUY T IPTRLADBEWNT U YO ISTRICARTIZDH
35E1F. ARTEARAMIBERINTVWEIRA DS TZAR=MIPT7RLRAEANTZIHEHLHD
79,
2. B 7y TERIFOTAIVLET,
3. Oga4> b, BlueXPeEtzy b7y FLET,
a. IV RICEEFTZBIUeXP7 AT > b ZIBELE T,
b. > F LDRFZEAILET,
C*TlE. EXa )T RECNITRETCRITLTVEIN 2 HIRE—REENICLIZFHICLET,
BEE— R TBlueXPZEAT B FIBICOVWTHAL TVWB 7o), FIRE— FIZEMICL THEHBED

HDFET, (Ffew ARIEIDPFAVTLIRCA VA M=ILENTVBRIHE. FIRE— FIETR—FE
NFELEA)

d. [* Let's start]*&#3&IRL £ 9
RS
CNT. RIFLAVZAM=I)LLIEORT ZTBlUeXPh Y b7y FEnEk L,

F/iE6 : BlueXPICHERZ (5T 3

ARITEADA VA =)Lty b7y TIHRRTLIES. 95T RILTUIvILZEEBMLT. AWSET:
IZAZure T RI1T T B - DICHERIER ZBlueXPICHE L £,
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AWS
EEZBAY DI
AWSTI LTIy ILEERLIZIEDD DIFEIF. JLT > vILDMERRIREICR S X TICHO DD D
CEDHBDET, BMOFoTH 5. BlueXPICERIBHREZEML 95
FE
1. BlueXPOAYV—ILOAELET. RE|7AAVEERL. [VLToovIL%:&RLET,

MyAccount Test Connector

Account Workspace = s | Connector oo Ayl iy 0
= A s 0 8

2. [LToovIILOBMI%&ERL. Vo —ROFIEICRKWVWET,
a. * BIRIEHMDIHBFET * . T * Amazon Web Services > Connector * | #3&IRL 7,
b. JLFUIvILEEE . AWST7IHERF—>— ULy bx—%2AHLET,

C. *Marketplace Y 7 X0 1) I 3> S SBERTZIN. BIFEOH TR ) 7T 3 >%&ERL
T. Marketplace Y 7RI T 3>% IN5OERIBHRICEEGITE T,

d HER FHLWILT OO vILOEFEMERSEL. *[BMP%E:&RL £ 9,
"R
BlueXPIZ. AWSTIA—HICb > TIREZRITIT B T=OHICHNELRIERINHE SN E LT
NT. ICBBTEET "BlueXxPI>Y —)L"BlueXPTOARIVZDERAZMBLET

Azure

ERZFIm Y HIC

INSDILTYIvILEAZUure TERR L7 IED D DIFEIE. LT > v ILHMERRIREICHR S FTICH
DHODBIeHHBDET, BPFoTH 5. BlueXPICERIBHRZEML F T,

FIE
1. BlueXPO>Y —IILOBE LT, [BE]7AAVEERL. (VLTI vIIIEERLETD,

MyAccount Test Connector

Account Workspace s | Connector  ~ | Ay = o
- s 0 e

2. [VLTFUOvILOBM%EERL. Vo — ROFIBICREWVWE T,
a. * BIRIEIMDIBFR * . Microsoft Azure > Connector * #3&RL £ 7,

b. ERIBHMDER MELMER% {159 BMicrosoft Entratr —E X 71 > /N)LICEET 3158 E AN
LEd,

TV —=3y (U347 F) D
*Ta4LIR) (FFYH) D
* IS4 —=TLy b
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C. *Marketplace 7 R0 1) F2 3> §9<CBHEITZIN. BEOHTRI) T 3 zFRL
T. Marketplace Y 7RV U T g % N5 OERIBHRICBEEMITE T,

d B i HLWILT YO vILOFMZEEEL. BN Z#RLET,

&R

BlueXPIZ. Azure CALIEB% 1T B 1= DICHNEBRIERIMTESINE LT TNT. ICBETEEXT
"BlueXPO>Y —)L"BlueXP TR I A DERAZBLET
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