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"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",



"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [



"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]

11
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1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok
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"Version": "2012-10-17",
"Statement": [

{

by

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "K8sServicePolicy"

"Action": [
"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"k n

13



"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags",
"tag:getResources",
"tag:getTagKeys",
"tag:getTagValues",
"tag:TagResources",
"tag:UntagResources"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "tagServicePolicy"



GovCloud (US) V—>Y3Y>

"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

15
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",



"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n
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"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

19
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"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

21
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",

23



"ec2:AttachVolume",

"ec2:DetachVolume"

I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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» EC2: Describelnstances

» EC2: DescribelnstanceStatus

* EC2: DescribelnstanceAttribute D C &
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"Name": "BlueXP Operator",

"Actions":

[

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

Compute/disks/delete",

.Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",

.Compute/virtualMachines/restart/action",

Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",

.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

.Storage/checknameavailability/read",

Storage/operations/read",
Storage/storageAccounts/listkeys/action",

.Storage/storageAccounts/read",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",

"Microsoft.Storage/storageAccounts/listAccountSas/action",

"Microsoft

ts/read",

"Microsoft

ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

Storage/usages/read",
Compute/snapshots/write",

.Compute/snapshots/read",

Compute/availabilitySets/write",

"Microsoft.Compute/availabilitySets/read",

"Microsoft.Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action",
"Microsoft.Authorization/locks/*",



"Microsoft

"Microsoft

"Microsoft

"Microsoft.

on" ,

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft.Network/routeTables/join/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

Storage/storageAccounts/privateEndpointConnections/read",
Storage/storageAccounts/managementPolicies/read",
Storage/storageAccounts/managementPolicies/write",

"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",

.Network/privateDnsZones/virtualNetworkLinks/write",

"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/privateDnsZones/A/write",

"Microsoft.Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",

Compute/virtualMachines/extensions/read",

.Compute/virtualMachines/delete",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",
.Compute/availabilitySets/delete",
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",
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"Microsoft.Compute/diskEncryptionSets/delete",
"Microsoft.Resources/tags/read",
"Microsoft.Resources/tags/write",
"Microsoft.Resources/tags/delete",
"Microsoft.Network/applicationSecurityGroups/write",
"Microsoft.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.ContainerService/managedClusters/listClusterUserCredential/acti

on",
"Microsoft.ContainerService/managedClusters/read",
"Microsoft.Synapse/workspaces/write",
"Microsoft.Synapse/workspaces/read",
"Microsoft.Synapse/workspaces/delete",
"Microsoft.Synapse/register/action",
"Microsoft.Synapse/checkNameAvailability/action",
"Microsoft.Synapse/workspaces/operationStatuses/read",
"Microsoft.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",
"Microsoft.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",

"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read"

1,

"NotActions": [],
"AssignableScopes": [],
"Description": "BlueXP Permissions",
"IsCustom": "true"
}
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Azure NetApp Files D4 E
BlueXP#$&% £/ L TAzure NetApp FilesT— 4% X ¥ > 3HA. ARIZIIRDAPIEREITVE T,

» Microsoft.NetApp/netAppAccounts/read

* Microsoft.NetApp/netAppAccounts/capacityPools/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write
» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read

* Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete

NI Ty Fe) AN
OAx T2, BlueXPD/N\w o 7w T ) AN BICRDAPIEREITVWE T,

* microsoft.Storage/storageAccounts/listkeys/action

* microsoft.Storage/storageAccounts/read

* microsoft.Storage/storageAccounts/write

* microsoft.Storage/storageAccounts/blobServices/container/read
* microsoft.Storage/storageAccountSas/action

» microsoft.KeyVault/vaults/read

° Microsoft, KeyVault/vaults/accessPolicies/write

» Microsoft.Network/networkInterfaces/read

* microsoft.Resources/Subscriptions /locations /read

» Microsoft.Network/virtualNetworks/read

» Microsoft.Network/virtualNetworks/subnets/read

* microsoft.Resources/Subscriptions /resourceGroups/read

* microsoft.resources/Subscriptions /resourcegroups/resources/read
* microsoft.Resources/Subscriptions /resourceGroups/write

* Microsoft . FFRI/Ow 21

* Microsoft.Network/privateEndpoints/write

* Microsoft.Network/privateEndpoints/read

» Microsoft.Network/privateDnsZones/virtualNetworkLinks/write
» Microsoft.Network/virtualNetworks/join/action

» Microsoft.Network/privateDnsZones/A/write

* Microsoft.Network/privateDnsZones/read

* Microsoft.Network/privateDnsZones/virtualNetworkLinks/read
» Microsoft.Network/networklnterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete

* microsoft.Resources/Deployments/delete

* microsoft.Managedldentity/userAssignedldentities/assign/action



BEREVZANTHEEZERI 3. ART RUPRDAPIEKREZRITLET,

P2k

Microsoft .Synapse/workspaces /& FiAH

Microsoft . Synapse/workspaces / read

Microsoft .Synapse/workspaces /!B

Microsoft .Synapse/register/action
microsoft.Synapse/checkNameAuvailability/action

Microsoft .Synapse/workspaces /operationStatuses /read
Microsoft . Synapse/workspaces / firewallRules/read

Microsoft .Synapse/workspaces/replaceAlllpFirewallRules/action
Microsoft .Synapse/workspaces /#&1EfE R /F5iAEL D

Microsoft .Synapse/workspaces /privateEndpointConnectionsApproval / action

BlueXPR3E%xERT 3%E. IR ZIIRDAPIERZITVWE T,

Toay ty b7y FICER? HXDEBIFERAINZD?
Microsoft.Compute/locations/operat |% (), [EY{RN
ions/read

Microsoft.Compute/locations/vmSiz  |Z )\, =A%
es/read

Microsoft.Compute/operations/read |\, =R
Microsoft.Compute/virtualMachines/ |3\, AN
instanceView/read

Microsoft.Compute/virtualMachines/ |\, LWLV X
powerOff/action

Microsoft.Compute/virtualMachines/ |\, AN
read

Microsoft.Compute/virtualMachines/ |\, LWLVZ
restart/action

Microsoft.Compute/virtualMachines/ |Z (), LWLZ
start/action

Microsoft.Compute/virtualMachines/ )z =R
vmSizes/read

Microsoft.Compute/virtualMachines/ |\, (RIRY-4
write

Microsoft. Compute/images/read =AW =AW
Microsoft. Compute/disks/delete =AW (RIRY-4
Microsoft. Compute/disks/read LY, =R
Microsoft.Compute/disks/write AN (RAIRY-4

42
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Microsoft. =AW
Storage/checknameavailability/read

Microsoft, X kL —hER/ERAEL 1EL\
D

microsoft.Storage/storageAccounts/ |Z (),
listkeys/action

microsoft.Storage/storageAccounts/ |Z (),
read

microsoft.Storage/storageAccounts/ |\,
write

microsoft.Storage/storageAccounts/ |\,
blobServices/container/read

Microsoft.Network/networklinterface |\,
s/read

Microsoft.Network/networklinterface |3\,
s/write

Microsoft.Network/networklinterface |3\,
s/join/action

Microsoft.Network/networkSecurity |3\,
Groups/read

Microsoft.Network/networkSecurity  |Z (),
Groups/write

microsoft.Resources/Subscriptions  |Z (),
/locations /read

Microsoft.Network/locations/operati |3\,
onResults/read

Microsoft.Network/locations/operati |3\,
ons/read

Microsoft.Network/virtualNetworks/r |3\,
ead

Microsoft.Network/virtualNetworks/c |3\,
hecklpAddressAvailability/read

Microsoft.Network/virtualNetworks/s |3\,
ubnets/read

Microsoft.Network/virtualNetworks/s |Z\\,
ubnets/virtualMachines/read

Microsoft.Network/virtualNetworks/v |Z (),
irtualMachines/read

Microsoft.Network/virtualNetworks/s |Z (),
ubnets/join/action
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Microsoft.Network/virtualNetworks/s |3\, (RAIRY-4
ubnets/write

Microsoft.Network/routeTables/join/ |\, (AIRY-4
action

microsoft.Resources/Deployments/ |\, =R
operations/read

Microsoft 4R (LY
.Resources/Deployments/read

Microsoft 4R (RIRY-4
.Resources/Deployments/write

microsoft.resources/resources/read |% )\, EY{AN
microsoft.Resources/Subscriptions |\, =R
/operationresults/read

microsoft.Resources/Subscriptions |\, (RAIRY-4
/resourceGroups/delete

microsoft.Resources/Subscriptions |\, =R
/resourceGroups/read

microsoft.resources/Subscriptions |\, AN

/resourcegroups/resources/read

microsoft.Resources/Subscriptions |\, RIRY-4
/resourceGroups/write
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Microsoft.Computell
ocations/operations/r
ead

Microsoft.Computell
ocations/vmSizes/re
ad

microsoft.Resources
/Subscriptions
/locations /read

Microsoft.Compute/o
perations/read

Microsoft.Compute/v
irtualMachines/insta
nceView/read

Microsoft.Compute/v
irtualMachines/powe
rOff/action

Microsoft.Compute/v
irtualMachines/read

Microsoft.Compute/v
irtualMachines/restar
t/action

Microsoft.Compute/v
irtualMachines/start/
action

Microsoft.Compute/v
irtualMachines/deall
ocate/action

Microsoft.Compute/v
irtualMachines/vmSi
zes/read

Microsoft.Compute/v
irtualMachines/write

Microsoft.Compute/v
irtualMachines/delet
e

microsoft.Resources
/Deployments/delete

Microsoft. Compute/i
mages/read

Microsoft.Compute/i
mages/write
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Microsoft.Network/n
etworklInterfaces/rea
d

Microsoft.Network/n
etworkInterfaces/writ
e

Microsoft.Network/n
etworkinterfaces/join
/action

Microsoft.Network/n
etworklInterfaces/del
ete

Microsoft.Network/n
etworkSecurityGroup
s/read

Microsoft.Network/n
etworkSecurityGroup
s/write

Microsoft.Network/n
etworkSecurityGroup
s/join/action

Microsoft.Network/n
etworkSecurityGroup
s/delete
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cations/operationRe

sults/read

Microsoft.Network/lo |\,
cations/operations/re
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Microsoft.Network/vir |2\,
tualNetworks/read

Microsoft.Network/vir |\,
tualNetworks/checkl
pAddressAvailability/

read

Microsoft.Network/vir &\,
tualNetworks/subnet
s/read

Microsoft.Network/vir |Z )\,
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s/virtualMachines/re

ad

Microsoft.Network/vir |\,
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Machines/read

Microsoft.Network/vir |\,
tualNetworks/subnet
s/join/action
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microsoft.Resources
/Deployments/operat
ions/read

Microsoft
.Resources/Deploym
ents/read

Microsoft
.Resources/Deploym
ents/write

microsoft.resources/r
esources/read

microsoft.Resources
/Subscriptions
/operationresults/rea
d

microsoft.Resources
/Subscriptions
/resourceGroups/del
ete

microsoft.Resources
/Subscriptions
/resourceGroups/rea
d

microsoft.resources/
Subscriptions
/resourcegroups/res
ources/read

microsoft.Resources
/Subscriptions
/resourceGroups/writ
e
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Microsoft.Compute/d
isks/read

Microsoft.Compute/d
isks/write

Microsoft.Compute/d
isks/delete

Microsoft.
Storage/checkname
availability/read

Microsofte X kL —
JhEREGAHELD

microsoft.Storage/st
orageAccounts/listke
ys/action

microsoft.Storage/st
orageAccounts/read

microsoft.Storage/st
orageAccounts/delet
e

microsoft.Storage/st
orageAccounts/write

Microsoft.
Storage/uses/read :
2 L= MERR
SERAELD

microsoft.Storage/st
orageAccounts/blob
Services/container/r
ead

microsoft.KeyVault/v
aults/read

Microsoft. KeyVault/
vaults/accessPolicie
s/write

Microsoft.Network/vir
tualNetworks/subnet
s/write

Microsoft.Network/ro
uteTables/join/action
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Microsoft.Compute/s
napshots/write

Microsoft.Compute/s
napshots/read

Microsoft.Compute/s
napshots/delete

Microsoft.Compute/d
isks/beginGetAccess
/action

Microsoft.Compute/a
vailabilitySets/write

Microsoft.Compute/a
vailabilitySets/read

"Microsoft.Marketpla
ceOrdering/offerTyp
es/publisher/offers/pl
ans/agrees/read

"Microsoft.Marketpla
ceOrdering/offerTyp
es/publisher/offers/pl
ans/agrees/write
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Microsoft.Network/lo
adBalancers/read

Microsoft.Network/lo
adBalancers/write

Microsoft.Network/lo
adBalancers/delete

Microsoft.Network/lo
adBalancers/backen
dAddressPools/read

Microsoft.Network/lo
adBalancers/backen
dAddressPools/join/
action

Microsoft.Network/lo
adBalancers/fronten
dIPConfigurations/re
ad

Microsoft.Network/lo
adBalancers/loadBal
ancingRules/read

Microsoft.Network/lo
adBalancers/probes/
read

Microsoft.Network/lo
adBalancers/probes/
join/action
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Microsoft.Network/pr |\,
ivateEndpoints/write

microsoft.Storage/st  |%\ )\,
orageAccounts/Priva
teEndpointConnectio
nsApproval / action

microsoft.Storage/st  |Z L\,
orageAccounts/priva
teEndpointConnectio

ns/ read

Microsoft.Network/pr |\,
ivateEndpoints/read

Microsoft.Network/pr |\,
ivateDnsZones/write

Microsoft.Network/pr |\,
ivateDnsZones/virtu
alNetworkLinks/write

Microsoft.Network/vir |2\,
tualNetworks/join/act
ion

Microsoft.Network/pr |\,
ivateDnsZones/A/wri
te

Microsoft.Network/pr |\,
ivateDnsZones/read

Microsoft.Network/pr |2\,
ivateDnsZones/virtu
alNetworkLinks/read

microsoft.Resources |\,
/Deployments/operat
ionStatuses /read

Microsoft.Network/pr |\,
ivateEndpoints/delet
e

Microsoft.Compute/a |\,
vailabilitySets/delete
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Microsoft.Compute/d
iskEncryptionSets/re
ad

Microsoft.Compute/d
iskEncryptionSets/wr
ite
microsoft.KeyVault/v
aults/deploy/action

Microsoft.Compute/d
iskEncryptionSets/de
lete

Microsoft.Network/a
pplicationSecurityGr
oups/write

Microsoft.Network/a
pplicationSecurityGr
oups/read

Microsoft.Network/a
pplicationSecurityGr
oups/joinlpConfigura
tion/action

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/write

Microsoft.Network/a
pplicationSecurityGr
oups/delete

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/delet
e

microsoft.Resources
/tags/read

microsoft.Resources
/tags/write

microsoft.Resources
/tags/delete

microsoft.ManagedId
entity/userAssigned|
dentities/assign/actio
n
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» Microsoft .Insights / Metrics / Read

» Microsoft.Compute/virtualMachines/extensions/write
» Microsoft.Compute/virtualMachines/extensions/read
» Microsoft. Compute/virtualMachines/extensions/delete
* Microsoft.Compute/virtualMachines/delete

» Microsoft.Network/networkInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete

» microsoft.Resources/Deployments/delete

Kubernetes

Connectorld. Azure Kubernetes Service (AKS) TEITEINTWBE Y Z X2 ZEH LEET 3 /HITRDAPI
ERERITLET,

* Microsoft.Compute/virtualMachines/read

* microsoft.Resources/Subscriptions /locations /read

* microsoft.Resources/Subscriptions /operationresults/read

» microsoft.Resources/Subscriptions /resourceGroups/read

* microsoft.resources/Subscriptions /resourcegroups/resources/read

» Microsoft .ContainerService/managedClusters/read

* Microsoft .ContainerService/managedClusters/listClusterUserCredential/action

fEIE

BlueXPDEEHEEZEA TS L. ARTXIFAzure V)V — XD R T ZEERT BT DICRDAPIERZITLE
ER

* microsoft.resources/resources/read

* microsoft.Resources/Subscriptions /operationresults/read

* microsoft.Resources/Subscriptions /resourceGroups/read

* microsoft.resources/Subscriptions /resourcegroups/resources/read
* microsoft.Resources/tags/read

* microsoft.Resources/tags/write
REE1L
BlueXPREB{bDt v ~ 77w TR, ORI RIFRDAPIERZITLWE T,

» microsoft.Storage/storageAccounts/listkeys/action
* microsoft.Resources/Subscriptions /resourceGroups/read

* microsoft.Resources/Subscriptions /locations /read
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COOARTRIE. RDAPIER=ZH L DIIBISEXEL £,

* microsoft.Storage/storageAccounts/blobServices/container/read

* Microsoft, Storage/storageAccounts/managementPolicies/read
* microsoft.StorageAccounts/managementPolicies/write

* microsoft.Storage/storageAccounts/read

ZrEOY

EEDVEME LVHIBRETNE & UTOEIS 3 VICENSDERPRRIINE T,

2023F1285H

Azure BLOBR b L —JINIRY 2 —LT—RZNV I 7 v 7T BHBE. BlueXPO/NY 77w FEUANIITR
DIERIFFAEICHRD £ LT

» Microsoft.Compute/virtualMachines/read

» Microsoft.Compute/virtualMachines/start/action

* Microsoft. Compute/virtualMachines/deallocate/action
* Microsoft.Compute/virtualMachines/extensions/delete

* Microsoft.Compute/virtualMachines/delete

NS DIERISMDBIUEXPR b L —JH —E XICRHREBERTEH. ORI ML—H—EXZFRALTVWREE
ZaARTEZOARZLO—ILDE|EHEISERINE T,

2023F5H12H
RDIEBRILCloud Volumes ONTAP DEIBICHER =&, JSONRU > —(ZEBMEINE LT

* Microsoft. Compute/images/write

* Microsoft.Network/loadBalancers/frontendIPConfigurations/read
JSONR ) =D 5 XDMERDVEIREINE LTce TNSDERISAEICHED XL T,

* microsoft.Storage/storageAccounts/blobServices/container/write

» Microsoft.Network/publiclPAddresses/delete
2023%3H523H
BlueXPD43$8IC TMicrosoft.Storage/storageAccounts/delete ] MERRIZFEICHD F LT,
C DERRIXCloud Volumes ONTAP TId5 | EHIHE T,
2023F1858
JSONRY & —|TRDIERDEMEINE LT
* microsoft.Storage/storageAccountSas/action

* Microsoft .Synapse/workspaces /privateEndpointConnectionsApproval / action
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NS DIERIZBIUEXPD /Ny 0 7w FE ) AN ICRHETT,
» Microsoft.Network/loadBalancers/backendAddressPools/join/action

Z DHEFRIZCloud Volumes ONTAP ME A |[CHAET T,

Connector @ Google Cloud 1&fR

BlueXPIZI&. Google CloudT7 0> 3> ZERTIBT-ODIERNMBETT, CNHo5DHE
FRld. Ry b7y ITHRHITZI DX ZLO-ILICEEFNTVWEY, TS5 DHER
TBlueXPH Al RITT2DHZEBEL TECELWVWTL & S,

Y—EXT AT - DIER

RDA AR LO—)LIF. Connectorh*Google Cloud=®wy kT —2JAD) Y —R 7O R ZEET 37D
BELERZIRELE T,

CDARZLO—)LIE. Connector VMICESEFITENTVWBRH—EXT7HT Y MIBERTIHNENHD
ER

* "{Z#¥E— RDGoogle CloudtEfR =R EL £
*"HIRRE— FOMERZHRELFT"
" TSAR—FE—ROERZHRELET"

Flow FILVWERDUEDOU U —XTEMEIND E SIS, O—IIDRFORETH 2 C L R T IHNED D
DEJ,

title: NetApp BlueXP

description: Permissions for the service account associated with the
Connector instance.

stage: GA

includedPermissions:

- iam.serviceAccounts.actAs

- compute.regionBackendServices.create
- compute.regionBackendServices.get

- compute.regionBackendServices.list

- compute.networks.updatePolicy

- compute.backendServices.create

- compute.addresses.list

- compute.disks.create

- compute.disks.createSnapshot

- compute.disks.delete

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create
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