Getting Started with Cloud Volumes ONTAP in
Google Cloud

June 30, 2021



Getting Started with Cloud Volumes ONTAP in
Google Cloud: The Setup Walkthrough

NetApp Cloud Volumes ONTAP is a cloud-based version of NetApp’s signature ONTAP
software that provides enterprise-level storage management features and enhancements for
mission-critical workloads.

This document will show you step-by-step instructions on how to set up NetApp Cloud Volumes
ONTAP for use on Google Cloud.
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Key Design Considerations

You'll need the following key design considerations in place before carrying out a Cloud
Manager and Cloud Volumes ONTAP deployment.

e GCP Account and project
Cloud Manager and Cloud Volumes ONTAP use requires an active GCP Account and
project.

o To start a new GCP account, sign up for an account here.
o If you don’t have a GCP project in your account, Learn how to create it here.

e Supported GCP regions
Cloud Volumes ONTAP is available in all GCP regions.


https://console.cloud.google.com/freetrial?_ga=2.243390081.587526068.1619681441-1325159886.1564323333&_gac=1.19848266.1619681841.Cj0KCQjwsqmEBhDiARIsANV8H3bgl_g1YczsHmq6g6YO9EYOLIKhl8UHLMv55zkcOGvtu5LjjFXFDBYaAl5IEALw_wcB
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project

e Cloud Manager deployment
There are two options for deploying Cloud Manager:

o Using Cloud Manager via NetApp Cloud Central.
o Using the GCP Cloud Shell.

e GCP Networking considerations
Your Cloud Manager deployment needs to have network connectivity between the GCP
VPC where Cloud Manager is deployed to the following two endpoints:

Network connectivity to GCP VPCs in each region where you want to
deploy Cloud Volumes ONTAP. More details on this networking
requirement can be found here.

(For hybrid scenarios only) Network connectivity to a NetApp FAS/AFF
appliance for replication purposes.

Cloud Manager deployment from a workstation web browser requires network
connectivity to the below endpoints:

« Cloud Manager appliance (IP).
NetApp Cloud Central
(https://auth0.com, https://cdn.auth0.com, https://netapp-cloud-
account.authO.com, https://services.cloud.netapp.com).
In-product chat (https://widget.intercom.io).

NetApp recommends deploying Cloud Manager on a subnet / VPC that has outbound
internet access for use with Cloud Volumes ONTAP.

Setting Up Your GCP Marketplace Subscription

To useCloud Manager and Cloud Volumes ONTAP, Google Cloud users need to subscribe to
Cloud Volumes ONTAP via the GCP Marketplace. This is a one-time signup that is needed in
order to confirm the terms of the GCP EULA.

Click here to see these steps demonstrated.

1. Log into the GCP management console via an internet browser.

2. Using the same browser where you are signed into your Google Cloud account, go to
the GCP Marketplace. Search for the NetApp Cloud Manager for Cloud Volumes ONTAP
solution.



https://docs.netapp.com/us-en/occm/reference_networking_cloud_manager.html#connection-to-target-networks
https://docs.netapp.com/us-en/occm/reference_networking_cloud_manager.html#connection-to-target-networks
https://auth0.com/
https://cdn.auth0.com/
https://netapp-cloud-account.auth0.com/
https://netapp-cloud-account.auth0.com/
https://services.cloud.netapp.com/
https://widget.intercom.io/
https://netapp-my.sharepoint.com/:w:/p/hanans/EQnU3sOOy2RFi10pFeL2KKEBHDKBDSQ5jewV9U5nfAcf0A?e=4ZD6RE
https://console.cloud.google.com/marketplace/product/netapp-cloudmanager/cloud-manager?project=calm-snowfall-312207&folder=&organizationId=
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3. Click "Subscribe":



“ Cloud Manager for Cloud Volumes ONTAP
Parldgn, it

NetApp

Entenpeise-grade dats management and protectan

OVERIEW aC NG DPPORT

Cverview

Chloud Volurmes ONTAP is & dats-management layer that runs natively on Additional details
Googhy Cloud infrasinectune enabling enhanced control, dats protection,

makality and agility for butiness: application data. Get consigtent enlaprise- Tt AP & geovicns
rade SHEBRE BoY0ss your hybnd cloud platforms with bust-in desaster Lot upatedt 12021
pieary, hbchup and feraomewane protection. Seamlesaly mig i enisipre Caisgany. Sesge
applications without reengiteening. Creale companmy-wide Fle shanes with
simuliareous MFS and CIF5SMB acoess and E2CS1 block storage Tor GOE
ingtances with scalabidlity up 10 36ETH. Aulcmate parsisient N0mge
provwigioning bod your Kubemetes clastens. Acoslials CUCD cyches with
instanl, zerc-capacity data replcation. Reducs slorage costs by T with
sdvaneid sicrage eifziencies. Cloud Manager i the consols used 1o deploy.
mandge and sutomate Cloud Volares ONTAP ngtances scrods the hybod
rrrt-choasd

R b Mt e Cloud Servers

Leam morne 2

About Neldgs, Ine

4. Select the appropriate billing account and agree to the terms and conditions. When you are
done click “Subscribe.”



2. Purchase details

Select a billing account *
Secondary_Billing_Account -

3. Terms

Cancellation and change policy

* Usage fee is billed every month

* You can cancel the service at any time and it will take effect immediately. You will be
billed by the amount you used for that month

Additional terms

1understand this subscription will be automatically renewed at the end of the current
term.

1 authorize Google LLC and its affiliates ('Google®) to share my purchase, usage,
operational (e.g., project lifecycle events), support ticket, and account information with
NetApp, Inc., its affiliates and subcontractors, for the purposes of providing the service,
sales attribution, and technical support. | represent that | have the authority to bind my
company.

‘ By deploying the software or accessing the service you are agreeing 1o comply with the
End User License Agreement (4, GCP Marketplace Terms of Service, and the terms of
applicable open source software licenses bundled with the software or service. Please
review these terms and licenses carefully for details about any obligations you may have
related to the software or service. To the limited extent an open source software license
related to the software or service expressly supersedes the GCP Marketplace Terms of
Service, that open source software license governs your use of that software or service.

By using this product, you understand that certain account and usage information may
be shared with NetApp, Inc, for the purposes of financial acc ing, sales attributs
performance analysis, and support. @

Google is providing this software or service “as-is* and any support for this software or
service will be provided by NetApp, inc. under their terms of service.

SUBSCRIBE

-

5. Click “Register With NetApp Inc.” when the popup appears.



Your order request has been sent to NetApp,
Inc.
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Your new subscriptien to the Cloud Manager 1 month plan for Clowd Manager for Cloud
Valumes ONTAP requires your registration with NetApp, Inc.. After NetApp, Inc. approves
your request, your subscription will be active and you will begin getting charged. This
processing time will depend on the vendor, and you should reach out to MetApp, Inc.
directly with any questions related to signup.

VIEW ORDERS REGISTER WITH METAPE INC.

6. You will be redirected to _https://services.cloud.netapp.com/subscription-mapping. Click
“‘Done” to proceed.

Subscription Assignment X

Your subscription to Cloud Manager / Cloud Volumes
v ONTAP from GCP Marketplace was created successfully!

Done

7. Select the subscription from the drop down menu and then click “Apply.”


https://services.cloud.netapp.com/subscription-mapping
https://services.cloud.netapp.com/subscription-mapping
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GCP Account and Permissions

The following instructions detail how to create an GCP account with the necessary ldentity and
Access Management (IAM) policy. This will make it possible to use Cloud Manager with your
GCP environment.

Setting Up GCP Permissions to Create a Connector

1. To begin setting up GCP permissions to create a Connector, go to the Cloud Manager
policies for GCP page.

2. Click the “Connector deployment policy for GCP” link, as shown below:

Google Cloud Platform

Two sets of permissions are required in GCP

1. The GCP user who deplays a Connactor from Cloud Manager must have the permissions defined in thd Connector deployment policy for GCP.|

2. The service account for the Connector VM instance must have the permissions defined in the Cloud Manager policy for GCP. You need to asseciate the service account with the Connector when you deploy it from Cloud Manager.

For step-by-step instructions, see Creating a Connector from Cloud Manager.
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https://mysupport.netapp.com/site/info/cloud-manager-policies
https://mysupport.netapp.com/site/info/cloud-manager-policies

A file named “Setup_As_Service_*version*_ GCP.yaml” will be downloaded. This file will be
used later in the setup process to create a custom policy for the Connector deployment.

3. Click the "Cloud Manager Policy for GCP" link, as shown below:

Google Cloud Platform
Twa sets of permissions are required in GCP:
1. The GCP user who deploys a Connector from Cloud Manager must have the permissions defined in the Connector deployment policy for GCP.

unt for the Connector VM instance must have the permissions defined in the|Cloud Manager policy for GCPfYou need to asseciate the service account with the Connector when you deploy it from Cloud Manager.

ep instructions, see Creating a Connector from Cloud Manager.
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A file named “Policy_for_Cloud_Manager_*version*_GCP.yaml.” will be downloaded. This file
will be used later in the set up process to create a custom policy for the Connector Service
Account.

4. Create a custom role for the Connector deployment and assign it to a user.

a. Log in to https://console.cloud.google.com/, select the correct project and activate

Cloud Shell.

Q. Search products and resources Activate Cloud shell mi»] = |© @ | @
DASHBOARD ACTIVITY RECOMMENDATIONS # CUSTOMIZE
©  How Google Cloud s heping during COVID19. Learn mor oiswiss
8¢ Project info H I APIs H & Google Cloud Platform status
Roissis Gouenia/on

A
ADD PEOPLE TO THIS PROJECT
-> Gooproject settings B Tokea tour of biling
> Viewd 9
& Resources
2 > o

= Trace

£ OpenEc 8 8 8 B x



https://console.cloud.google.com/

b. Upload the “Setup_As_Service *version*_ GCP.yaml” permissions file you previously
downloaded to Cloud Shell. You can either drag-and-drop this file from your computer to
Cloud Shell or use the Upload File operation from Cloud Shell's menu options listed
under the vertical ellipsis icon in the right hand corner, as shown below:

Google Cloud Platform 2 My Project 24836 v Q  Search products and resources

DASHBOARD ACTIVITY RECOMMENDATIONS /' CUSTOMIZE

@  How Google Cloud is helping during COVID-1. Learn mor DISMISS

8¢ Project info $ [ H & Google Cloud Platform status

Requests (requests/se

=) Golo Cloud status dashboard

ADD PEOPLE TO THIS PROJECT

> Goto project settings

& Resources

= Trace

c. From Cloud Shell, use the gcloud iam roles create command to create a
custom role from file at the organization or project level. If the Authorize Cloud

Shell box pops up, click “Authorize.” The role created using the permissions file will be
titled “NetApp Cloud Central.”

10


https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role

= Google Cloud Platform 3 My Project 38656 v Q  Search products and resources

DASHBOARD ACTIVITY RECOMMENDATIONS /' CUSTOMIZE
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Billing
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d. To grant the new role created to the relevant user you can run the gcloud add-

iam-policy-binding command or use the console’s IAM & Admin menu.

In the menu, select “IAM.” When adding a new user or editing an existing user, select
the “NetApp Cloud Central” role.

Click on “SAVE” to proceed.

11


https://cloud.google.com/iam/docs/granting-changing-revoking-access#granting-gcloud-manual
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5. Next, set up a Service Account that will be associated with the Connector VM. You will grant
the permissions required to allow the creation and management of Cloud Volumes ONTAP
instances. Note that these permissions are not the same as those set up in the previous step.

a. Upload the “Policy_for_Cloud_Manager_*version*_ GCP.yaml” permission file to
Cloud Shell. You can either drag-and-drop this file from your computer to Cloud Shell or
use the Upload File operation from Cloud Shell's menu options listed under the vertical
ellipsis icon in the right hand corner of the screen.

b. From Cloud Shell use the gcloud iam roles create command to create a

custom role from file at the organization or project level. If the Authorize Cloud Shell box
pops up, click “Authorize.” The role created will be titled “NetApp Cloud Manager.”

c. Go to the Google Cloud Console and find the IAM & Admin menu. Navigate down to
Service Account. To create a new account, click on “Create service Account.”

Fill in the account details and click on “CREATE” to proceed.

12


https://occm-sample-policies.s3.amazonaws.com/Policy_for_Cloud_Manager_3.9.0_GCP.yaml
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
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Next, click on the drop menu under the Role option

2 My Project 38656 +

Create service account

@ Search products and re

@/ Service account details
Service accoun name
NetApp Connector

Service account ID
Petapp-connector  @rational-lambda

‘Service accoum description
Service account

ted with the Cloud Manager Connector

Grant this service account access to project

(optional)

© Grant users access to this service account (optional)

(- I

the role and click on “DONE” to proceed.

Google Cloud Platform

IAM & Admin

1AM
Identity & Organization
Policy Troubleshootes
Policy Analyzer

Organization Policies

Labels

Tags

Setings.

Privacy & Security

Icentity-Aware Proxy

Roles

Audit Logs

Essential Contacts

Groups

Early Access Center

Quotas

2¢ My Project 38656 v

Create service account

& Service account details

(optional)

Grant this service account access to project

Grant this service account acoess to My Project 38656 5o that it has permission to

complete specific actions on the resources in your project | aarn more

Role
NetApp Cioud Manager =

+ ADD ANOTHER ROLE

CONTINUE

Condition

© Grant users access to this service account (optional)

&3]

0

v B e »

. Select “NetApp Cloud Manager” as

You will now have a Google Cloud user with the permissions required to create a Connector
from Cloud Manager as well as a service account for the Connector VM to use.
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Enable Google Cloud APIs

Deploying the Connector and Cloud Volumes ONTAP in GCP requires a number of Google
Cloud APIs to be enabled. This section will show you how to enable the APlIs.

1. Click the hamburger menu on the upper right hand corner of the Google Cloud Console and
select “APIs & Services.”

Google Cloud Platform 2+ My Project 38656
Home >

®

W Marketplace

& siling

»

W Support >

© 1AM & Admin >

®  Getting started

% compliance

& Security >

A Anthos >

COMPUTE

@ AppEngine >

& Compute Engine >

@  Kubernetes Engine >

()  Cloud Functicns

)»  Cloud Run

& VMware Engine

STORAGE

. Flestore >
Storage >

=
=2
2 DataTransfer >

2. On the APIs and Services tab, select “Library.”

14



2% MyProject 38656 v Q  Search products and resources
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Traffic * Errors Median latency *
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218 2

Cloud Manitoring AP
Cloud 05 Login AFI

Cloud Pub/Sub API

Cloud SQL

Google Cloud APl

Goagle Cloud Storage JSON API

o Managament AP

3. Using the library’s search box, find and enable each of the following APIs:

Cloud Deployment Manager V2 API

Cloud Logging API

Cloud Resource Manager API

Compute Engine API

Identity and Access Management (IAM) API

P20 TR

Enable these APIs by opening the page for each API and clicking the “Enable” button, as shown
below. Repeat this process for all of the relevant projects in your account.

15
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4. Now that the necessary Google Cloud APIs are enabled for your projects, the Connector can
be created. This will also allow Cloud Volumes ONTAP instances to be created as well.

Setting Up a Service Account for Data Tiering and Backups

Although optional, it is recommended to use Cloud Volumes ONTAP’s data tiering capabilities to
automatically move cold data, such as disaster recovery copies, to Google Cloud Storage in
order to reduce TCO.

To set up data tiering, Cloud Volumes ONTAP requires a service account granted with a
Storage Admin role. This service account will also enable you to also use the Cloud Backup
service to back up Cloud Volumes ONTAP and on-premises storage volumes to low-cost object
storage if needed.

1. Go to the IAM & Admin menu in the Google Cloud Console. Find the Service Account tab on
the left-hand panel and create a hew account by selecting “Create Service Account”.

Fill in the account name, account ID, and the account description details. When you are done,
click on “CREATE?” to proceed.

16


https://docs.netapp.com/us-en/occm/concept_backup_to_cloud.html
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2. In the “Grant service account access to project” step, go to the Role drop down menu and
select “Storage Admin.” The permissions granted under this role will give you full control over
deploying and managing Google Cloud Storage resources.

Click on “CONTINUE?” to proceed.

Google Cloud Platform My Project 38656 v

e IAM & Admin Create service account

P
& Service account details
©  icentiy s Orgarization
& Policy Troubleshooter ) Grant this service account access to project
(optional)
» Policy Analyzer .
Grant this service account access to My Project 38656 5o that it has permission to

complete specific actions on the resources in your project | aarn more
Organization Policies -

Role Condition
9 Service Accounts Storage Admin v Asd cond .
Full control of GCS resoirces o
@ Labels
» A5 + ADD ANOTHER ROLE
& Settings
CONTINUE
@ Privacy & Security !
W Identry-Avare Proxy © Grant users access to this service account (optional)

= Audtlogs
@  Essential Contacts
1 Gous

& Early Access Center

= Quotas
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3. In the “Grant users access to this service account (optional)” step, add a service account
user. Enter the Connector service account name that was created earlier when you set up user
permissions and service account for Connector deployment.

Click on “DONE” to finish.

= Google Cloud Platform 2+ MyProject 38656 v Q  Search products and resources v = 0 © ! “
O 1AM &Admin Create service account SHOW INFO PANEL

& Service account details

@

Grant this service account access to project
(optional)

»

o

© Grant users access to this service account (optional)

ed 10 perform actions as this service

& & v ¢ 1

| m CANCEL

Your service account will now be set up. The service account can be selected later when you
create a Cloud Volumes ONTAP instance, in the Details and Credentials screen.

Now that these requirements are all in place, you can begin deploying the Cloud Manager
Connector.

Deploying the Cloud Manager Connector

In this section we will deploy the Connector in Google Cloud directly from Cloud Manager.

The Connector is part of the Cloud Manager infrastructure that allows secured management of
processes and resources within Google Cloud and is required in order to use most of the
features and services integrated into Cloud Manager.

For the complete list of Connector capabilities, go to Learn about Connectors in the Cloud
Manager documentation center.

The Connector can be deployed in Google Cloud or in your data center. For instructions on
installing the connector on-prem, refer to the instructions here.

1. Go to https://cloudmanager.netapp.com and log in. If this is your first time accessing Cloud
Manager, you would be requested to create a NetApp Account for your organization:

18
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CloudOps
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User Name
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SIGN UP
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2. Once you have logged in, you will be situated in Cloud Manager’s home page, the Canvas
tab.

Click on the Connector menu in the top-right corner to open the Connectors pane. To get
started with the deployment, click on “Create your first Connector.”

Cloud Manager Workspece

Connectors Add Connector | Manage Connectors

3. Click “Let’s Start” to proceed.

19



Create Connector

A Connector is required to continue this operation.

The Connector allows Cloud Manager to manage resources and
processes within your public cloud environment. It is important for

the continued health and operation of the services that you enable.

Let's Start

4. For your cloud provider, select “Google Cloud Platform” and then click “Continue.”

Provider

Choose the cloud provider where you want to run the Connector

o2 aus a

Microsoft Azure Amazon Web Services Google Cloud Platform

5. Before continuing, make sure you have completed the steps detailed in the sections above.
You must have all the necessary permissions set up for the Google Cloud user account, the
proper service accounts created, and the relevant Google Cloud APIs enabled.
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Get Ready

To deploy a Connector, you will need the following:

> The required permissions for your Google Cloud account.
> AGoogle Cloud project

> A service account that has the required permissions to create
and manage Cloud Volumes ONTAP.

> AVPC and subnet in your Google Cloud region of choice

Need help? Check out our step-by-step documentation.

Want to run the Connector in your own network?

6. You will be prompted to log in to your Google account.

Note that the form is wholly controlled by Google Cloud. NetApp will never see your sign-in
credentials.

7. Next, enter the correct Connector Instance Name, Project, and the Service Account. The
service account will be the one with the NetApp Cloud Manager role that was created earlier in
the setup process.

When you are done, click “Continue.”

Create Connector Need help ?
@ Get Ready e Basic Settings |@> Location (—E\ Network 6) Firewall Policy
T Previous Step Basic Settings

Connector Instance Name

gcpconnector

Project

TLV-Support

Service Account

CVO-Yossi-Service Account

Q
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8. Provide the location information for your Connector. You will need to include a GCP region,

zone, a VPC, and a subnet for the Connector instance.

Click “Continue” when you are done.

Create Connector

@ Get Ready @ Basic Settings e Location

T Previous Step

Region

us-centrall

Zone

us-centrall-a

VPC

default

Subnet

(4) Network
-,

Location

Need help ?

P
(5 ) Firewall Policy
>/

default

9. In the Network step, you will configure connectivity and proxy settings. For Connectivity, you
must choose whether or not to enable the use of a public IP address.

Specifying a proxy configuration is optional and will depend on your planned usage.
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Create Connector Need help ?

@ Get Ready @ Basic Settings @ Location o Network -:5) Firewall Policy

T Previous Step Network

Connectivity Proxy Configuration (Optional)

Public IP HTTP Proxy

Enabled Example: http://172.16.254.1:8080

Define credentials for this proxy

Q

10. In the last step of the Connector deployment, you will set up your firewall policy.

You can either use an existing firewall policy or create a new one. In either case the firewall
policy must allow inbound HTTP, HTTPS, and SSH access.

When you are done, click “Create.”
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Create Connector Need help ?
@ Get Ready @ Basic Settings @ Location @ Network o Firewall Policy

T Previous Step Firewall Policy

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a firewall policy: ~ (®) Create a new firewall policy () Select an existing firewall policy
HTTP (Port: 80) HTTPS (Port: 443) SSH (Port: 22)
Source Type Source Type Source Type

My IP v ‘ My IP hd ‘ My IP -
Source Source Source

‘ 87.71.203.25/32 ‘ 87.71.203.25/32 ‘ 87.71.203.25/32 |

Create

11. Your Connector deployment will commence. Make sure you do not close the page until the
setup is finalized. This process will take about seven minutes.

Deploying a Connector

Security Group Instance Profile Instance Role
» Keep this wizard open until the deployment process is complete. It usually takes
about 7 minutes.

12. Once the Connector deployment completes successfully, click on “Continue.”
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Creation of the Connector succeeded

The Connector was created successfully. Click Continue to resume the operation.

13. Now go to the Connectors pane and confirm that your Connector is listed as Active.

Cloud Manager

With your Connector deployed successfully, you will now be able to deploy a new Cloud
Volumes ONTAP working environment.

Setting Up a New Cloud Volumes ONTAP Working Environment
on Google Cloud

1. To start your Cloud Volumes ONTAP instance, go to the Cloud Manager Canvas and click on
“Add Working Environment.”

2. In the Choose a Location step, select “Google Cloud” as the cloud provider.
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Canvas Backup Sync Compliance File Cache Tiering. Replication Kés Restore All Services (+5) v

Add Working Environment Wizard Choose a Location
ol T
L] aws D =
Microsoft Azure Amazon Web Services Google Cloud On-Premises ONTAP

3. Next, on the Define Your Working Environment step, select “Cloud Volumes ONTAP (Single
Node)".

(Note that Cloud Volumes ONTAP for Google Cloud supports two configurations: Single Node
for non-mission critical workloads and HA for mission critical workloads. Click here for additional
information on HA.)

When you are done, click “Continue.”

Cloud Manager (P&m®

Account Workspace Connector
Demo_SIM odedb DCCMsaasDer

Canvas Backup sync Compliance File Cache Tiering Replication Kes Restore All Services (+5) +

Create a New Working Environment Define Your Working Environment
T Previeus Step (-]
(=) (D)
(,/J —

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Cloud Volumes Service

You're about to create a new Cloud Volumes ONTAP system in GCP

(2 1f you want to discover an existing Cloud Volumes ONTAP in GCP, click here,

4. In the Details and Credentials step, you will provide some details about the environment you
are going to set up. This will include the environment’s name and its admin credentials.

Make sure to choose a Service Account that has been configured with the Storage Admin role
(as shown in the section above) so you can enable Data Tiering and Cloud Backup to Google
Cloud Storage.

When you are finished, click Continue.
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Cloud Manager /Pem®

Canvas Backup sync Compliance File Cache Tiering Replication Kas Restore All Services (+5) ~

Create a New Working Environment Details and Credentials
default-project subscriptiond
T Previous Step prj P it Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cvogepdrt admin
Password
Service Account ‘

Service Account Name

account!

© AddLabels  Optional Field | Up to four labels

5. In the Services step, note that Cloud Backup is enabled by default. This allows you to easily
implement a 3-2-1 backup strategy. Based on the default policy, Cloud Backup will backup your
disaster recovery volumes on a daily basis, retaining the 30 most recent backups.

Using the top right knob Cloud Backup can be disabled, if desired. Click “Continue” to proceed.

Demo: Account ~ Workspace  ~ Connector
Demo_SIM odedb OCCMsaasDemo

Cloud Manager

Canvas Backup sync Compliance File Cache Tiering Replication Kes Restore All Services (+5) ~

Create a New Working Environment Services

T Previous Step

(¢35) Backup to Cloud E ]
o

Integrated backup for Cloud Velumes ON ed on SnapMirror and Snapshot technologies. Backup copies are maintained

in Google Cloud buckets. Backups stored e Cloud buckets are charged separately from Cloud Volumes ONTAP

ADVANTAGES CLARIFICATIONS
> Automatically back up all volumes. > Backup settings are editable after working enviranment
creation.

> Creates new backup copy every day.

> Retains backups for 30 days.

.

6. In the Location and Connectivity step, configure several parameter for your volume:

e GCP Region
e GCP Zone
e VPC
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e The appropriate subnet for connectivity
e Firewall Policy. You can use an existing firewall policy or create a new one.

Make sure to mark the checkbox after you have validated connectivity between your VPC and
Google Cloud Storage.

Cloud Manager (2em® Account > Workspace Connector

Demo_SIM odedb OCCMsaasDemo

Canvas Backup sync Compliance Flle Cache Tiering Replication K8s Restore All Services (+5) ~

Create a New Working Environment Location & Connectivity

T Previous Step

Location Connectivity
GCP Reglor vPC
us-east] - vpel
GCP Zone Subne!
us-eastl-b - 10.158.0.0/20

Firewall Policy

[#] 1 have verified connectivity between the target VPC and Google * Generated firewall policy Use existing firewall palicy

Cloud starage.

.

7. The subnet in which Cloud Volumes ONTAP resides needs to be configured for Private

Google Access. If your subnet is already configured for Private Google Access, proceed by
clicking “Continue.”

If the subnet is not configured for Private Google Access, proceed with the following steps:

a. Go to the Google Console and find the Networking tab. Under “VPC network” you can
find Cloud Volumes ONTAP’s VPC and subnet.
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= | Google Cloud Platform s My Project 38656

11 vecnetwork VPC networks EXCREATEVECNETWORK (3 REFRESH

Hame 1 Region Sunets MTU @ Mode P sddressranges  Gateways Firewall Rules.  Giobal dynsmic routiag  Flow oge

~ defaull

b. On the subnet details page, look toward the bottom of the page for “Private Google
Access” settings.

Click on “EDIT” to make changes.

= Google Cloud Platform s My Project 3855+
IT vecnetwork & Subnet details DT | W DELETE

default

VPC Network
Firewal etault
N Routes Region
% VPCretwork pesring
1P address rang
b Shared VPG 00280020

c. Under “Private Google Access” select On for Cloud Volumes ONTAP’s subnet.

Click “SAVE” when you are done.
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Google Cloud Platform = My Project 38656

I vRCnetwork & Subnet details £

default

VPC Netork

8. In the Cloud Volumes ONTAP License & NSS Account step, choose the license option you
will use: Pay-As-You-Go, or BYOL (a term-based license purchased upfront).

In this step you can also choose to add a NetApp Support Site (NSS) account that you will use
with this Cloud Volumes ONTAP environment. Note: An NSS account is recommended if you
are choosing a Pay-As-You-Go license, but it can be added at another time. Use of a NSS
account provides users with additional NetApp technical support and software updates. With
BYOL, the NSS account allows you to enable your subscription.

When you are done, proceed by clicking “Continue.”
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Demo. Account ~ Workspace Connector
Cloud Manager Demo_SiM odedb OCCMsaasDemo

Canvas Backup sync Compliance File Cache Tiering Replication K8s Restore Al Services (+5) v

Create a New Working Environment Cloud Volumes ONTAP License & NSS Account

T Previous Step 8
Cloud Volumes ONTAP License NetApp Support Site Account
Which licensing option would you like to use with this system? Learn more about NetApp Support Site (NSS) accounts (3)
* Pay-As-You-Go BYOL NetApp Support Site Account
TESTCLOUD2 -
To add a new NetApp Suf S 1 the C t
tings

..

9. In the Preconfigured Packages step, you have the option to select from a number of
preconfigured Cloud Volumes ONTAP packages. These packages are tuned for various
workloads and business objectives.

If you don’t want to use a preconfigured package, click on “Create my own configuration.”

Cloud Manager

Canvas Replication Compliance File Cache Compute Sync Tiering Backup Al Services (+7) v

Create a New Working Environment Preconfisured Packages

your needs, or create your own configuration
{2 later tim & Create my own configuration
ater time C

T Previous Step Select a preconfigured Cloud Volumes ONTAP syst
Preconfigured settings

s =0 (] o
POC and small workloads Database and application data Cost effective DR Highest performance production
production workloads Up to 10TB of storage workloads

Up to 278 of storage
Up to 1078 of storage Up to 36878 of storage

On the Data Tiering in Google Cloud page, if an appropriate Service Account was configured as
described above, cold data tiering to Google Cloud Storage will be enabled by default.

The storage classes supported are Standard, Nearline and Coldline. By using data tiering in
disaster recovery scenarios, costs can be significantly reduced.

When done, click “Continue.”
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Demo. Account
Dx

Workspace Connector
emo_SIM odedh

0CCMsaasDemo

Cloud Manager

Canvas Backup sync Compliance File Cache Tiering Replication K8s Restore All Services (+5) ~
Create a New Working Environment Data Tiering in GOOg|C Cloud Platform
Tiering data to object storage Data Tiering Edit Storage Class Edit
Tiering Enabled Standard Storage

..

11. In the Create Volume step, you can create your first volume on Cloud Volumes ONTAP. If
you want to create that volume later, click “Skip.”

To create a volume, add a name, define a snapshot policy, and select a protocol for it: NFS,
CIFS, or iSCSI.

Click “Continue” to proceed, or

Cloud Manager

Compliance File Cache Compute Sync Tiering Backup All Services (+7) v

Canvas Replication K8s

Create a New Working Environmen Create Volume

Previous Stey
T Previus Siep Details & Protection Protocol

CIFS isCsl

Custom export policy
default

Defautt Policy
10.142.0.0/2

Advanced options

o [—

12. In the Review & Approve step, confirm the configuration settings.
Mark the checkbox to approve that Cloud Manager will provision the selected GCP resources

on your behalf.
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When you are done, click “Go.”

Demo.

Cloud Manager

Canvas Backup Sync Compliance

Create a New Working Environment

cvogepdrl
us-east

This Cloud Volumes ONTAF

[ 1 understand that Cloud Manager will

Overview Networking

Storage System:

Cloud e

File Cache Tiering Replication K8s Restore Al Services (+5) ~

Review & Approve

P instance will be registered with NetApp suppert under the NSS Account .

llocate the appropriate GCP resources to comply with my above requirements. Mare informatios
Storage

TAP Cloud Volumes ONTAP runson:  ni-standard-8

License Type: Cloud Volurmes ONTAP Standard Encryption: Google Cloud Manzged
Capacity Limit: 1078 wirite Speed: Normal
Software Version: ONTAP-98 Praject: default-project

o

13. You will be redirected back to the Canvas where Cloud Volumes ONTAP for Google Cloud

will be shown

Cloud Manager (¢

Sync Compliance

Account
Demo_SIM

Workspace v
odedd

Connector
oc mo

File Cache Tiering Replication K8s Restore Al Services (+5) v

Backup

Q‘) Canvas

@D Add Working Environment

cvogepdri
oud Volumes ONTAP

1GiB

Summary

B Go to Tabular View

Working environments

1 Cloud volumes ONTAP

1GiB Allocated Capacity

With all these prerequisites in place and your first Cloud Volumes ONTAP instance up and
running in GCP, you're ready to start using Google Cloud with all the benefits of NetApp Cloud

Volumes ONTAP data management.
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