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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal

M Search by objact ID, name, or email address

Selected item

Mo itemn selected

10. [REREER] ICEETBE TN Z 207Uy I LET, RIS ER] 20Uy I LET,
RN ZERLT, Ry b= AT 3 VICERET,

12. BBy bT—0 PORCIRFEZBERT B, IRNTORY bT—2 & FEER + 1B 238 RL TH—
AT ==/ LET. (RYy bhT—0 7IOCRFEE ANFUR RIS —FIBEXDIZTR
tFXa)T+ FoLICE>TRESNZIZEDHD FT, )

13. Key Vault URI Z 528 L £9 fER L 7c Key Vault T. [#BE] X =2 —IcB#HL. ARIDFIH S Vault URI
ZOAE—L&EY. CHIZBDRTY TTHEICHEDET,
BES{LF — % EMT
1. Cloud Volumes ONTAPRRICTERY L 7= Key Vault D X =2 —T. [Keys] # 7> 3 VICBEIL £,
2. FHLWER—ZER T BICIE [ERIT VR— M ZFRLET,
S FITAIN AT IV [ERICRELILEFXICLET,
4 ROBEREAILET,



° BSbF—%
° ¥—4&41 7. RSA
° RSA#EH 1 X: 2048
° B 1EL
5 BBELF—%ERT BICIE. [fERR] ZBIRL £,
6. F— XZa—IZRD. ERLIcF—ZBIRLF T,
7. F—7AONT 1 ZRRTBICIE. BBEON—23 V] OTFOF—ID Z&ERLET,

8 F—FAF 74—ILFRERDITEYT, URI Z 16 EXFIEFTIAE—LET (16 EXFIIISENFE
As)o

Azure Active Directory T> KR > b & {ERL T 3 (HA D)

1. 20 70O+ X, HA Cloud Volumes ONTAPS X 7 L ABIC Azure Key Vault Z 89 255 8ICDOARET
ER

2. Azure R—ZILT. REBxy hT—2 ICBEILE T,

3. Cloud Volumes ONTAPY X T L8 A LRy b —0%FRL. R—JOKEBANZH S [T TRy ]
XZa—%ERLET,

4. 1) 2 H 5 Cloud Volumes ONTAPT 71 X bDH T2y bAEERLE T,

S H—EXIVRARAVE DRELICBEILEF T, ROV TIETY XZa—T. UTEZBRLET,
o Microsoft.AzureActiveDirectory
o Microsoft.KeyVault

° Microsoft.Storage (77 7> 3 )



SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled
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set advanced -con off

3. MWERT—4 SVM ZHAIL. €D DNS BHZRRL £J,

vserver services name-service dns show

a. BROT—X SYMODDNS T> hUAEEL. ENUCAzure DNS DI MUAGENTVSHE
& 7O avIBRELHD FEA. £S5 TRWEEIE. Azure DNS. 7514 ~N—k DNS. fcld4 >~
TLERY—N—%ZEIT—RZSYIMDDNS H—N— IV hUZEMLET. CNhid. 75XE2E
HESVWMOIY R E—HTIVENHD T,
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address
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vserver services name-service dns show
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security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D @D _full_key URI'fifEZERA T 32BN B S <https:// <key vault host name>/keys/<key
label>" 220

3. Azure Key VaultdBIMEICEIN L 7= 5. ‘client secret value' 7O > 7 F ORI TIN5,

6. F— VX —T Vv —DRAT—RAEZHERLET,
“security key-manager external azure check’ HAJIERD K S ICHD £9,

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

$ L ‘service_reachability' 2 7 —4 X |& "OK'SVM (&, BBR TR TOESE 7 AHF%®mA T
Azure Key Vault H —ERIC7 VX TEE A, Azure 2y N T —0 R =2 IIL—FT 14 > TIl&>
T. 754X — b vNet ' Azure Key Vault /N T w o TV RRA Y MIBETIOATOY I a0
KDL TLIEET W, E5L25EIE. Azure 75AR—k TV RRA> hEFHAL T vNet AD'S



Key Vault ICT7 RT3 H#REFLTLIEST VW TVRRAVEMDTSAR=KIP 7 RLRAEER
I B3Il SYM ICEEARRA N T M) ZEBMTANEDLHD T,

Z® “kms_wrapped_key_status'#j&5 L £ 9 "UNKNOWN #IHARERf, X T— X RUIXRD LS ICEDD £
T OK' RHDARY 12— LHEEL I,

7. 77> 3>:NVE DIEBERIRE T BT-DT AN R a—L%=ERLET,

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

ELLBRESINTLNE Cloud Volumes ONTAP (3B BIMICR Y 2 —LEER L. R a—LOESt
ZBEMCLE T,

8 AR)a—LDELLIER TN, BEILINTVWB I ZRRELET, BLESHRS. -is-encrypted’
INTA=RIFIDESICRRINET “trueo

vol show -vserver SVM name -fields is-encrypted

9. 7> 3> Azure Key Vault FREFEEFAEZE D BEIKIBEHRZ FH I 2551, XAV FEFERLE T,

security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

&) >o
* "Azure CEERBIEX —Z A9 % & 5 1Cloud Volumes ONTAPZ R E T 5"
* "Microsoft Azure K3 2 X > k: Azure Key Vault [CDWLT"
*"ONTAPONY Y RUZTZ7LYXHAR"

Google Cloud KMS TCloud Volumes ONTAP DIES{t* —%
BIETS

fE T & £ 9"Google Cloud Platform D #EIEH —E X (Cloud KMS)"GoogIe Cloud
Platform (Z7 70O+ SN7=7 1) r—< 3 > TCloud Volumes ONTAPEE St — % {R5&
LXxd,

Cloud KMS IC& % F—EIRIE. ONTAP CLI ¥7cIZONTAP RESTAPI ZER L THEMICTE X T,

Cloud KMS Z R 3155, 774/l h'ctat-r‘ RSVMDLIFZFRALTISUR F—BEIVRARTY
FEBETBIEIEFELTLIETL, /J—RFREEBXRYNT—2IF. VF5TR 7EI/\’(5' DEEET—E X
(oauth2.googleapis.com) t@ﬁf?t:ﬁﬁﬁ*hi@'o VIRR 2y hT—=UHQELLREINTLWARWNE, ¥
SRARAIF—BEY—EXZ@BYICHBETET X A
BREa Y Baiic

* o 27 L TlECloud Volumes ONTAP 9. 10 1UBEMREITINTULWBIRERHD £

* F—ARSVM ZFRATINERHDET, Cloud KMS [T —4 SVM TOAERTE X,

* VS RAAEBEFIISVMBIRBE THINERHD £,

* R a—LEESIt (VE) SAEYRESVMICA VR M—ILTZRERHDET

* Cloud Volumes ONTAP 9.12.1 GALETIZ. WILF T+ FES{EF—BIE (MTEKM) 1t XH A1
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VA= IITBRIBRERHDET,
* B¥7: Google Cloud Platform #7221 7o 3 VAR ETY
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Google Cloud
1. Google CloudiRIETlE. "WH#GCPF—1 VT & —%1Ed 3",
2. Cloud KMS #— X Cloud Volumes ONTAPH—E X 7AT Y MIARRL O—IILZEDHEHTET,
a. ARZL O—ILEERLE T,

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
--description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

--stage=GA

b. ER L7ch R &L O—ILZBIDETET,
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location —--member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

(D Cloud Volumes ONTAP 9.13.0 L% R L TW3Bald. D XX L O—ILZ1ERT S

MEIIHD FH A, ERBEHAD[cloudkms.cryptoKeyEncrypterDecrypter’] D&
&,

B H—EXT7AHUDYFDISON *—%ZXAT7>O—RLET:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1. FHDSSHIZA 7Y b 2FERAL TS RAAEIELIF ICESRELE T,
2. BERBIERLANIIICYIDEZZFT:

set -privilege advanced

3. ¥—4 SVM @ DNS Z#{Ep L £ 9,
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. CMEK T MU ZEERLE T,

security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
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key name
S. 7OV IHRRENIS. GCP ATV Y MDY —ERXR FHI Y FJIJSON F—ZAHALET,
6. BMLSNIcTOLAA M LI e ZHRBL £

security key-manager external gcp check -vserver svm name

1. 3723V BEtETANTBLHDOR) 2 —LZERT S vol create volume name

-aggregate aggregate -vserver vserver name -size 10G
cSTOIWNa—TFTa Y
ST a—Ta VIODHRERIBEIE. LEEDORED 2 DOFIETED RESTAPI O % tail TEF T,

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

Cloud Volumes ONTAP CNetApp> VY LD T 7{R:EY ') 12—
arEEMICTS

ST LD T THREIL. CEORRE. VY —X, FHIEEZS5 X 3A8EELHD £
Jo NetApp ConsoleZfERT D & —#HNG T LU LT 771 ILILERFH 5 DR
ErBERS Y LTI TIRE (ARP) EWS 2 DDS VY LD = P XtERNetAppY 1) 2 —
DaAVvERETEEXYT, 60V a—Tavid. AIR%. BmEH. BEOTOHDOHMR
Yy —)lZzRHELET,

—fMRNB S Y LT T T DT 7 A IIVIEERFH S DIRE

OV —IILTHRARBER S Y LU T 7REREZERA YT 5 L. ONTAP FPolicy #eEZFA L T. —iRHI%
SUYLIITDT 7AINRFEZATHORET B ENTEET,

FIE

1L * S RFLR=IJT, ST LI T7REZFERAT D &SI L 7=Cloud Volumes ONTAP> X 7 L D%
BIEA TN LET,

2. BE) 2T T [MEE] N\RILZ o Vv I L. [TV LY T7RE OBICHZIMETAVEIIYILEF
ED
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i

3. SUHLYTTICH T BNetAppY ) a—> 3 >aERELED,

a 2FvFay bk RUS—DBEMIB>TVERWRY 2 —LHHBZHFEE. [RTy T3y bR
DT ITaTEIUY I LFET,

NetApp Snapshot 727/ OY —d. SVH LT T7EED-HOEREEDY ) a—> 3> % MHEL
£9, BIHZHINTEIHRIE. BRELTVWEWNY I T Y TITHSETTEZIETY, ATy Foay
f AE—3HRARDERTHZ7=HD. ST LTI TICLZWEBEZBFTET, /oo B—DT7 71
AE—FHIFT2BKEERHY ) a2a—2a DA XA—J%2ERT 20 DMDMEDIRHTEE T,

13



b. FPolicy D7 071471t 2w o LT, 771 INDILRFICEODVT I 7MILigEE Oy I TE
% ONTAP @ FPolicy V' a—>a>vxBMIILET,

COFBEVIa—>avid. —BNBRSOY LT J7AIIOBEZTOv I 35T S0
LT T7HELSDREZBRILLE T,

77 #JL b® FPolicy R A— 3. ROLERFZHO7 727 OV I LET,

micro. BES{t. Owv . BES. crypt. crinf. r5a. XRNT. XTBL. R16M01D05. pzdc. RUL\.
LOL!. OMG!. RDM. RRK. encryptedRS. crjoker. EnCiPhErEd. LeChiffre

CDR—FIF. Cloud Volumes ONTAPT FPolicy 72 7« 71t $ % LER SN &

Fo VAME — OB LIDTTDT7AINEATICEDIVWTWET, Cloud
Volumes ONTAP CLI O vserver fpolicy policy scope A< > RZERAL T, 7Ov o &
N7 7AINWILEFEHNAEIIAITEET,

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remedistion. Learn More

° Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blacks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BEES VY LT T 7R

Cloud Volumes ONTAP (&, 7—2H0—RZH/HL T ST LTI THREDIKRE BB AREEDOH ZEEL
FIOT14ETaZ A7 07« TICHERH L. 59 % Autonomous Ransomware Protection (ARP) ¥8E %
’—.ﬁ_ |\ L/—Cb\ij_o

RBEINZ 7 7 1IVIERFFRECIIRNIC. " oT LD = 7RERTE" ARP #EEIET7 —oO0— RO EERL
T, BN TEBL 7T ET 41 ICEDVWTEBENAGREZ I - —ICEELEXT, 0L T
REHRTE L ARP EEEDE A ZHAEHE THERT ST, BENB I Y LTI T7REEZRRTIE T,

ARP ##El3. BYOL (BAS A€ RER) BLUVIY—T Y b TLARBTRIV T a > TEMBEELT
CHIAWERITET,

ARP WSR2 —LAlliE. TEBE—F] FE 7097071 CVWSEBERENHD £7,
R a2— LD ARP DREIE. ONTAP System Manager & TU'ONTAP CLI Z@ L TERITINE T,

ONTAP System Managerd & *ONTAP CLITARPZ ERIC T 2 HEDFMIC DOV TIE. "ONTAPRF a2 XY
b BRES VY LY TREOEML S
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