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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>
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agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemnetes Operator to send cluster information to Cloud Insights.

Select existing APl Access Token or create a new one

KEY2024 (,..owEMNdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Mesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
operator-secrets.yaml - Create secrets holding your AP key.

s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.
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—LEYd, ¥ITRALET T AINABEZHIFL T EE L\, _operator-deployment.yaml_MD/\ X
¢ _operator-config.yaml_MDocker') /R FUREXEHFLF T,

S MEICIHL T, FAFINPTIAN—MIRISMNIDRERL ., EHARRARES S avzBRLE
To BBEFICOVWTHERE I ENTET XY "REA T3>

6. N TZ7/=5. kubectl Apply A=~y fEIAE—LTHT7>O—R L. £1TL TOperatorz T 70O L
9,

1A YZA =IO EFNICEIEEINE T, TT LS. [NextRE>Z20 Uy I LET,

8 AYVXAM—=IHRT LS. [NextiRZ>E VYU LET, /=, _operator-secrets.yaml_filex Hlfx 9
B3H BERICFEREFELTLIZTL,

SMICOWTIE, 2BV JOF /R ELE T,



HMICOWTIE. ZTELETWVWHDRELITS5A4N— kDocker ) 7R b Z{ERT 5,

NetApp Kubernetes Monitoring Operatorz -1 > X k—JL 9 % £ . Kubernetes EMSOJWNENT 7 + /L F TH
BICERDE T, 1A M—=)LRICCDINEZEMNICT BICIE. Kubernetes? T A X DEFHER— D EEBICH
%* Modify Deployment *R% > % 2 1) w2 L. [Log collection] DER%= FERR L £ 9

kubernetes MOdify Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Log Collection
k3s-2nodes Enabled - Online

Deployment Options Meed Help?

Log Collection

Cancel
EHEIC[Log Collection]DF v IRy I AMRKRKRIN TS, "]
COE@ICIE. WEOOTINERT—FRADBRREINET, RORENEZSNE T,
* B
* Enabled -7 > X h—JLEZR{THTY
* Enabled -4 751>
cBW-AVTA Y
* T5—APIF—IC+DRIERLHD LA

=7y FIL—FLT

=#DNetApp Kubernetes Monitoring OperatoriC 7w 7 L—R L ¢

BE1F D OperatoriZAgentConfiguration ' F1E T 2D E SH Z R L £ 9 (R— L XR—ZXHidefault_netapp-
monitoring_ TR WS &IE. BYIAR—LIR—IICEZFHRI TSIV o

kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
AgentConfigurationh\FET 355 :

*EZAVAR—IILLEY BIFOREBFOLICHZHEHDERF
LK RETVWEHFOAVYTTFAA-DZEIGLET AXRRZLURD MU ZERLTV35E,
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AgentConfigurationhZE LR WEEF. ROFIEZRTLET,

* U5 Z22%HCloud Insights TERESTNZ BRI THICEEAXELEFT (R—LAR=ZXDBTTAILED
Fy b7y TERBRETHEWVESIE. ZHTE3R—LAR—IATEFBITLEIW)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'’

~ BfFED
OperatorD/N\NV I 7 v T EHRLEFT (R—LAR—ZIADBTITAIL DR Y 7w TELRIERE
IR > TUVWARWEEIF. BYRR—LIAR—IATEIBZITLIEETY)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-netapp-kubernetes-monitoring-

operator, Z 7 VA VA L=ILLET>> BIFOEREF.

* <<installing-the-netapp-kubernetes-monitoring-

operator, ZA VA F—=ILLET>> RFDEEF,

cRLISREBEFEALTILEIL,

° BxFTDOperator YAML7 77 )LEA D >O— KR L5, BT 381IC. agent backup.yamlil# 3 7 X
RIA X %A >0O— R L f-operator-config.yamlZFEHEL £,

CHERLTKETVWRHOAYTTAA—JZEFLET ARRLUVRD MU ZERLTWVWRES,
NetApp Kubernetes Monitoring Operatorz{Z1t&H K BB L £

NetApp Kubernetes Monitoring Operatorz21E 9 3 (Z1d. ROFIEZHRITLE T

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0
NetApp Kubernetes Monitoring OperatorZRifRd BICIE. KRDFIEZEITLET

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

ToAYAN—=ILRTY

%%71) w2 LT. NetApp Kubernetes Monitoring Operatorz §f& L £ 9

NetApp Kubernetes Monitoring Operator® 7 7 # JL kDR — L ZXAR— X &, [NetApp Monitoringl T3, I#
BOR—LAR—RZHRELIBEIE. ENEDR—LAR—RE, UEOTRTOIAYY RELUV T 7L
ZBEIHRAEFT,

HLOWN=23 VOERARL—21F ROARY F2EALTT7 AR S—ILTEET,
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kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

BERHRARL—FZDPEADR—LAR—IICEEEINTWVWBIGHEIF. F—LAR—IEZHRLE T,

kubectl delete ns <NAMESPACE>
RODAI VRN TDY—ZIHRROHMD FEAI ZIRLIEFEEIEZ. ROFIBICE > TEHWN—T 3
VOERARL—FET AV AM=ILLET,

KOZEIAYY REIBEFICETLET, WEDA VA M—IILIKRICE>TIE. TAS5OOAXY Y RO—ET A7
STV MDREONMDEFHAI EVLWSXyE—UHRENBZBEDHDET, CNESDAXAvE—JIFERLTH
FUOEXtEA

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

X2V T ITHFIMKIDERICER SN TVRIEEIE. ROFIEZRITLE T,

kubectl delete scc telegraf-hostaccess

KubeX7—FrX KDy TICDWVWT

NetApp Kubernetes Monitoring Operatorid. kube-state-metricsx BEIIICA VA b—ILLE T, 2—HIC &
BIREIIBEDHD FE A

kube-state-metrics 17 > 4&
NB5Dkubbe X T—rX MUY I ATV RDBRICT VLR TBICIE. RO O EFERALET,

1. "ConfigMap X k1) wo"
2. "DemonSet X k1) w "
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"BAX KRy o
"ATIX Ry

"F— L AR—RIEHE"
"J—=FRDXKJYIR"
"KHHIR Y 2 — LR
"KFHIAR Y 21— LERDIER"
"Ry FOX KU wo"
10. "ReplicaSet X k1) w "
Moo=y kXt y o
12. " —EXX Ry
13. "StatBfil+ Set X k1) w "

© ® N oo g k~ »

== Configuring the Operator
FLOUN-2 3 VDEEFTR. RO —RNICEEENSHKREIE AgentConfiguration custom
)Y — AT TEET, ARL—E2%ZEfHT B81IC. operator-
config.yaml fileZiRELT. COVY—RZH/ETETEI, cDT7AILICIF. —EBDRER
MAXETIRENTVET, OURZBRLTLIETL
xref:{relative path}telegraf agent k8s config options.html ("R RE R ERE " ]
BEFOERHN—I3 >

RDAR Y F2fERLTARL—XZRELILRT. COVY - Z2HmETEHCHTEET,

kubectl -n netapp-monitoring edit AgentConfiguration
BRLEARL—2D/IN—2 3 >HagentConfigurationZHR—FLTWVWBDESH ZHEET S
ICIE. ROOAXY RZERITLET,

kubectl get crd agentconfigurations.monitoring.netapp.com
[Error from server (NotFound)

1 WS Xyt —UHQRRENTIHEIE. AgentConfigurationZERT BEIICARL—F%Z T v
TOL—RIBIRERHBD XY,

TOFOHR—bZRELTVET

BRIBICOF > %A L TNetApp Kubernetes Monitoring Operatorx -1 > X k—JL§ 23 5EIE20HD £9,
ELC7AOFDORXTALTH, lO7OF O ATFLTHIFIFVERE Ao
s FOFiF. AYA=ILO—RR=ZRY + (Tourly #A) ORITHIC. AZRY HBRTEINBZ Y
A7 L% Cloud Insights IRIZICER T e OICHETT
* Z—4"y kDKubernetes”7 5 X 2 H'Cloud Insights BB L @EE T B -OICKRBERTOF >

13


https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/replicaset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/secret-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/service-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/statefulset-metrics.md

_nsoWnWghh. FXld@EAICTOF S Z2FERT 3551E. NetApp Kubernetes Operating Monitorz - > X
E—ILg378IC. F9 Cloud Insights IRIBE DREFLBBEZAEICT AL DICTOFIONRESINTVWSC
CEBRETZIHELRHDET, 7OFIHHD. ARL—R%EZA VX =)L B —/\VMH 5 Cloud
Insights IC7 72X TEZFEIF. 7OFOHBEYIRESNTVWSEIEEELH D £95,

NetApp Kubernetes Operating Monitor® -1 > X b —JLICERAT2 7OF> LT, ARL—EFEZA1 VX =)L
9 3HiIC. _http_proxy/https_proxy_environmentZEH ZHREL £9. —HD FOF T ERIETIE' _no_proxyiRiE
EHHRETIVENHDFT

THERTET 3I1CIE. NetApp Kubernetes Monitoring Operatorz 1 > X k—JL§ 3 HIIC. Y XA TLTROFIE
ZRITLET,

1. IEED I —H D https_proxy ZE & _http_proxy_environment Z#%Z R EL 9,

a ty b7y I3 7OF VIR (A—HR/INRAT—R) BHRVESIF. ROV REEFTLE
ER

export https proxy=<proxy server>:<proxy port>
Yy R Ty TR TIOFVICERAE (-4
/INRAT—F) BRESNTVRIFEIF. ROATY FZRITLET,

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes? 5 X 2 H'Cloud Insights IRIFC BE T 2 7OICFERT 2 TOFICDOVWTE. UTOFIEZ TN
T&HtH. NetApp Kubernetes Monitoring Operatorz -1 > X b—JLL £ 9

NetApp Kubernetes Monitoring Operatorz & A 9" % #ijlC. operator-config.yaml TAgentConfiguration® 7O
eI VERELET,
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

HRAZLFETSAN— kDDocker' )R ) Z{FERT S

T 7 # )L FTl. NetApp Kubernetes Monitoring OperatoriCloud Insights VR R UDS AV THA KX =2
FEELET, BEROZ—7 v F LTEATNTLWSKubermnetes S XAABHD. hAZLERIEZTS1
N—~®DDocker DR M) XEAVTFLIPRAMIDSDAAVTFTARXR—ZEIETBLIICEDT S
ABADEERESINTLBIHEEIE. NetApp Kubernetes Monitoring Operator CHREBR IV TFHADT I A% HRE
TIBERHD XTI,

NetApp Monitoring Operator® -1 > X k—JL & JLH 5[Image Pull Snippet]Z£1TL£d, COOATV K

I&. Cloud Insights DR kIO AV L. ARL—ZDITARTDA X—JKkFREFHR%E 7I)LL T, Cloud
Insights VAR MUDNBSAS 7O RLET, 7OV TIHARRINES. BBELILVRIS M) D—K/INZ T —
FzAALET, COOAXURIF. 772 aVlgEZzE0. ARL—EIMMERTEIIARTDA A= T
A—RFLEXT, CNSDERDEDEEEICFERINDIMIDOVWTIE. UTZBRBL TLEEL,

Core Operator Functionality and Kubernetes Monitoring D&
C XY Ty AICKBEER
* kube-rbac-proxy D&
* kube-state-metrics D&
*TFLIZT
* distroless-root-user
AR ~OY

e Fluent-bit
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* kubernetes-event-exporter® g
FYRT—=TDNT =X VREIY TS
* ci-net-observerMB&

HADRY S —ICRDT. ARL—FFHD Docker 1 X—S% FS5AR—b/O—AIL I TR —TF54X
Docker VRS RUICT w2 alfxzd, VRS RIHDINSDA AX—=JADA A= RTeTa LI MIIN
2 Cloud Insights VRS FURADA X = RTEeT4 LI MINRE—RBLTWA I ZRERELE T,

operator-deployment.yaml Tmonitoring-operator7 7O X > b ZiRE L. 751 X— kDocker' )R k%
FRTRALSICTRTDAA—UBRBEZELET,

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

operator-config.yaml®AgentConfigurationZ #g& L T. #7L L\Docker JRT b DIFGFAiZRRLEX T, 750
N—rURT MURIZH L LimagePullSecretz /Ep L £ 97, FFMIC DWW TIE. _ https://kubernetes.io/docs/
tasks/configure-pod-container/pull-image-private-registry/ &R L T 72 & L)

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift O F|E

OpenShift 4.6 TRERITL TWLWBHBEIE. _runPrivileged_settingZ B%N1C9 3 ICI&. _operator-config.yaml_
TAgentConfigurationZ{RE T 2 HEHLH D £ 7,

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftid. —&8MDKubernetes AV R—% > FADT7 I RX%Z 7OV I $308EMDHZEBMDEFa )T
A LRI ERETIHFEENHD XTI,
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MERICRET 2 EEFE

IS AZLEDT—U L b%FKRTRT BNetApp Kubernetes Monitoring Operator MR # HIR § 3 11k, 1>
2 k—)LHIIC_operator-setup.yaml_fileh'5XD )Y — X %= HIBR L £,

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

Ty TTL—RDFEIR. VRIS VY —IBHEIRLET,

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

ZEDHRDEMICE > TWVWBIFEIX. _AgentConfiguration_or_operator -config.yam| #Z&E L T, EEEEtL
2oavOOAXY N E#EEREL. BEEEE IS 3 D TFIC_kindsTolgnoreFromWatch : "secrets™ % & & £
o COTO—E5 AR ZESIARDOEFEELAEISEREL TLETEL,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

Kubernetes O F v 7 % L DIREE

Cloud Insights T— Y FDA YA =5 TEEUF v INKRTINETH Ao >O0—-RLIET7—T+
777 bDA YA M= LEIFERFICHBORAIZETLIEVWIA—HYBWVWET, 77+ bDXU>O—-FR
BLUVAM VA= TIREL A9 >AO—- FOHDOBEZERITIBICIF. UL SEELEI -2z b1y
A=AV RZREL. KBD 1Y b—JLy 77> a>EHIBRLET,

ROFEZETLET,

LRI TI—I VMMM YA =5 IRy rEIE—LF T,

2 2Ry b EIOARXVERE T4 R IICEEDFIT2RDDIC. TFRMITF o RICEEDFITET,
3. AY YV RHBEERED T--instally ZHIFRL 9

4. ATV RELEETFTXFA NI T 2D 5IE—LF T,

5

RIS ORYVYRDa VR (BETA LI RNUR) ICBEDITTEITLES,
° Download and install (7 #JL )
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installerName=cloudinsights-rhel centos.sh .. && sudo -E -H
./SinstallerName --download --install

*x AV O—RDH -

installerName=cloudinsights-rhel centos.sh .. && sudo -E -H

./$installerName --download

download-only AX > FZfEAT 2. BERBRT—T 1 777 bHFTAT Cloud Insights " S5EET 1 L7 b
J'él/i’?"?‘/[l— REINEXT, 7—Ta4 777 MIIRDBDHHD £FTH. CNHIRET D LIETEFE
CAVAM=ILROUT
CRETFAIL
* YAML7 71 )L
* BREAFTYIH LT 7A)L (SHA256 E4)
* EL0OREICERAY S PEM 7 71 )L (NetApp_cert.pem )

AVAR=IZAZ) T, BIET71)L. YAML 771 JLI3. BEBEZEAL TRIITE X,
PEM 7 7A1I)LId. Z4>H—TFTIVYFDBRRDESICHESTWVWBR I ZERT A TRIECEF X,

1A918038E8E127BB5C87A202DF173B97A05B49906
BEmMICIZ.

openssl x509 -fingerprint -shal -noout -inform pem -in netapp cert.pem

BELEAFITVIHLT7AIIE. PEM J7A I Z2ERALCHERTETET,

openssl smime -verify -in sha256.signed -CAfile netapp cert.pem -purpose

any
IRTOT7—T14 777 bAERICEIEENS. ROOAXY VY RFZERTLTI—2 > DIV R
I\_}L%Fﬁﬁ&é—t“g 353-0

sudo -E -H ./<installation script name> --install

STV a—FTa>T
NetApp Kubernetes Monitoring Operatordt v k7w 7 TRIENHELE L BB ORN G EZ RISRL £,
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L)

Kubernetes kiR ) 2 —LEXIHT 2/ v I TV R
ZALL=IFNAZADBUSNA =) >0 | b’ H
D £t Ao, My Kubernetes Persistent Volume ' X k
L= —NDORIAEZFERALTHRESNEF T,

OJICRDESBAYE—IDRFEINET,

E0901 15:21:39.962145 1
reflector.go:178]k8s.io/kube-state-
metrics/internal/store/builder.go:352: 1) X ~ 5B L
F L 7=*v1.MutatingWebhookConfiguration:  — /N — &
BERINTEVY—RZRBDFBENTETELEATL
1z

E0901 15:21:43.168161 1
reflector.go:178]k8s.io/kube-state-
metrics/internal/store/builder.go:352: 1) X ~ 5B L
FL7*v1 Lease:f —N—FEBR SNV —%R
DIFZ e TEEEATLI(GET
leases.coordination.k8s.io)

By

ROEBFEeRITLET

FIBICHE> TBEFED Tegraf T— x> b ET VA Y
Zh=JLL. BEFD Tegraf T— TV b EBA1 VX
E—=JLLZE T, Tegraf/N\—> 3 > 2.0l %EERAL T
WT. Kubernetes?Z 5 XX X kL —<HCloud
Insights IC&K > TT7 VT« TICERETNTULIRED
HDET,

NEDOXyvE—JlF 1.20&8D810NN—2 3>
MDKubernetes Tkube-state-metrics/N\—° 3 >2.0.04
EERITLTVBIGEICRETBEREELHD £,

Kubernetes®/N\—> 3 V& EIG T 3IC1E ©
kubectl/N\— 3 >

kube-state-metrics/\—> 3 > ZEIS 9 B ICI1E. XD
FEZRITLET,

kubectl get deploy/kube-state-metrics -o jsonpath='
{..image} '

NSO XyE—UHRELABEVE SIS 22—
ldkube-state-metricsBREZZE L T. XD —X*%
\BHICTBDENTETET,

mutatingwebhookconfigurations
#&EEwebhookconfigurations_
volumeattachments') ¥/ — X

BERIICIE. ROCLI I =zERATEE I,

resources=certificatesigningrequests, configmaps,
cronjobs, daemonsets, deployments, endpoints,
horizontalpodautoscalers, ingresses, jobs, limitranges,
namespaces, networkpolicies, poddisruptionbudgets,
pods, ReplicaSets, replicationcontrollasses,
resourcequotases, secrets, resourcequotases,
secrets, services, storage, storefuls.

TI7AILEDIVY =RV MMIRDEED T,

certificatesigningrequests, configmaps, cronjobs,
daemonsets, deployments, endpoints,
horizontalpododautoscalers, ingresses, jobs, leases,
limitranges, mutatingwebhookconfiguration,
namespaces, networkpersistentvolumes,
poddisruptionbudgets, pers, persistentresets,
pondsets, podsets, postresets, replicassess,
replicastess, replicatess, replicastorets, replicast #&
SEWebhook#BR R 2 — LRI 7 71 Ly T > 3
7:Webhook AT R) a—LT7RYyFAX bk
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L=

Telegraf B 5AXDESBRIS—Xyvt—IMWRRIN
FIH\ TelegrafidiLE L TRITSINF T,

10811H14:23:41 IP-172-31-39-47 systemd[1]:
INluxDBICX k) w U ZRET BT S5T 1 VDT
—N—I—-Cz>hbzEHBLFLI

108 1M B 14 : 23 : 411P-172-41-39-47 7L J >
1\ [1827] . time="2021-10-11T14 © 23 : 41Z"
level= error msg="F+v v a7« Lo ~UDIERIC
SBL & L7 /etc/telegrafl.cache/snowflake

« err:mkdir /etc/telegraf/.ca

CHE : ¥[RMEEZ TN F LTo EHR\n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120"

10811H14 © 23 : 41 I1P-172-31-39-47 telegraf [1827]
. time="2021-10-11T14 © 23 : 41Z" level=error
msg="failed to open fEE T &

9, /etc/telegraf/.cache/snowflake/ocsp_response_ca
che.jsonZfE £ 9. no such

Z7AINERE T L2 F\n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120"

108 11H14:23:41 IP-172-31-39-47 telegraf [1827]:
2021-10-11T14:23:41Z I! Telegraf 1.19.3 Zi#Z&# L T
WEY

Kubernetes T. Telegraf’ Ry RAVRDI S —Z;|EL
TWEJ,
"mountstats/EEFRDMIBRICT S —HAEELF L

> mountstats 7 71 JLZRITEEATL

. /hostfs/proc/1/mountstats. = —

. open/hostfs/proc/1/mountstats : #ERHIET I F
L7"

KubernetesT. Telegraf ReplicaSet’Ry RHVRD IS
—ZHRELTVET,

[7 541 > ®Dinputs.prometheus] T > — : keypair
letc/kubernetes/pki/etcd/server.ctz A— K TE XA
T L 7z : Jetc/kubernetes/pki/etcd/server.key : open
letc/kubernetes/pki/etcd/server.crt . 2T 3T 71l
FrETaoLIM)IEHD FEA
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ROEBFEeRITLET

CNUISEBEEMEEINTWVWEY, ZBBLTETV
Z D GitHub MEEE" 5¥# : Tegraf HYEEEI L TEIMEL
TWABED., I—HIECDIS—Xvt—S%EET
TEI,

SELinuxZB%#IC L T5&H| 9 % &, TelegrafiRw K
H'Kubernetes ./ — K M/proc/1/mountstats 7 7 -1 JLIC
TOELATEHLLB2H8EMRHD £, COFIEZ
F=ARS BICId. agentconfiguration #REE

L. runPrivilegedi®REZBMICL EJo FFMICDLT
I UTFZERBLTLETEL,
https://docs.netapp.com/us-en/cloudinsights/
task_config_telegraf _agent_ k8s.html#openshift-
instructions,

Telegraf ReplicaSet R Ri&k. Y XXZ—F7=zl3 etcd
RICEEESNT/—RLETEITIBZZBNELT
WEd, cn5D/—ROWLWTNHT ReplicaSet 7R
v RHRRITEINTULERWERIE. CThS5DI5—H%
HLFEFJT, YAZR—/etcd /—RIZHERDHZHE DS
W R LET. TDIHFFIE. Telegraf ReplicaSet

« TLY S L af-RS ICHEBELRBRZEMLET,

7= & ZIE. ReplicaSet...
kubectl edit rs telegraf-rs

ARICEY B REZEML XTI, RIC,
Ry FzBEFHLET,

ReplicaSet


https://github.com/influxdata/telegraf/issues/9407
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L=

PSP/IPSAIRIEAH D £, CNIFE=ZRIVTAR
L—RICHELEZITH?

NKMO%ZE A § Z[RICRIELNFELE L. PSP/PSA%
ALZEL

grep -i psp (should show that nothing is found)

CDIT—lF. DARLFLETZAR—F|
MDDocker!') /R FUHH D NetApp Kubernetes
Monitoring Operator C1IE L < GRS ND & D ICHEL
TULWRWEBICRRINZ N HD £9, il
CEB ARBLTZAR=K)RI M) DEREICD
WtT

ROEBFEeRITLET

Ry REFxarqaRIS— (PSP) £ldRy KRkt
Fal)rq4 7RIy a> (PSA) ZiEAEL
TKubernetes? 2 XA 2= R{TL TWVWR5EIE. &=
MDNetApp Kubernetes Monitoring Operator(Z 77w 4
L—RIZIBEHHD £9, PSPIPSAZHHR— LT
BIREDNKMOIC T v T L— R 3ICId. ROFIE
ICREVWE T,

1. 27 A2 =)LLET UEIDERA XL —4

kubectl delete agent agent-monitoring-netapp-n
netapp-monitoring

kubectic& > Txy b7 v AL ZERDHIRT N
X9

kubectli&CRD agents.monitoring.netapp.com% HlJB& L
S

kubectl delete clusterrole agent-manager-role agent-
proxy-role agent-metrics-reader

kubectl delete clusterrolebinding agent-manager-
rolebinding agent-proxy-rolebinding agent-cluster-
admin-rolebinding

2. %A VA R=)LLET BEZRYTARL—ED
%%ﬁ/\‘_\\/\\ﬂ \/o

1ROV REFERALTI—Y Y b ERELE
ER

kubectl -n <name-space>fgEI— T > k

2. Tsecurity-policy-enabled] % [false) ICEREL %
o CHUED. Ry REFa)ToRII—ERY
FEFalTFs 7RIy 3 UHEMICAED. NKMO
PEATEZLSICHDEFT, ROOATY RZFEAL
THRLET,

kubectl get psp (Pod Security Policy removed% &/
TRIMNENHD XT)
kubectl get all -n <namespace>

MmagePullBackoff] TS —hRELF L1

ERARL—FOEEICHE 2B LTVETHN
WEDRF a2 XY FTIIBRATETEE Ao
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L= ROEBFEeRITLET

ROARXY ROHAOZEF ¥ ITF v FIEXEL. T NKMOXR—LZXR—XADNet-Observer (7—20—
DZANGR— b F—LIEKRLET, K< w ) R RidCrashLoopBackOffic#H D £

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs
<monitoring-operator-pod> --all
—-containers=true
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apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-monitoring-configuration
namespace: NAMESPACE PLACEHOLDER
labels:
installed-by: nkmo-NAMESPACE PLACEHOLDER

spec:
agent:
# a uniquely identifiable user friendly clustername. This clustername
should be unique across
# all clusters in your cloud insights tenant
clusterName: pbhat-dev

# optional: proxy settings. This is usually your corporate proxy
settings



Proxy:
server: testserver
port: 3128
noproxy: websock.svc
username: user
password: pass
isTelegrafProxyEnabled: true
isFluentbitProxyEnabled: true
isCollectorsProxykEnabled: true
isAuProxyEnabled: false

# An optional docker registry where you want docker images to be
pulled from as compared to CI's docker registry

# Please see documentation link here:

dockerRepo: dummy.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

# Set runPrivileged to true SELinux is enabled on your kubernetes
nodes

# runPrivileged: false

telegraf:

# use these settings to fine tune data collection
collectionInterval: 20s

batchSize:
bufferLimit:
roundInterval:
collectionditter:
precision:
flushInterval:
flushJitter:

H H= FH H = FH H*

# Collect kubernetes.system container metrics and objects in the kube-
system|cattle-system namespaces for managed kubernetes clusters

# (EKS, AKS, GKE, managed Rancher). Set this to true if you want
collect these metrics.

fmanagedK8sSystemMetricCollectionEnabled: truel|false

# Collect kubernetes.pod volume (pod ephemeral storage) metrics. Set
this to true if you want to collect these metrics.

#podVolumeMetricFilteringEnabled: true]|false

# Declare Rancher cluster as managed. Set this to true if your Rancher
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cluster is managed as opposed to on-premise.
#isManagedRancher: true|false

# By default, docker metrics will be collected for on-premise, docker-
based k8s deployments. To disable docker metric collection, set this to
false.

# dockerMetricCollectionEnabled: true|false

Deamonset CPU/Mem limits and requests
dsCpulLimit:

dsMemLimit:

dsCpuRequest:

H H= H= H H*

dsMemRequest:

Replicaset CPU/Mem limits and requests
rsCpulimit:

rsMemLimit:

rsCpuRequest:

H H= H= H H*

rsMemRequest:

kube-state-metrics:
# cpulimit:
# memLimit:
# cpuRequest:
# memRequest:

# a comma separated list of resources to capture.

# example:
cronjobs,daemonsets,deployments, ingresses, jobs, namespaces, nodes, persistent
volumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, st
atefulsets

# resources:

# a comma seperated list of resources that kube-state-metrics should
capture

# example:
cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namespa
ces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*],pods=[*
], replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]

# labels:

Kubernetes 7 5 X X DFHANR—
Kubernetes? 5 X X DR —ICIE. Kubernetes?Z 5 A X DEIENRRRINFE T,
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Filter By @

5 2 9 0 0 Cluster Saturation 4(?/0

Alerting  Pending o
MNamespaces Nodes Pods 4. Jumy 8. Jun

Order by: Shared Resources Mamespaces Worldoads
Node & Pod Alert Level hd
CPU 3% Memory 3% Storage 4%
100%
: ;:PUt B Usage: 0.42 cores
ZEREIe B Requests: 1.70 cores
30/ . 0.4c Limits: 250 cores
0 D S R Usage Allocatable!  16.00 cores
% Jun & Jun Allocstsble: 16.00 cores Capacity: 16.00 cores

Devices with Highest CPU Usage (2)

Name CPU Usage 4 CPUAllocatable CPU Capacity
(cores) [cores) (cores] )
0.33 8.00 8.00
0.08 8.00 .00

IT—LAR—R, /—R, BLUVRY RO

R=DFEBDATY MIE VFRAZADR—LAR—R, /=R Ry FOBEH. BLVRETS—+HEH
K MREHRDPopd DA RTENE T,

HE)Y—R M
HEX—C0R LIS, 73 XAZNREDEGTRIREICZ>TVEIHESIHDT 57T L. £ DHEDRHMH

DEMARTENE T, 77 XZDEMIF. FRFLATOCPU. XEU. FEIEFX ML —JORFKEDRAK
fETY,

ZDTICIF. CPUL XEV RRL=2DRTHT T4 ETHEDY - OFEARRE LTRRSINF
T, BETICIF. BEOEBICHSBRNECERNKRTIN. ERARKTOFHOERRINET. X L—JD
A COMBIRNYIIVRET 7ML AT LADRMEDOAZTVWA T, ThENHILL THHESINE T,

FRARNMRDIEVTNA ZADTHORICKRTENE T, VI 20)wvod3d8. TNoDT/NA Xz T
TEY

R—LAR—2R
[R—LRAR—=X]ZTICIF. KubernetesERIEBHRD IR TDR—LAR—IADY A MHRRETNET, CDET

IZiE. CPUEXEUDEFEARR. BLURBR—LAR—IAADT—0O0— ROBHDREINET, L1l
YOIy LT BR—LAR—IAZHERBLE T,
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Shared Resources Namespaces Workloads

Namespaces (5)

Name 4 CPU Usage (cores) Memory Usage (GiB) Workload Count

netapp-menitoring 0.25 0.38 4

kube-system 0.01 0.03 3

kube-public 0.00 0.00 0

kube-node-lease 0.00 0.00 ]

default 0.00 <0.01 1
J—70—Fk

FRRIC. BR—LAR=ZADT—I7O0—RDIRAMDHT—7O0—-RATICRIRIN. CPUZXEDERZ
HRTINFET, X—LAR=RVV %) yI§3E. RUILTENENDAEITINE T,

Shared Resources Mamespaces Worldoads

Workloads (8)
Name + CPU Usage Memory Usage Mamespace
(cores) (GiB)

telegraf-rs-fogg 0.24 0.24 netapp-monitoring
telegraf-ds-k957c 0.01 0.10 netapp-monitering
nginx 0.00 =0,01 default
monitoring-operator-6fcf4755ff-p2csk =0.01 0.02 netapp-monitering
metrics-server-Tb4fsb595-f7jof =0.01 0.01 kube-system
local-path-provisioner-64d45Tc435-289gx =0.01 0.01 kube-system
kube-state-metrics-7995366f3c-t8c49 =0.01 0.01 netapp-monitoring
coredns-5dE9dcT5db-nkwSp =0.01 0.01 kube-system

9522 TIRA4—)L]
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© kubernetes Configure Data Acquisition

Kinbarriceas Revizw Kubernetes cluster information and choose additional data to collect.

Cluster Information

Kubernetes Cluster Network Performance and Map Ewvents Log
stream8@ Disabled Disabled
Deployment Options Need Help?

Network Performance and Map

Events Log
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 kubernetes.workload

* kubernetes.daemonset

* kubernetes.deployment

* kubernetes.cronjob

* kutability.job

* kubernetes.replicaset

* kubernetes.statefulset

* Kubernetes7ih v R

* kubernetes.network_traffic 14
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Filter By = Kubernetes Cluster ci-demo-01 » X MNamespace netapp-fitness-store-01 » X Workload Name frontend v (X 7]
Kind Health Pods Storage Labels
Alerts A o 2 Deploys 01 0 Deployment Unhealthy 22 o 5
Timeline Reset Zoom  Bucket: 20 seconds

=] @ fromtend 2 O r——

[ ] @ catalog > ] 00 .

W
1 1 1 1 I 1 1 1 1
10:30 AM 10:31 AM 10:32 AM 10:33 AM 10:38 AM 10:35 AM 10:36 AM 13T AM 10:38 AM
Compare to: @ Changes Last updated 12/14/2023 1:29:55 PM
Type Summary Start Time Duration Triggered On : name Status
Workloads
© AL-z79510 Workload CPU Throttling 12/14/2023 10:35:00 AM Deployment: Active
|| order catalog
frEnaEs anc0 ens 0 Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes Deployment: Complete
catalog
catalog
4 Chariges and 18 Alerts @ AL-279476 Workload Network Latency- 12/14/2023 10:04:00 AM 27 minutes Deployment: Resolved
RTT High frontend
[ point-of-sale A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1minute Deployment: Resolved
Changes and 4 Alarts catalog
Kubernetes Resources A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM Deployment; Active
catalog
|7 Mamespace (8} " .
A AL-279897 Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute Deployment: Resolved
8 Changes and 8 Mlens
catalog

R—=IF. WEERSTNTUL B Cloud InsightsEFRIEHICE W TEIMICEHRINE I, BEEEI/ NSV
1T, BEOEFEENECHDET,

T4

Cloud Insights D g R TDHEEEL AFRIC. BEU A MIBERMICTAILEZTEEXRT, XR—T LE
T. Kubernetes7 S X%, Z—LAR—R, T—UO—RDEZANFEIGERTIH. {[+]RE¥ > %ER
LTHBEDO 7 ILR2%EEMLET,

BEDISAR, Z—LAR—R, D—J0O0—RIZTqIILE2%ZEBAHALT GRELIMDT 1 LR E—HEIC)
FDISARALEDEFDR—LAR—ZAKNDEDT—IO—RICHTRIEALTS—bDEALSAUHRTS
NET, SSHITILARTBICIK. 570V y I LTRZvI L. & EFRNAREBREERICIA—HALE

ER
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Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I 0

Kind Health Pods Storage Labels
dleit 0 0 8 ety 0 9 Deployment Healthy 171 0 3

Timeline Bucket: 6 minutes

B© o> o 00 0

I [ | I I 1 I I I I ' I
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 245PM 3:00PM 3:15PM

Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns

© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns

© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns

© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns

O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns

© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns

TAVIRT—RR

Ta4IWR)TT)TOTFICIE. WKDODDELRILA S Tr—antH D £9, ERICIET Z— O
(Warning® & U'Critical) BFRRINE T, CDEICIE. _Active_alerts¥_Resolved_alertsh'& £ £
9o Only_Active_alertszR/~d ICId. [Status) D71 IILRZZEREL. [Activel Z:ZEIRL I,

Alerts As ©17

BAXT—RRABHIIICKRRINET, ORLICED FIH. T 7 3/L MTIL. Started. complete. & &
U _Failed_deployments DA R RENZE T, Failed_DeploymentsD A% TR 9 5 ICId. [Status]D 7 1 L2 %
RE L. [Failed]Z3#ERL £9,

Deploys Oz Qs

RICTZ2—bHHRHZVWLEUIDDT—IO—RHBARRINE T, F7—70— FOBEICHIRDEFIE. €
DT7—oO0—RICEAETZ 77— rOBERLET, 7—2O0—-FROU>O%T)yILT. 1275
(Kubernetes Explorer) . #&#ZB{% (7—2o0O—RK<v ) . £LEO079H (1R +OY) 2FEELE
ERS
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TD.F'3WGI'HGEC|S . @ _—— e
with Most Alerts Analyze:

=i

Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs

SEHE/N )L

JZANTEEEERTZ . ZEEXFHMICHATZNRILDBEETET, 7mr 2iE. KB L 7=Deploy% &R 3
3 . DeployD#IE., FIBEZ KR TEZ. HBE. $LUCEAN NI A—CNBR. BLUENSD) Y
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€ Deploy Failed

Summary

Start Time End Time
10/18/2023 2:40:01 PM 10/18/2023 2:50:02 PM
Triggered On Triggered On : kind
@ ci-demo-01 » Deployment

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure

Duration
10 minutes

ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name Previous

speciemplate.spec.containers] 210811600188.dkr.ecr.us-east-
0].image 1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

metadata.annotations.deploy 2064
ment.kubernetes.io/revision

All Changes Diff

Associated Events

EventLogs

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

-

BIRICT 5 — b ZBRTBE. VI b2 bUA—LICEZRRTS—bDRALSAVERITTTRE,

75— hOFENKRTEINET,
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