NetApp

(g(onslgled)t' w7y TeBRICEETARFa
>

NetApp Console setup and administration

NetApp
October 15, 2025

This PDF was generated from https://docs.netapp.com/ja-jp/console-setup-admin/index.html on October
15, 2025. Always check docs.netapp.com for the latest.



>
EPN
NetApp Console®Dtw b7y T EBRBICEAT A RFa X2k
Yy—2 J—k
MAEBR
2025%F10H6H

BlueXP|&NetApp Consolelle D £ L 7=
>V —J)LT—> x>~ 4.00

NetApp Console
202588 11H
2025%7831H
2025%7H21H
2025%7H14H
20255%6H9H
2025%F5829H
2025%5812H
2025%F4H514H
2025%F3H28H
2025%3810H
20255%3H86H
2025%2518H
2025%2H10H
2025%1813H
20245128 16H
2024%1289H
20245 11826H
2024118118
20244%10810H
2024F1087H
2024%9H830H
20245989H
2024F8H22H
20245%8H8H
2024%F7H31H
2024578158
20245%7H8H
2024%6812H
20245%684H
2024F5817H

NetApp Console D BEA] D HIFR
aAYY—=ILI— x> bDFIR

© O NN N DN -

10
11
11
12
13
14
14
16
17
17
18
18
19
21
21
22
22
23
24
24
25
26
28
28
29
30
30
30
31
31
32
32



HR—bINTWVWS Linux ARL—FT 1 > J AT LDEE
BR—FEINTWVWBARL =T VIV RAT A
RHEL 88 &K TUP9ODHR—
RHEL 786 & UfCentOS 7D H7R— MMERT
BEE R

mOFELELD

BEXZZR
NetApp Consolelc DWTER
NetApp ConsoleT— > MZDWTER
NetApp ConsoleDEAE— RICDVWTESR

NetApp Console 7> X2 Y & FEWRD S
NetApp Console 7> XA > FDFER% AT S

BEE—RZIBOHZ
Mo —2 70— (IBEE—NR)
NetApp ConsoleD %y k7 —0 7Ot Xz #(®d %
NetApp Consolelc 1 > 7w FEfcldnd 1>
AV —=ILI—Sz Y bEERT S
NetApp Intelligent Services (BEE—FR) ICHTRIS1TF3
MICTEBE (IBEE—NR)

FIRE— R Z1E0H 3
R —2o 70— (HIFRE—K)
FIBRE— KR TORERRD%ESRE
FPRE—RTIAVY—ILI-CIVhERBETS
NetApp Intelligent Servicesic 7 X0 514793 (HIFRE—R)
MICTEZL (FIRRE—R)

BlueXPL ALY —A>&Z—Tx—X (FZAR—rE—F) OFERZH®TS
AT —2 70— (BlueXPFSA4~R—KE—FR)

NetApp Console% R %

NetApp ConsoleicO7 1> ¢ 3

NetApp ConsoleD7R—LR—JTAX M) v I %ERRT S
WE 7 NetApp ConsoledO—)L
R—L R=JIEBENRREINDLSICTS
LEDRA L —CREZRTT S
ONTAP7 5 — h%EFRRT 3
AbL—=YNT =YXV RABEERT
FMELTWAS1tE Y REY TRV T avaERRTS
SO LTI TR T—RADRR
NYITyTEVAN)DAT—RA%RRT S

NetApp ConsoleD 1—H—REZEET S
KT zZETS
LERTFZRET S

33
33
34
35
36
37
37
37
40
44
51
51
52
53
54
56
57

210

216

216

216

217

237

249

255

256

256

258

258

260

260

262

262

262

263

264

264

265

265

265

266



MFARIEEJI— RZBER TS 266

MFARREZHIPFR T % 266
EREEEICSEVEbELETV 267
A—UF—KR (A—0UF7—%) 2RETS 267
NetApp Console D& 1E 268
TPATOTATAETIVRERER 268
NetApp ConsoleD7 A 7> T4 T4 L7 VL RABIBICDVWTER 268
NetApp Console TIDE 7 V£ X % BtAS 3 275
NetApp ConsoleD )V —X& 7 A )LA 7OV TV FTRIETS 276
NetApp ConsolelC XV /N\N—CH—ERXRT7AT > b EEBMT 3 280
O—JL%Z{EALT. NetApp Console!) Y —ZXADI—H— 7O X2 EBELFT, 284
NetApp Consolef8fiD 1) Y — AEE= EIET S 286
AVYV—=II—-Jz Y 207 LA TOS o MIEEMRITS 289
OV —ILOERE. 7Oz b I-Jz Y h2YIDER3 290
HBD 7Oz kD 292
IAM7 O 71 ET 1 ZBREIIEBEETS 293
NetApp Console 7 7tz 20— /L 294
IX— ~F—HBE 312
NetApp ConsoleD/N\— kF+—> v 312
NetApp Console C/N\— hF+—> v JZERT S 316
N=—bF=2y THEBOX O N—ZEET S 317
N=brF—=2yTA—H—ICVY—=IADT I A%RHETS 319
IN— b~ F—HETEI< 321
TATYT 1T« 8H 321
NetApp Console TID7 =7 L—> 3 EFRAL T Y IIIWYA A EBMICTS 321
R X UAREE 323
JITL—>arvEBRT 3 324
NetApp Console T7 7L —> a3 >%=EETS 331
NetApp Consolelc 7 T 5L —> 3>+ ViR—bhd3 334
mDAVESY Ve bk S 334
OAVY—=ILI—=S IV bPMEARL—F 4 VT AT LERTTS 334
OV —I)ILI—2 1> FEOD VCenter 7218 ESXi R X b #IFT 3 337
WebR—=ZDAVY —ILT7 7 RABICCAZLIMREEZ I VA M—ILT 3 340
JOFH—N—%FRATZLIICAVY—ILI-VTY M EERTS 343
Amazon EC2 «f > X2 RZ > X T IMDSV2 D% MAEICT S 346
AVYV—=ILI—Sz b7y TIL—REEERTS 348
BEOO>VY—ILI—-JY N ERETS 350
AVY—=LI-Sz Y bD LS ITNa—Fa>d 351
OAVY—=ILI—-JzobET7UAVIM=ILLTHIRT S 356
AVY—ILI—STY bDT T 4L MER 357

ONTAP Advanced View (ONTAP System Manager) (DONTAPHEFR% &R T 3 359



BERFRET TRV T3>
AWS
Azure
Google Cloud

NetApp Console(ZBBEF 1T 5 NT-NSSERFHRZEIET S

NetApp Console 4 1 VIZBEM 1T S NI-BIRFRZEET S
NetApp Console DIR{Ex B9 5

BEER—IHISA—F—-TIT1ET1ZHEETS

BV 2—%ZEREL 7971 ET1rZ28BHRT3

W

3]

IT—SzbXYTFF+H>2a>V—)L

AV —II—Yxz b XTFF>ZXaVY =)L
MERR

NetApp Console DMERR DI E

VY —ILI—2 x> bOAWSHER

VY —=ILIT—Y 1> bDAzuret&lR

Yy —IJ)L I—2 x> D Google Cloud &R
R—k

AWS OOVY —=)LTI—oxz>bOtxa)TFadIL—TFIL—)L
Azure DAYV =)L I—S x> b tEFXxalTa JIL—T L=

Google Cloud DT—> > b 7477 4—)L )L—IL
FFLIZROAVY—ILI—J T bDR—F
3.955 UEICHEBR R Y hT—20 7RI RL >+

IVRARAV M URME 4.0.0 UBEDHRETI A MCEFHFLET

NetApp Consoleh'#&#t g 2 T KR > b
AVY—II—x Y bDERTZIIVRARA>V b
FVTLIRDI—C VIV RRAT B
MR-k
HR—MIEERT S
HR— FEROBE
NetAppt7R— kD 7=8IZNetApp Consolez EEr9 %
Cloud Volumes ONTAPH 7R — I NSS =R:EEHR % BE(T 1T 3
NILTERZITD
IZRTIANAAZ—D I 7MY —ERADHR—+%2R(T3
YIWTHR—bF T a>%ERTS
NetAppt R— b T —XZ{ER T 3
BR—ETr—X2EETS
EEEORT
EFtE
[
YFET

359
359
374
388
394

397
398
399
399
403
403
403
404
404
408
439
458
464
464
465
467
468
468
469
469
470
473
475
475
475
475
477
479
479
479
479
482
483
483
483
483



TSAND— RIS — 483
F—ToV—-2X 483



NetApp Console®tw b 7w T BIEICEHT S K
FaXxX2hk



J)—X /—Fh
=L

NetApp Console BEIRHEEEDFERE (71T VT4 T4 LU TV IEE (IAM), OV
V=ILI—=Yxz>Vh 5TR 7ONAE—DFREFREHR L) ICDOVWTEHBELET,

2025F10H6H

BlueXP(INetApp Consolelc72 D £ L 7

NetApp Consoleld. 58t SNBEEBRINIBlueXPEB EICHEEIN. AL IRV TT RRESEICD
123T>8—TF514X JL—RDNetAppX b L — & NetApp Data ServicesDEFEBE#IRMEL. UT7ILE
1 LODHER. LDERAET—7 70— BLUBEICRETIAV I SA TV RICENLBRILINIE
BzRFELET,

FEHF—Ya v X a—ER—

NetApp F. FEAEDAZa—FT72a>zEAOFETF—>2 3> RAVICBHL. XZa—ZBREHL
T. NetApp ConsoleTOFES—>a>zRBFICLF LT

Canvasid> AT LR—JICEBZFBZISNELE

NetApp (&, Canvas D% Fi%Z Systems R—JICEELFLTco ANL—US>EE XZa—H56 X774
N—‘)ﬂ:@@]bi?‘o

— Organization v Project - =
= I NetApp cConsole Anilvytlat o = '1 o e
Management

Systems @ Enable Services
+ Add 82 Table view
Systems
Discoverable system: 2
On-premises ONTAP (Direct)
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Home vf Management

& Storage

W Protection

Add and manage storage systems and
enable data services.

Alerts

View and act on real-time system alerts for
OMNTAP on-premises systems.

Receive recommendations for systems
nearing capacity limits and systems
approaching the end of their service life,

Scale storage with flexible subscriptions that
support hybrid multi-cloud environments.
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Home Licenses and subscriptions
Manage and monitor data service
marketplace subscriptions, direct licenses,
& Storage and billing.

Support

Protection .
. Submit and manage support cases.

> Governance Identity and access
Manage users, roles, permissions and
authentications methods.

M Health
Agents

&) Workloads Provision cloud-scale networking and
compute, with flexibility and ease of
management access.

@® Mobility

Credentials

‘ﬂ’ Administration Add and manage organizational-level and

@ user-level credentials.

Motification settings
Manage how notifications are sent and
when,

Audit
Audit user and APl actions taken in your
MetApp organization.
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Home Digital Advisor
Identify risks, fix security gaps, plan
upgrades and monitor health
& Storage

Software updates
Execute and manage software update

¥ Protection ) = .
workflows for ONTAP on-premises systems.

#) Governance Sustainability
Monitor systems® environmental impact to

achieve sustainability goals.
Health
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® Mobility
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Home Data Classification
Scan and classify data to achieve enhanced
governance, efficiency, and privacy.
& Storage

Automation hub

Use scripted solutions to automate the
deployment and integration of NetApp
products and services.
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@& Governance

M  Health
&) Workloads
@® Mobility

ﬂ. Administration
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"iam:

"iam:

"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

lam:

lam:

lam:

lam:

lam:

lam:

lam:

CreateRole",

DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
PassRole",

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",
CreateTags",
DescribeImages",
DescribeAvailabilityZones",
DescribelLaunchTemplates",

:CreateLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",
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"cloudformation:ValidateTemplate",
"ec?2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"iam:GetRole",

"iam:TagRole",
"kms:ListAliases",
"cloudformation:ListStacks"

1,

"Resource": "x"

by

{
"Effect": "Allow",
"Action": [

"ec2:TerminateInstances"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"
}
by

"Resource": [

"arn:aws:ec2:*:*:instance/*"
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",

"Microsoft.Compute/locations/operations/read",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",

.Compute/virtualMachines/extensions/read",

Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

d"’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",
.Network/networkSecurityGroups/securityRules/read",
.Network/networkSecurityGroups/securityRules/write",
.Network/networkSecurityGroups/securityRules/delete"

.Network/publicIPAddresses/join/action",

.Network/networkInterfaces/ipConfigurations/read",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/delete",
.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",



"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"

1,

"NotActions": [],

"AssignableScopes": [],

"Description": "Azure SetupAsService",
"IsCustom": "true"

CEID S TRREBR X O—TIC Azure T T X2V T3> ID ZEMLTJISON ZzZEEL XTI,

il

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"

1,
.JSON 7 71 JLZFEHEL T, Azure THIXAX L O—ILZERLET,
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. XD Azure CLI A > RZAHDLET,

az role definition create --role-definition
Policy for Setup As Service Azure.json
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1. Azure T Active Directory 7 7 /r—>a V& ER L. €77V r—>3>%O0—)LICEIDHTS
1cDDT IV RFANH D e zHRLEFT,
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Microsoft Azure £ entr
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Add role assignment

l? (ot feedback?

Role  Members” Review + assign
Selected role Cloud Manager Operator 3.0.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members I~ Select members

C FFVr—>avDaezRRLEFT,
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Select members %

Select (10

| test-service-principal

___  test-senvice-principal
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

4 4B 0 —— X LT Azure H—ERXRBIBICT VXT3 #&EIRL. HEROBMN Z&RLE T,
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

! Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
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Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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Type "az" to use Azure CLI
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boammettfAzure:~5 D

* Azure CLI ZER L THXE L O—IILEZERLE T,

az role definition create —--role-definition

Connector Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

TV arEERL. [ER Z#ERLE T,
RN EERLET,
L LEa—+B8DHETEERLET,
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B D Azure T X2 1) 7 3 >H 5Cloud Volumes ONTAPZ 7O 3 358ld. —EX 71
DUNNEZYTRO) T aUIINA Y RTZBEDHD £9, NetApp Console Tld. Cloud
Volumes ONTAP Zz 7 7OA 3L EZICFERITZ T TRV ) T a vz ERTEE T,

Windows Azure th—E X EIE API &R % ENMT 3
1. Microsoft EntralD 4 —E X T. 77UDER Z3&IRL. 7T r—>a>%&RLET,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

3. Microsoft APl ® FT. Azure Service Management %33R L £ 9,

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the

keys, secrets, and certificates within your

Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4 B 1—— ¥ LT Azure Y —EXBEBICT 7€ XT3 #FIRL.

da
Eﬂfﬂﬂg
@Eﬂﬂr = O

5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination

MERDENM Z#RLE T,
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R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft EntralD ' —EXT. 77UDFER #FIRL. 7V Ir—>avz&RLET,
FFIT—2ay (USATFYR)IDEFTALY R (FFYR)IDEIC—LET,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

! Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

2TFyv T4 AV =)L I—-C Y b EERTS
Azure Marketplace "5V —I)L I—S Y b EEEESHLET,

2R EE
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5. 7 r—a EMEEIEELE T,
o ZB: TV — 3 D& EANLET,

CTRHIVNBRAT . THIOU N ZATZFERLET (WITNDE A1 FHNetApp Console TEHT
TE9),

e YAAL YU RMURLE CDT74—ILRIZZEADEFFICTDZ_ENTETET,

6. *FE =T BEIRLE T,
AD 7PN —og>et—ER U NILEERL E LT

TV — 3> EO0-)LICEIDYE TS

1. WAL O-IL%ZERLET,

Azure R—4 )L, Azure PowerShell. Azure CLI. F7:-I& RESTAPI Z{EAL T. Azure XX L O
—)LZERTEE T, RDOFIEIZ. Azure CLI ZFERALTO—IILZER TSI HEZTRLTVWET, FY
DHEECELDZEIZ. "AzureRF a2 X k"

a PARABZIAE—LFI"IVV—ILIT—2x Y FOAREZLO—)LIER"ISON 7 71 ILICREFEL

£9,
b. B|D Y THEEARRI—FIC Azure T T XU 73> IDZEMLT. JSON 771 IILEZEEL
F9,
d—1—7hCloud Volumes ONTAPY XA 7 LAZ BT 2 F Azure T X0 1) 7> 3> @ ID ZE/N
FTRIUNELHD XY,
¢l
"AssignableScopes": [

"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSSON 7 71 I)LEZEAL T, Azure THRAX L O—)LEZERL X7,

RDF|ETIE. Azure Cloud Shell T Bash AL TO—ILE{ERRT 2 HEICDOWVWTEHAL £
ER

s A8 B "Azure 75T K o1 )l"Bash BREBEZEIRL T,
"JSON 770 I)L=7 v O—RLZXT,
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Bash vio ? @ o b
Connecting terminal...

Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* Azure CLI ZER L THXE L O—IILEZERLE T,

az role definition create —--role-definition

Connector Policy.json

NT, AVY—II—CJx Y MREIIVICEIDY TR I N TES. IV —IJL AXRL
— =Y EINDHREL O—ILDMERREINE T,

2. 7 ) r—o g3 EO—-)LICEIDYTED,

a. Azure R—ZJ)LHh6. TRV T gy H—EXEZBHITFI,

b. 47XV )7 a > EFERLET,

C. 7t ZAHIE (IAM) > BN > O—JLEID Y ToEM ZFRL 95

d *BEFA T T, *aAVY—ILARL —Z—*BE)EZIRL. *INZEIRLE T,

e *AIYN—RTT. ROFIEEEITLEI,
s —H— JIL—F FEFET—EX TUIONILEERLEFXICLET,
XN EREERLE S,
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

T2 avORFEIEREKRLE T,

RIHERmLET,

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
- E

TV arEERL. [ER Z#ERLE T,
RN EERLET,
L LEa—+B8DHETEERLET,

NT. Y—EX YIS, AV =IL ISz b 2T TOA4T3HICHER
Azure 77 AFFEINMG 5 SN E L7

B D Azure T X2 1) 7 3 >H 5Cloud Volumes ONTAPZ 7O 3 358ld. —EX 71
DUNNEZYTRO) T aUIINA Y RTZBEDHD £9, NetApp Console Tld. Cloud
Volumes ONTAP Zz 7 7OA 3L EZICFERITZ T TRV ) T a vz ERTEE T,

Windows Azure th—E X EIE API &R % ENMT 3
1. Microsoft EntralD 4 —E X T. 77UDER Z3&IRL. 7T r—>a>%&RLET,

2. API 1R > #EFRDIBMN ZFERL £ 7,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

3. Microsoft APl ® FT. Azure Service Management %33R L £ 9,

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the

keys, secrets, and certificates within your

Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4 B 1—— ¥ LT Azure Y —EXBEBICT 7€ XT3 #FIRL.

da
Eﬂfﬂﬂg
@Eﬂﬂr = O

5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination

MERDENM Z#RLE T,
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R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft EntralD ' —EXT. 77UDFER #FIRL. 7V Ir—>avz&RLET,
FFIT—2ay (USATFYR)IDEFTALY R (FFYR)IDEIC—LET,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

! Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure 7HO 2 b ZIAVY—ILICEMT3EEE. 7V Tr—>a3>07FVr—23> (9347
YMIDETALIRI(TFUR)ID ZEEETBIHENHDET, IV —ILIZID ZEALTTA
JILTHAI VA2V LET,

9347 =Ly bZERT B

1.

o o0 B~ WDN
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T TVEBREBRL. YTV a v EBERLE Y,

CEERRE Y=Ly b > HLWISA TR =Ly MEERLET,
=0 Ly hOFREBCEIBEEEL 9,

- MBI EEIRL £ 9,

- OZAT R =ULy bOEZIE-LET,



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

FER

CNTH—EX FVUINILDRESN. 7SV 5—23 > (OF47>MIDL TaLo ) (T
B)ID. BLVIZA4T7> k=L y FOERIE—SNTWVWBIET TY, Azure 7HU Y % BN
TBREEIS AV —IILICCDERZANTZIHELRHD XTI,

ATy 5 AV =)=z A VR N=IILT D
BHREENTT L5, MBD Linux RAMIV I Iz 72FETI VA M—IILTEET,

IR Y B HIIC
KDEHDHWNRETY:

* AV I—VxbEA VA=Y BTcHDIL— HHER,

CAVY=IIL IV DS DA A=y~ TORRATOFOHABERZEOTOFS H—N—D
B
A= RBICTOFS U—N—ZBRTZ2FT T2 arhAHDEFITH. ChzfT5IciFa>Y—-IL T
— VI b BREHITILENHBDFTT,

* 7OFD H—N—DHTTPS ZEAT %G, X T7OFIHA02—tTh TOF > THE%HE
i&. CA EHERE,

AVV—LI-Cz b Z2FETIVRAN-IITR5E. BBT7O0FS Y —N\—DFRZEZEK

@ ETBLWRTETFEA. EBTOFY U—N—DitAZEZRE T IVENHZHZEIE. T~
AL=IRBICXY TR AV = 2RI ZHBENHD I, FHIIIES"T—2T Y
XTIV =%

*ARRAL O—IL%EB L THER Azure 77 L AFFRIZIRIHTE S KL SIC. Azure D VM TEICHE ST
W3Yx*x— KR ID,

"Microsoft Azure RF¥ 2 X > b: Azure R—RILZERLTVM LD Azure VY —XDIHZ—T R ID %18
93"

R EE

NetAppFR— bk A b TAFTEBZ AV A b—F—IF. LEION—2 3> THBAEMEDHD EFT, 12X
=L FILWA—2 3 VA FIARIEERIBE. VY —IL I—J Y MIBENICEHRTNE S,

FlE
1. IRR BT http_proxy F7z1& https_proxy > A7 LABHHRESN TV R HEEIE. TNSZHIBRLET,
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unset http proxy
unset https proxy

NBDYRTLEHZHFRLABWVWE, 12X M—JLIFKREBLET,

AV =ILI=C NI NI TEUATHASA T O—-RLET, "NetApptR—k ¥4 MEN%E

Linux KX MCOE—LZE 9,

XY bT—O XLV IVRTHERIBZOHD F>5304>) I-2Pz Vb AV A M—=5—4 D >0O—
FI2HEDRDDET,

ROV Th2RTTB1-ODHERZEIDHTET,

chmod +x NetApp Console Agent Cloud <version>

<version> |3, 4o >O—KL7OVY—ILI—-Jz > bON—232TY,

Government Cloud FRIBICA VX F—ILTBGRIE. BRF T v IZENCLE T, "FEHT1 A F—ILD
BRF T v I EEMCTDIAHEZHBLES, "

AVAL=IL RV T +EETLET,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

FYRT—=0TAUE—2y b 7ORAITOFOHRBELRIBEIE. TOFVBERZEBMT Z2HBENHD
9, BBRTOFDFELIFARTIOFCOVTNAZEMTEEXT, --proxy B&LU --cacert /N T X —&

EF 7> a>THH, BMITBZELIICBERINZZCIEHD FHA, 7AFS H—N—1H3BEIE. =
TNTWVWBLSIINTA—BEANTI2HELRHD £,

CAZRIAZEZEAL THRHATOF Y ¥ —N—Z@BH T 2302 RITLET,

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—proxy XOWTNHADEREZFEAL T, AVY—IL I—I x> A HTTP £7/IE HTTPS 7O+ H—
N—ZFERATZILSICHEELET,

° http://7 R L X 7R—k

° hitp// A—H—%NZAT—F@7 KL X7R— b

° http/ R XA 2 8%22—H—%/NNRT—R@7 FLXR— b

° https:// 7 R L X:7R— bk
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title: Console agent deployment policy
description: Permissions for the user who deploys the NetApp Console
agent

stage: GA

includedPermissions:

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily

- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk

- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType

- compute.instances.setMetadata

- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy

- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list

- deploymentmanager.compositeTypes.get
- deploymentmanager.compositeTypes.list
- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
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deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

- resourcemanager.projects.get
- compute.instances.setServiceAccount

- iam.serviceAccounts.list
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

S gcloud config set account “~ACCOUNT"
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update
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--tags <network-tag>
--network <network-path>
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--boot-disk-kms-key <kms-key-path>
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DUNNEZYTRO) T aUIINA Y RTZBEDHD £9, NetApp Console Tld. Cloud
Volumes ONTAP Zz 7 7OA 3L EZICFERITZ T TRV ) T a vz ERTEE T,

Windows Azure th—E X EIE API &R % ENMT 3
1. Microsoft EntralD 4 —E X T. 77UDER Z3&IRL. 7T r—>a>%&RLET,

2. API 1R > #EFRDIBMN ZFERL £ 7,
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

3. Microsoft APl ® FT. Azure Service Management %33R L £ 9,

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the

keys, secrets, and certificates within your

Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4 B 1—— ¥ LT Azure Y —EXBEBICT 7€ XT3 #FIRL.

da
Eﬂfﬂﬂg
@Eﬂﬂr = O

5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination

MERDENM Z#RLE T,

183



R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

TIV =23 07 FIs—23aviDET« LY MUIDZEEIGLET

1.
2.

Microsoft EntralD ' —EXT. 77UDFER #FIRL. 7V Ir—>avz&RLET,
FFIT—2ay (USATFYR)IDEFTALY R (FFYR)IDEIC—LET,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

! Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

i Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure 7HO 2 b ZIAVY—ILICEMT3EEE. 7V Tr—>a3>07FVr—23> (9347
YMIDETALIRI(TFUR)ID ZEEETBIHENHDET, IV —ILIZID ZEALTTA
JILTHAI VA2V LET,

9347 =Ly bZERT B

1.

o o0 B~ WDN
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Microsoft EntralD H—E X ZRT X9,

T TVEBREBRL. YTV a v EBERLE Y,

CEERRE Y=Ly b > HLWISA TR =Ly MEERLET,
=0 Ly hOFREBCEIBEEEL 9,

- MBI EEIRL £ 9,

- OZAT R =ULy bOEZIE-LET,



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

VY =IILI—Vz Y b ZEFHTIVAL—ILT S

A= I—Cz Y bhEeFTA VA M—ILT3HRIE. BEFZRmAETEIOICYI VIREZ R D2HE
HHDFT, Linux IV VDBRETHD. Linux ZRL—F 1 > X7 LI L T Podman &7zl Docker
EFAVAM—=ILTBIRELHD XY,

Podman X 7z|&Docker Enginez 1 > X k=)L T 3

ARL—=—FTa 20 DRATLICIGLT. I—2 2> b AV X M—)LT 381IC Podman X 7z1d Docker Engine
DVWTNHODBEICHRD £,

* Red Hat Enterprise Linux 8 XU 9 ICI& Podman B4 ETY,
HR—bINTWVWBPodmanD/N—2 3 V% RRT D,
* Ubuntu (C1& Docker Engine "} E T,

HR—FEINTWS Docker TS VDN—T 3> %2RTRTD o

185



Bl 4. FIE

Ry RI>
Podman #1 Y X b—JLLTRET BICIE. XOFIEICTEWVE T,

* podman.socket t—EXZBML TEBL £

* Python3Z 1> X b—IJL 93

* podman-compose /X7 —2 N—23>1.06Z1>AM=)ILLET,
* podman-compose% PATHEREZ BT 3

* Red Hat Enterprise Linux Z{# L TLW315H&(1&. Podman /\—< 3 >h' CNI Tld7% < Netavark
Aardvark DNS Z{FB L TWA & ZREEEL TS T L,

@ DNS R— b DFEHEEITD=HIC. T—Jx> &A1V M—)LLT=1%. aardvark-dns
R=b(T7A4ILE:53) ZH/ELET, IBRICKE>TR—MEEELET,

FlE
1. 7R X +IZ podman-docker /Ny —I DA VX h=ILENTWVWBHEIFHIRL £95

dnf remove podman-docker
rm /var/run/docker.sock

2. Podman 1 YA M—JLLZE Y,
Podman (&. ATX® Red Hat Enterprise Linux VRS M UDSAFTEET,

Red Hat Enterprise Linux 9 D&

sudo dnf install podman-2:<version>

<version> |&. 1A b—JLF 3 Podman D R—kENTWVWBN—23 0 TY, HAR—rEINTL
bPodman®D/\N—2 3> & RRT S,

Red Hat Enterprise Linux 8 DIF&:

sudo dnf install podman-3:<version>

<version> |&. 1> XA r—JL§3% Podman DHR—rINTVWBN—23>2 T, HAR—FShTW
bPodman®O/N\N— 3> & RTTS o

3. podman.socket H —E XZxBIC L TEEIL £ 9,

sudo systemctl enable --now podman.socket
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4 python3 ZA VA L—JLLET,

sudo dnf install python3

S. YATLICEREAVZA=ILENTWVWAWERIE, EPEL URI MU Nur—2Z2 42X b—)LL
9,

6. Red Hat Enterprise Z{Ef L TL\ 354!

podman-compose |&. Extra Packages for Enterprise Linux (EPEL) U R FUDSAFTE S0,
COFIEIFHETT,

Red Hat Enterprise Linux 9 D&

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-9.noarch.rpm

Red Hat Enterprise Linux 8 D&

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-8.noarch.rpm

7. podman-compose /N7 —21.06 Z1 A R—=ILLET,

sudo dnf install podman-compose-1.0.6

fEA L T “dnfinstall < > Ri&. PATH RIEZEUC podman-compose ZENT 578
DEHZ/BLTVWET, A1VXAM—JLOYVRIE. TTICAYRAM=)LETNTL
% podman-composeZ /usr/biniZ BN L £9 . ‘secure_path 7R M EDF T3>,

8. Red Hat Enterprise Linux 8 Z{#f L TWL\31HB&1&. Podman /N\— 3 > H' CNI Tld7 < Aardvark
DNS %Zf@ A 7= NetAvark Z{ER L TW3 Cc ZHERL £,

a. MDY R%EFEFTLT. networkBackend D' CNI ICERE TN TUVWBRHQESHEREEL F T,

podman info | grep networkBackend

b. networkBackend?h' cNI. FNEZEE T IHNENHD £9 netavarke
C. 1> =)L ‘netavark’ & L T “aardvark-dns XD IY > RE#FERALE T,

dnf install aardvark-dns netavark
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d. Bg< ‘“/etc/containers/containers.conf 7 7 1 L= #R&E L. network_backend # 7> 3 > % ZEL
T. Tenild DD DIC Thetavarky ZFEAL XY,

H L /etc/containers/containers.conf FELEBWVESIE. REZZEEL TLIETL
‘/usr/share/containers/containers.confo

9. podman ZHBiE&L £,

systemctl restart podman

10. rapa~< > R&EFEHAL T. networkBackend ¥ Mnetavark] ICZEEINTVWBRE#HERELET,

podman info | grep networkBackend

DockerT> o>
Docker D K% 2 X > MMIHE> T Docker Engine =1 > X F—JLLE T,

FE
1. "Dockerh*'5D 1 VXA L—ILFIEZRZ"

HR—FENTUWS Docker TV N—=2 304 YA M=ILTBICIE. FIBICRK>TLIET L,
BHAN—2avidarV—=ILTHR=—rINTLERW D, 1A M=)ILLAEVTLIEET LY,

2. Docker "EMICHE > TWVWTEITINTWA I e 2R LE T,

sudo systemctl enable docker && sudo systemctl start docker

AVYV—ILI—Vz Vb Z2FHTIVRA—ILTS

FFLIADBED Linux RA MOV =)L Iz b YT b0z 7Z2402O0-RLTAV A M—
IWLET,

FAtAS BHiIC
KDEHDHWNRETY:

C AV I IS EAVRE=IILTRI=HDIL— FER,

CAVY=IL IV VDS DA A=y~ TORRAITOFIOHAUERZEOTOFS H—N—D
o

AVZAL=RBICTOFS Y—N—ZBRTZF T2 arhHDEFITH. ChzfT5ICiFaI>Y—-IL T
— VI b eBEHITILENHD T,

* JOF> H—N—DHTTPS 2B T 35%E. FRIZT7OAFIHA2—tTh TOFTHE%HE
&, CA EHERE,
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

A= I-SIV b EFHTAI VA N—IILTIEE. BETOFY H—N—DIEAZE %K

@ ETACIETEFEA. BEIOFY H—N\—0DBELRRTEITINENHB5EIE. 1V
A= RBIIAVTFOR AV I ZFERTI2HRELIHD XTI, sFHllFBELS"'T—2 Y
EX>FF+H>22a2Y—IL%

R EE

NetAppFR— bk A b TAFTEBZ MV A =5 —IF. LEION—2 3> THBAEMEDRHD EFT, 10X
F—IL&. FILWA—U 3 VA FIARIEERIZS. VY —IL I—Y Y MIBENICEHRTNE Y,

Flg
1. IRR MZ http_proxy F 7= https_proxy & A7 ABHHRESN TV R HEIE. TNSZHIBRLET,

unset http proxy
unset https proxy
NSO RTLEHZHRLEBEVWE, 12X M—=)LIFKRBLET,

2. A= II—=Sz VIR T7EUTHISA T O—-—RLEY, "NetApptiR—k 4 ~EN%E
Linux ARX MCOE—L X9,

XY bT=OFBISTRTHERTBZOD F254>) I—Vx b A VA M=5—Z2R 00—
FIBRELDD XY,

3. RV T h2RITTBHDIERZEIDEHTET,

chmod +x NetApp Console Agent Cloud <version>

<version> 3. 4o >O—KRLEIVY—=IL ISz bON—23 2T,

4. Government Cloud IRIBIC1 VX =)L 356 BRF v IZEEMILET, "FE#H1 A L—ILD
BRTF TV I "ENCTDIAEESBEALET, "

S AVRAM=IL RV T hZEEITLFT,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>

FZYRT—=ITAUR—FY ~ 7OLACTAOFOHNMRERGEIE. 7OFBERZEMTI2HVENHD
F9, BEIOFDELIFARTOF>OVTNDOZEMTETE T, --proxy 5K U --cacert /NT X —4&
EAT2a>THD, BMITBLDICEREINZZCEHD FEA, 7OF> T—N—0"HB3551EF. &
TNTVWBKSICNTAXA—BZANTZHELBD £,

CAZLRIMAZEZEAL THRNATOF Y Y —N—ZBH T 2302 RITLET,
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reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
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./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—proxy XOWSTNHADEREFEAL T, AVY—IL I—I x> A HTTP £/IE HTTPS 7O+ H—
N—ZFRTZIELSICHEBRLEFT.
° http://7 R L Z:7R—k
° http://A—H—%Z/NXAT—R@7 KL X R— bk
° http:// R XA > %% —H—%:/NAT—F@7 FL X:R—k
° https://7 K L X:7/R— bk
° https:// 21— —%:/NXT—R@7 KL X:R—k
° https:// K XA V%% —H—%:NXAT—R@7 RL X R—k
RDBISERL TS,
A= F0—A)I A —-FLEF X1 A—F—|ZBDFT,
* RXA Y A—H—DFEIE. EERDLSIC\DASCIH A—REFERATZIHBRELNHD £7,

*AVY - I-Cz bR @ XFERCA—H—HBFLIEINIT—RZHR—LTLEE
Ao

* NRT—=RICUATORFHXFENZENTWVIHEEIE. TORHEXFORICNYIZAZvIa (& F
723 ) Z I TIRT—TT3HEBLHD F T,

Bl ZIE
http://bxpproxyuser:netapp\!@ 77 L X:3128

cacert AV =)L I—Yx > be7OFS Y—N—FOD HTTPS 7V XICEHRAT 3 CAERATIERAE
EIELE T, CONTA—RIF. HTTPS 7OF> H—N—, 42—t 7+ 7OF> H—N— LUV
EE7OxS —/N—ICWETY,

+ BB TOFY Y—N—ZBRITEHZRICRLET, BBTOF S Z2EBHT 255, 7O0F> —N—%
ERITDIVERDHDFEA, VYV —IL I—2x2 b R MIE. CAERNEIBREDOAZEMLE T,

+

./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

1. Podman ZfEA L7154 %. aardvark-dns R— FZ AT INERHD X7,
a vV —ILI—CxzY MRETIICSSH THEHRLE Y,

b. podman /usr/share/containers/containers.conf 7 7 1 JL%ZFE. Aardvark DNS H—E ZBIERL -
R—bZZBELFT, 1cCRIE 4 ICEBLET,
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vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge

# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#

dns_bind port = 54

Esc:wqg

cC OAVV—=IlI—-YzYMRETSVEBEHLET,

RiEfE ?

NetApp ConsoleATAVY — )L T—V x> b EBEITIHNELHD £9,

NetApp ConsolelZ >V —I)LI— 1Y EFERT 3

avy—=jcaga4>L. AV=—IL I—xr b EEBICEEMITES, OJ1>A&EIE. VY —IL%
FRHALTWRE—RICE->TEARDET, AV —ILEZIZEE— R TEALTVWSI5EIE. SaaS Web t k
heOda4 > LET, AV —IZEZFHRE—RTERALTVWREBAIE. AV —IL I—-Yz2 bk KRIMHS
O—Aluicasg14> L9,

FIE

1. Web 75 7H%Z@E. VY- I—xzY b RAMDURLEZASILZET,

OV —=JLARX M URLIE. AR MDOBRICIKELCT. O—AILEKRI M, 75A4R=FIP7RLR, &
INTVY I IP7RLRICEDET, fcezxid, AVV—=—ILI—=Sz 2 RHBNTIU YT IPT7RLIADEL
INTVwo 5T RICHZERIF. AVV—IL I—S2 b RAMIEBHELTVWRRIA MDD TS A R—
MIP7RLRAZANTZHRELNHD X,

2. A 7y TERIFZOTA L TLIEST L,
. O AV —IL=ZR/ELET,
a JyY—I)lLI—rxzr bCEERMITZOYY —IIUEBZIEELEX T,

b.

C.

SRTLDREIZEANILET,
REBRIFTRITLTVEIN? OTF T, FIRE-FZENDOETRICLE T,

A= Iz DAY TLIRCA VA M=ILENTVWRHE. FIRE— FETR—FEN
Et Ao

MADEL &S ZBEIRLE T,
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NetApp ConsoleiCY 57 R 7ONA 4 —DERIBHREIRM TS

A= ISz bEAVAM=ILTEY 7Yy LIES OV =L I—J2 Y FHAWS FT2id
Azure TV U2 3 ZRTTBIOICHEBEREREZRF DL IIC. 777 RERBRZEML XY,
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AWS
FtaS BHEiIC
CN5D AWS FREHERZER L 2ED'D DIFEIE. FARRICHEZ ETICHSDI DB ehBD £Y,
BRIEImRZ 2>V —ILISEMY 381IC. A>T T,
FIE
1. *EIE > ERBHRZZBRLF T,
2. MO ERBR ZZFRLE T,
3. *ERIFIROBIMZERL. V1 F— ROFIBICRVET,
a. FRIBIDIZFR: “Amazon Web Services > T—2 1> F&ERLE T,
b. ERBERMDER: AWS 7/ RXF—>—ULy bF—EANLET,

CRX—TYNTILARBGTRIOVTS 3V SIS TRISA4TI3h BIEOYTZI) T
AVEERLT X—T Y b TLAR BT ROV T 30 INsOERBERICEEMITE I,

d R HTLLWERBROFMEZER L. (BN ZFRLET,
N T, "NetApp Console"aA>YV —IL T—J x> hOFERERBLET,

Azure
F%R 9 BR0IC
N5 D Azure BISIBIRZERL L 723D D DIFEIE. FERAEICRD ZTICHAII DB ehH D £
To AVV—IL I—2xr MIERIBRZEMY i, BOEBFEILIL,
FiE

1. 518 > EREWRZBRLF T,

2. *ERRIBROBINZERL. V1 F— ROFIBICRVET,

a. ERIBFIMDIZFT: Microsoft Azure > T— T > k ZBIRL £ 95
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Add role assignment

l? Got feedback?
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Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal
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3. Microsoft APl ® FT. Azure Service Management %33R L £ 9,

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

é8a =
Take advantage of the tremendous amount of data in Office 365, Enterprise Mability + m Eﬂ .
E o =

Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

2
o

@Eﬂl Azure Batch ﬁ Azure Data Catalog 5‘ Azure Data Explorer

Schedule large-scale parallel and HPC Programmatic access to Data Catalog Perform ad-hoc quenes on terabytes of

applications in the cloud resources to register, annotate and data to build near real-time and complex
search data assets analytics solutions

i Azure Data Lake O Azure DevOps ‘} Azure Import/Export

Access to storage and compute for big Integrate with Azure DevOps and Azure Programmatic control of import/export
datz analytic scenanos DevQps server jobs

Azure Rights Management ;
' ’ Azure Key Vault a Services ,_s Azure Service Management
Manage your key vaults as well as the Allow validated users to read and write Programmatic access to much of the
keys, secrets, and certificates within your protected content functionality available through the Azure
Key Vaults portal
E - ; Data Export Service for
= Azure Storage b Customer Insights Microsoft Dynamics 365
Secure, massively scalable object and Create profile and interaction models for Export data from Microsoft Dynarics
data lake storage for unstructured and your products CRM organization to an external
zemi-structured data destination
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Request APl permissions
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret
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NetApp BlueXP
i NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

==

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid mutticloud storage and data services experience Additional details
that helps organizations build and operate a centrally controlled data Type: Saas & APls

foundation across on-premises, edge, and cloud environments.
eSS Ry 2 Last updated: 12/19/22
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storage, mobility, protection, and analysis services within your Google Cloud

environment.
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members
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3. Microsoft APl ® FT. Azure Service Management %33R L £ 9,

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

é8a =
Take advantage of the tremendous amount of data in Office 365, Enterprise Mability + m Eﬂ .
E o =

Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

2
o

@Eﬂl Azure Batch ﬁ Azure Data Catalog 5‘ Azure Data Explorer

Schedule large-scale parallel and HPC Programmatic access to Data Catalog Perform ad-hoc quenes on terabytes of

applications in the cloud resources to register, annotate and data to build near real-time and complex
search data assets analytics solutions

i Azure Data Lake O Azure DevOps ‘} Azure Import/Export

Access to storage and compute for big Integrate with Azure DevOps and Azure Programmatic control of import/export
datz analytic scenanos DevQps server jobs

Azure Rights Management ;
' ’ Azure Key Vault a Services ,_s Azure Service Management
Manage your key vaults as well as the Allow validated users to read and write Programmatic access to much of the
keys, secrets, and certificates within your protected content functionality available through the Azure
Key Vaults portal
E - ; Data Export Service for
= Azure Storage b Customer Insights Microsoft Dynamics 365
Secure, massively scalable object and Create profile and interaction models for Export data from Microsoft Dynarics
data lake storage for unstructured and your products CRM organization to an external
zemi-structured data destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions ions

Your application needs to access the APl as the signed-in user. ns as a background service or daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED
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Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Comunl st Bck

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs

BlueXP - Manual Installation without access keys
AWS Marketplace I NetApp
# & & 4 (6)| 3.9.23 [ By NetApp, Inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722
Read below for instructions on how to deploy Cloud Volumes ONTAP

¥ Categories Mare info
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Number of instances (i) [1 | Launch into Auto Scaling Group (1)
Purchasing option (i) [JRequest Spot instances
Network (i) [vpc-aT6d91c2 | VPCAQA (default) 4] C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (i) | Open C Create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring

Additional charges apply.
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& Product details

NetApp BlueXP
i NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

==

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid mutticloud storage and data services experience Additional details
that helps organizations build and operate a centrally controlled data Type: Saas & APls

foundation across on- oremises, edae, and cloud environments.
eSS Ry 2 Last updated: 12/19/22

BlueXP abstracts the complexity of architecting the underlying Google Cloud

Category: Analytics, Developer tools, Storage

infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.
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New credentials in your cloud provider may take a few minutes to become
available. Then, add the credentials.
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members
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R EeRmLET,

Select members X

Sefect (1)

| test-service-principal

___  test-senvice-principal
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H—EX T2 /NILIC TWindows Azure HH—E XEBIE APl 1ERZZND U TEIHRERHD X7,
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1. Microsoft EntralD H—EXT. 7 7UDER Z:&ERL. 7TV 75— % FRLET,
2. API HERR > HERRDIEM ZEIRL £
3. Microsoft APl D FT. Azure Service Management %33R L £ 9,

Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Maobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Qutlook/Exchange, Onelrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

| _r_i Azure Storage

Secure, massively scalable cbject and
data lake storage for unstructured and
semi-structured data

4. A 1—1— ¥ LT Azure Y —EXEIBICT

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

2
¢

o ok

L

s 2

5_ ‘ Azure Data Explorer

Perform ad-hoc quernes on terabytes of
data to build near real-time and complex
analytics solutions

" Azure Import/Export

Pregrammatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service or daemo a
Select permissions expand all
| Type to search
PERMISSION ADMIN COMSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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Azure 7HO Y b ZEAVY —JLICEBMT RS 7V Tr—>3>07 ) r—>3> (095472 R)ID
ETALI M) (TFHFUMIDEIEBETZHELNHDEY, IVV—ILIZID ZFERALTIOI S LTI VA

YLEY,

FIE

1. Microsoft EntralD 4 —E X T, 77UDEFER Z:&RL. 7TV r—>a>%&RLEFT,
2. FrVr—>2a3a>y (0347 IDE T« L28) (T M) IDEIE—-LET,

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to learn

Display name » test-service-principal

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

| Directory (tenant) ID  : 4b0911a80-929b-4715-944b-c03745165b3a

Object ID : b37489a9-375F-49c2-b27c-e630514106a5

Azure 7HO Y b Z VY —ILICEMT3EEE. 77XV Tr—2a>07FI5—23> (93472 0)
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| + Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *571)Se2By:D*-ZRoVANLfdACY7:+0vA [I-“
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Edit Account & Add Subscription

Credentials
| I
cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity
OCCM QA1 (Default) -
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{) Google Cloud Platform

Google account

NetApp Console Cloud IAM

O

Role: Console agent deployment policy
Choose the cloud provider where you

want to run the Console agent

mE aws 3 ~ @ Service account
.. N Q Cloud IAM

Role: NetApp Console

Console agent
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"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",
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"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms
"kms :
"kms :
"fsx:
"fsx:
"kms :
1,
"Resource
"Effect":
VSielVg We

"Action":
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"clou
"clou
"clou
"kms :
"kms
"ec2:
"kms :
"athe
"athe
"athe

"glue:
"glue:
"glue:
"glue:
"glue:

"glue

List*",

:ReEncrypt*",

Describe*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

L1 mwxn
o ’

"Allow",

voServicePolicy"

[
StartInstances",
StopInstances",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",

:CreateTags",

CreateVolume",
CreateSecurityGroup",
DescribeSubnets",
DescribeVpcs",
DescribeRegions",
dformation:CreateStack",
dformation:DeleteStack",
dformation:DescribeStacks",

List*",

:Describe*",

DescribeVpcEndpoints",
ListAliases",
na:StartQueryExecution",
na:GetQueryResults",
na:GetQueryExecution",
GetDatabase",
GetTable",
CreateTable",
CreateDatabase",
GetPartitions",
:BatchCreatePartition",
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"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [

414



"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]
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1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok



RS —2

"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

10-17",

[

CreateTags",
DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",

"Effect":

"Sid": "tagServicePolicy"

"Allow",
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GovCloud CKE) JV—>Y3>

"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

418
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lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
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"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n



"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"
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D

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n



s

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

425



426

"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"
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LML > TERDET,

NetApp ConsoleHh*5 DEA
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7w FIL—REN3 . O—IILDOMRIIERFOREICHFNET, IT—z > hicLTIoO—IILZE
BL7=D. BFFEEELIED T3HREIIHD FHAS

FHTOT SO F7-IAzure Marketplaceh 5 DT 7O

Azure Marketplace "o T—2 x> b7 7OAF3%BE. Fld Linuk RAMII—2 Y b Z2FE#TTY
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° "Azure Marketplace D7 70O OMER%EKET "
AT I ABRHEDIERZRET B"
° "HIFRE— R DIERZRE T 5"

"Name": "Console Operator",
"Actions": |
"Microsoft.Compute/disks/delete",
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"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft.

Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",

.Compute/virtualMachines/instanceView/read",

Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",

.Compute/virtualMachines/vmSizes/read",

Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

.Network/virtualNetworks/checkIpAddressAvailability/read",

Network/virtualNetworks/subnets/read",

Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",

"Microsoft.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
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"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

Storage/checknameavailability/read",
Storage/operations/read",

.Storage/storageAccounts/listkeys/action",

Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",

"Microsoft.Storage/storageAccounts/listAccountSas/action",

"Microsoft
ts/read",

"Microsoft

ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.
"Microsoft.

"Microsoft.

Storage/usages/read",
Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

Network/loadBalancers/read",
Network/loadBalancers/write",
Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.

Network/privateEndpoints/write",
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"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft.Storage/storageAccounts/privateEndpointConnections/read",

"Microsoft.Storage/storageAccounts/managementPolicies/read",

"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",

"Microsoft.Network/privateDnsZones/virtualNetworkLinks/write",
"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/privateDnsZones/A/write",
"Microsoft.Network/privateDnsZones/read",

"Microsoft.Network/privateDnsZones/virtualNetworkLinks/read",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Compute/virtualMachines/extensions/write",

"Microsoft.Compute/virtualMachines/extensions/delete",

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
.KeyVault/vaults/read",

.KeyVault/vaults/accessPolicies/write",

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

Network/privateEndpoints/delete",
Compute/availabilitySets/delete",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",
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"Microsoft.Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

.Synapse/workspaces/write",

Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",

"Microsoft.

Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",

"Microsoft.

Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",

"Microsoft.
"Microsoft.

"Microsoft.

1,
"NotActions": [],
"AssignableScopes": [],

Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",

Compute/virtualMachineScaleSets/delete"

"Description": "Console Permissions",

"IsCustom": "true"
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Azure NetApp Files
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» Microsoft. NetApp/netAppAccounts/read

* Microsoft. NetApp/netAppAccounts/capacityPools/read

» Microsoft. NetApp/netAppAccounts/capacityPools/volumes/write

* Microsoft. NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft. NetApp/netAppAccounts/capacityPools/volumes/delete
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NetApp Backup and Recovery
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