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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ListStacks",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",

m"wa

iam:ListInstanceProfiles",

iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:PutObject",



"s3:ListAl1MyBuckets",
"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:ReEncrypt*",
"kms:CreateGrant",
"fsx:Describe*",

"fsx:List*",

"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "cvoServicePolicy"
"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec2?2:DescribelInstances",
"ec2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec?2:TerminateInstances",
"ec2:DescribeInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec2?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",



"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [
"arn:aws:s3:::netapp-backup-*"

I

"Effect": "Allow",

"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",



"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": [
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"

"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Action": [

"ok n

"Wk n



R —2

"ec2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

by

"Action": [
"ec?2:DeleteVolume"

I

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Wk n



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

:ModifyVolumeAttribute",
"sts:

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ListStacks",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

1,

:GetObject",

ListBucket",

ListAllMyBuckets",
GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

:ReEncrypt*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",

DeletePlacementGroup"

"Resource": "*"

"Sid":

"fabricPoolPolicy",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",

11



"s3:
"s3:
"s3:

1,

GetBucketAcl",
GetBucketPolicy",
PutBucketPublicAccessBlock"

"Resource": [

"arn:aws-us-gov:s3:::fabric-pool*"

]
by
{

Sl

"backupPolicy",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetObject",

ListBucket",
ListAllMyBuckets",
GetBucketTagging",

"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"
I
"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"
]
by
{
"Effect": "Allow",
"Action": [

"ec2:StartInstances",

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Resource": [

12
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"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"

13
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ListStacks",
"cloudformation:ValidateTemplate",

iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociateIlamInstanceProfile",
"ec2?2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",
"iam:ListinstanceProfiles"

1,

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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by
{

"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |
"arn:aws—-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",
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"clo
"clo

"iam:

"iam:

"iam:

"s3:
"s3
"s3:
"s3:
"s3
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resou

"Sid":
"Effec
"Actio
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resou

"arn

"Effec
"Actio
"ec?2
"ec?2
"ec?2

lam:

lam:

lam:

lam:

lam:

lam:

udformation:ListStacks",
udformation:ValidateTemplate",
PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

:ListBucket",

GetBucketTagging",
GetBucketLocation",

:ListAl1MyBuckets",

:AssociatelamInstanceProfile",
DescribeIlamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

r.C:e": mwsn

"fabricPoolPolicy",
t": "Allow",
n": [
DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

rce": [

raws-iso:s3:::fabric-pool*"

t": "Allow",

n": [
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"
}
by
"Resource": |
"arn:aws-iso:ec2:*:*:instance/*"
]
by
{
"Effect": "Allow",
"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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* ec2:R ) 2 — L DA

19



cec2tFall T JIL—T DA
cec2:ty NI —UA VR —T T —ADFHA
*ec2: TRy b DEHRA

* ec2:Vpcs DiiEH

* ec2:Dhep# 7 3 >~ DEREA

*ec2: Rty 3y DA

* ec2:F—R7 DA

*ec2:\)—< 3 > DFRA

* ec2: 2 DFREA

* ec2:laminstanceProfileAssociations D&itAR
* eC2FHIBEHA VAR ZADRBRAE DA
* ec2:VpcIL Y RRA > kDEREA

* ec2:Vpcs DiiEE

* ec2R) a—LDEEDA

* ec2:ECEY )L — T DEREA

* kms:FFR] DR

*kms:T1AUT7AD') R b

* fsx:EAA*

s fsx:il) R b+

Amazon S3 N7 v &

AVY—ILI—2 x> bE. Amazon S3 N7 Y FZEHET 37HICRDAPI ) VT A M EITVWET,
s3:ESLERTE DEF
NetApp Backup and Recovery

IT—x Y bE Amazon SSKRDNY I 7w T2 BB T BT-DICRODAPI VT A M ETVWET,

» s3:GetBucketLocation
*SIIARTONTY bZEUX B
*sAVRMNTY R

* s3NT Y ~DIERL

+ s3:GetLifecycleConfiguration

+ s3:PutLifecycleConfiguration

* s3:PutBucketTagging
*sINTY RN=23 DR B
* s3:GetBucketAcl

20



BRRECERAE2EALTR) 2a—LET 70 2ERT3HBE. T—I T2 MIRD API ERZTTVLE

ER

s3:PutBucket/\T U v o 7o T0Ov Y
s3:GetObject

ec2:VpcI > RRA > hDFHAAR

kms: T 1) 7RADJ X b

s3:PutEncryptionConfiguration

s3: N\ ~DIERK

s3:A TP U b DHIRR

s3: A7 U b= a3 > OHIRR
s3:GetBucketAcl

s3URMNTw b

SINTY EN=23 DU B

SEURMNTY ERILFN—T7yFO—FR

s3:PutObject

s3:PutBucketAcl
s3:PutLifecycleConfiguration
s3:PutBucket/N T ) v o 7o TOv Y
s3XIFN— Ty FO—RFOALE
s3:ListMultipartUploadParts

AR a—LD/\Ny 2o 7w FIC DataLock ¥ NetApp Ransomware Resiliencez AR $ %55, T—J T h&
RD APl BXRZITVWE T,

s3:GetObjectVersionTagging
s3:GetBucketObjectLockConfiguration
s3:GetObjectVersionAcl

S3A TV bDRITHFIF

s3: A7 U bDHIBR

s ATV bDRIFTEHIBR
s3:GetObjectRetention

s3: ATV bN= 3> RTFITDHIRR
s3:PutObject

s3:GetObject
s3:PutBucketObjectLockConfiguration
s3:GetlLifecycleConfiguration

S3RTICEBNTY LD R b

21



» s3:GetBucketTagging

* 3 AT N= a3 DIk
*SINTYERN=23 DI
*sEURMNTY R

* s3:PutBucketTagging

* s3:GetObjectTagging

* s3:PutBucket/N\— 3 V&R

+ s3:PutObjectVersionTagging

* s3:GetBucketVersioning

* s3:GetBucketAcl

* SANANZAHANT > IR

* s3:PutObjectRetention

» s3:GetBucketLocation

» s3:GetObjectVersion

Cloud Volumes ONTAP/Nw 2 77w FICYV — AR a—LICERL TV HDEIFERDZ AWS 7HU Y b &
FATEHE. T—-2CI 2 MIRODAPI VI IR b Z2RITLET,

* s3:PutBucket7R 1) & —

 s3:PutBucketOwnershipControls

NI T T ) AN OREFRDVER
AVTYIINV2D) Y —RBICRERDA VT v I REBEEBRIC LISESICOH. ROMERNNETT,

* kms:!) X b*

* kms:FBE*

* athena:Z T RITDORIA
 athena:GetQueryResults

« athena:GetQueryExecution

» athena:StopQueryExecution
* I —TFT—FZR—XDERK
* J')L—:CreateTable
* JIL— Ny FHIREN—FTr> 3>
NetApp Data Classification
I—> x> h&. NetApp Data Classificationz BB 9 3 7= IZRD APl BEXRZ1TWVWE T,
*ec2: M VAR ADERE
*ec2 M VARV RARAT—RADERA

22



ec2: 1 Y AR ANDRIT

ec2:f Y ARV ADIET

ec2: %2 DIER

ec2:7R 1) 2 — LDIER

ec2 R a—LDT Ry F

ec2tF T4 JIL—TDIERK
ec2tEF¥ a7+ JIL—TFDHIFR
ec2t¥ a7+ JIL—TDEHA
ec2:ty hI—0 A2 —T7 11— XDIERK
ec2: Xy hI—U A > B —T —XAD3HA
ec2: %y NI —0 4 >R —T — ADHIRR
ec2:tF 7 x v b DFREA

ec2:Vpcs DERAA

ec2: A+ v I a3y DIER

ec2:') —2 3 > DFRA

cloudformation: X 2 v & DYERK
cloudformation: X 2 v & D HIIBR
cloudformation: 2 & v & M EHBH
cloudformation: 2 2w 7 1 N> k DEEA

cloudformation : ListStacks

iam: ¥ XXV ATO7 70 )LICAO—I)L%EM
ec2:lam-f X2 > 2707 71 )L OBEERIT

ec2:laminstanceProfileAssociations M 7B

NetApp Data ClassificationZ {3 3Ha8. T—2 T MIRD API BRZ{T>TSINTY b EIFv L
9,

iam:f VXA A7O7 74 )LIcO—I)L%Em
ec2:lam-1 Y RA 2707 71 )L OBEEMIT

ec2:lamInstanceProfileAssociations MDA
s3:GetBucketTagging
s3:GetBucketLocation

SIAIANRTDONTy bzl X b

sV MNT Y bk
s3:GetBucketPolicyStatus
s3:GetBucketPolicy

23



» s3:GetBucketAcl

» s3:GetObject

» iam:GetRole

* 3 AT U bDHIBR

*S3A T bN—=T 3 VDY
+ s3:PutObject

* sts:{RENEHES

Cloud Volumes ONTAP

IT— x> biE. AWS TCloud Volumes ONTAP Z5F 7O B L UVEBIETB70HIC. WOAPI VI IR +%&
TUWEY,

B To 3y BRICEAINEYT HEBEEHICERIN HRRICERINET
Hh? FIH? Hv?

Cloud Volumes iam:ListInstanceProfi |%(\ =4 RIRY-4
ONTAP1 VXX les
ADIAMO—=)LE 1 _ -
VAV TOT 7 iam:CreateRole L RIRY-4 RIRY-4
TINZEE LVE  jam:DeleteRole LLVR I 0N 1£0)
HBLET

iam:PutRolePolicy =4 RIRY-4 LWLV R

iam: 1 Y XARZ VAT 1FW (AIAY-4 LWLV R

07 71 ILDYER

iam:DeleteRolePolic |\, % IE o L

y

111 Re .8 P A =W (AIAY-4 (A1AY-4

a7r)lica—Ju

Z BN

iam: M YAV T LWWR =40 (=40

aO7r7a)lhs0—

L% B

iam: M YAV T LWWR (=40 (=40

A7 71 ILOHIR

iam:PassRole =4 LWL Z LWL X

ec2:lam-1 VXX > |[FW &Ly NINY-4

2707 71D

EAT T

ec2:laminstanceProf |\ =4 RINY-4

ileAssociations M3

BH

ec2:laminstanceProf |\ \ % IE L (RYRY-4

ileDBEEST 1T % FRRR

24



B8y

FREERT—R A Xy
t—-o%7Fa—RrY
)

7Hho > S THIAE
BERFEE S N1 X
-2 (AMI) Z2W
TEREAL XY

VPC ADJL— kT—
TILICDWTEREAL
9 (HART7DE
BOHNE)

ARV ZADE
IE. #E). E5AR

HR—ETNTWS
AARAVARAT
TIERRY hTO—2
HEMICHE->TWS
MR LET

XTFHF2RAAR
MEEDICERSN
% T'WorkingEnviron
ment] H&

U TWorkingEnviron
mentld) 27TV
— BT 2T B

’

ToTaYy

sts:DecodeAuthoriza
tionMessage

ec2:E{RDEHAA

ec2)L— k=T
MDEREA

ec2 AV RAAVAD
Bita

ec2: AV RAAV D
=1k

ec2: AV RARAVAD
B

ec2 MV ARAVAR
F—A2 Z2D3HEA
ec2 AV RAVAD
=17
ec2AVRAVAD
®ry

ec2: 1V RAVRE
MOEE

ec2AVRAVAE
4 DERAR

ec2: 2% OYER

BRICERINE Y
Hh?

IEW

Ly

[=qn

IEW

[=qn

IEW

iEW

Ly

LWz

LWz

LWz

[Zqn

AEXRBICERATIN HIRICERINEY

FIH?
(=40

(=4

ARV

=4

lFW

lFW

lFW

(A1AY-4

LWLz

=qn

[=qn

lFW

Hh?

(RYAY-4

WLz

(RYAY-4

LWz

LWLz

(RYAY-4

LWz

WLz

(=40

LWLz

LWz

LWz

25



B8y

Cloud Volumes
ONTAP B*\w o T
YR RAKL—=TKL
T{#EHE$ % EBS K
Da—L%*EETS

Cloud Volumes
ONTAPOtFal)
T4 JIL—TFDVER
CER

R—=Ty b TRy
 CCloud Volumes
ONTAPD x%w kT
— (4R =T T—
2B B L UVER
93

26

’

ToTaYy

ec2:R) 2 —LDE
B

ec2:7R1) 2 —LDFH
2]

ec2: R a—LEMY
DEE

ec2.7hR) 2a—LD7
2y F

ec2:7h 1) 2 —LDHI
bR

ec2: R 2a—LDT
YT

ec2tzxal)Fq4
IL—TDERR

ec2tt¥xal)Fa4
JL—FDOHIER

ec22ttxal)F+4
JL— 7 D3EHEA

ec22ttxal)F+4
IL—TOHETEED
HY
ec2tt¥xal)Fa4
IW—THIIDEER

ec22ttxal)F+4
WN—=—TA>TLRAD
AGR

ec22ttxal)F«4
IW—FDAN%ZED
HY

ec2:ry b=
VR—T T —ADE
B

ec2:ry b=
VR—T T —ADiR
2]

ec2:ry bJ—UA
VARA—T x—ADHI
R

ec2:ry bJ—UA
vR—Jx—ABE%
DEE

BRICERINE Y
Hh?

IEW

&

(AIAY-4

iEW

LWz

LWz

IEW

(AIAY-4

IEW

(=40

[Zqn

(=40

Ly

[Zqn

IEW

LWz

(A1AY-¢

AEXRBICERATIN HIRICERINEY

FIH?
(=40

=qn

lFW

lFW

L

lFWn

LWLz

lFW

lFW

(A1AY-4

WLz

LWz

(=4

(AYAY-¢

(=qn

lFW

lFW

Hh?

(RYAY-4

[=qn

[=qn

(RYAY-4

[ZqW

[=qn

LWLz

[=qn

[ZqW

WLz

LWz

LWLz

WLz

LWz

LWLz

[=qn

LWz



B8y

WY Ty bt
*alrqaJdIL—7
DR NERET S

Cloud Volumes
ONTAP1 VXA Y
ADDNSH—/N\—&
TITAHILFDR XA
CHERELET

Cloud Volumes

ONTAP®D EBS 7R1J
A—LDRAFTYv T
3y bEERLEY

AutoSupport X vt
—JIZRIEIhTWL
% Cloud Volumes
ONTAPO >V —IJL
ZX¥vIFvLEZE
3-0

FAAREEF—RY
DIYR =TI S

A FRIREAWS ) —
oa>n') A +%zE
593

Cloud Volumes
ONTAPA > X &2 >
X ICBHEMIF SN
DY —2DRT=E
H93

AWS
CloudFormation 7~
IL—brDRAEY
I ERBE L UVER
ERA)

’

To 3y BRICERINE Y

e

ec2Jxyw b 1FL
BB

ec2:Vpcs DERAA [=qA

ec2:DhepA 723> 1dW
DA

ec2:AF+wv 3w 1FL
~ DYERK

ec2: 2w 3y LR
~ DHIFR

ec22AFwv 3y LWWLWR
NOE]

ec2:GetConsoleOutp |\
ut

ec2: ¥ —R7DHA (FL)

ec2: )= 3> 1FL
Be

ec2: % ZHIbR LWWX

ec2:2 4 DHEA RIAY-3

cloudformation: X% &L
w7 DVERK

cloudformation: X% &L
w7 DHIFR
cloudformation: X %2 [EL)
w2 DA
cloudformation: X &2 [EL)
v IARY DA

cloudformation: 7> &L
JL— b ORI

AEXRBICERATIN HIRICERINEY

FIH?
(=40

=qn

(AIAY-4

lFWn

lFW

lFW

lFW

(AIAY-4

lFW

lFW

lFW

(AIAY-4

ARV

lFW

(A1AY-4

LWLz

Hh?

(RYAY-4

LWLz

(RYAY-4

LWz

[=qn

(RYAY-4

LWz

(RYAY-4

(RYAY-4

[Zqn

(RYAY-4

(BYAY-4

(RYAY-4

LWz

LWLz

LWLz

27



B8y

Cloud Volumes
ONTAP X2 7 LH
T—REBILDBE
B LTERTS
S3INTw b EER
BLUOEBEEBLEY

AWS Key
Management
Service (KMS) % {&
A L TCloud
Volumes ONTAP®D
T—AES{tZBM
IC9 %

BE—D AWS 7oA
SEUTF4YV—2A
D2DODHA/—R
EXTFAI—2—D
AWS X 7L v REd
B I —TEERE
SUBEBLEY,

28

’

voay

s3:/\7 vy S DIERR
s3:/\7 vy k DHIRR

s3:GetLifecycleConfi
guration

s3:PutLifecycleConfi
guration

s3:PutBucketTaggin
g

XAV AR
DRk

s3:GetBucketPolicyS
tatus

s3:GetBucketPublic
AccessBlock

s3:GetBucketAcl
s3:GetBucketPolicy

s3:PutBucket/N 7' 1)
w770y
7

s3:GetBucketTaggin
g

s3:GetBucketLocatio
n

SEINRTDONT Y b
=) Xk

s3:UXMNTw R
kms:BiES1t*

kms:5Fa] D1ERL

kms: 7L —>7T% X
FaLTTF—2%—
=ERT 3

ec2.BeEJIL—TD
YERY

ec2:fdEVIL—7D
HIBR

BRICERINE Y
Hh?

IEW
(A1A)-4

(AIny-¢

LWz

LWz

(AIAY-4

(A1AY-¢

LWz

LWz

LWz

(AIAY-4

LWz

LWz

(Any-¢

LWz

[Zqn

IEW

IEW

IEW

(Alny-¢

AEXRBICERATIN HIRICERINEY

XIhH?
(=4
(=4
(=4

lFW

=4

lFW

lFW

lFW

(=4
lFWn
lFW

(=4

[Zqn

(AInY-¢

lFWn

ANV

lFWn

lFWn

LWLz

=4

Hh?
(RYAY-4
=W

LWLz

LWz

LWLz

(RYAY-4

LWz

LWLz

LWLz

LWz

(BYAY-4

LWLz

LWLz

LWLz

LWz

(RYAY-4

LWLz

LWz

LWz

[=qn



’

B V2=

LR—bZER TS fox:aiEE*

Amazon EBS TS X

fsx:1) X b*

FA IR 2a—L BOHB

Ha
7OV — bR

EZYR—bT3

SLUVEELEY

TRASEUF1Y
—VAAWSO— AL« — > DFHE

V—2ThHdHhEDS
MelB L. AT
OF7AA XY BN
S X =D EH#ED
HBHE D h EIRELE
LE9,

ZEOY
HERASBMEIZEREINZ L. UTFOEIS 3> TEOERRRLET,

2026F2524H

ec2.7Rl) 2a—LODE

ec2:R) 2 —LDE

ec2: 7RI ZEUTF

BRICERINE Y
Hh?

(AIAY-4
(RIRY-3

(AIny-¢

(Alny-¢

iEW

TR DRIITROMERDBEICRD R LT !

cloudformation : ListStacks

2025F118118

AEXRBICERATIN HIRICERINEY

FIH? H?
=4A LWLV R
=4 LWLV Z
=48 LWLz
=48 (BYAY-4
LWLx EYR)

REDA>T v R%FEALBRVED. NetApp Backup and Recovery(Z &R DIERISAEICHED F L1
DR=J DR S —h S ROMERDEIRINE L 7

kms:!J X ~*

kms:57EER*

athena: 2 T ') R{TDRAMA
athena:GetQueryResults
athena:GetQueryExecution

athena:StopQueryExecution

T —F—aR—ZXDIERK

%' )L —:CreateTable

TIN— Ny FHIFEN—T1> 3>

29



2024F9H9H

NetApp Consolel&NetAppL v F v v > ¥ Kubernetes 7 5 X2 —DiHEH L VEEBZHR— bk L%EL<
Bofclzt. ZBHE) =3 DR) > —#2 hSIERDEIBRINE L7

RS —h SHIFRE NI HERZRTT S

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "K8sServicePolicy"
by
{
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {
"ec2:ResourceTag/GFCInstance": "*"

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"
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