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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Diefault (405fb5ec-ddeb-4404-977b-71fa931elad) - + Agent Access Key

*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)
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Fastart the Telzaraf service

Tty b7y

SHAIC DWW TIE. "ActiveMQ D RF a2 A > k"


http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html
http://activemq.apache.org/getting-started.html

AT O bEhIUR
ROFTO T M EEDAT Y ENIRESNET,

P s HAF . Bk I dataPoints |
ActiveMQ F* 21— Z—LAR—RF*a—R J—RHE/—KRIP/—RKR HEEKRET21—HIVb+
— k=N uuIiD Fa—H414X

ActiveMQ B TR Z4A4N\ 547> MIDESID &, 777+« 7HTRXT Dequeue Count
R— b F—N—D%FIZE «r—>3>/—Fr%/ Depatched Count

& — R IP_/—R UUID /— DeQueue Size Dequeue
RoOoStL&Z%tH7 x4 CountPending Queue
)73 >TY Size (TF¥a—ho>b
TAANYFFa—ho
YhFa-—H41X)
ActiveMQ fE v & fEYIR—FH—N— J—KRZH/—KRIP/—FKR BHEEHX1—HIV
DL FIZER] UUID / —Fk OS Fa—ho rHa4X

NSNS a—FTa>T

SICOWVWTIE, R=JHBBLTHR—EF"<ETL,

Apache Data Collector

CDT—RIALIVR%EFERITDE. T2 b EDApachetr —N\D 5T —2EINETE X
ER

BB S
* Apache HTTP Server 'tz b 7w FE . BYICEITINTVWAIRELHD F7
*I—YITYhDERREN/IVMICHT B sudo 1ER F /- ISEEEERNNRETT

* J®%. apache_mod_status_module I&. Apache H—/\® T /server-status?auto | BFFICR—T & RN
TRELSICKRESNTUVEY, FHABEEARIRTD 71+ —ILRZUNET 3ICIE. ExtendedStatus & 7>
IEBMITIBENRDBD EFT, T—/NOFREAEICDOVWTIE. ApacheEZP a—ILDORFaX> bz
B L TLEEL, https://httpd.apache.org/docs/2.4/mod/mod_status.html#enable

1A M=)l
1. [Observability]>[Collectors] C. + Data Collector *% 2 ') w2 L £9, ApacheZERL £,

Tegraf T—J Y bARA YA M—ILENTWVWBARL =T VI AT LERIET Ty T+ —L%ZZFER
LEJ,

2 ALY YBAI—Sz VM ERA YA M=ILLTVWARWNES. £RIENDOARL—FT0 VIR T A
XEETSYv N TIA—LBAODI—Cx Y b2 YR M=ILT B5EE. [Show Instructions)z ') w2 L
TFEZBRAL' T— DA ZA =" T,

3. CDT—ARAALIVRATHERTZ ISV F 772X —%ERL £, [+Agent Access Key] RZ %
w9 RE. FILLWI—S Y b7 RAF—%2BMTEET, RXNTSITF04X L HlOIT—Px
DT RAF—FFERTZDIFE. 2 XIE0S/I Ty b T x—LRNCTF—RAL I EETIL—T1LT B


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
https://httpd.apache.org/docs/2.4/mod/mod_status.html#enable
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

BATITT,

4 BEFIRICK->TT—RALIZEZRELF T, FlIRF. T—F2OWNEICERTZARL—T1VITR
TLFELEITSY R T—LDIATICE>TEBDET,

!F‘\E‘F\CI-I E Apache Configuration

bathers Spaine MeEtncs

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Debian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-577b-71fa931e1ad3) ul + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Meed Help?

.B Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following documeant

9 Copy the contents below into a new .conf file under the fetc/telegrafftelegraf df directory. For example. copy the
contents to the /eto'telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE_ADDRESS= with the applicable Apache server address. Please specify a real machine
address. and refrain from using a loopback address

Feplace <INSERT_APACHE PORT= with the applicable Apache server port

Modify the Yserver-status’ path in accordance to the Apache server configuration
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Fastart the Telegraf service
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LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf
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# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd), folder For example,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

Restart the Telegraf service

®© 0 00

ty k7w

SHICDWTIE. ZEBB L T'Couchbase RF a2 X > R'<EE L,

ATV behorA
ROATO T R EEDAT Y ZNIREShET,
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b I o HAF - B : I dataPoints |

Couchbase Node F—LAR=—RIZRE  J—RB/—RIP AXEUESAEY B
@ Couchbase / —RKRX
[N

Couchbase /N7 F—LAR—=ZANTY b~ J—R&H/—RIP Data Used Data fetches
VSRR Disk Used Item Count

Memory Used Operations
per Second Quota Used
(ERF—2 7Ty FF
1 RV DERT A T L
1¥WBIDDXE)FEH
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FHRICOWTIE, R=JEBEBLTHR— R <EEIL,

CouchDB 5—4&X L &

Data Infrastructure Insightsid. CDF7F—4 2L U X% {#EH L TCouchDBH 5IEET — X
ZINELFT,

1A=L
1. [Observability]>[Collectors] C. + Data Collector *% 2 1) w2 L £9, [CouchDB])%#ERL £9,

Tegraf T—J Y bARA YA M—ILENTVWEARL =T 4 VI RATLERIET Ty b T+ —L%ZFER
LEI,

2 ALY YAI—z o b EFEFAVIAM=ILLTVLWAWGE., £EEDOARL—FT0 VTR T A
FETSY R ITA—LBAODI—ST Y oA VR M=ILTB5E1E. [Show Instructions]z 7 ') w2 L
TFEZBRAL' T—2c DA A =" T,

3 CDT—RALVRATHERTZ ISV 772X —%ERL £, [+Agent Access Key] RZ %
v o9eBRE. FILLWI—S IV M7 IERAF—%ZBMTEET, RN TSIT4 X L HODI—Px
YRTOERF—HFERTZIDIF. L XIE0SI TS5y T A—LRICT—ROALIZETIL—T1LT S
BEEITTY,

4 BEFIRICK->TT—RALIZZRELF T, FlIREF. T—2OWNEKICERITBZARL—FT Y ITR
TLFERIZTSY R ITA—LDIATICLE>TERD XY,
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= CouchDB CouchDB Configuration

Gathers CouchDE metrics

What Operating System or Platform Are You Using? Need Help?

4% RHEL & CentOS -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice

® 00 O

ty k7w

SEHICDOWTIE. ZEBBL T"CouchDB M RF 2 X R TV,

FTPxObEAIUE

R
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Docker Data Collector

Data Infrastructure Insightsid. CDT—X AL U X% fEMA L TDockerh* SIEIZEUNE L
9,

1A=L
1. [Observability]>[Collectors] C. + Data Collector *% 2 1) w2 L £, [Docker]Z:&RL £9,

INERADI—C Y b ZHRELTVARWESIF. TFYFTERSN' IV b2 YA —I)LLE
I"ET,

I—2JY AT TICRESNTUVWBRIEEIE. @Y O0S £/ld7 S5y b7+ —L%ZFERL. [* Continue
#7) 1Z20VwoLEY,

2. Docker Configuration BIEIDIERICKE > T, T—X AL I X%ZRELET, FlEIZ. T—XOUEICFEH
GRIARL—TFT A VI RTLFLRETZY N T 3—LDERA FICE>TEBDET,
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'#UDCer Docker Configuration

Gathers Docker metrics.

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

Ly b7y S

Telegraf Docker BANT ST 1 Vi, IEESNIUNIX VY REIFTCP TV RKRA Y A ENLTX R
v rINELFT,

B
Docker /N—23 > 1126 ICR L THEBEHARAREINE LT

ty b7y THTY
UNIX V4 v MEHBT Docker ICT7 712 RT3

Tegraf T— 1 > hh BareMetal E TERITEINTVWBIBEIE. ROOATYY REETLT. 7L 57 UNIX
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1 —1% Docker UNIX Z'JL—IZEML £ 9

sudo usermod -aG docker telegraf

Telegraf T— 1Y D Kubernetes

RY RFHTEITINTVWBRHEEIE. VI Yy bZERY RIZARVa—LeLTIvEYSI L. DR
21— /A% /var/run/docker.sock ICNTU>Y 9B ET. Docker Unix

Voy b EREALET, 7t xlE. PodSpec ICXRDIERZEMLET,

volumes:

- name: docker-sock
hostPath:

path: /var/run/docker.sock
type: File

RIS, ROEBZ AT FHISEMLET,

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

Kubernetes 735w k7 # — LARICIRMHE I N TUL B Data Infrastructure Insights1 > X k—SH DI vE>S
ZBEMICAIEL £,

TCP I RARAVbZN LT Docker ICT7I71ERT3

T 7 #)L b TiE. Docker IZBESLENTVWEWVWT I RICAR— b 2375 #FAL. BE{tINni=7 ot XIC
R— bk 2376 ZERAL £,

ATz obehorA
ROFTOTU b EEDAYVEDIESNET,
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TAXytE—IRYS—
Kubernetes 7R RIRT I
FHRE OV T F A A=
AVTFRTFT—RRAYV
TFN=23> /) —R4%4
Kubernetes > 577+ 0%
/N X Kubernetes
Kubernetes J> 77+
Kubernetes Kubernetes
Kubernetes Kubernetes
Kubernetes 21 -/
Kubernetes 7R K%
Kubernetes R K %&— L
X ~R— 2 Kubernetes 7R
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— [input.docdocker ]: Docker T —E >V 7w Ml
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MAD Telegraf T— T 7V R Z2RET 57
DICHEBELFIEZEITL TSI,

SEICDOVWTIE. R=JHEBBLTHHR— R <EIL,

Elasticsearch Data Collector

Data Infrastructure Insightsid. CD7—42 L U X% {#H L TElasticsearchh 5381Z%
INELZET,

1. [Observability]>[Collectors] C. + Data Collector *%# 2 1)< L £, [Elasticsearch]Z#iRL £ 9,
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LET,
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3 COTFT—AALIVATHERIZ ISz b7 RF—%8RL £9, [+Agent Access Key] R X > %
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Elasticsearch Configuration

(Gathers Elasticsearch meirics

== elasticsearch
_—

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Peplace <INSEQT_ELASTICSEARCH _ADDRESS= with the applicable Elasticsearch address. Please specify a real
machine address. and refrain from using a loopback address.

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice

Lty b7y S
SHAICDOWTIE. BB L T Elasticsearch D R 2 X > R <&,

ATV behorA
ROAFTO T R EEDAT Y ZNINESNET,

AV sl SAF B :
Elasticsearch 7 2 X & 2= LAR—RIUTRH J—RIP/J—REHIVSRARART—
2R
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

Tty b7y
TNV OBETIE. ROAVE—%> rHMERSINE T,



JobManager : Flink 754U X7 Lo —ED TaskManager ZFRABLET/NA TRATE) T HRET

. R T LICERD JobManager W EIEL £9, TaskManager : Flink JEEFHNRITINBIFBFAT

9o Flink 75714 2IE&. TLIZLD Jolokia 75T A VICEDWVWTWEYT, ARTD Flink AVR—%> bk
W EBERENETZ1-HODEHRY. IMXIFTARTOIVR—R> LT Jolokia ZN L THRES L VURET
BHENBHDFT,

B
Flink N\—> 3> 1.7.0 ISR L TRENERINE LT

ty b7y THTY

Jolokia T—> 1> ~ JAR

BaDaA>R—22 MMZIDWTIE, Jolokia T— TV hjar 77 AIINDN=23 0% 40 O0—RTB3MBE
PHDFEFYT, TAMEINF/N—2 3 IET L "Jolokia (LIEE 1.6.0"

MTOFIETIE. #o>O—K L7 jar 771l (jolokia-jvm-1.6.0-agent.jar) h* T /opt/Flink/lib/' 1 D FICER
BINSCBEELTVET,

JobManager

JobManager T Jolokia APl Z 2T 3 L DICRET DICIdE. / — FTRORIBEZHZHE L T JobManager
zHEEFLEX Y,

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

Jolokia ( 8778 ) ICIFBIDR— FZFIRTE XY, Jolokia ZOVITBNER 1P
ZFo>TWBHEAIE. [ catch all | 0.0.0.0 ZBZ®D 1P
TEIRXBENTEEXT, CD 1P

IClE. TLISLTZTA DT IOCRATEZRERHD T,

TaskManager DB

Jolokia APl Z /29 % & 5 IC TaskManager Z5&E T B ICIE ' / — ISR DRIBE = E L 'TaskManager
zEEHLET

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

Jolokia ( 8778 ) ICIFBIDR— b ZZFRTE XY, Jolokia ZOVITBNER 1P
EFoTWBEHBEIE. T catch all 1 0.0.0.0 ZBA9D 1P
TBIMRBZ LN TEXT, D 1P

IId. TLISLTSTA DT IVEATEZIHERHD £,

ATV hCho>R
RDFTOTO FEEDAY Y EDIESNET,
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L&,

2 QLU avBEI—Yz b EERAVIM=ILLTVWARWGEE. £LENOARL—T1 VI RT A
FEETSYNTITA—LBAODI—Cz Y b2 YR M=ILT B5EE. [Show Instructions)z 7 ') w2 L
TFEZzRBAL'T—>2 > DA YA —IL"E T,

3 CDT—ARAALVRATHERT RIS M 772X F—%ERL £, [+Agent Access Key] RZ %
2)v 0338 FILWI—Cz Y b7 RF—ZEBMTELRT RAMNTZI9T74 X HOI—2x
DETOERF—ZFERTZDIE. LERIE0SI TSy b T x—LRICT—RALIRETIL—TFT S
BEEITTY,

4 BEFIRICK->TT—RALIZEZRELF T, FlIREF. T—2OWNEICERITZARL—T1 Y ITR
TLERIZTSY T —LDRATICE>TEBDET,

Hadoop Configuration

Gachers Hadoop metrics.

What Operating System or Platform Are You Using? Need Help?

&) Ubuntu & Debian v

Select existing Agent Access Key or create a new one

Defauit (A05M5ec-ddcb-2404-9770-71593 1e1 ad3) - + Agent Access Key

-*Please enzure that you have a Telegraf Agent in you ermvironment before confizuning  Show Instructions
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Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

Ty hT7y T
Hadoop Z5EL2ICEA T BICIE. ROAVER—RY EHRETT,

* NameNode : Hadoop BEE 7 71 L XFT L (HDFS) 754> XT L —ED DataNode % i
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BLFET,

* A >41) NameNode : X > NameNode DV #+— L7 T JLA—/\—, Hadoop Tl&. NameNode
ANDFEISBEEMICIZITTONEE A, TH A1) NameNode (. BB L TTOE— MAJRERIRAEIC
937=8IC. NameNode ' S51BEHREIEL £,

* DataNode : T—XDEEDFRES,

* ResourceManager : A>YEa—FT4 > DF>A4<T ) AT L (yan) . —&ED NodeManager %
LFT,

* NodeManager : AV Ea—T1 YIBDIY—R, 7TVr—23>0%RITT 31D DERBDIHFR,
* JobHistoryServer : 3 JBEICBEET 2 IR TOEKRDMEEEBLHLFT,

%III
i

rn =

Hadoop 7541 . T LS5 LD Jolokia 75T A4 VICEDVWTWET, §RTOD Hadoop I VR—% YV
RO SIBEREWNET Z-HOEHFLRE. IMXIZIARTOIVR—FK> LT Jolokia BHTEHRES LU
BHENBHDFT,

B4
#HlE Hadoop N— 3> 292 I LTRSS FE LT

ty b7y THRTY
Jolokia T—> 1> ~ JAR

BLcod>R—x> MMZIDOWTIE. Jolokia T—>xT >k jar Z74ILDON—> 3 VEAIVO—RTIHNE
HHOEFd, TARINFN—2 3 2IETLIE" Jolokia LIRS 1.6.0%

UTOFIETIE. #o>O—K L7 jar 771l (jolokia-jvm-1.6.0-agent.jar) }* T /opt’hadoop /lib/' 1 DTF
ICEBINZ CRBELTVLWETD,

NameNode

Jolokia APl BB E N3 & 5 IC NameNode Z&&E 9 S ICIE. <hadoop home>/etc/hadoop /hadoop -env.sh
TROEY b7y TZITVWET,

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management.jmxremote.ssl=false
-Dcom.sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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t/H>41) NameNode

5> 4'1) NameNode T Jolokia APl Z/RFAT 3 K D ICERTET BIciE. <hadoop home>/etc/hadoop /hadoop
-env.sh TRD K SICEREL £

export HADOOP SECONDARYNAMENODE OPTS=" S HADOOP SECONDARYNAMENODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8002
-Dcom.sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode

Jolokia APl AR T3 & 5 IC DataNode ZERE Y B ICld. <hopp_home>/etc/hadoop /hadoop -env.sh (1L
Toty b7y FEITVWET,

export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001
-Dcom.sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ResourceManager D&

ResourceManager T Jolokia APl Z 2T 5 & D ICERE T S ICIE. <hadoop HOME>//etc/hadoop /hadoop
-env.sh TRDOBEZITOENTETET,
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManager

Jolokia API Z /"B 9 % & 5 IC NodeManager Z5&%E 9 5 ICl&. <hadoop home>/etc/hadoop /hadoop -env.sh

T

ROBEZITOCENTEET,

export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8004
-Dcom.sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

JobHistoryServer

JobHistoryServer T Jolokia APl Z/AF9 % & D ICERE T B ICId. <hadoop home>/etc/hadoop /hadoop
-env.sh TRDBEZITO_ENTETET,
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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HAProxy Data Collector

Data Infrastructure Insightsid. CDFT—X L U 2 %R L THAProxyh 5312 % X &
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1A=L

1. [Observability]>[Collectors] C. + Data Collector *% 2 1) w2 L £9, [HAProxy]%=:#RL £9,

33


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service

tty b7y

Telegraf @ HAProxy B <%« >I&. HAProxy Stats DBEMEICKEL TWE$, Z1ld HAProxy [CHHAIA
FNTLBEBHTID. ICICEMCTEZCIETELEREA. BWIZT S L 'HAProxy (T 5 IVHTRRTE
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ZHTMLIY RARAY hERABELED ' $RTD HAProxy D 2 F—R A &MET37HICRI LA
VIOLIEODTEXY

Bk .
BRlE HAProxy N\—2 3> 194 I L THEINE LT
HIE -

HEHBHRZEWICTBICIE. haproxy REZ7 77 IILziREL. T€El €72 a>0RIRDITZEML £
o COITICIE. A—HF—BEOI—H—FRE/INXT—R, XU/ £713 haproxy URL ZEFEB L £,

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

RIS, stats ZBMICLI-BMBHER T 71 IILOBIZRLE T,
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global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%9080
bind *:9080

default backend servers 2

backend servers
server serverl 10.128.0.55:8080 check ssl verify none
server server2 10.128.0.56:8080 check ssl verify none

backend servers 2

server server3 10.128.0.57:8080 check ssl verify none
server serverd4d 10.128.0.58:8080 check ssl verify none

FTETERHMOFIEICOVTIE. ZBB L T'HAProxy D FF 2 XY " <ZE L,

ATV bChoUR
RDFTOTO M EEDAY Y EDIESNET,
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JVM Data Collector ( JVM & — X UYEE)

Data Infrastructure Insightsid. CDTF—X AL I X %ZFERAL TIVMD SIEEEZIREL £
ERS

1A=L
1. [Observability]>[Collectors] . + Data Collector*% 27 ') w7 L9, JVMEERL X7,

Tegraf T—J TV R A YA R=ILENTVWBRARL =T VIS RATLERIETZ Y b7 4 —L%&ER
LZ¥d,

2 ALY avRAI—Yz b EFEAYA M= LTVWARWGEE. FRIEROARL—FT0 VIO XT LA
XEETSY N TIA—LRBAODI—Cx Y b 2A Y XA M=ILT B5EE. [Show Instructions]z ') w2 L
TFEZRBRAL' - FOA A R=)L"ET,

3 CDTFT—RAL VR THERIZI—J b7 IEAF—%=RIRL X9, [+Agent Access Key] T2 > %
w3 FILLWI—Sz Y b7 AF—ZEBMTEET, RN TSIV T704X L HOI—Dx
VRO RF—EFERTEIDIE. FERIE0S/ Ty T A—LRICT—RAL I RZTIL—F1tT B
BE1ETTY,
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4 BEFIRICK->TT—RALIZEZRELF T, FlIRZ. T—R2OWNEICFERTZARL—T1VITR
TLELFTSY T —LDRATICE>TEBDET,

Java Configuration

,::: I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4ch-4404-977E6-71fa%31e1ad3) - + Agent Access Key

*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your JWMs. For details refer to the following document

a Copy the contents balow into a new .conf file under the fetc/telegrafitelegraf df directory. For example, copy the
contents to the /etc/telegrafitetegraf dicloudinsights-jem.conf file

Replace <INSERT_IVM_ADDRESS= with the applicable IVM address. Please specify a real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA_ PORT=with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (fo avoid name clashes)

Reastart the Telegraf service

© 00 O

ty b7y

SHAICDOWTIE. Z"IVMDOT = a7 IL"BBLTLIETL,
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SHRICOWTIE, R=TJEBEBLTHR—F"<EEIL,

Kafka Data Collector O ¥/ H

Data Infrastructure Insightsid. CDT—X AL U X% EMA L TKafkah* 518IET — X2 %=X
£LFT,

1A=L
1. [Observability]>[Collectors] . + Data Collector*% 2 1) w2 L £ 9, KafkaZ#ERL £7,

Tegraf T—J Y MDA YA M—ILENTWVWEARL =T 4 VI RATLERIET Ty b T #—L%ZFER
LET,

2 AL YARAI—Jz b EFEFAVIAM=ILLTVLWAWGE., £EDOARL—FT0 VTR T A
XISy N ITA—LBAOI—Cz Y 24X M=ILT 35EIE. [Show Instructions|z 27 ') w2 L
TFEZBRAL' T—2 DA A =T,

3. CDT—RALIVRATHERT RISV 772X —%ERL £, [+Agent Access Key] RZ > %
I)wogRE FILLWI—Cz Y 702 RF—ZBNMTEEFT RAMNTZ 970X HOI—>x
YT OERF—HFERTZIDIF. L XIE0SI TS5y T A—LRICT—RALIZETIL—T1LT S
BEEITTY,
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service

ty 7y
Kafka 7571 id. T LTS LD Jolokia ST VICETVWTWET, IRTD Kafka 7O0—H—H' 518

RENETDINELHZ-H. IMXIZTARTODIOAVR—FK> LT Jolokia BEHTHRES LULHTIHNEN
HOFEd,
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B
Kafka /N\—2 3> 0.11.0.2 OEEBEITICEAFEINE L.

vy LTI T

LUTFOFIEIFTANT. Kafka D1 > X ~—ILIFFAH T jopt/Katka | THBZEEmRELTVWET, UTD
FlaxFEBL T, REBFAEEZETETET,

Jolokia T—> 1> ~ JAR

JolokinT— x> bjar7 7AIILDN—= 3 AR ETI" AUV O—RLELE s TAMIRON—2 3 Vid
Jolokia T—> x>+ 16.0 TL7=

LUTFOFIETIE. ¥ 7>O—RKL7:=jar 7 741JL (jolokia-jvm-1.6.0-agent.jar) H* T Jopt/Kafkallibs/' 1 DI
RETNZCEELTVWET,

Kafka Brokers DL S IO £

Kafka Brokers T Jolokia APl Z/~XB 9 2 &K D ICERET B ICid. T Kafka -run-class.sh 1 J—)LDERIIC.
<Kafka_home>/bin/Kafka-server-start.sh (ZXDIERZEIML £,

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=SRMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

LFERDHITIE 'hostname-i' Z{EH L T 'RMI_HOSTNAME' BREEZ#MAZREL TVWET, EHDOIPTIVT
1. RMIEGICER T3 IPZNET R30I, ChERABITIHNELRDHD £,

JMX (9999 LU £ ) & 30O% 7 (8778) ICIFRIDR— h % 3BIRTET £ I Jolokia ZO v VBN IP %3F-> T
W3HEEIE. lcatchally 0.00.0 #H9® IP TEIMIZZENTEET, COIPICIF. TLIFTLTS

TAVDSTIERATEZRENHD £7, Rz ThBRVERIF. #F>a3> T
-Dcom.sun.management.jmxremote.authenticate=false’' | ZFERTE£d, BEEETHEAL T I,

FITOIOhEhOUE
ROFTSTI EEDAYVADIESNET,

FITSTU b Al B4 :
Kafka Broker VS ARR—LAR—=ZANTO— J—RKH/—RIP
j]—
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Kibana 7—X 1L U &

Data Infrastructure Insights Tld. CDT7—2 L U X%ZHEH L TKibanah 5151257 — &
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1.

[Observability]>[Collectors] C. + Data Collector*z 2 1) v o L£d, IEFIF%H1 ZFRLZFT,
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

Ty b7y

HMICOWTIE. ZEBBL T'Kbana DRFa X2 TF—o 3 "< EEL,

AT O bEhIOUAR
ROAFTO LI M EEDAT Y ZNIRESNET,

48


https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html

b I o HAF - B : I dataPoints |

FNF FZ—=LAR—XTRLR J—RIP/—R&N—-Y EEEGE—TRAE—
IYVAT—HRR 7@%%3_}2 | IS E R
FHRERERAT Y 7

A L

SO a—FTa>T
SHRICOWVWTIE, R=JEBEBLTHR— R <EEIL,

Kubernetes Monitoring Operator® -1 > X b —JL ¥ E&E

Data Infrastructure Insightsi&. KubernetesdL 7> 3 >[EITD Kubernetes Monitoring

Operator] ZIRMLTWVWET, FILLWARL—2EEA T 3IZIE. * Kubernetes >
Collectors >+ Kubernetes Collector *IC#8&1 L £ 9,

Kubernetes Monitoring Operatorz - > X k—)L ¢ &1l

Kubernetes Monitoring Operatorz - > X b —JL X7l d7 v 7O L — R T BHIIC. RFaX2 hzBRLTL
12T WVEHRSE M

Kubernetes Monitoring Operator® -1 > X ~—JL

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (...wEMNdM) - e AT P Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

Kubernetes|ZKubernetes Monitoring OperatorT—> 1t > b A Y A =L 3 F|BIFXDEHED T,

1. —BDIU I RAREELIVR—LAR—ZAE AL TLET V. LUHEIDKuUbernetes OperatorDiH&id 7 v 7
JL—F. ALYVTRRBER—LAR—REFRALET,

2. INBEANTDE. AT YO—RIAYVRRAZRy VY FR—RICOAE—TE £,

3. 2=y b % a_bash_window (ZBED (FF. RITLF 9, Operator¥ YA =LT7 71 ILHE D >O—R
TINET, AZRY MIEBEBEDOF—H'HO. 24KBE T,

4 DRALVEKRS NI FERIETSAR=—RNIRIS NIDBHZHEIEF. 773 >Dimage PUlR =Ry k%
JE—L. a_bash_sheliCBADFIFTERITLE T, BEFENTILENTE. TIARX—-FURDFDICOE
—LEYd, BITRALET T AINABEZTHIFL T LTV, _operator-deployment.yaml_MD/\ X
¢ _operator-config.yaml_MDocker' ) /R FUREZXEHFLE T,

S MEICIHL T, FAFINPTIAN—RMIRIS NI DRERE . EHARRARES S avzBRLE
To BRBEIFICOVWTH 2 ETRE I EDTEEI"RELT T2 a5

6. N TZ7/=5. kubectl Apply A=~y fEIAE—LTHT7>O—R L. £1TL TOperatorz T 70O L
9,

I AYZ =IO EFNICEIEEINE T, TT LS. [NexfRE>Z2o Uy I LET,

8 AYVXM—=IHRT LIS, [NextiRZ>E VYU LET, F/=. _operator-secrets.yaml_filex Kk 9
BH BERICFEREFELTLIZTL,

OF>HFEALTVWRESIE. TIo2WT 28BLTKEETVWSOF U E2ERELE T,
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ARZLIRS MU B BHEIF. 2BRBLTLKIEETVWAREL/TZ A4 N— FDocker J/RY + ) Z(ERT
Do

Kubernetes&:fi 1> 7R—x%> bk
Data Infrastructure Insights Kubernetes Monitoringld. XD4DDER IV R—R > FTHERINE T,
* U5 XRIBIE
CRXYRT=INTF—IVREIV T (FTF>aY)
AR AT (T aY)
BB (AT 3Y)

FRROA T3> aVR—%2 ME. EKubernetes AL 7 ZICH L TT 7 4L ETERICHR>DTUWET, 45
EOIALIVRADIAVR—22 EHREBARVEHIR L 7235813, * Kubernetes > Collectors *ICEE L. BIEA
AloaL 24D Tthree dots] X = a—hH"5_Modify Deployment_ %R L TEMICTETE I,

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ IO ER ol | Xt = Filter...
Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 O 13470 O 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A outdated © 1.1555.0 N/A [ ] l.@ ModiyiDeplovinent

BEEICIFEIAVR—RY FOREOREN KRR IN, BBIIGLTEDOILIZDAVR—RY b 2EF T
BEMICTBIENTEET,

£ kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel
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31D Kubernetes Monitoring OperatorA® 7w 74 L — R

BE7Z D OperatorlZAgentConfiguration M FE§ 2 W E SH SR L £9 (R— L XR— X hidefault_netapp-
monitoring_ TR WZE . BYIRR—LAR—IICBETHERTZTW)

kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration
AgentConfigurationhFET 355 :

* A2 —ILEIFEORETFDOLICH B RFDERT
cARRLYIYRS F)ZFERALTWVWBRHBEIE. FRAL TV ZRRL TSRO IV TFHAA—T%
BELFEFTLLETL,
AgentConfiguration ' 7Z7E L B WHEIE. XROFIEERITLE T,

* U5 XR%H Data Infrastructure Insights TaRa CND BB THI L EZAXELEFT (R—LRAR—IDT
7 4 )L b DNetAppEEREEE TR WSS, BYIAR—LIAR—IATEIHRRITLIZTWY) o

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

« BFED
OperatorD/N\V I Ty TEEMLET (R—LAR—ZADBT T I bDRY b7y TEREERE
AR>S TULWARWEEIE, BYRR—LRR—ITEIBITIETY) ,

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, 721> k—]JL

>>BIFDEEFo

* <<installing-the-kubernetes-monitoring-operator, >R k—JL

>S>BRIFDERF

c ALY T REBEEALTIEEL,

° IRFTDOperator YAMLT7 71 )LZzA D >O— R L7cb6. BT %81lC. agent_backup.yamliZd# 3 7 X
RIA X &A™ >0O— R L foperator-config.yam|CFBHEL £ 7

cARBZLVRD U ZERALTVSSEIE. FALTLWS L ZBRL TEHOAY T T XA—D%
HiGLETLLIREW,

Kubernetes Monitoring OperatorD{ZLE ¥ &)

Kubernetes Monitoring Operatorz{£1E9 3 Z1& .
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kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
Kubernetes Monitoring OperatorZiC@# 9 BICIE :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

PUAYVAN—ILHRTY
Kubernetes Monitoring Operator’% Hl|f& 9 3 IC (&

Kubernetes Monitoring Operator® 7 7 # JL bk D% — L XR— X | netapp-monitoringl T9, MBEDR—L
AR—RAERELIHZEIF. TNEDR—LAR—R L, LBEOTRTOIY Y RELV T 7ML EBITRZ
£9,

HLOUN=3 YOERARL—%IFZ. OO REFERAL T VAV AN=ILTEET,

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

ERARL—ZDPERDR—LAR—XICERETNTWVBEHEIF. F—LAR—IZHIFRLET,

kubectl delete ns <NAMESPACE>
BADAIY KA TOY—=ZAREOMD FHA] ZRLIZBEIE. ROFIEICTE>TEHWAN—T 7
VDERARL—FET AV AM=ILLET,

KOZEIAYY R%ZIBHBICEITLET, REDTI VA F—IILIKRICE>TIE. CN5DIXYRO—ET 47
STV MDREONMDFHAI EVWSXyE—UHRENBZBEDHDEFT, CNES5DOXvE—JIFERLTH
FOFEtHA.
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

X270 ATFRMKIDFFIERSNTUVSRHEIR. ROFIEZRITLET,

kubectl delete scc telegraf-hostaccess

Kube X 7T—h X~ wZIZDWLWT

NetApp Kubernetes Monitoring Operatorid. D1 > X2 > X & DR E % Bk 9 5 7= I Ih B Dkube-state-
metricsz1 > XA F—JLL X7,

Kube-State-Metrics DFEMHIC DLW TIE. ZEBBLTL TV I OR—ITE,

ARL—ZDBEINRAZAIAX

NBEDEII3UTIE ARL—FBEDHARZIAX. 7OF2DRE. DARZLFRIETSAR—
kDocker V7R k1) DfER. OpenShiftDIEfEICDWTERRAL £9,

REA T3>

BO—MRMNICEEINZREIZ. _AgentConfiguration_custom) Y — X TR TI£T, ARL—4%=8ET
2HilC. _operator-config.yaml_fileZfREL T. COVY —XZH/ETITET, COT7AILICIE. OXV
TIREINEREFADEENTVET, BEFORFN—3 VICDO0WTE DU MEBRBLTILETLY
EFARTRERERTE "

FRL—EZHERINIET, ROAX Y FZEALTIDI Y —RZH/ETHCHTEET,

kubectl -n netapp-monitoring edit AgentConfiguration
BRELEARL—2D/N—2 3 UHAgentConfigurationZHR— L TWVWBHESHZHERT S
I ROOAY Y R ZERTLET,
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kubectl get crd agentconfigurations.monitoring.netapp.com

lError from server (NotFound)
1 WS X ytE—IDWRREINIBEIE. AgentConfigurationZHFERAT BEICARL—X%ET W
TOL—RIZIBELRHD £T,

TOFOHR-—bZRELTVET

Kubernetes Monitoring Operatorz 1 > X =)L 9§ 3 7HIZ. T+ FTTOF S EZFERTESZHMIF2DOHD
9, AL7AF O ATALTH. AlOT7AOF O IATLTHEIEFVEE A

A YZAM=I)LOA—RFRZRy ; ( Teurl ZERA) OERITHIC. ZZRY MHETEINS S X T L%Data
Infrastructure InsightsIRIZICERT T 3 e ICHBERTOF >

* 24—y kDKubernetes” S X # H'Data Infrastructure InsightsE=iE ¥ @E S 3 =D ICHBERTOF

chooVWgnhFIdmAICTOF > ZFERAT 5355, Kubernetes Operating Monitorz -1 > X b—JL 9%
IZi&. £9'. Data Infrastructure Insights( IR & DBEHNBIFICK D LS ICTOFOHARESNTWVS %
BRI AMELNHDEFT, FOFIHHD. Operatorz 1 > X k=)L BH—/\/ VMH 5 Data Infrastructure
InsightsiIC 7 72 A TE3HEIF. 7OFIOHBEYNCRESNTUVSAREENHD £7,

Kubernetes Operating Monitord - >~ X b —JLICERA T2 7OF DWW TIE. Operatorz 1 > X b—J)LF 3
gIlC. _http_proxy/https_proxy_environmentZ#H =R EL £9. —HD 7OF VIRIETIE' _no_proxyIRIEZEH
PRETIHVENHDFT

T #RE T 3I21E. Kubernetes Monitoring Operators 1 > X b —JLE B EIIC. ¥ AT L* TROFIE%R E(T
LF¥d,

1. WEDI—HD https_proxy ZE & _http_proxy_environment % REL £ 9,

a ty b7y FTRTAOFVICEEN (A—HB/INRAT—R) BAEVESIE. ROV REERFTLE
ER

export https proxy=<proxy server>:<proxy port>
.Y NTY TR TIOFVICERE (-4
/INZAT—F) BRESNTUVBIHEIE. ROIVY FZERITLET,

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes? 5 X & H'Data Infrastructure Insights}RIZECBET 2 7DICFERAT I 7OF > DHFEIF. UTD
FE% § R THiA TH SKubernetes Monitoring Operatorz 1 > X k—JLL £ 7,

Kubernetes Monitoring Operatorz 7 70 ¢ &I, operator-config.yaml®AgentConfiguration® 7O F >t
72avERELFT,
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

HRAZLFETSAN— kDDocker' )R ) Z{FERT S

Kubernetes&t8 4 R L —&|&. 77 #JL T, Data Infrastructure Insights J /RS R DS AV TFFA X =
TERRLEY, BEROEZ—7y b LTERINTULSKubermnetes S XD HBD. TDISAEZNAAAR
LFRIEFTZAR—rDDockerJ R F)XLIFAVTFHFLSAMNIDS AV TFAAX=—SDHETILT S
ESICHEHR TN TULWBIHAIE. Kubernetes Monitoring Operator b BY §23 AV T FADT IR ERET
BZRENHDFT,

NetApp Monitoring Operator® -1 > X k—JL & JLH 5[Image Pull Snippet] 1T L £ Jd, COOATV R%ER
179 % &. Data Infrastructure Insights J /R FJICOJ A > Ly ARL—EZDBBBETEIITRTDA A%
HY#§ L T. Data Infrastructure Insights /R b UDSAOJ 7O LET, 7OV T EHBRRINES. IBEL
RS RID—BNRIT—RZANLET, COAIXVRIF. 7T arlEz 80, ARL—2HERT
BINRTDAAR=—TEATIVO—RLET, CNOSOEBRNEDEEICERINEINCOVTIE. UATZER
LTLETELN,

Core Operator Functionality and Kubernetes Monitoring D E&

C Xy hT YL BER
* ci-kube-rbac-proxy

* CI-KSM

*Cl-TLIZ7

* distroless-root-user

AR cOY
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* Cl-fluent-bit

* ci-kubernetes-event-exporter
FYRT—=ODNT#—IXVREIV S
* ci-net-observerM g

HRADKR) S —ICRE->T. ARL—HHAD Docker 1 X—J% FS5AR—k A=A/ ITVE—T54X
Docker URS M UIZF w2 alfzd, VRS RIHDINSDA A=—IADAX—=IJRTeT4 LI MIN
A, Data Infrastructure Insights J7 RS EUADA X—JRT T4 LI MR E—ELTWB C & ZHER
LEY,

operator-deployment.yaml Tmonitoring-operator7 7O X > b ZiRE L. 751 X— kDocker' )R k%
FRTRALSICTRTDAA—CBBEZELET,

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

operator-config.yaml®AgentConfigurationZ #g& L T. #7L L\Docker VRS b DIFFiZRRLE T, 751
N—rURT MURIZH L LimagePullSecretz /Ep L £ 97, FFMIC DWW TIE. _ https://kubernetes.io/docs/
tasks/configure-pod-container/pull-image-private-registry/ &ML T 72 & L)

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift D F|E
OpenShift 4.6 TRERITL TWLWBHBEIE. _runPrivileged_settingZ B301C9 3 ICI&. _operator-config.yaml_
TAgentConfigurationZ#RE T 2 HEHIH D £ 7,

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShiftid. —&8MDKubernetes AV R—% > FADT7 I RX%Z 7OV I $20EMDHZEBMDEFa) T
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1 LN ERETRIZEDHDET,

NE LR (Tolerations and Taints)

NetApp-ci-telegraf-ds_. NetApp-Cl-fluent-bit-ds. & & T _NetApp-Cl-net-observer-14-DS_DaemonSetsi&. &

RTD/—ROT—FZELKWXETBRHIC. VFRAZADIARTD/ —RTRYRERTDa—IIT 3
BERHDFT, ARL—RIFE. WK ODDEHD*T1 > MICTHRASNB KD ICHESTNTVWET, /—FIC
AR LDtaintsZF/HEL Te IRTD/ —RTRY RARTINBZVELSICLTWVWBREHEEIE. £15 Dtaints
|Z* toleration *E{ERR T £ 9" (AgentConfiguration) =27 ') w7 LET"s I AZRDIRTD ./ —RIZH

AR LTA Y b ZBRALIEESIF. AXRL—ROBAICKRBLRHFREFHZEML T, ARL—FKRy REX7T
Ta—IBLURTTETRLIICTRIHRENHBD XY,

KubernetesDEEMIZ 5 5"ZRE L UMM 2 CEL LI L,

ICED £9, " NetApp KubernetesEsfRA XL —Z DA >V X h—)L*R—"

MEICE Y 53 5FH

Kubernetes Monitoring Operator>— 2 L b % 0 5 A X 2A TR T DIERZHIRT BI1CIF. 1V b—
JLBIIC_operator-setup.yaml_fileh 5D )Y — X ZHIBRL £ 9

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

TyTTL—RDZEIR. IFREDE UV —XBHIFRLE T,

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

ZTEOHRHDEMICE > TWVWBIEEIX. _AgentConfiguration_or_operator -config.yam| #Z&E L . TEEEtL
203 OAXY b EERL. BEEEE VS 3 VD TIC_kindsTolgnoreFromWatch : "secrets™ #* &8 £
o COTO—E5 AR ZESIAROEFEELAEISEFREL TS,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
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Kubernetes Monitoring Operator-f X — 24 X F v DFER

ARL—=FADA A=, BEHITBIRTOREEAS X—TIE. NetAppll K> TERAINTLWET, 10X
b —JLATICcosigny —ILZEREL TA X—2CZFHTRIET 5D, Kubernetes 7 RIw> 3>y bO—5%
BRETCETET, sFMICOVWTIE. ZBBL T 2T LW Kubemnetes D FF 2 X > k'

AAX=J 2T F v DIRFEICER T % 2FF —I&. Monitoring Operator¥ > X k—ILZAILD _FF> 3> T
FRETEET, ARL—FA A= TSAR—KURT R ICT v 70— K> Image Signature Public Key

ERITT 2 FETHER I 3ICIE. ROFIEICRWVE T,

1T ERIINR=Ry hZIE—-LTEITITS

2. Oy eHREINSZS. URSKUNRT—RZOE—LTAALET,

B AX—DEZLRNHF—ZHRELEFT (ZDAITIZdi-image-signing.pub) o

4. YA EFERL TEGRZERLET. XRDcosignDERFIEZBSIBL T30,

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
--insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"},"image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

STV a—FTa>T
Kubernetes Monitoring OperatorDi&E CRENFEE LIHZBICHIRE L @

= ROBIFEeRITLET

Kubernetes k#ih ) 2 —LEWIGT 2Ny I IR FIEICRE > THED Tegraf T— x> b2 721>

ARL=UFNAZOBICNAN=) >0 | #FEEHDH A b—ILL. ZFD Tegraf T—J TV b E2HA VX

D £+ Ao, My Kubernetes Persistent Volume WX+ ~—JLL £, Telegraf/N\—< 3 > 2.0 ZERAL T

L=SH—NORIAEZFERALTHREINEF T, HD. Kubernetes?Z 5 XX X kL —HData
Infrastructure InsightsiCk > T7 77« JICEHRTN
TWLWRHELNDHD £,
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L=

E0901 15:21:39.962145 1
reflector.go:178]k8s.io/kube-state-
metrics/internal/store/builder.go:352:
List*v1.MutatingWebhookConfiguration: - — /X&) &
IR TN —XE0901 15:21:43.168161Z2 B>
T3 TETEEATLT

Telegraf ' 5XDESBIS— Xyt —IHRRIN
F9H. TelegrafiFfcd L THRITEINET, 10811
H14:23:41 1P-172-31-39-47 systemd[1]: InfluxDB|Z X
M)y OZBRETDEOIC. T340 VBEMDHF—/N
—I—-JxrhEEHLELI. 10811814 :23

1 41 1P-172-31-39-47 telegraf [1827] . time="2021-
10-11T14 © 23 : 41Z" level=error msg="failed to
create cache

directory./etc/telegraf/.cache/snowflake. err:mkdir
/etcltelegraf/.ca che: permission denied.ignored \n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegrafaf [1827[ER % L7z, open
/etcltelegraf/.cache/snowflake/ocsp_response cache.
SONFZETBZ 77 MILELIFTA LI MUNRHD FE
A\n" func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegrZ [1827]: 2021-T1114:114:114Telegraf 1.19.3 Z
EELTWET

Kubernetes T. Telegraf R RHRDITS—%RE
L TWZX9, "Errorin processing mountstats info:
failed to open mountstats file: /hostfs
/proc/1/mountstats « error: open /hostfs
/proc/1/mountstats : permission denied"
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NBDOXAytE—JE 1.20KDEION—2 3>

D Kubernetes Tkube-state-metrics/\—< 3 >2.0.0L4
FZRITLTVWRERICERETZAEENHD F

9o Kubernetes D/N—23 VZFEISS B ICIE. XD
Leubectl version_ kbe-state-metrics /\— 3 > % B8
LE9, kubectl 7704 /kube-state-metrics -0
jsonpath="{.image}' CNHED X v EZ—SHRELBV
&SI 3ICIF. kube-state-metrics T 70O #{E1E
L T. RD Leases sREZ EFBIICEMICL TS
Lo _hookates_web_volumeconfigurations
resources=iERA) VT X |,
configmaps,cronjobs,demonsets,horizontalscalers,ing|
eers,jobs,limitrange,scapers,networkpolicies ,
nodes,persistentvolumes,persistentvolumesalims,pers
istentvolumes,podeters,
replicaSets,replicaSets,replicationcontrollers
residetod7Rw K
,residetappeditors,appers,uns,uns,uns,uns,sets,uns,u
ns,uns,uns,uns,sets,uns,sets,uns,sets,uns,uns,sets,u
ns,uns,sets,uns,uns,uns,wodecodeclieticecodetics,set
s,sets,sets,sets,uns,sets,uns,uns,sets,sets,sets,un &
SEY D Web 7y IHKE ' R)a—LORLGT 71

CNIFRECEIEINTWE T, "2 D GitHub MEEE"
FHAICDOWVWTIE. ZBRL T T LV, Tegraf HYicE)
LTEELTWAIED, 2—HIldZDI5—Xvt—
CEEMHTIED,

SELinuxZBIC L TaREl9 3 & Telegrafihw R
H'Kubernetes ./ — K M/proc/1/mountstats 7 7 1 JLIC
TOCRTEHRLBRIZAEMLA DD T, COFIRZ
7AR9 B ICIX. agentconfiguration’ #REE

L. runPrivilegedi&EZBMICL £ T, FFHEICDOWVT
& ZBHB L T'OpenShift DFJE"< 72T L,
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L=

Kubernetes T. Telegraf ReplicaSet 7R KD 5RD
IZ—HRESNTVWET, [FFT1>D
inputs.prometheus] T>— : Could not load keypair
letc/Kubernetes /pki/ etcd/server.crt .
letc/Kubernetes /pki/ etcd/server.key : open
letc/Kubernetes /pki/ etcd/serverkey : 8FEDT 1 L
JhUELE et 77 MI)l2O0—RFTETFEFEATLE

PSPIPSAIRIENHD £ CNIFE=ZRI VT AR
L—RICRELETH?

Operatorz BREIL &S5 L THENEEL XL
h'. PSP/PSAZERAL TLWET,

grep -i psp (should show that nothing is found)

CNBDIT—IE DREZLFXLIETZAR—F
MDDocker )R k) H%H D Kubernetes Monitoring
Operatorz BYNIERM T 2 L S ICRE L TLWAR WSS
ICRIRENBZZEDHBDFT, FHIEIZES5HRE
LITZAR=KURI M) DHEREICDWT

ROEBFEeRITLET

Telegraf ReplicaSet R R, ¥ XX —F 7|3 eted
BICIBESNT/—FETERITIBZBEMLLT
WEd, chsD/—ROWLWTNHT ReplicaSet 7R
W RDARITINTULARWNERIF. CNS5DIT 7 —HE
£ LET, YAZ—/eted / —RISHFERDHZHES
W R LET, €DHFIE. Telegraf ReplicaSet

« TLY S L af-RSICHELRBRZEMLET,
¥ Z1E. ReplicaSet...kubectl ##FE L TRS 7L 4
SLZREL. IRICEYAREZEMLE T, X
IC. ReplicaSet R FE=HBESHL £,

Kubernetes? 5 X 2 h'Pod Security Policy (PSP) %
7=lZPod Security Admission (PSA) % {ER L TEIT
TNTWVWBHEIE. &RFTDKubernetes Monitoring
OperatoriC 7w 7J L —R§BZI3HNELHD £

¥, PSPIPSAZHR—FLTWBREDARL —H
W7y 7L —RT3ICIE ROFIBICREWVWE T, 7
VA V2 = ILBIDEEERE T kubect! delete
agent-monitoring-cr-n NetApp kubectl delete ns
NetApp -monitoring kubectl delete crd
agents.monitoring.com kubectl delete clusterrole
agent-manager-role agent-proxy-role agent-metrics-
reader kubectl delete clusterrolebinding agent-
manager-manager-rolebinding agent-manager-
manager-rolebinding NetApp NetApp-1 > A ~—JLE
ZRVVIFARL—EDRF/IN—3 >,

1ROAY Y RZ2ERALTI—C oy b 2RELE
9, kubectl -n <name-space> edit agent 2. lsecurity-
policy enabled % [falsel ICEREL £T., —fic&k
D. PodtF¥alF4R)>—¥PodttF*al)F+a7
RIS a oD EMICED. AXRL—ZHERTES
SOICBEDFET, XOOAT > FZERAL THESRLE
9o kubectl get psp (should show Pod Security
Policy removed) kubectl get all -n <namespace>

lmagePullBackoff] TS —h'RELF LK

ERARL—FOEEICHE 2B LTVLETHN
WEDRF 2 XY MTIIBRATETEE Ao
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L= ROEBFEeRITLET

ROAXY ROHEDEF ¥ TF v £/IEXEL. T  Operator&riZER DNet-Observer (J—2J0O— KT
DZANGR— b F—LIEKRLET, ) R Rh*CrashLoopBackOffiZ# %

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs
<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

NS5 MRy Ri&. Network Observability®DWorkload Podi&Operatort—LXR—ZX (F7 # /L &
MapT—AR AL 7 ZICH/IELTWET, UTFEEL T : netapp-monitoring) TERITINTWLSH. Queries
ATLEEV-VWITNADRYy RoOJdZzFzvo L DT—o0O— R w FEIFKubernetestigiZD 7 —
T A—RIINDRNIN—=2 3 D ZRHEFEL TV, ZHUICRTRINA L
il : - {"ci-tenant-id" : "your-tenant-id". "collector-
cluster" : "your-k8s-cluster-name". "environment"
: "prod". "level" : "error". "msg" : "HREEICKBIL F
L7co BE:A—RIN—23 231000 RND—F)L
N—232418.0L D HNT LN "time":"2022-11-
09T08:23:08Z"}---*Net-observerii v R ZERT 31
(& LinuxZ1—RILIN—=23 D4 180U ETH 200
BERHDEI, Tuname-r1 AYV REFHLTH—
FILDN—2 a3 >R L. 41800 LTHBZ %

MBEELEY
K8ST S ARZMD ./ — ROEFEREX AL X9, BEE OperatoraaiZEf D —EBDnet-observeriRy K
BLVTFT—FLAR— b EIEEICERT BIC H'PendingiRRET 9

&, Network Time Protocol (NTP ; %w kT —2o %A
LZOk3JL) F7=1ESimple Network Time Protocol

(SNTP; @53y b —0 R L7OKRIJL) %E
L TAgentY> > OEZIZEHIT 2 Z & Z5R < LR
L9,

net-observerldT—E>tw ETHD. Kubernetes” KubernetesBtfEHF&x 1 VX h—JLLT-E&ICO
FREADE/—RTRYRZEEITLET, FEKRE JICROESBARAYE—IDRRREINET, [
DRy RZXEL. CPURXTIEXEUDUY—XR  inputs.prometheus] 7> 4 1 > I 5 —:\ http://kube-
BAIRELTVEINESHZHERLET. BEBERX  state-metrics N\DHTTPU Z T X L DYERL TS
EUECPUN/ —RICHB =R LET, —o <namespace>.svc.cluster.local : 8080/metrics
. get\ http://kube-state-metrics
<namespace>.svc.cluster.local : 808080/metrics - dial
tcp © lookup kube-state-metrics
.<namespace>.svc.svc.cluster.local tc.local
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W37 71 IILH% T EF £9([2024/10/16 sudo sysctl

14:16:23][error] failed initialize initialization failed. fs.inotify.max user instances

(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take
note of setting)

sudo sysctl
fs.inotify.max user watches=<somet

hing larger than current setting>
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M Memcached Configuration

Gathers Memcached metrics.

What Operating System or Platform Are You Using?

Meed Hela?
e Windows
Select existing Agent Access Key or create a new one
Cefault (405fb5ec-ddcb-4404-3770-T1fa331e1ad3) - + Agent Access Key
*Pleaze ensure that you have 3 Telegraf Agent im you environment before configuring  Show Instructions
Follow Configuration Steps e Help?

Copy the contents below into 2 new conf file under the C:\Program Files\telegraf\telegraf.d) folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-memcached.conf file

@ Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real machine address. and refrain from using a loopback addrass

9. Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Peastart the Telegraf service
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

Ty Ty

SEMICDOVWTIE. 2B L T'MongoDB @ RF a2 X > "< 12T L,

TPV hEAIUE
RDFTOTO FEEDAY Y EDIESNET,

70


https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/

b I o HAF - B : I dataPoints |

MongoDB F—LAR—RKR L
MongoDB 7—4#~R—X FZ—LXR—IKZX M4
T—RAR—2%

NSNS a—FTa2T

BRIIR—UH BRI B ENTE HHE— MET,

MySQL 7 —&2 LI %

Data Infrastructure Insightsid. CDT—X AL I 2% EAL TMySQLH 5E1EX INE L
9,

12X =)L
1. [Observability]>[Collectors] T. + Data Collector*z2 27 1) w 2o L £ 9, MySQLEZEIRL £7,

Tegraf T—J TV MDA VA R=ILETNTVWBARL =T 4 VIS RATLERIET Ty b T +— L% FER
L%,

2 QLU aYAI—Cz b EERRAVIM=ILLTVWARWES. £EENOARL—T1 VI RAT A
BTV b TI7A4—LRADOI—z Y b4 YR M=ILT B5EE. [Show Instructions]z 7 ') w2 L
TFEZBRAL' T—2c DA A R—=IL"ET,

3 CDT—RALVRATHERTZ IV M 772X —%ERL £, [+Agent Access Key] RZ > %
I)woFBRe FILLWI—Cz Y 702 RF—ZEBNMTEEFT RAMN TS I9T704 R HOI—>x
YETOERF—EFRATIDIF. LERIFOS/ Ty T A—LAICT—ROAL I EETIL—F1T S
BEEITTY,

4 BEFIBIR->TF—RILIERELF T, FIBE. FT—2OIEICERT 3L —F1 VTP R
FLERIRTSY b TA—LDRT TIE>TRED £T,

71


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

R Windows v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

@ Copy the contents below into a new conf file under the CA\Program Files\telegrafitelegraf o\, folder For example,
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent is inszalled.

What Operating System or Platform Are You Using?

MNeed Help?
iR Windows -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-977b-71fa231e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions
Follow Configuration Steps heed Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-netstat.conf file.

Lty b7y S

FITxoObEAIUR

RDATZT I EEDHIVADPREETNET,

I SAF B I dataPoints J
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Nginx Configuration
N Gi“ x Ea'g" ers Mgins rﬂE:rgii:.

What Operating System or Platform Are You Using? Meed Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%5ec-ddcb-A4404-977b-7 17283 1e1ad3) - | == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps e

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS> with the applicable Nginx address: Please specify a real machine address,
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

@ Restart the Telegraf service.

Tty hT7yv T
ngiNXDIEBZINE T B ICIF. nginxZBMIC T BBENH D "HTTP_STUB_STATE_MODULE"F 9,

HMICOVTIE. ZBBL T ngink D RF a2 XY R <ETL,
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service

OO0 006 00

tty b7y

SEMICOVWTIX. ZBBL T PostgreSQL D RF a2 X > R E L,
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4 BEFIRICK->TT—RALIZEZRELF T, FlIRF. T—F2OWNEICERTZARL—T1VITR
TLFELEITSY R T—LDIATICE>TEBDET,

Puppet Agent Configuration

pu ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
R Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa¥31e1ad3) b + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you envircnment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new conf file under the CA\Program Files\telegrafitelegraf d\, folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-puppetagent.conf file.

0 Modify “location' if last_run_summary.yaml is on different path
B Modify "Namespace' if needed for puppet agent disambiguation (to avoid name clashes).

G Restart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service

tty b7y

SEHICDWTIE. ZBBB L T'Redis XE"<ET LY,


https://redis.io/documentation
https://redis.io/documentation
https://redis.io/documentation
https://redis.io/documentation
https://redis.io/documentation
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