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export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>
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agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation for
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repositoryl[using a custom or private docker repository].

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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Kubernetes Monitoring Operatord®-1 > X k—)JL

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (...wEMNdM) A e e ST P S Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.
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ARZLIRS MU B BHEIF. 2BRBLTLKIEETVWAREL/TZ A4 N— FDocker J/RY + ) Z(ERT
Do

Kubernetes&:fi 1> 7R—x%> bk
Data Infrastructure Insights Kubernetes Monitoringld. XD4DDEHR IV R—R > FTHERINE T,
* U5 XRIBIE
CRXYRT=INTF—IVREIV T (FTF>aY)
AR AT (T aY)
BB (AT 3Y)

FRROA T3> aVR—%2 ME. EKubernetes AL 7 ZICH L TT 7 4L ETERICHR>DTUWET, 45
EOIALIVRADIAVR—22 EHREBARVEHIR L 7235813, * Kubernetes > Collectors *ICEE L. BIEA
AloaL 24D Tthree dots] X = a—hH"5_Modify Deployment_ %R L TEMICTETE I,

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ IO ER ol | Xt = Filter...
Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 O 13470 O 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A outdated © 1.1555.0 N/A [ ] l.@ ModiyiDeplovinent

BEEICIFEIAVR—RY FOREOREN KRR IN, BBIIGLTEDOILIZDAVR—RY b 2EF T
BEMICTBIENTEET,

£ kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel



31D Kubernetes Monitoring OperatorA® 7w 74 L — R

BE7Z D OperatorlZAgentConfiguration M FE§ 2 W E SH SR L £9 (R— L XR— X hidefault_netapp-
monitoring_ TR WZE . BYIRR—LAR—IICBETHERTZTW)

kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration
AgentConfigurationhFET 355 :

* A2 —ILEIFEORETFDOLICH B RFDERT
cARRLYIYRS F)ZFERALTWVWBRHBEIE. FRAL TV ZRRL TSRO IV TFHAA—T%
BELFEFTLLETL,
AgentConfiguration ' 7Z7E L B WHEIE. XROFIEERITLE T,

* U5 XR%H Data Infrastructure Insights TaRa CND BB THI L EZAXELEFT (R—LRAR—IDT
7 4 )L b DNetAppEEREEE TR WSS, BYIAR—LIAR—IATEIHRRITLIZTWY) o

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

« BFED
OperatorD/N\V I Ty TEEMLET (R—LAR—ZADBT T I bDRY b7y TEREERE
ICAR> TULWARWEEIE, BYBRR—LRR—ITEIBITIETY) ,

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, 721> k—]JL

>>BIFDEEFo

* <<installing-the-kubernetes-monitoring-operator, >R k—JL

>S>BRIFDERF

c ALY T REBEEALTIEEL,

° IRFTDOperator YAMLT7 71 )LZzA D >O— R L7cb6. BT %81lC. agent_backup.yamliZd# 3 7 X
RIA X &A™ >0O— R L foperator-config.yam|CFBHEL £ 7

cARBZLVRD U ZERALTVSSEIE. FALTLWS L ZBRL TEHOAY T T XA—D%
HiGLETLLIREW,

Kubernetes Monitoring OperatorD{ZLE ¥ &)

Kubernetes Monitoring Operatorz{£1E9 313 .
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kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
Kubernetes Monitoring OperatorZiC@# 9 BICIE :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

PUAYVAN—ILHRTY
Kubernetes Monitoring Operator’% Hl|f& 9 3 IC (&

Kubernetes Monitoring Operator® 7 7 # JL bk D% — L XR— X | netapp-monitoringl T9, MBEDR—L
AR—RAERELIHZEIF. TNEDR—LAR—R L, LBEOTRTOIY Y RELV T 7ML EBITRZ
£9,

HLOUN=3 YOERARL—%IFZ. OO REFERAL T VAV AN=ILTEET,

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

ERARL—ZDPERDR—LAR—XICERETNTWVBEHEIF. F—LAR—IZHIFRLET,

kubectl delete ns <NAMESPACE>
BADAIY KA TOY—=ZAREOMD FHA] ZRLIZBEIE. ROFIEICTE>TEHWAN—T 7
VDERARL—FET AV AM=ILLET,

KOZEIAYY R%ZIBHBICEITLET, REDTI VA F—IILIKRICE>TIE. CN5DIXYRO—ET 47
STV MDREONMDFHAI EVWSXyE—UHRENBZBEDHDEFT, CNES5DOXvE—JIFERLTH
FOFEtHA.
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

X270 ATFRMKIDFFIERSNTUVSRHEIR. ROFIEZRITLET,

kubectl delete scc telegraf-hostaccess

Kube X 7T—h X~ wZIZDWLWT

NetApp Kubernetes Monitoring Operatorid. D1 > X2 > X & DR E % Bk 9 5 7= I Ih B Dkube-state-
metricsz1 > XA F—JLL X7,

Kube-State-Metrics DFEMHIC DLW TIE. ZEBBLTL TV I OR—ITE,

ARL—ZDBEINRAZAIAX

NBEDEII3UTIE ARL—FBEDHARZIAX. 7OF2DRE. DARZLFRIETSAR—
kDocker V7R k1) DfER. OpenShiftDIEfEICDWTERRAL £9,

REA T3>

BO—MRMNICEEINZREIZ. _AgentConfiguration_custom) Y — X TR TI£T, ARL—4%=8ET
2HilC. _operator-config.yaml_fileZfREL T. COVY —XZH/ETITET, COT7AILICIE. OXV
TIREINEREFADEENTVET, BEFORFN—3 VICDO0WTE DU MEBRBLTILETLY
EFARTRERERTE "

FRL—EZHERINIET, ROAX Y FZEALTIDI Y —RZH/ETHCHTEET,

kubectl -n netapp-monitoring edit AgentConfiguration
BRELEARL—2D/N—2 3 UHAgentConfigurationZHR— L TWVWBHESHZHERT S
I ROOAY Y R ZERTLET,
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kubectl get crd agentconfigurations.monitoring.netapp.com

lError from server (NotFound)
1 WS X ytE—IDWRREINIBEIE. AgentConfigurationZHFERAT BEICARL—X%ET W
TOL—RIZIBELRHD £T,

TOFOHR-—bZRELTVET

Kubernetes Monitoring Operatorz 1 > X =)L 9§ 3 7HIZ. T+ FTTOF S EZFERTESZHMIF2DOHD
9, AL7AF O ATALTH. AlOT7AOF O IATLTHEIEFVEE A

*AYZAM=I)LOA—RFRZRy ; (Teurl ZERA) OERITHIC. ZZRY MHETEINS S X T L%Data
Infrastructure InsightsIRIZICERT T 3 e ICHBERTOF >

* 24— kDKubernetes” S X # H'Data Infrastructure InsightsE=iE ¥ @E S 3 =D ICHBERTOF

chooVWgnhFIdmAICTOF > ZFERAT 5355, Kubernetes Operating Monitorz -1 > X b—JL 9%
IZi&. £9'. Data Infrastructure Insights( IR & DBEHNBIFICK D LS ICTOFOHARESNTWVS %
BRI AMELNHDEFT, FOFIHHD. Operatorz 1 > X k=)L BH—/\/ VMH 5 Data Infrastructure
InsightsiIC 7 72 A TE3HEIF. 7OFIOHBEYNCRESNTUVSAREENHD £7,

Kubernetes Operating Monitord - > X b —JLICERA T2 7OF I DWW TIE. Operatorz 1 > X b—J)LF 3
g1lC. _http_proxy/https_proxy_environmentZ#H =R EL £9. —HD FOF VIRIETIE' _no_proxyIRIEZEH
LPRETIHNENHDFT

T #RE T 3I21E. Kubernetes Monitoring Operatorz ¥ > X b —JLE B BIIC. ¥ AT L* TROFIE%R E(T
LFd,

1. WEDI—H D https_proxy ZE & _http_proxy_environment % REL £ 9,

a ty b7y FTR7OFVICEEN (A—HB/INRT—R) BEVESIE. ROV REERFTLE
ER

export https proxy=<proxy server>:<proxy port>
.Y NTY TR TIOFVICERE (-4
/INZAT—F) BRESNTUVBIHEIE. ROIVY FZERITLET,

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes? 5 X & H'Data Infrastructure Insights}RIZECBET 2 7DICFERAT I 7OF > DHFEIF. UTD
FE% § R THiA TH SKubernetes Monitoring Operatorz 1 > X k—JLL £ 7,

Kubernetes Monitoring Operatorz 7 70 ¢ &I, operator-config.yaml®AgentConfiguration® 7O F >t
72avERELFT,
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

HRAZLFETSAN— kDDocker' )R ) Z{FERT S

Kubernetes&t8 4 R L —&|&. 77 #JL T, Data Infrastructure Insights J /RS R DS AV TFFA X =
TERRLEY, BEROEZ—7y b LTERINTULSKubermnetes S XD HBD. TDISAEZNAAAR
LFRIEFTZAR—rDDockerJ R F)XLIFAVTFHFLSAMNIDS AV TFAAX=—SDHETILT S
ESICHEHR TN TULWBIHAIE. Kubernetes Monitoring Operator b BY §23 AV T FADT IR ERET
BZRENHDFT,

NetApp Monitoring Operator® -1 > X k—JL & JLH 5[Image Pull Snippet] 1T L £ Jd, COOATV R%ER
179 % &. Data Infrastructure Insights J /R FJICOJ A > Ly ARL—EZDBBBETEIITRTDA A%
HY#§ L T. Data Infrastructure Insights /R b UDSAOJ 7O LET, 7OV T EHBRRINES. IBEL
RS RID—BNRIT—RZANLET, COAIXVRIF. 7T arlEz 80, ARL—2HERT
BINRTDAAR=—TEATIVO—RLET, CNOSOEBRNEDEEICERINEINCOVTIE. UATZER
LTLETELN,

Core Operator Functionality and Kubernetes Monitoring D E&

C Xy hT YL BER
* ci-kube-rbac-proxy

* CI-KSM

*Cl-TLIZ7

* distroless-root-user

AR cOY
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* Cl-fluent-bit

* ci-kubernetes-event-exporter
FYRT—=ODNT#—IXVREIV S
* ci-net-observerM g

HRADKR) S —ICRE->T. ARL—HHAD Docker 1 X—J% FS5AR—k A=A/ ITVE—T54X
Docker URS R UIZF w2 alfzd, VRSKIHDINSDAA=—IADAX—=IJRTeT4 LI FIN
A, Data Infrastructure Insights V7 RS EUADA X—JRT T4 LI MUNRRE—ELTWB C & ZHER
LY,

operator-deployment.yaml Tmonitoring-operator7 7O X > b ZiREL. 751 X— rDocker' )R %
FERTRALSICTRTDAA—CUBBEZELET,

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

operator-config.yaml®AgentConfigurationZ #g& L T. #7L L\Docker VRS b DIFFiZRRLE T, 751
N—rURT MURIZH L LimagePullSecretz /Ep L £ 97, FFMIC DWW TIE. _ https://kubernetes.io/docs/
tasks/configure-pod-container/pull-image-private-registry/ &ML T 72 & L)

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift D F|E
OpenShift 4.6 TRERITL TWLWBHBEIE. _runPrivileged_settingZ B301C9 3 ICI&. _operator-config.yaml_
TAgentConfigurationZ#RE T 2 HEHIH D £ 7,

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShiftid. —&8MDKubernetes AV R—% > FADT7 I RX%Z 7OV I $20EMDHZEBMDEFa) T
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1 LN ERETRIZEDHDET,

NE LR (Tolerations and Taints)

NetApp-ci-telegraf-ds_. NetApp-Cl-fluent-bit-ds. & & T _NetApp-Cl-net-observer-14-DS_DaemonSetsi&. &

RTD/—ROT—FZELKWXETBRHIC. VFRAZADIARTD/ —RTRYRERTDa—IIT 3
BERHDFT, ARL—RIFE. WK ODDEHD*T1 > MICTHRASNB KD ICHESTNTVWET, /—FIC
AR LDtaintsZF/HEL Te IRTD/ —RTRY RARTINBZVELSICLTWVWBREHEEIE. £15 Dtaints
|Z* toleration *E{ERR T £ 9" (AgentConfiguration) =27 ') w7 LET"s I AZRDIRTD ./ —RIZH

AR LTA Y b ZBRALIEESIF. AXRL—ROBAICKRBLRHFREFHZEML T, ARL—FKRy REX7T
Ta—IBLURTTETRLIICTRIHRENHBD XY,

KubernetesDEEMIZ 5 5"ZRE L UMM 2 CEL LI L,

ICED £9, " NetApp KubernetesEsfRA XL —Z DA >V X h—)L*R—"

MEICE Y 53 5FH

Kubernetes Monitoring Operator>— 2 L b % 0 5 A X 2A TR T DIERZHIRT BI1CIF. 1V b—
JLBIIC_operator-setup.yaml_fileh 5D )Y — X ZHIBRL £ 9

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

TyTTL—RDZEIR. IFREDE UV —XBHIFRLE T,

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

ZTEOHRHDEMICE > TWVWBIEEIX. _AgentConfiguration_or_operator -config.yam| #Z&E L . TEEEtL
203 OAXY b EERL. BEEEE VS 3 VD TIC_kindsTolgnoreFromWatch : "secrets™ #* &8 £
o COTO—E5 AR ZESIAROEFEELAEISEFREL TS,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
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Kubernetes Monitoring Operator-f X — 24 X F v DFER

ARL—=FADA A=, BEHITBIRTOREEAS X—TIE. NetAppll K> TERAINTLWET, 10X
b —JLATICcosigny —ILZEREL TA X—2CZFHTRIET 5D, Kubernetes 7 RIw> 3>y bO—5%
BRETCETET, sFMICOVWTIE. ZBBL T 2T LW Kubemnetes D FF 2 X > k'

AAX=J 2T F v DIRFEICER T % 2FF —I&. Monitoring Operator¥ > X k—ILZAILD _FF> 3> T
FRETEET, ARL—FA A= TSAR—KURT R ICT v 70— K> Image Signature Public Key

ERITT 2 FETHER I 3ICIE. ROFIEICRWVE T,

1T ERIINR=Ry hZIE—-LTEITITS

2. Oy eHREINSZS. URSFUNRT—RZOE—LTAALET,

B AX—DELRNHF—ZHRELEFT (ZDAITIZdi-image-signing.pub) o

4. YA EFERL TEGREZERLET. KRDcosignDFERAFIEZSIEL T30,

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
--insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"},"image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

STV a—FTa>T
Kubernetes Monitoring OperatorDi&E CRENFEE LIHZBICHIRE L @

= ROBIFEeRITLET

Kubernetes k#ih ) 2 —LEWIGT 2Ny I IR FIEICRE > THED Tegraf T— x> b2 721>

ARL=UFNAZOBICNAN=) >0 | #FEEHDH A b—ILL. ZFD Tegraf T—J TV b E2HFA VX

D £+ Ao, My Kubernetes Persistent Volume WX+ ~—JLL £, Telegraf/N\—< 3 > 2.0 ZERAL T

L=SH—NORIAEZFERALTHREINEF T, HD. Kubernetes?Z 5 XX X kL —HData
Infrastructure InsightsiCk > T7 77« JICEHRTN
TWLWRHELNDHD £,
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L=

E0901 15:21:39.962145 1
reflector.go:178]k8s.io/kube-state-
metrics/internal/store/builder.go:352:
List*v1.MutatingWebhookConfiguration: - — /X&) &
IR TN —XE0901 15:21:43.168161Z2 B>
T3 TETEEATLT

Telegraf ' 5XDESBIS— Xyt —IHRRIN
F9H. TelegrafiFfcd L THRITEINET, 1081
H14:23:41 IP-172-31-39-47 systemd[1]: InfluxDB|Z X
M)y OZRET DO, TZT10VBEHMDHF—/N
—I—-JxrhzEEHHLELI. 10811814 :23

1 41 1P-172-31-39-47 telegraf [1827] . time="2021-
10-11T14 © 23 : 41Z" level=error msg="failed to
create cache

directory./etc/telegraf/.cache/snowflake. err:mkdir
/etcltelegraf/.ca che: permission denied.ignored \n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegrafaf [1827[ER T % L7z, open
/etcltelegraf/.cache/snowflake/ocsp_response cache.
SONFZETBZ 77 MILELIFTA LI MUNRHD FHE
A\n" func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegrZ [1827]: 2021-T1114:114:114Telegraf 1.19.3 Z
EBLTWET

Kubernetes T. Telegraf R RHRDITS—%RE
L TWZX9, "Errorin processing mountstats info:
failed to open mountstats file: /hostfs
/proc/1/mountstats « error: open /hostfs
/proc/1/mountstats : permission denied"
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NBDOXAytE—JE 1.20KDEION—2 3>

D Kubernetes Tkube-state-metrics/\—< 3 >2.0.0L4
FZRITLTVWRERICERETZAEENHD F

9o Kubernetes D/N—23 VZFEISS B ICIE. XD
Leubectl version_ kbe-state-metrics /\— 3 > % B8
LE9, kubectl 7704 /kube-state-metrics -0
jsonpath="{.image}' CNHED X v EZ—SHRELBV
&SI 3ICIF. kube-state-metrics T 70O #{E1E
L T. RD Leases sREZ EFBIICEMICL TS
Lo _hookates_web_volumeconfigurations
resources=iERA) VT X |,
configmaps,cronjobs,demonsets,horizontalscalers,ing|
eers,jobs,limitrange,scapers,networkpolicies ,
nodes,persistentvolumes,persistentvolumesalims,pers
istentvolumes,podeters,
replicaSets,replicaSets,replicationcontrollers
residetod7Rw K
,residetappeditors,appers,uns,uns,uns,uns,sets,uns,u
ns,uns,uns,uns,sets,uns,sets,uns,sets,uns,uns,sets,u
ns,uns,sets,uns,uns,uns,wodecodeclieticecodetics,set
s,sets,sets,sets,uns,sets,uns,uns,sets,sets,sets,un &
SEY D Web 7y IHKE ' R)a—LORLGT 71

CNIFRECEIEINTWE T, "2 D GitHub MEEE"
FHAICDOWVWTIE. ZBRL T T LV, Tegraf HYicE)
LTEELTWAIED, 2—HIldZDI5—Xvt—
CEEMHTIED,

SELinuxZBIC L TaREl9 3 & Telegrafihw R
H'Kubernetes ./ — K M/proc/1/mountstats 7 7 1 JLIC
TOCRTEHRLBRIZAEMLA DD T, COFIRZ
7AR9 B ICIX. agentconfiguration’ #REE

L. runPrivilegedi&EZBMICL £ T, FFHEICDOWVT
& ZBHB L T'OpenShift DFJE"< 72T L,


https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions

L=

Kubernetes T. Telegraf ReplicaSet 7R KD 5RD
IZ—HRESNTVWET, [FFT1>D
inputs.prometheus] T>— : Could not load keypair
letc/Kubernetes /pki/ etcd/server.crt .
letc/Kubernetes /pki/ etcd/server.key : open
letc/Kubernetes /pki/ etcd/serverkey : 8FEDT 1 L
JhUELE et 77 MI)l2O0—RFTETFEFEATLE

PSPIPSAIRIENHD £ CNIFE=ZRI VT AR
L—RICRELETH?

Operatorz BREIL &S5 L THENEEL XL
h'. PSP/PSAZERAL TLWET,

grep -i psp (should show that nothing is found)

CNBDIT—IE DREZLFXLIETZAR—F
MDDocker )R k) H%H D Kubernetes Monitoring
Operatorz BYNIERM T 2 L S ICRE L TLWAR WSS
ICRIRENBZZEDHBDFT, FFHIEIE5HRE
LITZAR=KURI M) DHEREICDWT

ROEBFEeRITLET

Telegraf ReplicaSet R R, ¥ XX —F 7|3 eted
BICIBESNT/—FETERITIBZBEMLLT
WEd, chsD/—ROWLWTNHT ReplicaSet 7R
W RDARITINTULARWNERIF. CNS5DIT 7 —HE
£ LET, YAZ—/eted / —RISHFERDHZHES
W R LET, €DHFIE. Telegraf ReplicaSet

« TLY S L af-RSICHELRBRZEMLET,
¥ Z1E. ReplicaSet...kubectl ##FE L TRS 7L 4
SLZREL. IRICEYAREZEMLE T, X
IC. ReplicaSet R FE=HBESHL £,

Kubernetes? 5 X 2 h'Pod Security Policy (PSP) %
7=lZPod Security Admission (PSA) % {ER L TEIT
TNTWVWBHEIE. &RFTDKubernetes Monitoring
OperatoriC 7w 7J L —R§BZI3HNELHD £

¥, PSPIPSAZHR—FLTWBREDARL —H
W7y 7L —RT3ICIE ROFIBICREWVWE T, 7
VA V2 = ILBIDEEERE T kubect! delete
agent-monitoring-cr-n NetApp kubectl delete ns
NetApp -monitoring kubectl delete crd
agents.monitoring.com kubectl delete clusterrole
agent-manager-role agent-proxy-role agent-metrics-
reader kubectl delete clusterrolebinding agent-
manager-manager-rolebinding agent-manager-
manager-rolebinding NetApp NetApp-1 > A ~—JLE
ZRVVIFARL—EDRF/IN—3 >,

1ROAY Y RZ2ERALTI—C oy b 2RELE
9, kubectl -n <name-space> edit agent 2. lsecurity-
policy enabled % [falsel ICEREL £T., —fic&k
D. PodtF¥alF4R)>—¥PodttF*al)F+a7
RIS a oD EMICED. AXRL—ZHERTES
SOICBEDFET, XOOAT > FZERAL THESRLE
9o kubectl get psp (should show Pod Security
Policy removed) kubectl get all -n <namespace>

lmagePullBackoff] TS —h'RELF LK

ERARL—FOEEICHE 2B LTVLETHN
WEDRF 2 XY MTIIBRATETEE Ao
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L= ROEBFEeRITLET

ROAXY ROHEDEF ¥ TF v £/IEXEL. T  Operator&riZER DNet-Observer (J—2J0O— KT
DZANGR— b F—LIEKRLET, ) R Rh*CrashLoopBackOffiZ# %

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs
<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

NS5 MRy Ri&. Network Observability®DWorkload Podi&Operatort—LXR—ZX (F7 # /L &
MapT—AR AL 7 ZICH/IELTWET, UTFEEL T : netapp-monitoring) TERITINTWLSH. Queries
ATLEEV-VWITNADRYy RoOJdZzFzvo L DT—o0O— R w FEIFKubernetestigiZD 7 —
T A—RIVDRNIN—=2 3 VZRHEEL TV, ZHUICRTRINA W
il : - {"ci-tenant-id" : "your-tenant-id". "collector-
cluster" : "your-k8s-cluster-name". "environment"
: "prod". "level" : "error". "msg" : "HREEICKBIL F
L7co BE:A—XIN—23 231000 RN D—F)L
N—232418.0K D HNT LN "time":"2022-11-
09T08:23:08Z"}---*Net-observerii v R ZERT 31
|&. LinuxZ1—RILIN—=23 D4 180U ETH 200
BERHDEI, Tuname-r1 AYV REFHLTH—
FILDN—2 a3 >R L. 41800 LTHBZ %

HBEELEY
K8ST S ARZMD ./ — ROEFEREX AL X9, BEE OperatoraaiZEf D —EBDnet-observeriRy K
BLVTFT—FLAR— b EIEEICERT BIC H'PendingiRRET 9

&, Network Time Protocol (NTP ; %w kT —2o %A
LZOk3JL) F7=1ESimple Network Time Protocol

(SNTP; @53y b —0 R L7OKRIJL) %E
L TAgentY> > OEZIZEHIT 2 Z & Z5R < LR
L9,

net-observerldT—E>tw ETHD. Kubernetes” KubernetesBtfEHF&x 1 VX h—JLLT-E&ICO
FREADE/—RTRYRZEEITLET, FEKRE JICROESBARAYE—IDRRREINET, [
DRy RZXEL. CPURXTIEXEUDUY—XR  inputs.prometheus] 7> 4 1 > I 5 —:\ http://kube-
BAIRELTVEINESHZHERLET. BEBERX  state-metrics N\DHTTPU Z T X L DYERL TS
EUECPUN/ —RICHB =R LET, —o <namespace>.svc.cluster.local : 8080/metrics
. get\ http://kube-state-metrics
<namespace>.svc.cluster.local : 808080/metrics - dial
tcp © lookup kube-state-metrics
.<namespace>.svc.svc.cluster.local tc.local
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CORYE—UHRREINZDIE. B

H. _KSM_PODAEEEI T BH1IC. FILWLWAXRL—&

AU h=ILEN. _TL J35L-RS_PODHE

LTWBBEDHTT, CNEDXyE—JE. IR
TORY RAERITEINZEBLELET,

Kubernetes®D/\N\—> 3 V& ERLFY (1 :
kubectl version) o V1.20xATFDFE. ik
HEEINZHIBRETI - Kubernetes Monitoring
Operator C& A & f17-kube-state-metrics') 1) — X T
I&. vi.cronjobDAHHHR—FINET, Kubernetes
1.20.xABT Tl cronjob!) Y — X |dv1beta.cronjoblC
HDFEFT, ZDFER. kube-state-metricsidcronjob )
V—RERDIFTZeHTETEEA.

_AgentConfiguration_Dtelegraftz 7 < 3 > ZiR5%E
L. set_dockerMetricCollectionEnabled % falsel_ &%
ELFT. FHBICOVWTIE. ARL—2DZBRL
T'HEA T3 " <ETEL, ..spec...telegraf:...

-name . docker run-mode -
DaemonSet & : key
. docker_unix_sock_placeholder fi : unix
. /lrun/docker.sock......

_AgentConfiguration_¥ & Uincrease_outputTimeout_
Dtelegraft 7> 3 > 10MICIREL £9. FMICD
WTlE. ARL—RDZERBLTHEES T3 "<
f2EL,

FROFIEZRITLTWVWS & =meR L THER" <72

L%

2023%F 108128 1¥1F T. Data Infrastructure Insights
F. A—HFAOY—EX@ELEDDIZARL—F%Z )
T7080)>JLE LI, INSOEEZTLRICIRA
FTRICIFEWARL =2 ZHIRLET, « EHRBET
T FILLWBHOZEED TS

event-exporter’Rw ROZRIZEIFL £ 9,

“kubectl -n netapp-monitoring get
pods

ROEBFEeRITLET

25 2R |Z1F1E 9 BKubernetes CronJobsiZ D ULV TYY
ESNEENRTIINEE A

FRL—RDA >R ~—)Li&. telegraf-DS/Kw R
HiCrashLoopBackOffic A D . PODOZ'(C lsu
: Authentication failure] E&RRENE T,

TelegrafOJICRDE SB IS —XvtE—TUDHEDIR
LRTINFT, [agent] HINDEZTIAAHFFICT S —
HREL £ L7, http : Post "\https

. /I<tenant_url>/rest/v1/lake/ingest/influxdb" : context
deadline exceeded (Client. AN & —Ftédh|C &2 1 L
TURZ@BBLELR)

—ERDA R ~OY D _involvedobject_datah*BDoh
DEHA

2DDERARL—RKRY K (netapp-ci-monitoring-
operator-pod <pod> ¥ monitoring-operator-pod) H'3E
TINTVWBDIEHEE <pod>TIH ?

Kubernetes¥ N> ~ H'FHEt §'Data Infrastructure
InsightsICERE NG < ABD £ LT

grep event-exporter
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L=

awk {print $1}'

)Y —=XIDBFRELTWBT7=®. Kubernetes Monitoring
OperatoriC &> T 7AOAM TN Ry RO Sy a
LTWFT,

A A=W VWHERN AR ENRE T netapp-ci-
kube-state-metrics7R v R H%EEH) L 22 LWH EEfESE 7R
REICIRD £ L7 TN TStatefulSeth'fZIEL. BRED
ZE h'netapp-ci-kube-state-metricsR v R IEH T
B<OFE LT

NetApp-ci-kube-state-metrics7R v K h'Kubernetes
Operator® 7w 74 L — RETEICESH T

9. ErrimagePullBA20—3N% (A X—2%Z FILT
THW) o

Kubernetes? 5 X X M[Log Analysis] T. [Event
discarded as being older then
maxEventAgeSeconds] ¥ W5 X wE—IH RS

nTnEd,
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ROEBFEeRITLET

sed 's/event-exporter./event-exporter/”
netapp-ci-event-exporter] F7zl& levent-
exporter] DWVWITNMITIHRELRHD £, RIC.
BERI—JY hZiEEL kubectl -n netapp-
monitoring edit agent. BUDFIBTEDIF 7=
PRARY NIV RR—FRy REZRMTBEL5
IClog_fileDEZFREL F9. EFEBICIE. log_file
I& Tivar/log/containers/netapp-ci-event-exporter.log |
F7=1& Tivar/log/containers/event-exporter . logl @
WINNCRET DHBENDHD FT,

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- Ivar/log/containers/netapp-ci-event-exporter.log

HZNE 1D ER. BV A R—LT—Y 1Yk
ETBCUDTEET T oA VA k—)lo

CPUR X E!) DFIFRZHEICH L TERTIC
|Z. Kubernetes Monitoring Operatorz 288 L T'5&E
AT a<KfEEV,

StatefulSetid 27— MMI"UIHT"H D £9, HEDRE
#{&IE L 7= 5. netapp-ci-kube-state-metrics7Rw K %
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apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-ci-monitoring-configuration
namespace: "netapp-monitoring"
labels:
installed-by: nkmo-netapp-monitoring

spec:
# # You can modify the following fields to configure the operator.
# # Optional settings are commented out and include default values for
reference
# # To update them, uncomment the line, change the value, and apply
the updated AgentConfiguration.
agent:
# # [Required Field] A uniquely identifiable user-friendly
clustername.
# # clusterName must be unique across all clusters in your Data
Infrastructure Insights environment.

clusterName: "my cluster"

# # Proxy settings. The proxy that the operator should use to send
metrics to Data Infrastructure Insights.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-

support
# proxy:
# server:
# port:
# NOProxy:
# username:
# password:
# isTelegrafProxyEnabled:



# isFluentbitProxyEnabled:

# isCollectorsProxyEnabled:

# # [Required Field] By default, the operator uses the CI repository.

# # To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: 'docker.cOl.cloudinsights.netapp.com'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'netapp-ci-docker' to the name of your secret.

dockerImagePullSecret: 'netapp-ci-docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: 'true'

# # Number of days before expiration that the ApiKey should be
rotated. This must be less than the total ApiKey duration.

# tokenRotationThresholdDays: '30'

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '60s'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '10000'

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '150000"

# # Collect metrics on multiples of interval (round interval).

# roundInterval: 'true'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs
(collection jitter).

# collectionJitter: '0Os'

# # Collected metrics are rounded to the precision specified. When set
to "0s" precision will be set by the units specified by interval
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(precision) .

# precision: '0Os'

# # Time telegraf will wait between writing outputs (flush interval).
Max=collectionInterval

# flushInterval: '60s'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJitter: '0Os'

# # Timeout for writing to outputs (timeout).

# outputTimeout: '5s'

# # telegraf-ds CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# dsCpuLimit: '750m’

# dsMemLimit: '800Mi'

# dsCpuRequest: '100m’

# dsMemRequest: '500Mi’

# # telegraf-rs CPU/Mem limits and requests.

# rsCpulLimit: '3

# rsMemLimit: '4Gi'

# rsCpuRequest: '100m'

# rsMemRequest: '500Mi’

# # Skip second run of processors after aggregators
# skipProcessorsAfterAggregators: 'true'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: ''

# rsTolerations: "'

# If telegraf warns of insufficient lockable memory, try increasing
the limit of lockable memory for Telegraf in the underlying operating
system/node. If increasing the limit is not an option, set this to true
to instruct Telegraf to not attempt to reserve locked memory pages. While
this might pose a security risk as decrypted secrets might be swapped out
to disk, it allows for execution in environments where reserving locked

memory 1s not possible.
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# unprotected: 'false'

# # Run the telegraf DaemonSet's telegraf-mountstats-poller container
in privileged mode. Set runPrivileged to true if SELinux is enabled on
your Kubernetes nodes.

# runPrivileged: '{{

.Values.telegraf installer.kubernetes.privileged mode }}'

# # Set runDsPrivileged to true to run the telegraf DaemonSet's
telegraf container in privileged mode

# runDsPrivileged: '({{
.Values.telegraf installer.kubernetes.ds.privileged mode }}'

=

# Collect container Block IO metrics.
# dsBlockIOEnabled: 'true'

=

# Collect NFS IO metrics.
dsNfsIOEnabled: 'true'

=

# # Collect kubernetes.system container metrics and objects in the
kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,
AKS, GKE, managed Rancher). Set this to true if you want collect these
metrics.

# managedK8sSystemMetricCollectionEnabled: 'false'

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.
# podvVolumeMetricCollectionEnabled: 'false'

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.
# isManagedRancher: 'false'

# # If telegraf-rs fails to start due to being unable to find the etcd
crt and key, manually specify the appropriate path here.

# rsHostEtcdCrt: "'

# rsHostEtcdKey: ''

# kube-state-metrics:
# kube-state-metrics CPU/Mem limits and requests.

cpuLimit: '500m’'

#

#

# memLimit: '1Gi'

# cpuRequest: '100m'
#

memRequest: '500Mi'’

# # Comma-separated list of resources to enable.

=

# See resources in https://github.com/kubernetes/kube-state-

31



metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs, daemonsets,deployments, ingresses, jobs, namespaces,nodes,persisten
tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of metrics to enable.

# # See metric-allowlist in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# metrics:
'kube cronjob created, kube cronjob status active, kube cronjob labels, kube
daemonset created, kube daemonset status current number scheduled, kube daem
onset status desired number scheduled, kube daemonset status number availab
le, kube daemonset status number misscheduled, kube daemonset status number
ready, kube daemonset status number unavailable, kube daemonset status obser
ved generation, kube daemonset status updated number scheduled, kube daemons
et metadata generation, kube daemonset labels, kube deployment status replic
as, kube deployment status replicas available, kube deployment status replic
as_unavailable, kube deployment status replicas updated, kube deployment sta
tus observed generation, kube deployment spec replicas, kube deployment spec
_paused, kube deployment spec strategy rollingupdate max unavailable, kube d
eployment spec strategy rollingupdate max surge, kube deployment metadata g
eneration, kube deployment labels, kube deployment created, kube job created,
kube job owner, kube job status active,kube job status succeeded, kube job s
tatus failed, kube job labels,kube job status start time,kube job status co
mpletion time, kube namespace created, kube namespace labels, kube namespace
status phase, kube node info, kube node labels, kube node role, kube node spec
_unschedulable, kube node created, kube persistentvolume capacity bytes, kube
_persistentvolume status phase, kube persistentvolume labels, kube persisten
tvolume info, kube persistentvolume claim ref, kube persistentvolumeclaim ac
cess mode, kube persistentvolumeclaim info, kube persistentvolumeclaim label
s, kube persistentvolumeclaim resource requests storage bytes, kube persiste
ntvolumeclaim status phase, kube pod info, kube pod start time, kube pod comp
letion time, kube pod owner, kube pod labels, kube pod status phase, kube pod
status_ ready, kube pod status scheduled, kube pod container info, kube pod co
ntainer status waiting, kube pod container status waiting reason, kube pod c
ontainer status running, kube pod container state started, kube pod containe
r status terminated, kube pod container status terminated reason, kube pod c
ontainer status last terminated reason, kube pod container status ready, kub
e pod container status restarts total, kube pod overhead cpu cores, kube pod
_overhead memory bytes, kube pod created, kube pod deletion timestamp, kube p
od init container info, kube pod init container status waiting, kube pod ini
t container status waiting reason, kube pod init container status running, k
ube pod init container status terminated, kube pod init container status te
rminated reason, kube pod init container status last terminated reason, kube
_pod init container status ready,kube pod init container status restarts t
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otal, kube pod status scheduled time, kube pod status unschedulable, kube pod
_spec_volumes persistentvolumeclaims readonly, kube pod container resource
requests cpu cores, kube pod container resource requests memory bytes, kube
pod container resource requests storage bytes, kube pod container resource
requests ephemeral storage bytes, kube pod container resource limits cpu co
res, kube pod container resource limits memory bytes, kube pod container res
ource limits storage bytes, kube pod container resource limits ephemeral st
orage bytes, kube pod init container resource limits cpu cores, kube pod ini
t container resource limits memory bytes,kube pod init container resource
limits storage bytes,kube pod init container resource limits ephemeral sto
rage bytes,kube pod init container resource requests cpu cores, kube pod in
it container resource requests memory bytes,kube pod init container resour
ce requests storage bytes,kube pod init container resource requests epheme
ral storage bytes, kube replicaset status replicas, kube replicaset status r
eady replicas, kube replicaset status observed generation, kube replicaset s
pec replicas, kube replicaset metadata generation, kube replicaset labels, ku
be replicaset created, kube replicaset owner, kube resourcequota, kube resour
cequota created, kube service info, kube service labels, kube service created
, kube service spec type, kube statefulset status replicas, kube statefulset
status replicas current, kube statefulset status replicas ready, kube statef
ulset status replicas updated, kube statefulset status observed generation,
kube statefulset replicas,kube statefulset metadata generation, kube statef
ulset created, kube statefulset labels,kube statefulset status current revi
sion, kube statefulset status update revision, kube node status capacity, kub
e node status allocatable, kube node status condition, kube pod container re
source requests, kube pod container resource limits,kube pod init container

_resource limits,kube pod init container resource requests'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*]1,replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following
abbreviated single line format only.

# # No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# tolerations: "'

# # kube-state-metrics shards. Increase the number of shards for
larger clusters if telegraf RS pod(s) experience collection timeouts
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# shards: '2'

# # Settings for the Events Log feature.
# logs:
# # Set runPrivileged to true if Fluent Bit fails to start, trying to
open/create its database.
# runPrivileged: 'false'

# # If Fluent Bit should read new files from the head, not tail.

# # See Read from Head in
https://docs.fluentbit.io/manual/pipeline/inputs/tail

# readFromHead: "true"

# # Network protocol that Fluent Bit should use for DNS: "UDP" or
"TCP" .
# dnsMode: "UDP"

# # DNS resolver that Fluent Bit should use: "LEGACY" or "ASYNC"
# fluentBitDNSResolver: "LEGACY"

# # Logs additional tolerations. Use the following abbreviated single
line format only.

# # Inspect fluent-bit-ds to view tolerations which are always
present. No tolerations are applied by default for event-exporter.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# fluent-bit-tolerations: ''

# event-exporter-tolerations: ''

# # event-exporter CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# event-exporter-cpulimit: '500m'

# event-exporter-memLimit: '1Gi'

# event-exporter-cpuRequest: '50m'

# event-exporter-memRequest: '100Mi'

=

# event-exporter max event age.
# # See https://github.com/jkroepke/resmoio-kubernetes-event-exporter
# event-exporter-maxEventAgeSeconds: '10'

# # event-exporter client-side throttling

# # Set kubeBurst to roughly match your events per minute and
kubeQPS=kubeBurst/5

# # See https://github.com/resmoio/kubernetes—-event-
exporter#troubleshoot-events-discarded-warning



# event-exporter-kubeQPS: 20
# event-exporter-kubeBurst: 100

# # fluent-bit CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# fluent-bit-cpulLimit: '500m’

# fluent-bit-memLimit: '1Gi'

# fluent-bit-cpuRequest: '50m'

# fluent-bit-memRequest: '100Mi'

# # Settings for the Network Performance and Map feature.
# workload-map:
# # netapp-ci-net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/
# cpulLimit: '500m'
# memLimit: '500Mi’
# cpuRequest: '100m'
# memRequest: '500Mi’'

=

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8'

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # netapp-ci-net-observer-14-ds additional tolerations. Use the
following abbreviated single line format only.

# # Inspect netapp-ci-net-observer-14-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# l4-tolerations: ''

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.

# # Note: In OpenShift environments, this is set to true
automatically.

# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
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# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# cpulimit: '1'

# memLimit: '1Gi'

# cpuRequest: '500m'

# memRequest: '500Mi'

# # Interval in minutes after which a non-successful deployment of a
workload will be marked as failed
# failureDeclarationIntervalMins: '30'

# # Frequency at which workload deployment in-progress events are sent
# deployAggrIntervalSeconds: '300'

=

# Frequency at which non-workload deployments are combined and sent

=

nonWorkloadAggrIntervalSeconds: '1l5'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"api key", "jwt", "accesskey", "access key", "access-key", "ca-file",
"key-file", "cert", "cafile", "keyfile", "tls", "crt", "salt",

".dockerconfigjson", "auth", "secret"'

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"authorization.k8s.io.subjectaccessreviews"'

# additionalKindsToWatch: "'

# # A comma separated list of additional field paths whose diff is
ignored as part of change analytics. This list in addition to the default
set of field paths ignored by the collector.

# # Example: '"metadata.specTime", "data.status"'

# additionalFieldsDiffToIgnore: ''

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

# kindsToIgnoreFromWatch: ''

# # Frequency with which log records are sent to CI from the collector
# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following



abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# watch-tolerations: ''
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Namespaces (5)

Name | CPU Usage (cores) Memory Usage (GiB) Workload Count
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0:29 AM -10:38 AM
Filter By = Kubernetes Cluster ci-demo-01 » X MNamespace netapp-fitness-store-01 » X Workload Name frontend v (X 7]
Kind Health Pods Storage Labels
Alerts hs @2 Deploys 01 0 Deployment Unhealthy 2f2 ] 5
Timeline Reset Zoom  Bucket: 20 seconds

B @ rontena > O r——

[ | @ catalog > ] 00 .

W
1 1 1 1 I 1 1 1 1
10:30 AM 10:31 AM 10:32 AM 10:33 AM 10:38 AM 10:35 AM 10:36 AM 13T AM 10:38 AM
Compare to: @ Changes Last updated 12/14/2023 1:29:55 PM
Type Summary Start Time Duration Triggered On : name Status
Workloads
© AL-z79510 Workload CPU Throttling 12/14/2023 10:35:00 AM Deployment: Active
|| order catalog
frEnaEs anc0 ens 0 Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes Deployment: Complete
catalog
catalog
4 Chariges and 18 Alerts @ AL-279476 Workload Network Latency- 12/14/2023 10:04:00 AM 27 minutes Deployment: Resolved
RTT High frontend
[ point-of-sale A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1minute Deployment: Resolved
Changes and 4 Alarts catalog
Kubernetes Resources A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM Deployment; Active
catalog
|7 Mamespace (8} " .
A AL-279897 Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute Deployment: Resolved
8 Changes and 8 Mlens
catalog

TY,

ZDOR—JIF. BEHERETN TV BData Infrastructure Insights DERRIICE W TEHBINICEH INE T, B
FEHEA/NTWVEL, BEOFFEENESCHEDET,

TRV T

Data Infrastructure Insights D R TOHEEEL FFRIC. BEV X MIERMIC T IILZ) VI TEET, X—2
LEFT. KubernetesV 5 AR, ZF—LAR—R, T—00O—RDEZANFEIGERLED., HARZ > &E
RLTHED 7 1 LEZZEBMLIEDTEEXT,

i

BEDITAR, Z2—LAR—R, 7—JO0—-RIZTqIILE2%2BALT GRELIMD T 1 LR E—HEIC)
FDISAAEDEFDR—LAR—ZAKNDEDT—IO—RICHTIEALTS—bDEALSAUHRRS
NE¥d, SHICILKRTBICIFE. 957200y I LTRSvI L. SO EGRBNBREESEICTI +—HALE

ER

50



Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I 0

Kind Health Pods Storage Labels
dleit 0 0 8 ety 0 9 Deployment Healthy 171 0 3

Timeline Bucket: 6 minutes

B© o> o 00 0

I [ | I I 1 I I I I ' I
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 245PM 3:00PM 3:15PM

Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
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€ Deploy Failed

Summary
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Reason For Failure
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ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,
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Failed deploy
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metadata.annotations.deploy 2064
ment.kubernetes.io/revision

All Changes Diff

Associated Events

EventLogs

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09
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