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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{
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[ Notifications / Add Webhook

Template Type %%alertDetailsPageUrl%% htlps:;‘f%%cluudlnsighlsﬂuslni;m;%%f%%alerlDetaiIsPagEUrI%
%

Slack -

%%alertTimestamp%% Alert timestamp in Epoch format (milliseconds)
URL @
%%bchangePercentage%th Change Percentage
hnps:{,rhnoks.slack.cnm;service
Y%detected Alert timestamp in GMT (Tue, 27 Oct 2020 01:20:30 GMT)
4 Validate SSL Certificate for secure communication
a : : 96%%id%% Alert 1D
Method
%%note%d% Note
POST v
%%severity¥eth Alert severity
Custom Head
L %%statusi% Alert status
Content-type: applicationfjson
Accept: application/json %%synopsist% Alert Synopsis
%%type¥do Alert type
Message c-_ttievxl S %useridth User id
%%stal}us%% %%userNamede% User name
{ “type":"mrkdwn”, %%0filesDeleted% Files deleted
"text":"*Configured by:* .
%%webhookConfiguredBy%%" %4encryptedFilesSuffix¥%  Encrypted files suffix
1
] %%filesEncrypted%%ds Files encrypted

b
[ " - " "

Custom Parameters and Secrets @

—
‘ Cancel | Test Webhook Create Webhook Nairie Value Deseription

%%webhookConfiguredBy  system_admin_1
%%

Obthslackidieds 000 rerrereemeessssesseseesesses

J—70—F EFa2UT 1 Webhook J Rk R—=2

Webhook J X k R—=ZZId. &HEl. fERE. (EA. X7 -2 £FaUTq. &REEDT «—JLED
RLRENEFT, & TRT—H ] FIDfEIF. &ED Webhook ~ ) H—DERICESVWTELLEITE T,
UFIERT—2 AERDOHITY,

27—5Z 58
OK R ERISHELE LT
403 BTN TLET,



404 URLARDHD FH A,

400 EROEANELLBD EFEA. Xy tE—IEKNIC
IZ—HWH3%BE. COXT—RADBKRRTEINSC
EHBODET, Hl:

* XD REYIA jsone

* FHBEADF—ICEMBEZIRELTVWET, It
E ZIlE. PagerDuty I& TEXE] L
T. critical/warning/error/info D&% = ANLE
o TOMDBERDIFZEIE. 400 R T—X AHNR
INZAEEMNHD F£7,

TV a3 EBORIETI T —, T2 X
I&. Slack TlEtEoI>a YAICRK 10 BD 7 «

—ILRDFAEINE T, 10EZBZR L. 400
AT—RAICIRDEREMDHD £,

410 )Y —RIFBETETHRLLABDELE

TRI&IRE) 7. Webhook W&REIC M) H—SnicBERINAREINE T,

DT ITvI—EBR=IHS, A—H—30x T T7 v I EREERHEIRTZICHTEFXT,

75— kR S —TWebhooki B I Z & 3

77—k R —(C Webhook :BHIZEBMT BICIE. M—oO0—-KREFXxaUFqy > TRUS—) ICEBH

L. BBFEORD S —Z2FRTZD FILWRUS—ZEMLET, 723> €0 3> > Webhook 1&EH
POy TR 2T, HE% Webhook Z3EIRL 7



Edit Attack Policy

Policy Name*

Test-attack-policy

For Attack Type(s) *

Ransomware Attack
Data Destruction - File Deletion

On Device

All Devices

+ Another Device

Actions
Take Snapshot (7

Block User File Access @

Time Period

12 hours

Webhooks Notifications

| |P|ea5e Select

Test-Webhook-1
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Add a Webhook

Name

Discord webhook

Template Type

Discord -

URL @

https://discord.com/api/webhooks/%%discord-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
{

"content": null,
"embeds": [
{
"title": "%%severity%% | %%id%%",
"description": "%%synopsis%%",
"url": "https://%%cloudinsightsHostname%%/%%alertDetailsPageUrl%% ",
"color"; 3244733,
"fields": [
{
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Cancel Test Webhook ‘ Create Webhook
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

=
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BR"PagerDuty® B 2 XY MRIIBMICOVTIIC B 52 THIET L,

PagerDuty®tz v k77w 7:
1. PagerDuty T. H¥—EX>H—EX FTo LI MU ICBEL. + FILWH—EX RZ>ZIUVILFE

o

2. _%El_ZANL. APl ZEEFER ZFRLET, T-EXDEM ZERLET,

Add a Service

A sarvics may reprasant an application, component or team Yol wizh to apan incldants against
General Settings

MName

Description

Integration Settings

Connect with one of PagerDuty's supported integrations, or oreate a custom integration through email or AR Alesms fr
a service from a supported integration or through the Events V2 AP

You can add more than ona integration to a service, for example, one for monitoring alerts and one for change events

Integration Type @ Sekect a foal 4
PagerDuty integrates with nundreds of ooy, including monianing
toolg toiosting Sysiems, Code repoEiiored ang Ospidy DiDalnay.
This may inadive con figuration gtepa in he O] POl dre in el Mg ]
with PagerDuty
Integrate via emall
If yoie monitoring 1oal can send email iz can integratE with
PaperDuty ubng & custom amall podress
(@ Useour APl directly
if you're writing your own inTegration, ule our Events APL More
infarmation ks n cur g EVEIODET BOSumenTation
Evenits AP v2 W
Don't use an integratian
I your ondy Wint incadents (o be manusdy created, You can atways

S00 BOSDoNE! :f';' BUONE LatEr
B "MEXF—ERRITBICIE. [RE)I X T ERIRLEJ. ULTD Workload Security Webhook % ER 9 % &
L. COF—DREICEDET,
4 75— rERRTBICIE. T4>0>FT2 k) £ TH—EX] ICBE#LE T,
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Activity Integrations Workflows

Open Incidents (5)

Status Priority

Acknowledged

Acknowledged

Settings Service Dependencies
All statuses ~ Ga to incident #

Urgancy Alerts Title Assigned To
High 1 Critical Alert: Ransomware attack from user Chandan 55

account

#403982

L]

High 1 Critical Alert: Data Destruction - File Deletion attack from user Chandan 55

account
1403098

Workload Security PagerDuty Webhook % {ER L £ 9

o B8 > @) ICFEl.

e BICIE. T+ Webhooky ZEIRL X,
* Webhook ICEKXDH D12 HITE£ T,
*FUTL—h BT ROy FH T T, PagerDuty k1) H— %&RL £,

* routingKey E WS EZRIDHARARZL NTA—=R =T Ly b EERL. ZDE%Z LR TERL -
PagerDuty Integration Key IZ8%E L £ 9,

Custom Parameters and Secrets @

Name

Yo%routingKey%

Name €@
routingkKey

Type

Secret

Value T Description

EEETEETRT

Value

Description

25perpage v 1-5 of 5

Created *

Today at 4:11 AM

Today at 5:41 AM

M'Workload Security Webhooks) 2 7 7%:#IRL 9. L L) Webhook %
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Admin / Notifications /| Add Webhook

Add a Webhook

Name

Test PagerDuty

Template Type
PagerDuty Trigger v

URL @
https://events.pagerduty.com/%%pagerDutyld%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"dedup_key": "%%id%%",
"event_action": "trigger",
"links": [
{
"href": "https://%%cloudinsightsHostname%%;/%%alertDetailsPageUrl%%",
"text": "%%severity%% | %%id%% | %%detected%%"
}
]l

"payload": {
(L P | PR [T, T, ¥ Ay 'y ey, ¥ 3, T [} Vs
‘ Cancel ‘ Test Webhook ‘ Create Webhook
Webhook#XH D@

* Webhook B TA R % @59 3 ICIE. [Workload Security] > [[R' >—] ICBEILE T, +HERU >
— FIF+EERI O — ZFERLET,

* BROBDHBIRIS—BZANLET,
* MBLRRBIYAT, RID—ZBATE3TNAR BELUVRBERT I av=FERLET,

* [Webhooks Notifications] KO FA 5 > T, WE7% PagerDuty Webhook Z3EIRL £9, R —%FREF
L¥x9d,
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7E: Webhook (. fRETZZETHEDRI S —|ICHRHETZ DB TEET,

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (7]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

=
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Slack [I77—20—K % 2a') 5+ Webhook D
Webhook T2 . A—H—IEHRXEZ 1 X I fz Webhook F ¥ XILEFERAL T

SESELRTIIVT=0 a7 o—bBHNEXRETEET, COR—ITIE. Slack
FH® Webhook Z5&E 3 Bz~ L£9,

COR=DIEH =R N=T 1 DIETZBRLTED, TETNBZARENDHD 7. &HMBFWICOVT
(&, Slack DR F a2 XY FZERBLTIRE L,

SlackD

* AN¥E) https://api.slack.com/appsFi LW 7 FUZEHR L £ 9. BROHZ%81ZIT T T—IXIR—X
ZERLE T,

Name app & choose workspace

App Name

e.g. Super Service

Don't worry - you'll be able to change this later.

Pick a workspace to develop your app in:

Select a workspace

Keep in mind that you can't change this app's workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack API Terms of Service.

Cancel Create App

14


https://api.slack.com/apps

* Tncoming Webhooks] (C#81L. [Activate Incoming Webhooksy %2 ') w2 L. TAdd New
Webhook) ZEIRL T, BB\ IZF v RILZBIRLF T,

* Webhook URL Z#E—L 9, Z®D URL |Z. Workload Security Webhook Z1ER 9 % & T ICIRtT X
ERS

J—20O—KR+tFxa2!) 5T« Slack Webhook % {ER{, 9 %

1. TER) > @ ICBE L. Workload Security Webhooksl 27 %33R L £9 . # L L) Webhook %
BB B ICIE. [+ Webhook] ZERL £

2. Webhook ICEMD H 2 GBI FITE T,
3. FUTL—h AT ROy FH T T. Slack Z3FRL £,
4. FEEHASIE—LT-URLEBED T E T,
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
1
{
Win wom a1 s 1l 2 st ol o el P
Cancel | ’ Test Webhook ‘ Create Webhook
Webhooki#Z D@40

* Webhook 2R TA N> h&@H T BICIE. [Workload Security] > [R') > —] ICBBIL T, +HERUS
— FlIZ+EERID— 01w I LET,

* BROBDHBIRIS—BZANLET,
*C MBLRRBIYAT, RID—ZBATETNAR BLUVBERT I aV=FERLET,
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* [Webhooks Notifications] ROy FHA > T, B Webhook ZERL 9, RUS—ZFRELZXT,

7X: Webhook (. #RE T3 THEDRY D —ICRITECHTEXT,

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

17



Microsoft Teams D7 —2 00— K X a1) 51 Webhook Dl

Webhook ZfERA T3 . I——IZHRXE T X INf- Webhook Fv¥ RILZEFERLT
SEIFERT V=23 IlT7o— b BHZXETEET, COR—I Tl Teams
M Webhook 5 E 9 %l L X7,

@ COR=DREY—FN—T 1 DIETZERLTED. BEESNIARMELAHD XTI, &
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Add a Webhook

Name

Teams Webhook

Template Type

Teams -

URL @
https://netapp.webhook.office.com/webhook/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

™

Message Body

{
"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"themeColor": "0076DT",
"summary": "%%severity%% Alert: %%synopsis%%",
"sections": [
{
"activityTitle": "%%severity%% Alert: %%synopsis%%",
"activitySubtitle": "%%detected%%",
"markdown": false,
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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