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# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On
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=HEELF7,

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"
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Jolokia APl Z /B9 % & 5 (C TaskManager 18T 21213, / — R TRORIFEEHZFRKE L. TaskManager
ZHEELEd,

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

Jolokia (8778) ICIFBIDR—bZFIRTEEXT, Jolokia ZAVITRIHDAZ 1P
NH23%EIE. TIRTZFvyF) % 0.0.0.0 ZHHED 1P
ICBEMABZCDTEXT, CD 1P & Telegraf
To20ADSTIERATEIMHEDNHDCITFRELTLIEEL,
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ROA TS T R EEDAT Y Z—DIESNET,
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Hadoop 7—X L U X —

Data Infrastructure Insights (. CD7—& JL & —%{EH L T Hadoop B5 X k1w
JINELFT,

1A=L
1. Observability > Collectors »*5. + Data Collector 2 ') w2 L %9, Hadoop ZEIRL X9,

Telegraf T—S T MAA VR E=ILENTWVWBARL =T VT SRATLERIITIY T+ — L% &
RLFT,

2 RERADI—S Vb EFLEAYVIAR=ILLTVWARWEES., FLENOARL—F0 VI RATFLFIZ
TSV RN ITA—LBOI—CI Vb EA YA M—IILT35EAIE. [FIEZRF 227Uy L TEBELE
o "T—U TV hDA VR ~—)L"SHEAZ,

3. ZDFT—42 AL IVARX—THEARATRZII—z b 79X F—%2FRLET, +I—V b 791X
F—REVEI)YITRE FILLWI—SI Vb 798X F—%2BMTEET, R~ IS5+
2 TF—R AL IA—% 0SITS Yy T A—LREICTIN—TMTRIH5EICOHI BRDZDI—JT b
TR F—%FEHELET,

4. BREFIBICR-TT—2 ALV 2—%BRLET, FlEIZ. T—R2WREICEALTVWEARL—FT0 >
SATLERIE TSy R ITA—LOBEICE > TELADET,

[Hadoop D& E] [Hadoop DERTE]

tyh7vS
5227 Hadoop DERICIZ. XOOAVKR—Y D EENET,
* NameNode: Hadoop 2387 7 1)L ¥ X7 L (HDFS) D 7S 4T ) AT Lo —E®D DataNode L
9,

* £H A1) NameNode: X1 > NameNode D7 #—L 7 =1 )LA—/\—, Hadoop Tl&. NameNode N\
DARBITIBEHIICIFITONEEA. £H A1) NameNode &, BHEICIGCTHRIETE S LIS
NameNode h51EHRZINEL £,

* DataNode: T—4X DEEDFIEE,

* ResourceManager: A>Ea—71 7 7754<) X7 L (Yan), —#E®D NodeManager ZiHE L £
ED

* NodeManager: A>Ea—FT4 > D)V —R, 7FVIr—>30%RITS 3KREDE.
* JobHistoryServer: IRTOY 3 JEEBEED) VT X b 2MUBT 31882V T,
Hadoop 7357 >id. Telegraf @ Jolokia 7574 VICEDWVWTWEY, §ATD Hadoop AVR—F> ~

NOBEREZNET BZIHVEDNH B /H. IANTOIAVR—3> kT Jolokia #ZHT JMX ZHE L TREAT 24
ENHOFET,

B
#lE Hadoop N—2 3> 292 ICR L TRFEIN ZF L
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Ty cTwS
SaOFFI—JIvhIyv—

IARTOMEFAVR—R> MMIDWT, Jolokia T—J x> hjar Z7MILON—=23 0% A0 O—RT 3%
BERHDET, TARARD/N— 3 iE"Jolokia T—J >k 1.6.0%

LUTFOFIETIE. #o>0O—K L7 jar 7 7L (jolokia-jvm-1.6.0-agent.jar) H' '/opt/hadoop/lib/’ DIFFRICED
BINTVWAZCZHIIRELTVWET,

*—L/—F

NameNode % 5% L T Jolokia APl Z/~F 9 B Icid&. <HADOOP_HOME>/etc/hadoop/hadoop-env.sh TXRD
KOICHRELFT,

export HADOOP NAMENODE OPTS="S$SHADOOP NAMENODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DV SV NV

75> 4'1) NameNode ' Jolokia APl Z/NFAT 3K SICERET B I
I&. <HADOOP_HOME>/etc/hadoop/hadoop-env.sh TRD XS IZEREL £9
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

F—g ) —p

Jolokia APl Z /"B 9 % & 5 I DataNode Z#A9 %ICI&. <HADOOP_HOME>/etc/hadoop/hadoop-env.sh T
MDEDICRELEF T,

export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.
DY —=AXX—=T v —

ResourceManager 1' Jolokia APl Z /2T 2 & D ICERE T B ICid. <HADOOP_HOME>/etc/hadoop/hadoop-
env.sh TRDKSICHELF T,
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

J—REXYX=Tv—

Jolokia API Z /2B 9 % & 5 IC NodeManagers Z 18 d % ICId. <HADOOP_HOME>/etc/hadoop/hadoop-
env.sh TRDKSICRELF T,

export YARN NODEMANAGER OPTS="SYARN NODEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.

adBEEY—N—

JobHistoryServer A' Jolokia APl Z 2f9 % & S ICERE T S ICI&. <HADOOP_HOME>/etc/hadoop/hadoop-
env.sh TRDKSICHEL XY,



export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS

-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0

-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p

assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch

all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from

the telegraf plugin. You can use the option '-

Dcom.sun.management . jmxremote.authenticate=false'

authenticate. Use at your own risk.
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1. Observability > Collectors H'5. + Data Collector #2 1Jw 2o L %9, HAProxyZ#ERL X7,

Telegraf T—J Y bAA YA M—ILENTWEIARL =T 4 2 SRTLFRIFTZY T+ —L%ZEE
RLET,

2 NEADI—Cz Y b2 EEAYRAM—IILLTWRWEE, £EROARL—T 4 VIS RTLER
TS5y I4—LBADI-SI b2 YA M—ILT 356, [FIEZERR Z22) v LTERLE
Yo "T—J TV DAY ~—)LEHEAE,

3. 2OF—42 ALV R—THERIZII—z b T7IOEX F—&&RLES, +I—2z Vb TIEX
F—AREYZIVYITBRE FHLLWI—J Vb POEIF—ZEBMTEET, XXM TZ307+
A T—RALIR—%Z 0OSITZ5Y b T #—LRIBEICTIN—TIT BHRICDH. EHEBI—2 Vb
TIOER F—ZFRALE T,

4 BEFIBICK-TT—2 LI 2—ZBHLET. FlRIZ. 7 -2REICEALTVWEARL—Ta 2T
SRATLERITIY T A —LOBEICE>TERD XY,

[HAProxyz& %]

Tty b T7v T
Telegraf @ HAProxy 5% 1 > I&. HAProxy Stats DBEMLICHKIEL TWE T, ik HAProxy (CHEAA
ENFBRTID. ZOEEFTIEFENCAE>TLWEHA. BMIT D L. HAProxy 75U TRRLE

D, $RT®D HAProxy BRD AT —RZ X ZMHETB7=HDICRILAEYI LIEDTES HTML T Y KRR >
FERFRALET,

Hifat:
I HAProxy N—2 3> 1.94 ICX L TRAFEIh F LT
Ty b7y

HETZBWICTT BIIE. haproxy B 7 7 ML ZziREL. MEBOI—HY—R/I/NAT—RFELV/FIE
haproxy URL Zf L T, 'defaults' £ > 3 > DRICRDITZEML £9,

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

LRI St BB > TV SEBRILSNIBR T 7 1 ILOHITTS,
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global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%9080
bind *:9080

default backend servers 2

backend servers
server serverl 10.128.0.55:8080
server server?2 10.128.0.56:8080

backend servers 2
server server3 10.128.0.57:8080
server serverd 10.128.0.58:8080

check
check

check
check

ssl
ssl

ssl
ssl

TENODRFIOFIBEICDOWVWTIE. "HAProxy RF 2 X > k"

ATV NI VR—
RDFTOTO PEEDAY Y E—DIESNET,
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kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (..M dM) A e ST Pl Production Best Practices i@

Installation Instructions Need Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

ustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.

operator-setup.yaml - Create the cperator's dependencies.

operator-secrets.yaml - Create secrets holding your AP key.

operator-deployment.yaml, cperator-criyaml - Deploy the NetApp Kubernetes Monitoring Operator,
operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

Kubernetes |Z Kubernetes Monitoring Operator T—> 1> b %=1 > X b—)L 9 3 FE:
1. — BNV RR—B BT EBMEANILET, BLHABHT v T L — RUFID Kubernetes Operator
HMoDFZEIF. ALV R -3 e4aZEfEFERLE T,
2. Iz ANTBEe 4U2O—RF ARV E AZRY b7 )y TR—RICOE-TE XY,
3. =Ry b% bash 71 > R IICBED (T TRITLE T, Operator 1 A b=JL Z7 LD AT >O—
FEINET, AZRY MIFE—EOF—DHD. 24 FEBEMTH D CITEFRLTLEET L,

4 ARBZAL VRS KD ERIFITZAR—F VRS NIDBHBZHEIF. T3 >D Image Pull =Ry +
ZAE—L. bash > TILICBED T TRITLET, A1 X—JFTILIES. ENZTITAR—F URD
FUICOAE—=LEYT. BIRLET T AINA—EEZHIFL TSV, operator-deployment.yaml A
MDINR & operator-config.yaml AD docker VR M UREZEFHLE T,

S MEIIL T, FAFINTIAR—b URI MURELEDHArIae BN A 7> 3 vz L £9,
FRICOVWTIE, "wEA T3,

6. ZfEH TEI/c5. kubectl Apply R=_w bz IE—L. #7>0O—FLTEITL T, Operator 27 70O
TLEY,

1 AYZ=ILIZEEFMNICETLE Y. BT LS. RN REZYZ2 7 )y I LET,

8 AYVXAM=IDRT LS. RN REZ>E IV VI LET, operator-secrets.yaml 7 7 1 JLH 4 F HIBR
TEHIN REICHEREFELTLREEL,

ARZLIVRD M) ZBRHEDIHFEIF. UTZ2ERALIEE W, NRAHLITZ A X—FDocker )R 1) %

39


telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html

ERT %
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Data Infrastructure Insights Kubernetes E=X 1 > 3. RD 4 DDE=ZR') >4 AVR—3 > FTHERIN
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DA T a3y OAVR—%> ME. & Kubermetes AL 74— IS LTT 7 AL ETEMICE>TVWET,
BEOIOLIZZ—ICRLTOYR—32Y FHARELR L HE L 1-1841%. Kubernetes > Collectors |ZF£&)
L. BEEOARICHZALIEZ—D 3 DD KRy b X=a—H5 Modify Deployment % &R L TEMICT 3

CENTEET,

NetApp / Observability / Collectors

Kubernetes Collectors (13)

Cluster Name T Status
au-pod A Outdated
jks-troublemaker Latest
oom-test A Outdated

Data Collectors Acquisition Units Kubernetes Collectors

View Upgrade/Delete Documentation (7 i OIS EY QI (LT = Filter..

Operator Version Network Performance and Change Analysis
Map
© 1.1540.0 O 13470 © 1.162.0
1.1579.0 N/A 1.201.0

@ 1.1555.0 N/A i) 1.@ Modify Deployment

EEICIEEIVAR—32 Y FOIREFEORENFRRIN. BEICHLCTEFOIALIZ—DAVR—RY M EEHE

TIEBMCTBHIENTETET,

kubernetes

Kubernetes

Cluster Information

Modify Deployment

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online

Deployment Options

Network Performance and Map
Event Logs

Change Analysis

Cancel
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S DKubernetes E=4 ) V5 ARL —Z—ADT v 5L —R
DIl FyoaRRg>7ywTIL—RK

DIl Kubernetes Collectors R—H'5 Kubernetes Monitoring Operator Z# 7w 7' L— R TE X9, 7v 7Y
L—RIBVFREZ—DHEICHBIAXZa—%z07)v o L. T7vFIL—F] Z&8RLFT, ARL—F—&
AXR—DEBLERIAL. WEDA VA M—ILORFy T a3y bzZERTLT 7y FIL—FRZRTLET,
BAURIZ, ARL—F—DRT—2AN T7yvFTL—RETH) H'5 TR ACEITL TV DL HERR
TEXJT, IT—HRELLBEE. FHlERTIZICIIIS— XT7—RXAZHERL. ATOFv>a KA
YTYTIL—RDEZ TN a—FTa v IREBBLTIIESL,

TIAR=—MIRIEVIZEBZ Ty 2RO Ty FIL—R

ARL—=BF—DBTSAR=—K VRIS M) ZFERITILSICEBHINTUVWRESIE. ARL—F—DEITICH
BERINTDA A= EZDOBLNIRD M) THERAARTHSI 2R L TLEETW, 7y TIL—R

TOEXRFICAX—IHFRELTVWBRTEDICT T —DRELIBEEIE. A X—=2F VRS MIIZEMLT. 7
v L—REBHEITLTLKETV, URSKMIICAX—JVERLET7 Y TO—RT3ICIE. XD K Silcosign
V=ILZFEBLTLETV, 3AF2a >V ARL—BFAA=CHFTS5AR=FIRI MIICT7y7O—R >

AX=DTINAZRY FTHERESNILEIRTDAAXA=—COESRZ 7y 7O—RLTLIETL,

cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

VEIRFLTW A=Y arvica—LNy T3

Ty aRay 7y T L—RFREEEBLTY v 7L —FL. 7y T7IL—FRR7 BURICRED/N—

DY DARL—E—ICBENRELIBRIE. Ty TIL—F TOEIRUIERSNIZFy T3y b

ZEALT. MRIRTLTVWIN=2a VAUV L—RTEXRT, O-IANYITBEI T REZ—DHEICH
BZARZa—%Z7Uy oL, [B—LANYI]Z&ERLET,

FH 7Y IIL—F

BXF D Operator |Z AgentConfiguration W'MEE T 2D ESHZHIB L £9 (BEIZERBD T 7 2L kD netapp-
monitoring THEWEE &, BYIRARIZEMICESHRAEY)

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
_AgentConfiguration HFETIHS .

C A VA L—IIBFEDOARL—BREIDBRFDAR L —2EBELF T,
CMTRFDAVTFAA—VERRTEZNARZL VRIS M) ZFERLTVWBI5E,
AgentConfiguration BMEIE LB WBE ©
* Data Infrastructure InsightsiIC & D TERMSND VS AX—BE XELEFT (REIZEEIT 7 AIL LD
netapp-monitoring THWEEIE. BEYALREZEBMICESHEI TIIZTW),
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kubectl -n netapp-monitoring get agent -o

jsonpath='{.items[0] .spec.cluster-name}'
* BEE®D operator DNV I TF Y TZEMLET (BBIZEEDT I AIL LD netapp-
monitoring TARWEEIE. EYIRAEIERICEIHRRAEY).

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, 721 VXA k=)L
SEEFEDARL—Z,
* <<installing-the-kubernetes-monitoring-operator,-f X L—]JL
SSERATDARL —R—,

cBLIZREZ—%=ERALET,

° BRFTD Operator YAML 7 7/ LA D >O— R L7, 704 9 38i1lC. agent_backup.yaml |2
BHRAEAIA X% AT >O— R L= operator-config.yaml |[CFEHEL £ 9

CMTEMDAVTFAA—TJZRETE2HARRZL VRS M) ZFERLTVWS5EE,

Kubernetes =% 1) >4J AR —X—DELL L EH
Kubernetes E=4 ) V45 AR —2—%=1ET 3ICIF:

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0

Kubernetes EZA VY ARXRL—X—%EEFHTBICIE:

kubectl -n netapp-monitoring scale deploy monitoring-operator —--replicas=1

TUAVAR=I

Kubernetes E=4 ) >0 ARL —X2—%HIFRd BICIF

Kubernetes E=ZX ) VT ARL—2—D7 7 #)L b DHAEIZERIE Tnetapp-monitoring] T2 Z CIFREL
TLETV, BHEOARZEBZREL TWEHEEIF. CNAS5DAT Y REEBEDIRTOOIY Y RELUV T 7
T TEORAIEBMZEIHRAF T,

BERARL—2—DFHLWN=2320F ROORYRTT VAV AM=ILTEET,

42

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>



BRHRARL—Z—DEADR—LAR=IIITTOCTINTWVWEIBEEIF. F—LAR—IZEHIFRLET,

kubectl delete ns <NAMESPACE>
=
RYDIAIXVRT TDY—ZXNREOMDFEAI CIRESNZEIE. ROFIEICHE> T, BEREANR
L—R2—DOFWN—=23> % 7oA R—=ILLTLEEL,

UTFOEIAT Y RZIBHICETLET. WEDAI VYA M—JLICE2TIE. CTNSDOIATY RO—EH 4TS
TV MDRODMDFHAI EWSAyvtE—CHIRTIGEDRHDEFT, CNE5DAyvE—JIFERL THRIED
DEH A

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

Txal7a AVTF XML UEICER SN TV R5E:

kubectl delete scc telegraf-hostaccess

Kube-state-metrics(C DU\ T

NetApp Kubernetes Monitoring Operator (. D1 > X 2> X & DFEEZ BT 5 T IZIEE D kube-state-
metrics #1 A —JLLF T,

Kube-State-MetricsDEFMHIC DUV TIE. UTEZSBLTLIET L, "COR—I",

ARL—RZ—DREINAZAIA X

oDt aviiid. ARL—FX—BEDOHARAEZIA X, 7OFSDRE. hARXLEXIETZAR—F
Docker J/RT kU OfEA. OpenShift DIZEICEET 3 IBHRASENTULET,

[—]

BREAF Tay
BOEBRICEEINSZERTEIE. AgentConfiguration DALY — A THERTEE T, ARL—4—%F7

A 9 3HiIC. operator-config.yaml 7 7 1 L ZRELTID )Y —RX%ZR/ETETET, DT 71 ILICIE
AXYET7IRINEREDFANEENTVWET, VA MEBRZ"FIHAELARE" TR —X—DORFH/N—D
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32,

ARL—F—%7 7O LB ROIX 2 FZ2FERALTIOVY — XA Z2imEITEZEDHTEET,

kubectl -n netapp-monitoring edit AgentConfiguration
T7OA4ENcARL—F—D/N—I 30D AgentConfiguration
ZHR—ELTVBIHESHZRHEETBICIF. ROOATVRZRTLET !

kubectl get crd agentconfigurations.monitoring.netapp.com
Mt—N—Hh5DIF— (NotFound)

1 EWS Xyt —UHQRRENTHEIE. AgentConfiguration
ZERTBIRICARL—F—%ZT7 v I L—RITIBENRHBD FT,

TOF>HR— bDOERTE

Kubernetes E=X ) VT ARL—Z—%A VA M—=ILT2HIC. THY M LETTOF O %FERATE D50
lZ22o0HDFET, TNSIFEILTOFY PXTFTLTHIGELHNE. OTOFY S XATLTHDH5ED
HOET,

* A=) =R 2=y bOERTH ( Teurs ZfEA) IC. RZRY FHARITENS L X T Li%ZData
Infrastructure InsightsIRIBICIERT 9 27O ICRERTOF
* &—%"y  Kubernetes 77 5 X 2 —h'Data Infrastructure InsightsiRIZ L IBE T 3 1-DICKER IOF >

_NsOVWIThhXRIEmEAICTOF > ZFHE T 5HS. Kubernetes Operating Monitor 1 >~ X b —JL§ 3
Il ¥ 7OF T H'Data Infrastructure InsightsIRIBE D RIFRIBEZHFI T3 L JICBEEINTVWE Lz
BRI I2HELHDOET, TOFHHD. Operator 1 VX k=)L F B H—/N\—/VM H5Data
Infrastructure InsightsiIC 77 7 £ X TE 3B HIE. TOFVIEEYNCHEE SN TWVSETEEMENH D £7,

Kubernetes 7 RL—7 4 >0 EZX—DA VA M—JLICERT 2 7OF DLW TIE. Operator 1 > X +
— L9 BHIIC. http_proxy/https_proxy IRIEZ=HREL £T. —SBDFOFZERIETIE. no_proxy
environment BHRE T 2VELHIHENHD 9,

B HRET BICIE. Kubernetes E=X ) VT ARL—A—% A VA M=)LT3H1IC. AT LTROFIE
ZRITLET,
1. WEDI—H—OD https_proxy & KT/ E7=13 http_proxy IRIBEHEZHREL 95

a vy b7y 73 7OF VIR (A—Y—R/NXT—R)HEVGEIF. KOOIV REERITLE
ED

export https proxy=<proxy server>:<proxy port>
oY NPy TTRTOFDICERE (- —%/NIXT—R)
NH3%HEIF. ROARY FZRITLET,
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export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes 2 7 X 2 —h'Data Infrastructure Insights B L BE T 2 1DICER T2 FOFICOVWTIE. C
NS5 OFEE TR THAT#. Kubernetes Monitoring Operator -1 > X F—JLLTL 72& L\

Kubernetes Monitoring Operator = 7 01 9 2 HilC. operator-config.yaml @ AgentConfiguration @ 3 <
O a ERELET,

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

HRBALFTE TS5 A4 ~RX— tDocker') 7R b1 DfER

T 7 # )L b Tl&. Kubernetes Monitoring Operator (&Data Infrastructure Insights J 7R UM S > 7F 4 X
—JHETILET, BEROZ—4w b LT Kubernetes 7 S5 XA —HMERINTHD. DI XEX—H'A
ARLFETZAR—F Docker VRS MU FEOAYTFH— LPRMNIDSDAAVTFHF— A X—%

TILTBLSICBRINTVRIESIE. Kubernetes BEfRARL —R—|CMBRIAVTFHF—A\DT7 I %1E
RS 3HENRDHD XTI,

NetApp Monitoring Operator ¥ Y XA k—JL ZAILHS T4 X—= FIL AZRy by ZRTLET, COOX
> Ri&. Data Infrastructure Insights 7RI FUICAT A Y L. ARL—R—DIRTDA X—JKEFHERE
ZI)L L. Data Infrastructure Insights V7R R DSOS 70 L ET, 7OVT MHRREINIS, S
NIZVRS PV D—RNZAT—RZADLET, COOAIVRIE. AT aVEE S0, AXRL—2HMER
TERIITRTDAAXA=DZ AT AO—RLET, CNSDEBRAEDIEBEICERSINTULBEMNMCIDOWTIE. UTF
EBBLTILETL,
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A7 FARL—A2—EEE ¥ KubernetesE=4% 1) >4

* netapp 1R

* ci-kube-rbac-7OF >
* ci-ksm

* ci-telegraf

* F4XbOLRIIL—ba1—H—
ARy +OY
* ci-fluent-bit

* ci-kubernetes-f XY kT AR—K—
IYRT—=IONTA—=IREIVS
* ci-net-A JH—/N\—

BERYS—|IR>T. ARL—R—D Docker 1 X—% TFS5A4R—hO—HIIT>A2—TZ A X Docker
DR EIIZTyoalfxzd, VRS FIRDINSDAX—=JSADAAX—= ZTeT 4 LT M) INZDN
Data Infrastructure Insights J /R U DHDE—HL TWVWB e ZHERBL £,

operator-deployment.yaml @ monitoring-operator 7 704 X > hZHREL. IRTDA X—CBREZZEL
TFSA4~R—k Docker USRI M) ZERLET,

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

#FL L) docker VR MU DIBFR%ZE RIRY B & SIC. operator-config.yaml @ AgentConfiguration % fRge L £
o TZAR—FMURT L BEDFH L) imagePullSecret Z1ER L £9, FMICDOWVWT

|&. https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/ B8R L TL 2 &
Lo

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-—
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name
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https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

EHNXXT—REDOAPI 7oA =0

—EWOTRIE (FOFTURY FRY) Tl Data Infrastructure Insights docker 1) 7R k1) DREF/N XD —
ROAMETY, 1 VA M—ILEICUI TRESINZ/NRAT—RIF 24 BEDAEMTY . ENZFERT IR
DIC. API 712X =20 2% docker IR FUNRT—RELTHERTEXT, CD/NXT—RIE. AP

TIOERS=O DB THIROBEMTT . COFEDENDLDICHLVWAPI 7V =0 V2L

THLD. BIEOLDZFATICHTETET,

"CELEBHALTETVWFHLVAPIZIEI =0 V2B T 2 FIBICOVWTIE. CHE5Z BT,

A > 0O— R L7 operator-secrets.yaml 7 7 A LH'SBIED APl 7 V2 X b—20 > ZzimEd3I1ICIE. 21—
— U TERITTEET ¢

grep '\.dockerconfigjson' operator-secrets.yaml |sed 's/.*\.dockerconfigjson:
//g' |base64 -d |jq

RITHDARL —Z—A VA R=ILHSBFDOAPI 7 VA =0 % BT 3ICIE. I—F—IZUTERIT
TEX9

kubectl -n netapp-monitoring get secret netapp-ci-docker -o
jsonpath='{.data.\.dockerconfigjson}' |base6d -d |jqg

OpenShift DF|E
OpenShift 4.6 UPETERITL TW BB &L, operator-config.yaml 0 AgentConfiguration % $RE L T
runPrivileged SREZBMICT D2HENHD XT ©

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

Openshift (. —EB®D Kubernetes AV R—R>Y bADT 7R %ETOv I T 2AEMHODHZEMDEF )
Ta4 LRNILERETIHEENHD £7,

BRUER

netapp-ci-telegraf-ds. netapp-ci-fluent-bit-ds. & & U netapp-ci-net-observer-l4-ds DaemonSets (. TRXTD
J—RTT7—RZIELKWXETREDIC. VFRAZ—HADIRTD/ —RTRYRZRTDa2—I)LT3HEN
HBDETo ARL—F—F. W< ODDELKHONT FR ZHFRITDLDICHESNTUVET, /—RICH

ABZLTAYRZRELT. Ry RBNIRTD/ —RTEITINBVLIICLTVWBRHESIE. EN5OT1 Y
ML TR EERTE £9, " AgentConfiguration R"o T XZ—ADIARTD/ —RICARZL T
1Y M ZHEALIEGEIE. ARL—F— Ry REATDa—I)LLTERITTEFRELSIC ARL—EF— 770

AXY MIBERFRMELEMT I2HBENRHD X7,

KubernetesiCDWTEFL K KB F5HEER"
R 3" NetApp Kubernetes Monitoring Operator D1 > X k—JL* R—"
MBICDOVWTOXE

Kubernetes E=ZX ) VT ARL—Z—NISAZ—LETO—U Ly bERRTIERZHIRT ZICIE. 1
> 2 b—)LaiIC operator-setup.yaml 7 7 A ILHSXRD Y — X =HIBRL £,
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ClusterRole/netapp-ci<namespace>-agent—-secret
ClusterRoleBinding/netapp-ci<namespace>-agent—secret

Ty TTL—RDFEIR. IFRZ—D5UYV—XBHEIRLET,

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

ZERHDEMICHE > TWBIHEIE. AgentConfiguration % 7=\ operator-config.yaml #ZE L T, ZEEIE
Yo a>oaXY bR L. BEEIEE IS 3 VDI kindsTolgnoreFromWatch: "'secrets™ % &8 £
To COTICEITZ—EF AR ZEFATOFERELMUEISEFEL T LEL,

change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

Kubernetes €= 1) 25 ARL —4— A4 XA—JBLZOREE

ARL—=BRZDAA=—JEENDEBEAT DI INRTDEEA X =TI, NetApplc K> TEHINTVET, TV
A2 b= JLA0IC cosign YV —ILZER L TA X—JZFEHTHIEL =D Kubernetes 7 RIwv> 3> O> k0O
—S—ZEBRLIEDTBZENTEET, FMICDOVTIE. "Kubernetes FF a2 X > "y

A A=V ELDORECERINZ BRI, EZRV VT ARL—F—DA VA =L 21D TF T 3
VIFRL=R— AR=D7TSANR=—F VRS KVIZTYTO—R > A X-—DBZNHHE TAFTEE
ER

AAXA—DELEFIHTRIET BICIF. ROFIEZEITLE T,

1 BHRTINZAZRY hZ2IE—LTEITTS

2. RS MINRT—REIE-LTFOY T BRI EINIESANDLET

3. A X—UEBLN\FHE (FITIF dii-image-signing.pub) ZREL F7,

4. cosign ZERAL TAAX—CERIEL T 9. HEBRHOFERAIZBRL T TV
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$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> —--
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]
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Kubernetes E=Z&X 1) > ARL —4—DHFRERICRBIARELIZBRICH T LIFRDEED TY,

R Iz LTI L

Kubernetes kiR ) 2 —LERETBZ /Ny I IV K FBICHKE > THEFED Telegraf T—2 x> b7 2A
AML=2 FNAZRBONAN—) 2T EGENRER YA S—ILL. &FD Telegraf T—> x> b ZEBA
INEHA. FLD Kubernetes ki) 2—LAld. X VX b—=JLLEJ, Telegraf N\— 3> 2.0 LUBF%EfE
fL— H—N—DRIAMEZFERALTERINT ALTWBAHRELHD. Kubemnetes 7 7 XZ— X b
WEd, L — < HhiData Infrastructure InsightsiCk > TP U 7«
TICERINTVIRENHD £7,
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AOJICIERDE S BA Yy E—IHRRENET:
E0901 15:21:39.962145 1 reflector.go:178]
k8s.io/kube-state-metrics/internal/store/builder.go:352:
*v1.MutatingWebhookConfiguration D—E& %S T
FEATLI H—N—@FERENEVY—XZRD
T3 2N TEFEEATLIZ E0901 15:21:43.168161
1 reflector.go:178] k8s.io/kube-state-
metrics/internal/store/builder.go:352: *v1.Lease D —
EXRSCTEEFEATLE H—N—EBKRE NV
V—RZBDIFBZ N TEEHATL (get
leases.coordination.k8s.i0) 7% &

Telegraf "BRDESBIT— Xyt —IDHRRE
NEIH. Telegraf FHBI L TEITEINFT: Oct 11
14:23:41 ip-172-31-39-47 systemd[1]: Started The
plugin-driven server agent for reporting metrics into
InfluxDB. 10A11H 14:23:41 ip-172-31-39-47
telegraf[1827]: time="2021-10-11T14:23:41Z2"
level=error msg="F ¥ w217+ Lo b DIERICK
B L % L7 [etcltelegraf/.cache/snowflake. err:
mkdir /etc/telegraf/.ca che: #EfRDET INF L7, &
FAEInELE\N"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegraf[1827]: time="2021-10-11T14:23:41Z2"
level=error msg="BAITEFHA TLTo EEINEL
7=. open
/etcltelegraf/.cache/snowflake/ocsp_response_cache.
son: EDELDIBRIT7AINERIFTA LI MIIEHD
£t A\n" func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" Oct 11 14:23:41 ip-172-31-39-47
telegraf[1827]: 2021-10-11T14:23:41Z I! Telegraf
1.19.3 DiCEy
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DX yt—2 & Kubernetes /N—2 3 > 1.20
K% T kube-state-metrics /\—> 3> 2.0.0 U E% =X
TLTLWBBRICRTINZ BN T,
Kubernetes M/N\—<0 3 > BUF S B IC1&: kubect!
version kube-state-metrics D/N\—2 3 VZEUS § 3 1C
|&: kubectl get deploy/kube-state-metrics -o
jsonpath="..image}' CN5D X vEZ—IHRRINE
W&k DICT B ICId. I —H —I& kube-state-metrics 7
TOAMXYEZZEBLT. RO —XAZHEMICT S
&M TE X9 mutatingwebhookconfigurations
validatingwebhookconfigurations volumeattachments
resources BERIICIE. XD CLI 5|8z FEHTET XY
resources=certificatesigningrequests,configmaps,cron
jobs,daemonsets,
deployments,endpoints,horizontalpodautoscalers,ingr
esses,jobs,limitranges,
namespaces,networkpolicies,nodes,persistentvolume
claims,persistentvolumes,
poddisruptionbudgets,pods,replicasets,replicationcont
rollers,resourcequotas, secrets. services

. statefulsets. storageclasses T 7 #J)L kDY —X
DR BMEIROEEDTT:

"certificatesigningrequests. configmaps. cronjobs.
daemonsets. deployments. endpoints. horizontalpo
dautoscalers. ingresses. jobs. leases. limitranges
« mutatingwebhookconfigurations. namespaces. ne
tworkpolicies. nodes. persistentvolumeclaims. persi
stentvolumes. poddisruptionbudgets. pods. replicas
ets. replicationcontrollers. resourcequotas. secrets
. services. statefulsets. storageclasses. validating
webhookconfigurations. volumeattachments”
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9o FMICDLTIX. OpenShift DFIEZEZSIE L T
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Telegraf ReplicaSet 7R R, ¥ XX —F 7|3 eted
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LTWE 9, ReplicaSet Ry RHACNS5D/—RD
WINHDTERITINTULAWESIE. CN56DIT—
BREELEFT, YXX—/eted / — RIC taint B'H 3 H
EOWZEMHRLET, €58 DHEIE. Telegraf
ReplicaSet (telegraf-rs) ICHBAFREHF % BN L £
9o Tz R, ReplicaSet Z#RE L £ 9 ... kubectl
edit rs telegraf-rs ... L C. BYIRHFBEZ THKICE
MLZET, XIC. ReplicaSet Ry R=BiEE L £
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Kubernetes ¥ 5 X2 —7h' Pod Security Policy (PSP)
#7213 Pod Security Admission (PSA) % & L 7-IREE
TEITINTVBIHERIF. RHFTD Kubernetes
Monitoring Operator |77 7J L — R §23HEHH
D£9, PSP/PSAZHR— k9 3IWED Operator
W7y T L—RT3ICIE ROFIBICREWVWE T, 1.
7oA YA = )LUFIOBERA R L —&R—: kubectl
delete agent agent-monitoring-netapp -n netapp-
monitoring kubectl delete ns netapp-monitoring
kubectl delete crd agents.monitoring.netapp.com
kubectl delete clusterrole agent-manager-role agent-
proxy-role agent-metrics-reader kubectl delete
clusterrolebinding agent-manager-rolebinding agent-
proxy-rolebinding agent-cluster-admin-rolebinding 2.
A VA L= LEBEBARL—ZDRHN—-T 3>,

1ROAR Y RZFRALTI—C oY b ZRELE
9 kubectl -n <name-space> edit agent 2. security-
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kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs

<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

—-containers=true
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IF. RNA—FRILN—=232 4180 KD/NEWVWT
9", "time":"2022-11-09T08:23:08Z"} ---- * Net-observer
Ry RTIE. Linux A—FRIL N=2 3 ohhaEced
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BERXEU L CPUDMERARIGETH B R L F
3_0
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fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- lvar/log/containers/netapp-ci-event-exporter*.log
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R

Fluent-bit R RAVRD IS —TRBLTVWET:
[2024/10/16 14:16:23] [error] [/src/fluent-

bit/plugins/in_tail/tail_fs_inotify.c:360 errno=24] fg\L\ T

W37 71ILHZ T T XY [2024/10/16 14:16:23]
[error] A7 tail.0 OFEAMEICEBL £ L7

[2024/10/16 14:16:23] [error] [engine] AFID#IEA{LIC

KBLELL

Telegraf DS 7R Rid. TLS SEFAZ %R TIT AL\
I kubernetes AT ST A4 VD HTTP UV IR~
ERITTIBRVICICEETZIS—2HRELTVLE

9, fl: E! [inputs.kubernetes] 754541 >DIT5—:
HTTPU T A FDXEFRICTZ—HEELFL
f="<a

href="https://&It;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet_IP&gt;:10250/stats/

summary":</a>1§%"<a

href="https://&It;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet IP&gt;:10250/stats/

summary":</a>tls: SEBAE DIRFEICKEL &F L 7e:
x509: IP SANA'ZENTWLARL:
8. &ltkubelet_IP&gt; DEEFAZE Z IR TE FHA
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75 22—AD fsnotify HEEZBELTHET,

sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take
note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>

Fluent-bit Z Bi#cEI L £ 9,

AR CNSDRELE / — ROBRSEDHFITDIC
I&. Jetc/sysctl.conf IZRDITZBIMT ZHENHD F
ER

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some
thing larger than current setting>

. kubelet "EEEBLHMAZEZFEAL TLS5E
B BIWEIFIBE SNIFIAZDIEREZED
Subject Alternative Name ') Z ~|Z <kubelet_IP> H'&
FNTVWEBWERICEELEF T, ChZfRTBIC
[F. A—H—FX"T—2 > MMER"

. telegraf:insecureK8sSkip Verify % true |Z5&E L £
o ZHUZEKD. Telegraf AT S5 1 Uhi&iEZ X
FUTITBRLSICRESNET, HBAIWE. I—H—
IEkubeletZ XD LS ICRET D ENTEERT, "
—N—=TLST—rX Sy I"Thilk

D. Tcertificates.k8s.iol APl h5 DIEAAEERD ~
DA—NFET,
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error=unable to open database file [2026/01/12 W BEMICIE. RA ST LY MUIGIEIL—FO—
20:20:32] [error] [input:tail:tail.0] db: could not create ' —IZFRAED | EFAAMERZ 5T I2HEHLHD
'in_tail_files' table [2026/01/12 20:20:32] [error] F9. 774 LDDBT 7 A ILDFFRIE. fluent-bit-

[input:tail:tail.0] could not open/create database dbFile agentconfiguration 7 7> 3 > TEEFTINE

[2026/01/12 20:20:32] [error] failed initialize input tail.0 L\ED . /var/log/ TY o SELinuxhBRICE>TWS

[2026/01/12 20:20:32] [error] [engine] input HElE. fluent-bit-seLinuxOptionsType

initialization failed agentconfiguration4 > 3 > % 'spc_t' I[ZERE L TH

TLTEEL,

EMERIFUATH S CEVWLRITE T, "TR— M R=JERE"T—2AL 72— R-rT )y IR

Memcached 7 —4X 1L U X —
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Observability > Collectors h*5. + Data Collector #21) w2 L %9, Memcached ZZERL £7,
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows v

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice

Lty b7y

SEMIIUTE B L EE W, "Memcached 7 ",

ATV NI VR—
ROATO T R EEDAT Y Z—DIESNET,
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1. Observability > Collectors »*5. + Data Collector =2 ') w2 L %9, MongoDB %3#RL £,
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using?

4% RHEL & CentOs w

Select existing Agent Access Key or create a new one

Default (405f5ec-ddcbh-4404-977b-71fa%3 1 e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps

il
m
o
1
(11}
(=]

Meed Helg?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the

Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real

machine addrass, and refrain from wusing a loopback address.
@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service
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I TECELCE TV, "MongoDBD RF 2 X > k"
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1.
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

R Windows v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

@ Copy the contents below into a new conf file under the CA\Program Files\telegrafitelegraf o\, folder For example,
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000

Ly b7 wvS
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent is inszalled

What Operating System or Platform Are You Using?

MNeed Help?
iR Windows -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-977b-71fa231e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions
Follow Configuration Steps heed Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-netstat.conf file.

Lty b7y S

FIxO AT R—

RDATSTIEEDHI Y Z—DIREETNE T,

I U bk SAF B F—RRA b
N N &RV /—RUUID J—RIP/—R%

SO a—FTa>Y
BMBERIFUATAS CEWEITE T, "TR— ' R=,
Nginx 7 —X L U % —
Data Infrastructure Insights (&. CD7—4 AL X —% AL T Nginx 5 X k1w
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Nginx Configuration
N Gi“ x Ea'g" ers Mgins rﬂE:rgii:.

What Operating System or Platform Are You Using? Meed Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%5ec-ddcb-A4404-977b-7 17283 1e1ad3) - | == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps e

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS> with the applicable Nginx address: Please specify a real machine address,
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

@ Restart the Telegraf service.

Ty b7y

Nginx® X k1w ZUVE ICI1E. Nginx"http_stub_status_module"BZICAE D £ 95

B

MBEMIFUTZ CELLEI WV "NginxD FF a2 X2 k",
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R
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service

OO0 006 00

tty b7y

FFHIIUA T Z CELCET L, "PostgreSQL R F a2 XV R,
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Puppet Agent Configuration
pu ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Meed Help?
BR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key

*Please ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

Copy the contents balow into a new .conf file under the C\Program Files\telegrafitelegraf.d', folder. For axample,
copy the contents to the C:\Program Files\telegrafitelegraf dicloudinsights- puppetagent.conf file.

a Modify “location’ if last_run_summarny.yaml is on different path
9 Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Restart the Telegraf service

tty 7y S

SEISUTE CELLEE VL, "Puppet® RF a2 X > k"
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4 BEFIRICK->TT—42 LI 2—%#BRLET, FlRRF. T—2REICFERLTVWEARL—T1 >

DRATLFREEETIY T —LOBRAICL>TEABD XY,

Gathers Redis metrics.

a redis Redis Configuration

What Operating System or Platform Are You Using? Need Help?

iR Windows -

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa93 1eladd) ud + Apent Access Key
*Please enzure that you have s Telegraf Azent in you environment before confguring Show Instructicns

Follow Configuration Steps Need Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

a. Locate the line that begins with 'bind 127.0.07, and append the addrass of the node on which the Telegraf agent
resides

@' Copy the contents below into & neww .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C:\Program Files\telegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service
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