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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls",
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
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"Version":

"Statement": [

{

"2012-10-17",

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObject",

PutObject",

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",
"Sid":

"backupPolicy"

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"s3:

GetObject",

PutObject",

DeleteObject",

ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

RestoreObject",
GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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"REDNT Y FOERICDOWTEFL <%

MBONT Y bZER T 335513, Tnetapp-backup) EWSN\NTw b aZERTIVENHBDFT, HAH
L% FERTINENDHBHAEIE. ontapcloud-instance-policy-netapp-backup' B2 D CVODIAMRole % {ERY
L. RDJISONT O U %ZSIHERICEML £9, Statement'Bityl, S8 ZHEHH 3 "Resource":
"arn:aws:s3:*" NIy MMIBEN TR BBEDH B IR TOBBERERZEIDHTE I,

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::*"
b
{

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws:s3:::*'

A}
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KRBT BB, T AL RO YR L TEDRA TOEBAERINB I, TATEERT
7.

74



KHODIZ. 774N bDF—TlFHL<. HEOBEEEBX—%2FHAL T7—2%ZBE5{tT5H51E. NetApp
Backup and RecoveryV « %' — R Z 159 da0lc. B LEEF—ZFAICKREL THE<KBELHBD XTI,

"Cloud Volumes ONTAP CIE B DAmazonfEB{t ¥ —#{FAHT I AFEZERBL T T L, "

"NetApp Backup and Recovery T EH DAmazontE St —%FERA T3 AEEBBL T,

VPCIVRRAVE AVE—TT—XEFBLTIRTLETSAR— MNEGBICKRET S

BEONT )y A2 —2y MERZFERT35EIE. IXRTOERN IV —IL T2 MMI&koT
BESNBTH. ICRIDIBIHVEIIDHD A

FOTLIRODT—R2E2R2—D5 VPC ADA R —2y MEHDO XD EZLABREREEILLI-VWSSEIE. N\
WITYTTIOT4R—2 3> 40— KR TAWS PrivateLink 35 & IRT 534 T aohHDxEd, 754
R=—rIP7RLRAEFERITBVPCIVRKRA VN AVR—=—T A REZNLTHAYTL IR O XT LICES
I B7=®IC VPN F 713 AWS Direct Connect ZFH T 3 FEDHESIZ. CNHRETT,

FiE

1. Amazon VPC OV —I)LF AV R4V FERALT. 12 —T 1 ALY RRA Y FEREZ ERK
L9, "Amazon S3 @ AWS PrivateLink D{ERICEI T ZEEMICDOVWTIE. TBELHEHZCELIET L. "o

2 V=)l =z > MIEE[MITSNATVWSEXa) 70 JIIL—THEREZZEELEFT, KRU>—% T
HRE2L) (TULT70€R1 HB) ICBEL. Nv o7 v TR = 5S3HERZEMNT 2&EICRLE
EEDTY,

TSAR—k TYRKRAY MADBEEICR— b 80 (HTTP) AL TWLWAHBEIE. BREFTTTT,
NT. U5 X4 —_ETNetApp Backup and Recovery® BfICTE 3 LS ICHD F L1

TS5AR—Kk TV RRAY CADBEICHR— bk 443 (HTTPS) ZERA L TWLW3IBEIE. XD 4 DOFIEIC
MRIEDIC. VPCS3 IV RRA Y MO BSEEAAEX OE— L. ONTAPY S XX —I(TEMT 2H%EHHD
x9,

3. AWS OVY =IO STV RKRA D DNS BZEIEL £,

4 VPCS3 TV RAIRA VIO BSIRAEEREFELEFT, CNERTIIICIE "IV —IILI—V > bERZR
ETAVMICOT A VT2 ROAIVEREERITLET, TVRRAV MDD DNSEZZANTREFIE &
BElC M) #EBZ#:X T Tbuckety ZEBML X,
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Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
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.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
.Network/networkInterfaces/read",
.Resources/subscriptions/locations/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read"

.Resources/subscriptions/resourceGroups/write",
.Authorization/locks/*",
.Network/privateEndpoints/write",
.Network/privateEndpoints/read",
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.Network/privateDnsZones/read",
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.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.ManagedIdentity/userAssignedIdentities/assign/action",

Synapse/workspaces/write",
Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",

.Synapse/workspaces/replaceAllIpFirewallRules/action",

Synapse/workspaces/operationResults/read",
Synapse/workspaces/privateEndpointConnectionsApproval/
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Console agent deployed in Google Cloud VPC (Public)
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Console agent deployed in Google Cloud VPC (Private)
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4 aAvFF>x)LT. Tenvy 2770414 L %Y,
5. MySQLDB /NXT— RHBMURBIZRBZDT. ¥— TMYSQL_ROOT _PASSWORD] OfEx* OAE—L £7,
6. DIV REMEALT. NetApp Backup and Recovery MySQL DB #ETL £95

mysqgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. k® SQL OX > R%ZEALT. NetApp Backup and Recovery MySQL DB AAIEL K Bt/ & &7
BmLET,

mysgl -u root -p cloud backup

8. WZXT—RZANDLTLES L,

mysgl> show tables;
mysgl> select * from volume;

9. RRENBZAR) a—LHTORRICFELTVWEARY 2a—LEBELTHBZ B LE T,

ATV IRARAT T 7V Z218TT 3
1L ATV IRREITAZOATDONYIT YT Zzip 770 (> FIL T 71IL%
I& Tndexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zipy ZfERL£9) %=. /N\wv o7 v SFFrH
5 T/opt/application/netapp/cbs] 7 #I)ILA—ARDF L WAV =)L I—J Y b RRMIOE—LE

o

2. x> R%EFERALT. lindexed Catalog DB_Backup_catalogdb1 23 05 2023.zips 7 7 1 L% f#
BLET,

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. 1s AV Y R%ERTLT. 7+ /LA — Tcatalogdb1y AMERL TN, €D FICH T 7 #JLA— Tchanges]
¢ Tsnapshots] DME SN TWBRZCZREELE T,

ONTAPY 5 X &2 ¢ StorageGRID> X T LE KR

1. "4 YT LS ZDONTAPY 2T Lz INTRZ"URTORETH AR T L. TICIE. S3H—/N—&
L TERALIONTAPY T LAEENF T,

2. "StorageGRID> X T L=EHR",

StorageGRIDIRIEDFHZHET S

FTTDAVY —I)LI—Cz 2 by b7 YT TRESINLLEEDIC. ONTAPY X7 LICEERIT 5N
7=StorageGRID> X2 7 LDFFMZEML £9. "NetApp ConsoleAPI" o

RDIEHRIE. NetApp Console3. 9.xx UBED TS A R—k E=R A VA M=JLICBEATNE T, mLW/N— 3
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DB EIE. ROFIBICRWE T, "DarkSite 75U RNw I 7w MySQL &1 > T v o AHZOT DN
w7y TEET -

StorageGRIDICT—RZ NV I TV TIT2 VAT L LICINSDFIEERITTI2HELHD £,

1.

2.
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XD oauth/token APl ZER L TEREE—2o > =B L £ 9,

curl 'http://10.193.192.202/0auth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d '
{"username":"admin@netapp.com", "password":"Netappll23", "grant type":"pas
sword"}

> '

IP7RLR, A—HY—%&. NAT—RIFARZLETITH. FHOY MEIEFHIZLETIEHD £FH A
THoY rEIFEIC Taccount-DARKSITET] ICHD ET, Fio. I—H—ZICIFEFA—IILER DL
HHERATZINELRHD XTI,

CDAPHIRDESBREZERLET, SR — I VIFUTOLSICEUISTEX T,

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC57b20vZnVsbFouY
W1lTjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51d
GFwcC5]Jb20iLCIzY29WwZSI6ImOwZWSpZCBwemOmaWx1IiwiaWFO0IjoxNjcyNzM2MDIzLCJle
HAiOjJE2NZzI3NTc2MjMsImlzcyIl 6ImhOdHAGLy9vY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-
114v_pNDsPyNDyWqHaKizThdjjHYHxm56vTz Vdn4NgjaBDPwNOKANC6Z88WALcJ4WRQG]Sy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
I0QdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-0o-ipvrOgSoliwleHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

tenancy/external/resource APlI ZfEFH L T. X7 L ID & X-Agent-Ild ZH#H L £7,
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curl -X GET

http://10.193.192.202/tenancy/external /resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciOiJSUZzI1INiIsSINR5cCI6IkpXVCISImtpZCI6IjIIMGFiZjRiIn0eyJzdWIi01idvY
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwecC57b20iXSwiaHROC
DovLZ2Nsb3VkLm51dGFwcC53b20vZnVsbFIuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwILmMNVLS 91 bWEFpbCI6ImEFkbW1uQGS51dGFwcC53b201LCIzY29wZSTI6ImOwWZWS5pZCBwC
m9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIvYZNtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISET7KvMgcoXc5kLDyX-
yEOfHOgr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6 -

DggBINgPZT8A szHinud5WOHJSc4AaT0zC-
sp81GagMahPf0KcEFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCJj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvVIDECENH GAx
wSgMT3zUfwaOimPw'

CDOAPHERD &S BIEEZEERLEF T, lresourceldentifier) D TFDIEIE WorkingEnvironment Id % 7
L. Tlagentldy O TF®DEIF x-agent-id #~L 9,

[{"resourceldentifier":"OnPremWorkingEnvironment-

PMtZNDOM", "resourceType" :"ON PREM", "agentId":"vB 1xShPpBtUosjD7wfBlLIhgD
gIPAOwclients", "resourceClass":"ON PREM", "name":"CBSFAS8300-01-

02", "metadata":"{\"clusterUuid\": \"2cb6cbi4b-dc07-11lec-9114-
d039ea931e09\"}", "workspaceIds": ["workspace2wKYjTy9"], "agentIds": ["vB 1x
ShPpBtUosjD7wfB1LIhgDgIPAOwclients"] }]

3. DR T LICEEE I 5 TL S StorageGRIDY X 7 LD FHlZ 8£A L T. NetApp Backup and Recovery
T—RAR—2EFHLEFT, UTICRTELSIC. StorageGRIDDFZTEEEM R XA V. IR F—
BLUVRA L= F—=ZBFT AL TLIETL,
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curl -X POST 'http://10.193.192.202/account/account-—
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —--header 'authorization: Bearer
eyJhbGciOiJSUzZIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkIm51dGFwcC57b20vZnVsbFO9uYW11TjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbWluQG51dGEFwecC5)jb201iLCIzY29wZSI6Im9wZWSpZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzZLCJ1leHALiOJE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
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